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Abstract. The problem of detecting anomalous network connections
caused by intrusion activities is called Network intrusion detection. Con-
ventional classification methods use data from both normal and intrusion
classes to build the classifiers. However, intrusion data are usually scarce
and difficult to collect. Novelty detection approach overcomes this prob-
lem which depends only on normal data. For this purpose, nonparametric
density estimation approaches based on Parzen-window estimators are
proposed earlier. Two fundamental problems faced are, (i) due to curse of
dimensionality, for high dimensional data with a limited training set, the
estimation can be biased and (ii) high computational requirements. We
propose, (i) a novel pattern synthesis technique to synthesize artificial
new training patterns to increase the training set size and thus to reduce
the curse of dimensionality effect, and (ii) a compact data representa-
tion scheme to store the entire synthetic set to reduce the computational
costs. The effectiveness of our methods are experimentally demonstrated.

1 Introduction

Intrusion detection is the process of monitoring events occurring in a computer
system or network and analyzing them for signs of intrusions, defined as at-
tempts to bypass the security mechanisms of a computer or network. From a
high-level view, the goal is to find out whether or not a system is operating
normally. Network-based intrusion detection systems monitor network behavior
by examining the content as well as the format of network data packets, which
typically are not specific to the exact operating systems used by individual com-
puters as long as these computers can communicate with each other using the
same network protocol. For these types of systems, one may take a data mining
approach by “mining” through the data to detect possible attacks.

Typical classification problems can be formulated as follows. A discriminative
classifier is built using training examples from all c (≥ 2) classes, so that it can
classify the given pattern into one of c classes. Many network intrusion methods

S.K. Pal et al. (Eds.): PReMI 2005, LNCS 3776, pp. 799–804, 2005.
c© Springer-Verlag Berlin Heidelberg 2005



800 P. Viswanath, M.N. Murty, and S. Kambala

are based on this approach [1,2]. This means, they have to use normal as well as
intrusion data for training the classifier. But the main drawback in the case of
intrusion detection is that there may not exist any valid underlying model from
which the intrusion data is generated. So, one needs to differentiate between
normal and abnormal (novel) data by using only normal data. This is called
novelty detection.

Recently, Yeung and Chow [3] have proposed a novelty detection method us-
ing Parzen-Window based density estimation approach. For a given test pattern,
its class conditional density for the normal class is obtained by using Gaussian
kernel based Parzen-Window method. If this density exceeds a threshold den-
sity then the pattern is classified as normal, otherwise as novel. But two main
drawbacks are, (i) due to curse of dimensionality, the estimated density can be
biased with a limited training set, and (ii) the computational requirements are
very high.

In this paper we propose (i) a pattern synthesis technique called partition
based pattern synthesis to increase the training set size which in turn can reduce
the curse of dimensionality effect, and (ii) a compact representation called parti-
tioned pattern count tree (PPC-tree) to store the synthetic set which can reduce
the computational requirements. Experimentally it is shown that our approach
can outperform some of the related methods.

The rest of this paper is organized as follows: Section 2 gives a brief de-
scription of the density estimation approaches to novelty detection. Section 3
describes pattern synthesis. A Compact representation for the training set will
be presented in Section 4. In Section 5 we will describe our method. Experimen-
tal results will be presented in Section 6. Finally, some concluding remarks will
be made in Section 7.

2 Parzen-Window Based Density Estimation

Parzen introduced a nonparametric method for estimating density functions [4].
Let p(x) be the density function to be approximated. Given a set D = {x1, x2, ...,
xn} of n i.i.d. samples drawn according to p(x), the Parzen-window estimate of
p(x) based on the n examples in D is

p̂(x) =
1
n

n∑

i=1

δn(x − xi)

where δn(.) is a kernel function with localized support and its exact form depends
on n.

We choose to use Gaussian kernel functions for two reasons. First, the Gaus-
sian function is smooth and hence the estimated density function p̂(x) also varies
smoothly. Second, if we assume a special form of the Gaussian family in which
the function is radially symmetrical, the function can be completely specified by
a variance parameter only. Thus p̂(x) can be expressed as a mixture of radially
symmetrical Gaussian kernels with common variance σ2:
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p̂(x) =
1

n(2π)d/2σd

n∑

i=1

exp
{

−‖x − xi‖2

2σ2

}
(1)

where d is the dimensionality of the feature space.

3 Partition Based Pattern Synthesis

We present in this section an instance based pattern synthesis method called
partition based pattern synthesis where the given training set and some of the
properties of the data are used to generate new artificial patterns.

Let F = {f1, . . . , fd} be the set of features, X be a set of patterns. For a
pattern X , let XB be the projection of X onto features in B where B ⊆ F . Let
πB(X ) = {XB | X ∈ X}.

Let us define a product (×) similar to cartesian product over the sets of pro-
jected patterns as follows. Let Z = (X1

B1
, X2

B2
, . . . , Xp

Bp
) be a pattern such that

ZB1 = X1
B1

, ZB2 = X2
B2

, . . . , ZBp = Xp
Bp

where {B1, B2, . . . , Bp} is a partition
of F and X1, . . . , Xp are p patterns (not necessarily distinct). Then

πB1(X ) × πB2(X ) × . . . × πBp(X ) = {(X1
B1

, X2
B2

, . . . , Xp
Bp

) | X1, . . . , Xp ∈ X}.

The synthetic set of patterns for a class with label l is,

SSQl
(X l) = πBl1(X l) × πBl2(X l) × . . . × πBlp

(X l)

where X l is the set of given pattens which belongs to the class with label l and
Ql = {Bl1, Bl2, . . . , Blp} is a partition of F .

Example: This illustrates the concept of partition based pattern synthesis. Let
F = (f1, f2, f3, f4), X l = {(a, b, c, d), (p, q, r, s), (w, x, y, z)} be the given training
set for class with label l, and πl = {Bl1, Bl2} such that Bl1 = (f1, f2) and Bl2 =
(f3, f4). Then, the synthetic set for the class is SSQl

(X l) = πBl1(X l)×πBl2(X l)
= {(Xa

Bl1
, Xb

Bl2
) | Xa, Xb ∈ X i} = {(a, b, c, d), (a, b, r, s), (a, b, y, z), (p, q, c, d),

(p, q, r, s), (p, q, y, z), (w, x, c, d), (w, x, r, s), (w, x, y, z) }.
It is easy to see that the original set of patterns X l and the synthetic set

SSQl
(X l) are from the same probability distribution if the subsets of F viz.,

Bl1, . . . , Blp are statistically independent for the given class. But unfortunately,
such a partitioning of F may not exist and even if they exist, finding it would be a
computationally demanding problem. So, an approximate partitioning method
is used based on correlation coefficient between pairs of features. The set of
features is partitioned such that on average features in different blocks are least
correlated with each other.

4 A Compact Representation

Partition based pattern synthesis can generate synthetic set of size O(np), where
n is the original set size and p is the number of blocks in the partition. Hence
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explicitly storing the synthetic set is very space consuming. In this section we
present a compact representation of the original set which is suitable for the
synthesis. For large data sets, this representation requires less storage space than
that for the original set. This is called partitioned pattern count tree (PPC-tree).

PPC-tree is a generalization of a data structure called pattern count tree (PC-
tree) [5]. PC-tree, as well as PPC-tree are suitable when each feature can take
discrete values (can be categorical values also). For continuous valued features, an
appropriate discretization needs to be done first. PPC-tree structure is described
with an example below.

Example: Let {(a, b, c, x, y, z), (a, b, d, x, y, z), (a, e, c, x, y, u), (f, b, c, x, y, v)}
be the original training set for a class with label i. Let the partition chosen is
Qi = {Bi1, Bi2} such that Bi1 = {f1, f2, f3} and Bi2 = {f4, f5, f6}, respectively.
Then the PPC-tree is shown in Fig. 1. Each node of the tree (except root) is of
the format (feature : count).

The PPC-tree is a set of tree structures (called PC-trees) {Ti1, Ti2}, where
Ti1 represents the set of projected patterns X i

Bi1
= {(a, b, c), (a, b, d), (a, e, c),

(f, b, c)}. Similarly Ti2 represents the set of projected patterns X i
B2

.

Ti2Ti1

u : 1
a : 3

f : 1 b : 1

e : 1

b : 2

c : 1

d : 1

c : 1

c : 1

x : 4 y : 4

z : 2

v : 1

PC−tree for block 1.                                        PC−tree for block 2.

Fig. 1. PPC-tree Ti = {Ti1, Ti2}

A path from root to leaf of Ti1 represents a projected pattern onto features
in Bi1 and that of Ti2 represents a projected pattern onto Bi2. Merging the two
projected patterns gives a synthetic pattern according to the partition.

The space and time (to build) requirements for the representation is O(n)
where n is the number of original patterns.

5 Novelty Detection Using Synthetic Patterns

For the normal class, partition the set of features into p blocks (p is chosen based
on a three-fold cross-validation) using the approximate partitioning method. Let
the partition be {B1, . . . , Bp}. Let the PPC-tree representation for the synthetic
set be T = {T1, . . . , Tp}. Let T be the given test pattern. For each tree structure
Ti ∈ T , we maintain two lists disti and dist counti each of length equal to the
number of paths (same as the number of leaf nodes i.e., li) in the tree structure
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Ti. The jth entry in the list disti is distij and this gives squared Euclidean
distance between TBi and a projected pattern corresponding to a path in the
tree, whereas the corresponding entry in the dist counti list is dist countij which
gives the number of times the projected pattern (given by the count field of
the leaf node of the corresponding path) is repeated. Find the set of pairs S =
{(dist1j1 + . . .+distpjp , dist count1j1 × . . .×dist countpjp) | 1 ≤ ji ≤ li, 1 ≤ i ≤
p}, where first member of each pair gives squared Euclidean distance between T
and a synthetic pattern and second member gives number of times the synthetic
pattern is repeated. These distances are used to estimate the density at the given
test pattern T by using the Equation 1 whose modified version is given below.

1. Let S = {(d1, c1), (d2, c2), . . . , (dm, cm)} where m = | S | = (l1×l2×. . .×lp).
2. Density at T is found by using

p̂(x) =
1

np(2π)d/2σd

m∑

i=1

ci exp
{

− di

2σ2

}
(2)

{Hence, a total of m = l1× l2× . . .× lp computations are required. But according
to the experimental studies, the values of each of li is much smaller than n. So
m is much smaller than np, the total number of synthetic patterns.} If the
calculated density, pm(x) exceeds a threshold value (chosen based on a three-
fold cross-validation) then the test pattern T is classified as normal, otherwise
as novel (abnormal).

6 Experiments

In our experiments, we use KDD Cup 1999 dataset (for details refer [3]) which
was obtained from a real-world military network environment with simulated
intrusions.

The dataset has four intrusion categories: probing, denial-of-service (DoS),
user-to-root (U2R), and remote-to-local (R2L). We use the performance measures
true acceptance rate (TAR) and true detection rate (TDR) as given in [3]. TAR
measures the percentage of normal connections in the test set that are classified
as normal, whereas TDR measures the percentage of intrusive connections in the
test set that are detected as intrusions.

We use the training dataset consisting of 97276 patterns, all from normal class
to estimate the density model. The test dataset consists of 311029 patterns. Each
test pattern is classified as either normal or abnormal based on a threshold value
which is fixed based on a three-fold cross-validation using training dataset.

We have compared our results with those of Yeung and Chow [3], KDD Cup
winner and KDD Cup Runner. Table 1 gives the TAR and TDR values for all
the methods. The results of Yeung and Chow are taken from [3]. Since the KDD
Cup is concerned with multi-class classification but we are interested only in
normal/intrusion discrimination, we have converted the results of KDD Cup
winner and Runner into our format (as done by Yeung and Chow [3]). The best
results in each category are highlighted.
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Table 1. Comparison of our model with others (showing (%))

Method TAR TDR Cost
Normal Probing DoS U2R R2L

Ours 96.20 99.76 97.59 96.49 37.12 0.1796
Yeung and Chow 97.38 99.17 96.71 93.57 31.17 0.2024

KDD Winner 99.45 87.73 97.69 26.32 10.27 0.2260
KDD Runner 99.42 89.01 97.57 22.37 7.38 0.2339

The proposed method is also compared with others based on a scoring
scheme. KDD Cup scoring scheme uses a cost matrix which is modified (as
done by Yeung and Chow [3]) to suit the given approach.

Although our method is not always better because its TAR is lower, it is
fair to say that our method can achieve performance comparable to the best
methods, with the favorable characteristics that it requires no intrusion data at
all and effectively uses very large number of synthesized training patterns.

7 Concluding Remarks

The paper presented a novelty detection approach to detect abnormal patterns.
This is useful when the normal class is well defined and abnormal class does
not have an explicit definition apart from saying that it is not normal. Parzen-
Window based novelty detection is presented. To reduce the curse of dimension-
ality effect we used partition based synthetic patterns. To reduce the computa-
tional requirements we used PPC-tree representations. The results are compared
with other related approaches and found to be encouraging.
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