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Abstract. Today's grid architecture encompasses a far greater breadth of appli-
cations than the traditional grid, which focused on distributed applications 
processing large amounts of data. Newer grid applications are more data-centric 
and more focused on distributed services. As these trends, mobile internet and 
the grid, are likely to find each other the resource constraints that wireless de-
vices pose today affect the level of interoperability between them. The goal of 
this paper is to investigate how well the most limited wireless devices can make 
the use of grid security services. This paper describes a novel security approach 
on fast mobile grid services based on current mobile web services platform en-
vironment using XML signcryption mechanism. 

1   Introduction 

Besides mobile internet the traditional Internet computing is experiencing a concep-
tual shift from client-server model to grid and Peer-to-Peer (P2P) computing models. 
As these trends, mobile internet and the grid, are likely to find each other the resource 
constraints that wireless devices pose today affect the level of interoperability be-
tween them. As these key trends, mobile Internet and the grid, are likely to find each 
other the resource constraints that wireless devices pose today affect the level of 
interoperability between them [1].  

Furthermore, open mobile grid service infrastructure will extend use of the grid 
technology or services up to business area using web services technology. Therefore 
differential resource access is a necessary operation for users to share their resources 
securely and willingly. Therefore, this paper describes a novel security approach on 
fast mobile grid services based on current mobile web services platform environment  
using XML signcryption mechanism. 

2   The Performance Problem and XML Signcryption 

XML-based messaging is at the heart of the current grid based on web services tech-
nology. XML's self-describing nature has significant advantages, but they come at the 
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price of bandwidth and performance. XML-based messages are larger and require 
more processing than existing protocols such as RMI, RMI/IIOP or CORBA/IIOP: 
data is represented inefficiently, and binding requires more computation. For exam-
ple, an RMI service can perform an order of magnitude faster than an equivalent web 
service-based grid. Use of HTTP as the transport for Web services messages is not a 
significant factor when compared to the binding of XML to programmatic objects [9]. 

Increased bandwidth usage affects both wired and wireless networks. Often the lat-
ter, e.g. mobile telephone network, have bandwidth restrictions allotted for communi-
cation by a network device. In addition, larger messages increase the possibility of 
retransmission since the smaller is the message, the less likely it will be corrupted in 
the air. Increased processing requirements affect network devices communicating 
using both types of networks (wired and wireless). A server may not be able to handle 
the throughput the 'network' demands of it. Mobile phone battery life may be reduced 
as a device uses more memory, performs more processing and spends more time 
transmitting information. As the scale of web services usage increases, these prob-
lems are likely to be exacerbated. Fast grid services attempts to solve these problems 
by defining binary-based messages that consume less bandwidth and are faster and 
require less memory to be processed. The price for this is loss of self-description. Fast 
grid service is not an attempt to replace XML-based messaging. It is designed to be 
an alternative that can be used when performance is an issue. 

XML signcryption structure and schema has been proposed. Shown below is the 
XML signcryption XML document. The root element XML signcryption is the fun-
damental element of the XML documents. Within the root element are contained 
various other elements such as signed info and the signcryptionvalue, Rvalue and Svalue 
[6,7]. 

 

Fig. 1. Proposed XML Signcryption Schema 

The signedInfo element contains the information about the signcryption methodol-
ogy used. It described about the implementation details about signcryption. Within 
the signed info element there are other elements such as CanonicalizationMethod 
Algorithm, SignatureMethod Algorithm, EncryptionMethod Algorithm and Reference 
URI. 

The CanonicalizationMethod indicates the method that is used for canonicaliza-
tion. The canonical method allows the use of different characters in the XML docu-
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ment. For example, if there are white spaces in the xml document, these are removed 
because of the XML canonicalization method used. The signatureMethod element 
indicates the signature element used in the signcryption process. EncryptionMethod is 
the encryption method that is used in the signcryption process. In our example, the 
algorithm used is DES. The element Reference indicates the link of the file that is 
being signcrypted. It contains the path of the file that is being signcrypted. The refer-
ence URI also contains the different Hashing algorithms that are being used in the 
signcryption process. In our implementation, we are using MD5 and SHA1. 

As indicated in sections above, the result of signcryption are three values, namely 
c, r and s. these three values are required by the system to create the plain text from 
these messages. When signcryption is performed on a data, the output is a signcryp-
tion value. Signcryption requires different digest functions. The description of the 
hash functions and also the different parameters required for encryption. The encryp-
tion method that is used for signcryption is also shown in the XML document. This 
information is also shown in the Canonicalization method is used to embed a docu-
ment in another document. Using Xpath filtering, an appropriate file is opened so that 
the file is opened using the application specified.  

 
Fig. 2. Signcryption Schema 

XML signcryption schema is shown above. The schema is required to validate the 
received XML message for its integrity. A part of the XML signcryption module is to 
create a technique where in badly formed XML documents need to be removed. Sur-
vey shows that a lot of attacks on XML servers are due to the fact that the XML 
documents created are not properly formed. The hardware-based solutions perform 
this additional task. The software-based module also needs to check the validity of 
the schema before the document is passed onto the next stages for verification. 

The schema defines the various attributes and the elements that are required in a 
XML document. These attributes declare the feature of the XML document. The Id 
the element possesses and Multipurpose Internet Mail Extensions (MIME) so as to 
allow non-textual message to be passed can be incorporated into the XML document. 
The mode in which the signcryption has occurred, Type specifies a built-in data type.  

The XML signcryption schema and is being used with Java Crypto Extensions and 
SAX parser to create a XML signcryption module. As the signcryption algorithm is 
faster compared to other signature algorithms, because of its reduced computation, 
the system is faster. This system introduces faster processing and also provides an 
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additional feature of encryption along with the signature. Hence, the XML signcryp-
tion not only performs the integrity of the XML document, but also performs the 
confidentiality of the system. This additional facility is provided to the system with 
faster execution time. 

The proposed XML signcryption test environment, as shown in figure 4, an XML 
document is parsed and schema is validated using SAX parser. After the XML docu-
ment is validated, the information is passed to signcryption module. The signcryption 
components can verify/generate the signature for an XML document. 

3   Middleware Framework for Secure Mobile Grid Service 

A security framework using grid middleware for mobile grid services is as follows 
figure 3. Web services can be used to provide mobile security solutions by standard-
izing and integrating leading security solutions using XML messaging. XML messag-
ing is referred to as the leading choice for a wireless communication protocol and 
there are security protocols for mobile applications based upon it. Among them are 
the follows. SAML (Security Assertions Markup Language) is a protocol to transport 
authentication and authorization information in an XML message. It could be used to 
provide single sign on web services. XML signatures define how to digitally sign part 
or all of an XML document to guarantee data integrity. The public key distributed with 
XML signatures can be wrapped in XKMS (XML Key Management Specification) for-
mats. 

 

Fig. 3. Security Framework for Open Mobile Grid Middleware 

XML encryption allows applications to encrypt part or all of an XML document 
using references to pre-agreed symmetric keys. The WS-Security, endorsed by IBM 
and Microsoft, is a complete solution to provide security to web services. It is based 
on XML signatures, XML encryption, and an authentication and authorization 
scheme similar to SAML. When a mobile device client requests access to a back-end 
application, it sends authentication information to the issuing authority. The issuing 
authority can then send a positive or negative authentication assertion depending 
upon the credentials presented by the mobile device client. While the user still has a 
session with the mobile applications, the issuing authority can use the earlier refer-
ence to send an authentication assertion stating that the user was, in fact, authenti-
cated by a particular method at a specific time. As mentioned earlier, location-based 
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authentication can be done at regular time intervals, which means that the issuing 
authority gives out location-based assertions periodically as long as the user creden-
tials make for a positive authentication [4,5,8]. 

4   Test Configuration and Results 

Components of the grid security are XML security library, service components API, 
application program. Although message service component is intended to support 
XML applications, it can also be used in other environments where the same man-
agement and deployment benefits are achievable. The figure for representing Testbed 
architecture of service component is as follows figure 4.  

We will concentrate on the most limited category of wireless Java 2, Micro Edition 
(J2ME) devices that use Mobile Information Device Profile (MIDP). Applications 
that these devices understand are midlets. Typically maximum size of a midlet varies 
from 80-100kbs and user can download six to nine applications to his mobile phone. 
Midlet is a JAR-archive conforming to the midlet content specification [2]. The 
server is composed server service component of mobile grid platform package. And 
the message format is based on Specification of W3C (World Wide Web Consor-
tium).  
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Fig. 4. XML Signcryption Component for Mobile Grid Services 

Figure 5 shows the time taken for verification of the signature takes a longer time 
than the generation of the signcryption value itself. Figure 6 shows in the information 
in a graphical form. It can be noticed that as the number of iterations increase the 
amount of time taken per iteration decreases significantly. In the case of Unsigncryp-
tion the time taken per iteration is much more than the time taken for signcryption. 
The process provides both confidentiality and integrity at relatively lesser speed and 
lesser time as compared to other signature techniques. 
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Fig. 5. Time taken plotted against number of 
iterations for Signcryption & Unsigncryption 

Fig. 6. Average time/iteration mapped 
against the number iterations 

5   Conclusion 

Mobile grid services are so attractive that they can cover all walks of life. However, 
current grid is growing slower than expected. Many problems like accuracy, privacy, 
security, customer requirement have to be addressed. It should be understood that 
there is no single universal solution to grid. signcryption technique allows simultane-
ous processing of encryption-decryption and Signature. It has been proved that the 
use of signcryption decreases the processing time by 58%. signcryption is being pro-
grammed using the field theory. signcryption technique is very efficient as it uses 
only a single exponentiation for both encryption and signature. 

We propose a novel security approach on fast mobile grid services based on cur-
rent mobile web services platform environment using XML signcryption mechanism. 
Our approach can be a model for the future security system that offers security of 
open mobile grid security. 
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