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Abstract

1.

This paper explores the possibility to represent the privacy policies of an individual, as well as the processing steps of those who (concurrently) process the data,
using a simple process algebra, FSP. The approach leads to the identification of
two major classes of privacy policies: aggregation policies and quantitative policies. Automated analysis (with the LTSA tool) of such policies, in combination
with the actions of parties that process personal information allows the automated
discovery of possible breaches of privacy.
It is demonstrated that addressing the breaches often involves tradeoffs, such
discontinuing interaction with some parties, so that policies are no longer violated.

Introduction

Personal privacy has, in some respects, been an evasive topic in Computer
Science. While it has become entrenched in. phrases such as Security and
Privacy, it is often difficult to establish what privacy adds to the notion that
is not already covered under the rubric of security. The one clear exception is
the association between privacy and anonymity: If privacy is a form of security
for the individual, then anonymity guarantees privacy. Anonymity, however,
is not a panacea: Not only are anonymity and accountability incompatible, but
a tradeoff between anonymity and privacy implies a tradeoff between privacy
and freedom — freedom of speech [23] and freedom to act; the degree to
which actions and utterings can be observed, stored and matched in a digital
environment would constrain such actions to a significant extent if one’s only
option to perform them with a reasonable amount of privacy were to perform
them anonymously.
Having said this, it is important to realise that sharing of personal information with others always carries some risk. There are very few guarantees that
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personal information, once shared, will be treated in confidence and used in
the manner in which it was intended. This risk is not without benefit, however:
society depends on information about individuals being available. Society’s
need for accountability justifies individuals carrying identity cards and passports. This need justifies the requirement that cars are fitted with licence plates.
This need also justifies (responsible) use of blacklists for services where individuals moved outside society’s reasonable expectations of how individuals
should behave under certain circumstances.
If total anonymity (for total privacy) is not the only option, the question
becomes one of how much privacy can be achieved by how much reserve?
Unfortunately, privacy and reserve (with many other such notions) are notoriously difficult to quantify. It seems that the best approximation to this is some
(formal) model that enables one to reason about specific tradeoffs.
P3P [29] provides a first step in this direction. P3P allows both the user and
the service provider to represent (aspects of) their privacy policy. These policies
are then compared and, only if the policies are compatible, is the individual’s
information shared. No attempt, however, is made to correlate information
shared with a number of parties. Arguably, when multiple parties are involved,
privacy risks for the combined case are significantly higher than the sum of the
individual risks. This is amongst others due to the possibility of correlating
(‘matching’) and aggregation of information by the various parties.
This paper explores the possibility to achieve some indication of the tradeoffs that occur when an individual interacts with multiple parties and wishes
to maintain privacy according to some personal policy. The activities of parties with whom an individual deals are formally modelled. Next, the activities
that have privacy implications are highlighted using the same formal modelling
technique. Finally, the individual’s privacy policy is represented using the same
technique. In this privacy policy undesirable states are indicated. Reachability analysis is then used to check the possibility of reaching such undesirable
privacy states. The individual can now decide how to react to such a possible
breach of privacy.
A simple process algebra, FSP [22], is used to model the activities of those
parties with whom the individual interacts and the individual’s privacy policies.
The LTSA tool [22] is used to perform the reachability analysis.
The approach followed in this paper still offers many challenges, not the least
of which is the complexity of appropriately modelling something as intangible
as privacy. This complexity will specifically impact on the possibility of practical application of the proposed approach. This paper has a more modest goal
than attempting to give a comprehensive solution to the stated problem; its goal
is rather to explore the notions involved in addressing the problem and thereby
help set the stage for a solution (if a practical solution does exist).
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The paper is structured as follows. Section 2 gives some background about
privacy. Section 3 introduces modelling the actions of parties with whom the
individual deals as well as the individual’s privacy policy. Next, section 4 uses
reachability analysis to identify privacy policies and considers courses of action
the individual may pursue to address such problems. Section 5 ties up some
loose ends after which section 6 concludes the paper.

2.

Background

Privacy is a complex issue. This is already evident if one only focusses on
technical issues — the main concern of this paper. It seems that technical work
has been done in five areas regarding privacy, namely anonymity, private communication, inference control, organisational safeguards and personal control.
Each of these is briefly considered below. For an introduction to non-technical
aspects of privacy see [4, 8, 9, 18, 23, 27, 31,40].
Anonymity work in privacy is based on the fact that observation of one’s
actions in Cyberspace is easier, and records tend to persist for longer. Work
done to achieve anonymity (or pseudonymity) include onion routing [13] and
Crowds [30] — both of which hide the origin of messages flowing through a
network — and anonymous proxies (such as web anonymizers and anonymous
remailers [5,11,21]) — that hide the IP-address and other identifying details of
the client from the server. In this regard, it is worth noting Chadwick’s point [6]
that anonymity is not only a bad idea on the Internet (due to its incompatibility
with accountability), but also that most of these solutions actually provide a
pseudonymous solution.
The second area — privacy of personal communications — has primarily
been addressed by encryption. This is evidenced by, for example, the name of
the popular encryption product, PGP: Pretty Good Privacy [12].
The third aspect of (technical) privacy that has received some attention is
that of statistical inference. This has been achieved by modifying data in ways
that are statistically insignificant [35] and by limiting statistical queries over
such data to queries that include a sufficient number of entries so that inferences
cannot be made about individual cases [7] and removing identifying information
from such entries [33, 36]. In the last case, it is interesting to note that removing
obviously identifying information (such as names, identity numbers, etc) is not
sufficient and a more extensive sanitising of data is required [33, 36].
In the case of organisational safeguards, most work done on security is relevant, but not specific to privacy. Specific privacy safeguards will focus on protection of the individual’s information against inadvertent (or even intentional)
misuse by the organisation or those associated with the organisation. It may
be approached by implementing checks and balances to ensure that personal
information is not misused. This can, amongst others, be ensured by recording
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the purpose for which personal data has been collected, recording the privacy
policy applicable at the time of data collection, recording personal preferences,
and other similar privacy-related information. Additionally, an access monitor then controls all accesses to such data by ensuring that access attempts are
compatible with all the security information recorded earlier, as well as other
privacy considerations at the time of collection and/or at the time of use. A
number of solutions to achieve this have been proposed [3, 10, 19, 1, 2, 20, 26].
A common reservation about such solutions is the doubt that businesses will
voluntarily implement them. The business case for such solutions have been
argued in a number of places [2, 14, 15, 16, 17, 20, 23, 28, 39]. The essence
of these arguments is that these technologies make business sense because they
will help to attract customers and to build a relationship of trust with new and
existing customers, yielding a (mutually) beneficial associasion. Such technologies can also help to prevent costly privacy-related accidents. Products
that have been introduced in this area include IBM’s Tivoli Privacy Manager
[38] and PrivacyRight’s TrustFilter [28]. Note should also be taken of IBM’s
Enterprise Privacy Architecture [15, 19].
The importance of organisational safeguards for the current paper is the fact
that they provide a degree of assurance that organisations will indeed honour
their privacy commitments as expressed in their privacy policies. When such
technologies are properly installed and regularly audited, personal control becomes more dependable.
The final privacy aspect to be addressed here is indeed that of personal control.
The best-known example here is P3P [29] where the individual controls whether
information should be divulged to an organisation, given the organisation’s
privacy policy. Also in this category is the work done by Teepe et al [37]
that establishes what information an individual will need to divulge during the
course of a workflow process before the individual initiates the workflow. This
enables the individual to know whether participation in a workflow will become
too sensitive, before divulging some private information as part of a process.
The current paper also addresses this aspect (personal control) of the privacy
problem.
The relationships between the technologies considered above has been investigated elsewhere [24], where it has been shown that a fully ordered relationship
exists between them, that was then formalised as the Layered Privacy Architecture (LaPA).
The use of a process algebra to model aspects of security is not new [32].
Also privacy (specifically anonymity) has been modelled using a process algebra
[32, 34]. In these cases, the goal is to model security protocols and determine
whether specific security properties (secrecy, authentication, non-repudiation
and anonymity) hold for these protocols as required. In our case it is not security
protocols that will be modelled, but business processes. We will also not be
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primarily concerned about whether specific properties hold, but whether an
arbitrary (user-specifiable) privacy policy can be violated.

3.

3.1.

Modelling actions and privacy
Behaviour of parties

If the actions of some party with whom an individual wants to interact are
known, it is relatively easy to model the actions of that party in FSP. To illustrate,
the actions of a shop may be

Here the pack and ship actions are assumed to be primitives that have no
real impact on the privacy of the individual. In contrast address.request
and address.release are actions that were chosen to indicate that the shop
acquires the customer’s address somehow and deletes it afterwards.
Even the simple definition of a SHOP holds a number of challenges. Firstly,
the question arises about who should define the actions of the SHOP. The enduser may not have access to the internal operation of the SHOP and may therefore
not be able to model the SHOP accurately. A better solution would therefore
be for the SHOP to model its own actions and publish that as part of its privacy
policy. This, however, would require a standardised nomenclature (or ontology)
— a problem that we ignore given the explorative nature of this paper. A
second problem introduced by the SHOP publishing its own actions as part of a
privacy policy would be knowing which of its actions are relevant for a diverse
population of individuals, each with his or her own privacy policy. It is possible
to address this by expecting the SHOP to publish a relatively detailed account of
its actions, and where the individual then selects only those that are appropriate
to his or her privacy policy. The following FSP statement expresses that only
address.request and address.release are relevant to the individual:

It is also possible to model temporal retention of data for audit purposes, as
follows

However, this paper does not consider such temporal constraints. What the
paper does consider are cases where information is retained until some action
leads to its deletion. This is illustrated by the following definition of INSURER:
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Here the insurance data is retained until the policy is cancelled by an explicit
cancel action.
For the sake of illustration below, one further class of organisations is introduced here:

Finally, the instances of these categories of organisations are defined and
specified as processes that execute concurrently. For our purposes a and d are
INSURERs, b is a SHOP and c is a MARKETER:

3.2.

Categories of parties

Now that the behaviour of parties has been specified, and some instances of
those parties have been defined, it becomes possible to identify categories of
organisations so that it will be possible to specify privacy policies in terms of
such categories, rather than specific parties (although specification of privacy
policies in terms of such specific parties will not be precluded).
The first category is one that inherently holds a negative connotation:
The intention here is that, whenever a party identified as a SPAMMER, performs an
address.request action, it becomes possible for the SPAMMER process to
perform the spam action, that will be used below in the policies section to
specify a privacy policy to limit the actions of spammers.
The second category to be used in this paper is not inherently value laden; it
will be used to identify financial institutions and specifically identify the points
at which they request and release information. FINANCIAL accomplishes this:

This definition incorporates a rudimentary form of categorising data: address
is assumed to be part of insurancedata, and when either is requested, the
finreq (financial request) action becomes enabled. Similarly, when either is
released, the finrel (financial release) action becomes enabled.
Unfortunately, given the nature of the process algebra used, these trigger
actions (spam, finreq and finrel) will automatically be enabled for those
parties who are not placed in the respective categories. (For example, if a is not
identified as a SPAMMER in this section, a.spam will automatically be enabled
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in the policies section below, because there is no a.spam in the category section
here (yet) for which it will have to ‘wait’.) In order to avoid this, it is necessary
to introduce ‘opposites’ for the categories already introduced:

In both of these cases the trigger actions do not form part of the process descriptions but the alphabets of the processes are extended with these actions;
they therefore inherently cannot occur in these processes and will therefore not
be enabled in the policies section below.
All that remains in this section is to combine the various instances of parties
with their respective categories. A possible combination looks as follows:

3.3.

Privacy policies

Once the parties and categories have been modelled, the policies can be
modelled.
In some cases (possible) occurrence of the trigger action will violate privacy
and therefore needs to be indicated as such:

Another possible policy is to limit the number of occurrences of one’s information in different databases. The following policy limits one’s information to
two financial institutions:

These examples suffice for the initial discussion and now it is possible to
combine the various policies:

Finally the parties, categories and policies can be combined:
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4.

Discussion

A reachability analysis of the system described above can now be performed
to see if the ERROR state can be reached. If it can, a trace to this state will
illustrate how it is possible to violate the individual’s privacy policy. As is clear
from the simple examples given above, it is indeed possible to violate the policy.
A safety analysis with LTSA produces the following trace:

This indicates the (obvious) problem that the individual’s CHECKSPAM policy
can be violated if c requests the individual’s address leading to the possible
execution of the trigger action spam by c.
This simple example illustrates one of the major points of this paper: Once
a possible breach of privacy has been identified, it is, in general, up to the individual to deal with the possible breach. The individual may, for example, avoid
the breach by no longer dealing with c. The individual may also investigate the
reasons why he or she has identified c as a spammer. If it possible to accept the
amount of junk mail c sends, it may warrant reclassifying c as a NOTSPAMMER.
To further elaborate on this last point, suppose that b is classified as a SPAMMER,
but in our agreed upon interaction (as specified by the FSP definition of b’s
behaviour) b does not send any mail. If we accept the specified descriptions
as true of actual behaviour (a point that we already noted earlier in the paper),
the individual may decide to phrase the SPAMMER category in terms of the mail
action rather than (or in addition to) the address.request action, as follows:

or

Given such a trigger action definition, b would not violate the policy even if
b were identified as a SPAMMER. In other words, thinking about the semantics
of actions may lead to a redefinition of a trigger action or a privacy policy
that would avoid the conflict. These options are in addition to the options of
no longer dealing with the party involved in the breach of a privacy policy, or
renegotiating the interaction with that party.
Once the SPAMMER violation has been addressed in any of the above manners,
a reachability analysis with LTSA leads to the following trace:
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What this shows is the (again obvious) result that the maximum number of
financial institutions that are allowed to simultaneously hold the individual’s
information can be exceeded (as illustrated here, when a, b and d simultaneously
hold some of the individual’s information).
Resolving the violation may again be considered by stopping interaction
with any of the parties involved (a, b or d), changing the categorisation (for
example deciding that b is not a financial institution after all) or changing the
policy (by, for example, setting MaxFin equal to three). For example, changing
classification of b to NOTFINANCIAL yields the following safety results from
LTSA:

The question that needs to be addressed now, is one on the nature of privacy
violations that can be modelled (and detected) using the approach described in
this paper. While it is clearly possible to check privacy violations from a single
party (such as that represented by the CHECKSPAM policy above) the clear power
of the technique lies in detecting (and addressing) privacy violations that arise
from the interaction of many parties that are concurrently active and processing
one’s data. Before turning our attention to that, it is worth noting that singleparty violations need not be as simple as the CHECKSPAM policy above: it is
also possible to have a policy that monitor’s the party’s acquisition of personal
information over time and flags the point at which the amount of collected
information exceeds some threshold. The details of how this can be done will
be clear after the multi-party scenario has been discussed below.
One type of privacy policy for which the described approach holds potential,
is that of computerised matching. Suppose that some party m has access to the
individual’s medical records, while another, t, has access to the individual’s
tax records. If the individual is concerned that m and t might use their access
to match the data to learn more about the individual, the individual can set
up a privacy policy that, while permitting the two parties to access his or her
information, does not allow them to do it simultaneously. To do this, suppose
that appropriate categories have been created to cause suitable medicalreq,
medicalrel, taxreq and taxrel trigger actions. Then the following policy
will specify the non-matching requirement:
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Prevention of computerised matching is clearly a special case of what may
be termed an aggregation policy — where the individual wants to prevent simultaneous processing of a set of personal data items that, when aggregated,
may form a more comprehensive image of the individual (whether it is true or
false) than the individual data items would have. Definition 1 formalises this
notion.
Definition 1 (Aggregation policies) Let be the set of all personal attributes
of an individual and the set of all parties with whom the individual interacts.
Let
be a set of personal attributes about some individual. Let
be a set of those parties that occasionally process the attributes in A. Let
with
indicate the set of attributes being processed by
some party at some instant An aggregation policy for A over P specifies
that no instant exists for which

Note that the case where
is the special case alluded to above when
single-party policies were briefly considered.
While the class of aggregation policies can indeed include a range of specific
policies, it does not include the case that was used to introduce the modelling
of properties above, where some financial information was limited to a specific
number of instances or occurrences amongst a set of financial institutions. That
case is formally defined in definition 2
Definition 2 (Quantitative policies) Let
again be the set of all personal
attributes of an individual and the set of all parties with whom the individual
interacts. Let
be some set of personal attributes and
some
set of parties with whom the individual interacts. Let
be an integer. A
quantitative policy for A over P specifies that

where

has the same meaning it had in definition 1.

Again note that the ‘spamming policy’ used above is a special case of a
quantitative policy for which
When
the privacy policy for
a document implies that the document should be treated like a paper-based
document: it could be at different parties, but not simultaneously. For
the choice of in general seems to be arbitrary, with a lower value of simply
specifying a higher degree of privacy (with its concomitant costs).
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Tying up loose ends

One of the fundamental assumptions of this paper is that is is possible to
specify the behaviour of parties with whom one interacts and then ‘know’ that
they will stick to that behaviour. The notion that it is possible to specify realworld behaviour in a compact manner seems plausible but needs to be tested
with real-world examples. This is, however, left to future research.
The requirement that parties will stick to a given behaviour, once that behaviour has been formalised in a policy, is also a complex issue, with psychological, social, ethical, technical and (possibly) other dimensions. This paper
accepts that policies are routinely used to specify behaviour and that mechanisms exist in society to audit adherence to a policy and legal, societal and other
sanctions can be used guarantee a reasonable degree of compliance. However,
apart from the remarks made earlier about organisational safeguards, it is outside
the scope of the current work to consider compliance with policies in practice.
A more pressing issue for the current work is the nature of interaction
specified in the policies. Information was typically requested by some action (for example, address.request) and released afterwards (for example,
address.release). The assumption was that data was to be provided when
the request occurs and deleted later when the release occurs. This, however,
does not accurately reflect practices in the real world. Since a customer database
is an asset owned by a company, it is unlikely to destroy parts of it the moment
it is no longer required for purposes of the transaction conducted. With the
emergence of data mining the value of such data increases and the chances of
voluntary deletion decreases. One possible route to explore is social pressure
to enforce deletion, which is a viable option if society is indeed better served by
such a practice than by permanent archiving — an aspect that is not explored
in the current paper.
A more viable approach seems to be the following: If parties who process
personal information are willing to change their behaviour such that they send
out a request to process the information about an individual that they already
have on record, it becomes possible to specify privacy policies in terms of not
only data acquisition and release, but also in terms of processing. This would
require the parties responsible to specify such points in their behaviour where
they start and stop processing data; in the case of a claim in our earlier example,
behaviour might be specified as follows:

While this approach is again against the spirit of the current paper, in that it
expects a behaviour change from parties who process information rather than
only focussing on the individual’s ability to control his or her private infor-
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mation, this behaviour change clearly enhances the individual’s possibilities of
taking control: If this is implemented, the individual will be able to specify
privacy policies much more precisely; computerised matching, for example,
can be controlled even if a party holds two pieces of information that should
not be matched — simultaneous possession is less of a concern if simultaneous
processing can be excluded. While consideration of such policies is well within
the scope of the current paper, a lack of space precludes a detailed discussion
here.
It is also worth noting that expecting a party to indicate its intention to begin
processing a personal data attribute (and possibly to be blocked at that point
by a privacy policy) need not be a practical major concern: It is possible to
establish trusted third parties that store individuals’ privacy policies and grant
or deny semaphores based on the appropriate policy. (See the version of this
paper published in the preproceedings for more information on the use of such
semaphores in this context.) Again, availability and fault-tolerance issues for
such third parties will not be considered in the current paper.

6.

Conclusion

This paper considered the possibility of representing personal privacy policies using a process algebra. Simple examples were used to illustrate two
major classes of privacy policies: aggregation policies and quantitative policies. Automated analysis of the examples were used to identify the tradeoffs
an individual has to make when enforcing such privacy policies.
A number of open problems were introduced in the paper and will not be
repeated here. One interesting implication of the approach has not yet been
considered: If many individual privacy policies are modelled and publicly available, a party that processes private data can begin to measure the effects of its
own processes in the light of known privacy constraints; it potentially becomes
possible to measure how a certain action will constrain or enhance business
processes. This, however, also needs to be left for future research.
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