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Abstract: The basic idea of our protocol is establishing a conference key based on
oblivious transfer which can be used in either asymmetric or symmetric
cryptography, such that we can reduce the number of decryptions for the key
confirmation without sacrificing the level of security. In our proposed method,
we break the conference key into several individual secret keys in accordance
with the amount of members within the group. This individual key will be used
by each member to sign (encrypt (asymmetrically)) the established conference
key in the key confirmation procedure. Then, each member multiplies all
signed conference keys and decrypting (asymmetrically) the multiplied signed
conference key using the multiplicative inverse of his locally calculated
conference key.
Thus, each member only needs to perform one decryption for the key
confirmation. Furthermore, by using the individual secret key, each member can
directly communicate with each other by a support of the leader, while the leader
does not gain any knowledge of messages which is exchanged between the
communicating members. The last features can not be found in the previous
method except in Li-Pieprzyk's. However, for the key generation we need only a
less modular exponentiations than the former.

1 INTRODUCTION

There are many key agreement protocols which have been proposed for
establishing session key between more than two users, such as those
proposed by Burmester-Desmedt [1], Mike Just et. al. [2], Colin Boyd [3,4],
Li-Pieprzyk [5], etc. Suppose for the key confirmation, each member signed
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the conference key which is calculated by himself. To verify whether all
members are holding the same conference key, each member of the group
needs to verify all members signed keys. In this case, the previous
protocols need several decryptions which increase computational burden to
the group. Besides, the previous proposed protocols except Li-Pieprzyk's,
did not provide any facilities for the two members in the group to
communicate securely with each other (i.e. other members of the group
outside the communicating members learn nothing about messages that have
been exchanged between the two communicating members). Our protocol
provides this facility, but it is more efficient than the Li-Pieprzyk's, since for
the key generation, our protocol needs less modular exponentiations than
Li-Pieprzyk's..

We propose a protocol for generating the conference and the individual
secret keys at once, using oblivious transfer. Using our method, we can
establish a conference key which can be used in either symmetric or
asymmetric cryptography.
At the end of our proposed protocol each member of the group can calculate
the conference and his individual keys (i.e., a key which has to be kept
secret between the leader and a certain member of the group). The
conference key is used to encrypt (symmetrically and asymmetrically)
messages which can be decrypted by all members of the group. The
individual key of member is used to encrypt (symmetrically) messages
which can be decrypted (symmetrically) only by member itself and the
leader of the group. In the key confirmation, this individual key is used for
signing the established conference key. Then, each member can verify that
all members have the same conference key by multiplying all signed keys
and decrypt (asymmetrically) the result using the multiplicative inverse of
his locally calculated conference key. Hence, for the key confirmation, each
member has to perform only one decryption. Thus, instead of being used for
encrypting/decrypting message symetrically, the conference key can be used
for encrypting message asymmetrically as well.
This individual key can be used for signing a contract. Suppose there is a
contract which has to be signed by all members. The leader broadcasts a
message, then each member signs this message using his individual key and
sends it back to the leader. Furthermore, the leader can verify whether the
message he sent has been signed by all members only by multiplying all
signed messages and decrypting (asymmetrically) it with the multiplicative
inverse of the conference key, instead of decrypting each message (one by
one). Thus, in this case the computational burden of the leader will be
decreased.

This paper first describes the features of the supporting protocols. Section 2
describes the detailed proposed protocol. Section 3 describes the security
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analysis. And the comparison with the previous protocols. Section 4 makes
concluding remarks.

2 The Proposed Protocol

In order to realize our proposed protocol, we invoke oblivious transfer [6]
and multiplicative-additive share converter proposed by Gilboa [7].
However, due to space we will not describe the detail of these protocols. In
our proposed protocol we assumed that the group is predetermined and one
of the users is the leader whose commands must be authenticated and has
public and secret keys. Thus, the leader's public key should be publicly
known.

2.1 Detailed Proposed Protocol

Suppose a group has r members (including the group leader) who are honest.
Furthermore, the conference key is actually the product of r individual keys.
The individual key of each member is determined by each member's
randomly chosen number and the leader's one. For obtaining the conference
and individual keys the group has to execute the following protocol:
1. All members and the leader have to agree on the size of their randomly

chosen numbers that will determine the conference and their
individual keys (suppose the size of each is l bit) and a large strong
prime Let (where is the Euler Totient Function of
Furthermore, they choose a number which is the generator of

2. Let be the group leader, and (for i=2,...,r) are members. Suppose
each member as well as the leader has their own public and secret keys,
where the public key of each member is known only by the leader.

3. Each member chooses any integer encrypts it with the leader's
public key, and sends it to the leader.

4. Each member privately chooses a number
5. Suppose chooses as his multiplicative share whose size is l (we set

as the bit of for and He then sets l pairs of
where and Each member

has his own multiplicative share which consists of l bits
and all members invokes one out of two oblivious transfer, such that

(where and are the secret additive shares of user
(for i=2,...,r) and respectively) using Gilboa's method. In this case,

and
6. Each member broadcasts encrypted with his

secret key and itself.
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7. The leader verifies whether comes from by decrypting the
encrypted message using the member's public key and comparing the
value of which is obtained from the signed message and the plaintext
one. If they are equal (i.e. the leader verifies that this message was
signed by the legitimate sender) then he executes the following
procedure:
• Calculating
• Calculating The leader chooses a

number such that (where mod is not
congruent to mod The individual key of the leader is
defined as follows: where
Then the conference key K is

where t should be agreed upon in advance by all members of the
group and t is not congruent to 0 mod (where is the
Carmichael Function [8]).

• Broadcasting the size of denotes as
u
along with and the signed

(where H has to be agreed upon in advance by all members
and the leader). Otherwise, he will interrupt the protocol execution,
and then repeat the protocol from the beginning.

8. sends by executing u one out of two
obli-vious transfer.

9. Each member verifies whether the leader is a legitimate one by
comparing the values of the conference key K by using the following
equation:

10. Each member can calculate its individual key as follows:

and the leader can calculate individual key by using the following
equa-tion:

11. To verify whether all members (including the leader) hold the same
conference key, each party broadcasts whose value is equal to

Then each member calculates

If the value of equation (6) and the value of K which is locally
calculated by a member are equal then the member can verify that all
members hold an equal value of K.

2.2 Communication Among the Members
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Our proposed protocol provides the facility for each member to be able to
commu-nicate with other member securely via the leader using the
individual key. In this case, the leader helps the members to communicate
with each other, but he does not any knowledge concerning the messages.
The procedure is as follows:
1. First of all we assume that the leader is honest. During the

communication, the two communicating members and the leader use
asymmetric crypto-system.

2. Suppose member will send a message M (where to member

are any integer chosen by and respectively, and
Besides, and should not be congruent to (0 mod

3. The leader sends message
4. Member calculates for obtaining

and calculate Furthermore, member
sends G to

6. obtains M by calculating:

sent by the leader and If they are equal then
is the legitimate member, otherwise he is an adversary.

guess t and after eavesdropping  and u.
If we assume that all members are honest and the size of t is bits, then
there are 2 possible values of t. Thus, the probability for obtaining the

Then, sends and the leader  where  and

5. then calculates: and sends it to  along
with

7. To verify whether is the legitimate member, compares the values
of

Since the leader does not know the values of and it is not possible for
him to obtain M.

3 Security Analysis

This section discusses the security of our proposed scheme against passive
and active intruder.

3.1 Passive Attacks

First, we assume that all members of the group (including the leader) are
honest. Passive attacks whose aim is key recovery for a given session
involves eavesdropping on message passed between participants for that
session.
Then, the conference key recovery will be successful if the adversary can
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value of K is equal to (where  is the Carmichael
Function of But since the largest possible order of an integer modulo

is while
the probability for obtaining K is equal to

1). Thus, the protocol will be secure if we choose a large strong prime of
such that is large as well.

3.2 Active Attack

Active attack is usually defined as an impersonation attack. Recall that a
key agreement protocol is successful if each of the members accept the
identity of the other and terminate with the same key. In our proposed
protocol, the adversary who will impersonate a member of the group (for
example member ) may choose his/her random number performing
Gilboa's method with the leader for obtaining his/her additive share and
calculating Thus, the probability for impersonating the legitimate
member depends on the probability of finding t and the secret key of

then the probability for breaking the protocol is

4 Comparison with Previous Proposed Protocols

Suppose that for the key confirmation each member of the group and the
leader has to broadcast the conference key signed (asymmetrically) with
each mem-ber's secret key. Thus, for verifying that all members of the group
and the leader hold the same conference key, each member has to decrypt all
encrypted messages which are sent by the other members. Using the
previous protocols, this will contribute a higher computational burden for all
members of the group in the key confirmation if they use signature such as
RSA signature to sign the conference key, because each member has to
decrypt several signed messages. In our proposed protocol each member
signs/encrypts (asymmetrically) the established conference key using his
individual key and broadcasts it. A member can verify whether all members
have an equal value of conference key by comparing the conference key
which is signed by all members and the one he has calculated. This will
reduce the computational burden of each member for the key confirmation,
since using our proposed protocol each member needs to perform only
(asymmetric) decryption.

Suppose a member of a group is going to propose a project, and he asks
other members for approval of the proposal. Using the previous schemes,
has to do (r-1) verifications to check whether all members of the group
agree or not. It means that has to do (r-1) (asymmetric) decryptions. This

Suppose the size of t is and the probability for  finding secret key is
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will increase the com-putational burden for In our proposed scheme, each
member of the group has his/her own individual secret key which can be
used to sign his/her agreement. So, all members will sign the agreement and

will verify all members agreement by doing one verification which means
that he/she needs to perform only one (asymmetric) decryption for verifying
all members' agreements.

Compared with Li-Pieprzyk’s protocol our proposed protocol is more
efficient, since using Li-Pieprzyk protocol, for establishing the conference
key, each member has to perform about exponentiations, but
using our proposed method each member needs to perform not more than 10
exponentiations (roughly) and l+u oblivious transfers.

5 Conclusion

We proposed a new key agreement protocol which is based on oblivious
transfer. Our proposed scheme introduced individual keys which can be
used by each user to sign a common message, which is not included in the
previously proposed protocols. By using individual keys, we can reduce the
number of verifications and also redu-ce the computational burden for the
verifier. Besides, using this individual key a member can communicate
securely with the other members via the leader, while the leader can not gain
any knowledge about the message sent among his members.

Our proposed scheme will be secure as long as the value of t and the secret
num-ber chosen by each member are kept secret.
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