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Abstract: Because the methods of development for Information Systems (IS) do not pay
attention to security aspects, several information systems (ISS) security
methods have been presented. This paper will analyze traditional/conventional
approaches, namely normative standards (e.g. checklists, management and
evaluation standards), formal methods, common sense principles and risk
management. These approaches will be analyzed in the light of I) the research
objectives; II) the organizational role of IS security; III) research approaches
used; IV) applicability; and V) a conceptual meta-model for IS. The
contribution of the paper is twofold. First the analysis sheds new light on the
underlying foundations of the conventional approaches. Second, the analysis
suggests several implications for researchers and practitioners.

1. INTRODUCTION

Despite the recognized relevance of IS security (e.g. Baskerville, 1992;
Straub & Welke, 1998), IS security design aspects are neglected in IS
development methods (Baskerville, 1992; Dhillon & Backhouse, 2001). The
information security community at large has gotten stuck in technical small-
scale questions (e.g. Dhillon & Backhouse, 2001; Thomas & Sandhu, 1994)
and the thesis propounding that the key issue in development is
“‘formalization” (e.g. Anderson, 1993; Barnes, 1998). To overcome this
weakness, several methods for the development of secure ISs, from
checklists to different approaches based on IS or software development
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methods, are proposed (Baskerville, 1993; Dhillon & Backhouse, 2001;
Siponen, 2001a). It is interesting to note that the naturalistic approaches,
such as normative standards, risk management and formal methods, have
survived well. Checklists (herein classified as normative standards) and risk
management  approaches have been widely used (Baskervi l le ,  1992;
Fitzgerald, 1993) and different normative standards such as Generally
Accepted System Security Principles (GASP, 1999), SSE-CMM (1999a;
1999b) and BS 7799 (1993) have been recently announced. Furthermore,
different normative standards are highly rated by many security experts (e.g.
Fitzgerald, 1995; von Solms, 1997; 1998; 1999). Additionally, the use of
formal methods have been advocated by the Computer Security community
(e.g. Anderson, 1993; Barnes, 1998). Recently, an interest to scrutinize the
theoretical foundations of the alternative approaches for designing and
managing IS security have been increased. Consequently, Baskerville
(1993), Parker (1998) and Siponen (2001b) have took a critical look at
checklists and security management standards. Dhillon & Backhouse (2001)
and Dhillon (1997) have analyzed methods for developing secure IS’s in the
light of Burrell & Morgan. Siponen (2001a) have analyzed the recent (non-
conventional) approaches. This paper continues these research efforts. The
conventional approaches will be analyzed from the viewpoints of I) the
research objectives; II) the organizational role of IS security; III) research
approaches used; IV) applicability; and V) a conceptual meta-model for IS.

Conceptual analysis in terms of Järvinen (1997) is used as the research
approach of this paper,

The rest of this paper is organized as follows. In the second section, the
framework for analysis is presented. In the third section normative standards
are analyzed. In the fourth section, the risk management approach is
considered. Fifth section analyzes formal methods. The sixth section
discusses the implications of this study. In the seventh section, the key
issues are summarized.

2. THE FRAMEWORK FOR ANALYSIS

The following framework will be used to carry out the analysis.

Table 1. The viewpoints/tools of the analysis

Viewpoints Reasons
1) The research objectives 1) To perceive what is the goal of research
2) Organizational role of Information 2) To see what is the organizational role of IS
Systems Security security development
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Viewpoints Reasons
3) Research approaches used 3) To see what research approaches are used

and preferred to a) develop IS security
methods; b) validate the solutions

4) Applicability into IS and software 4) To see whether the security methods can be
development integrated to IS or software development
5) A meta-model for IS 5) What aspects of IS do the contributions

cover?

These viewpoints are discussed next.

The research objectives
Based on the classification by Chua (1986), the objective of scientists can

be divided into 1) means-end oriented; 2) interpretive; 3) critical - though we
shall herein simplify these concepts. A means-end oriented view holds that
the aim of research is to produce knowledge for achieving certain concrete
goals or ends. For example, development of a new algorithm is an example
of means-oriented research. For Chua, the means "to enrich people's
understanding of the meaning of their actions" (Chua, 1986 p. 615). The
importance of interpretive research is widely accepted in social sciences –
and IS science have close connections to social sciences since information
systems are social systems (Hirschheim, 1985). Hence, interpretive research
seems to be relevant for IS (e.g. Hirschheim, 1985; Walsham, 1996; Galliers
& Swan, 1997; Klein & Myers, 1999). The goal of critical research is to
point out the weaknesses of the existing theories/practices.

Organizational roles of lnformation Systems Security
Three organizational roles of Information Systems (Security) can be

categorized into technical, socio-technical and social roles (Iivari & Kerola,
1983; Iivari & Hirschheim, 1996). According to the technical view, the
emphasis of IS development lies in technical matters, and the possible social
implications of IS development are at best afterthoughts. Social schools
emphasize the development of organizational systems (before technical
matters); and the sociotechical view contends that technical and
organizational systems are equally important (Iivari & Hirschheim, 1996).

Research approaches
The research approach viewpoint indicates how the development

approaches themselves are developed and validated. For example, a question
such as "are approaches validated empirically or conceptually?" can be
answered by indicating the used research approaches. The classification of
research methods is adapted from Järvinen (1997). According to our
knowledge, there are other classifications of research approaches and
methods including Jenkins (1985); Galliers & Land (1987); Goubil-
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Gambrell (1991); Iivari (1991b); Nunamaker et al. (1991); Stohr &
Konsynski (1992); March & Smith (1995) and Wynekoop & Russo (1997).
The one by Järvinen (1997) was chosen since it is systematic and holistic.

Applicability into IS development
The problem of developmental duality means that the normal system

development and security development are separate activities having
conflicting requirements among other weakness (Baskerville, 1992). Due to
such conflicts, separate security methods (i.e. those that cannot be integrated
into normal IS development) should be eliminated altogether (Baskerville,
1993 p. 410). The problem of developmental duality can be retraced to
Ockham's razor “Plurality should not be assumed without necessity"
(Baskerville, 1988 p. 93). Ockham’s razor briefly means: keep it simple. In
other words, in the case of compelling theories, for example, the preference
should be given to the simplest theory.

The most extensive formulation of Ockham’s (1990) razor is also
worthwhile to note: “Nulla pluralitas est ponenda nisi per rationem vel
experientiam vel auctoritatem illius, qui non potest falli net errare, potest
convinci”. This means that no plurality should be accepted unless it can be
proved (i) by reason, or (ii) by experience, or (iii) by some infallible
authority (Ockham, 1990). Let us apply this version of Ockham's
razor/eraser to IS security methods in a pragmatic sense. Without IS it is
difficult to see something called IS security. To have ISS, it seems rational
that there is something called IS (we, however, do not thereby claim in
ontological argument that IS exits in the fundamental ontological sense). If
there were no IS, would there be any (pragmatic) need for ISS? IS is a
human construction. IS does not rain down from sky - so to have an IS, we
need to develop one. So to develop IS we need to use a method (whether the
methods is formal, semi-formal, or totally informal). Hence, to develop an IS
we are likely to adopt a method (remember our loose use of method). Thus,
it generally seems that the "existence" of IS requires a method, of which
result, the IS is developed. So, the "existence" of an IS method (or
development process) is quite necessary. By contrast, an IS exists without
any security development - though it would perhaps be insecure (and this
may  cause  ce r t a in  compl ica t ions ) .  In  tha t  r e spec t ,  secur i ty
method/development is, in a pragmatic sense - dependent upon the existence
of IS (and IS method, by which the IS was built). In turn, IS security is not a
necessary prerequisite for the development of IS (though security may be
important for carrying out the operations of IS successfully) - the IS can
exist (as a human construction) without security development. In other
words, IS security is ontologically dependent (using term by Niiniluoto,
1999 p. 27) on IS (ISS could not exists without IS existing). When separated
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security methods are applied to existing IS, the plurality comes into play (as
described by Baskerville (1988; 1992)): security development may have its
own requirements (that are conflicting with IS development), etc. Therefore,
we can conclude that in a general sense the plurality should be avoided and
we showed that the source of plurality was the separate ISS method, since
generally an IS development method is more a prerequisite for IS than ISS
method. Corollary, Ockham's razor insists that stand-alone security method
should be eliminated.

Meta-model for IS
The meta-model used is one by Iivari (1989). It is based on a commonly
agreed separation between three levels of modeling/abstraction for an IS
(Iivari & Koskela, 1987; Iivari, 1989; Lyytinen, 1987): 1. The organizational
level, which defines the organizational role and context of the IS. 2; The
conceptual level, which defines an implementation-independent specification
for the IS.3; The technical level, which defines the technical implementation
for the IS. Originally (Iivari, 1989), the levels are in order of abstraction.
Hence, for example, the conceptual level can be seen as an abstraction of the
organizational level. Since the meta-model is based on the commonly agreed
levels of IS, it shows which aspects of information systems are covered by
different methods. In other words, it provides a framework for analyzing the
breadth of each developmental approach. However, it does not pay attention
to the relevance of the content (including processes, notations, etc) of the
approaches. For example, the meta-model, per se, does not give much
information about such issues as ease of use, tool support, or conflicts within
the processes, etc.

3. NORMATIVE STANDARDS

Normative standards include checklists (AFIPS, 1979; Wood et al., 1987;
Cooper, 1989; Custance, 1996; Moulton & Moulton, 1996), management
standards (e.g. Code of Practice/BS 7799, 1993; CobiT, 1995; GASSP,
1999; IT Protection Manual, 1996) and non-technical evaluation and
maturity criteria (see e.g. Chokhani, 1992; Abrams & Podell, 1995).

The evaluation, management and maturity standards can also be included
into a category of development methods since they strongly guide
development (e.g. by improving processes or products). As they all propose
norms for developing or managing secure ISs they can be classified as
normative standards (Siponen, 2001b). Many of the evaluation criteria such
as TCSEC/Orange Book and Common Criteria are inadequate from an
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IS/management/organizational perspective since they focus on technical or
implementation level issues.

The security maturity standards such as the System Security Engineering
Capability Maturity Model (henceforth SSE-CMM) differs from traditional
checklists (and similar standards) in two respects. First, SSE-CMM has a
non-organizational/public dimension, as well. This means that SSE-CMM -
ideally - shows the security level of organization for partners and customer,
for instance (SSE-CMM, 1998b). However, from the viewpoint of the
organization, this means that the standard is more seriously adapted to guide
development. Secondly, SSE-CMM has a concept of process areas (e.g. see
Ferraiolo & Sachs, 1996) that is similar to "second generation mechanistic
methods" (classified by Baskerville, 1993) that pays attention to the
organizational differences. Other maturity approaches include Stacey’s
(1996) approach reflecting on CMM and Murine's & Carpenter's (1984)
SSM that measures system security using software security metrics, which is
based on software quality metrics (SQM). According to our knowledge, they
have not gotten common recognition.

Another recent effort to build widely accepted evaluation criteria is the
Common Criteria (CC), which is focused on products and processes. The
validation of CC is based on expert validation. One of the important
difference between SSE-CMM and CC is that CC does not take into account
non-technical aspects (Overbeek, 1995).

The research objective
The research objective behind the checklist is means-oriented. The aim is

secure information systems by implementing a certain set of solutions.

The organizational role of IS security
The organizational role of Information Systems security is technical. The

primary focus of the secure IS developed rests on technical issues. The
organizational structures and social implications come as afterthoughts.

The research approaches and the meta-model
According to our knowledge, the normative standards are based on

authors’ experiences. In that way, we really cannot say that they are
developed using a certain research approach. If the authors' observations and
results thereof were available, we might be able say that they are based on
theory creating or theory testing research (cf. Järvinen, 1997).
Checklists/normative standards provide only organizational level support for
designing secure IS.
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Applicability in the IS development process
Checklists do maintain the dualistic development, meaning that security

and normal ISD are developed separately, having conflicting requirements,
among other weaknesses (Baskerville, 1988; 1992).

4. RISK MANAGEMENT TECHNIQUES

Risk management (RM) approaches have been traditionally used in the
field of IS after its development in the nuclear arena (Tarr & Kinsman, 1996)
and is a de facto topic of non-technical textbooks (e.g. Gollman, 1999;
Norman, 1983; Parker, 1998). Several RM approaches have been presented
(Wong, 1977; Cooper, 1989; Custance, 1996; Veatc et al., 1995; Moses,
1995; Bennett & Kailay, 1992; Halliday et al. 1996; Lichtenstein, 1996;
Freeman et al., 1997; Jung et al. 1999; Spruit & Samwel, 1999). The terms
risk analysis/management/assessment are used very differently by different
authors, and without muddling through the terminological mess, we hereafter
apply the term RM.

The research objectives
As for the research objective, RM techniques are both 1) means-end

oriented and 2) interpretive. They are clearly means-oriented since the aim
of risk management is to provide feasibility justification, as mentioned.
There have also been reasons reported for why RM is interpretive. For
example, Baskerville (1991b) argues that the role of risk management is
interpretive. We understand his view as follows: Baskerville (1991b) seems
to acknowledge that RM is inadequate as a means-oriented tool, but that it
may be valid as an interpretive method (RM provides clear numbers for
managers). Also, Guarro sees that the objective of risk management is
interpretive. The aim is of RM is to understand the environment (Guarro,
1987).

The organizational role of Information Systems
The organizational roles of IS security are mainly technical. For the RM

community (generally speaking), the technical system is the first preference
and the issues concerning social systems come second.

The  research approach and Meta-model
Risk management approaches are based on conceptual analysis. Risk

management provides only organizational level support for designing secure
IS.
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Applicability in the IS development process
The risk management approaches maintain the problem of developmental

duality: There is no explicit guidance about how RM could be integrated to
IS or software development process.

5. FORMAL MODEL DEVELOPMENT

Formal model-oriented development (FMD) holds that IS or SW
development should be based on formally validated components or carried
out by formal methods. Formal refers to use of logic as the reference
discipline - preferably hard analytic philosophy (see the philosophical
assumptions) – by which the security of the solutions can be validated, i.e.
meet certain requirements. This appears to be held by a majority of computer
science security researchers: the crucial problem behind insecure systems is
the lack, or wrongful use or implementation, of formal development (e.g.
O’Leary et al., 1990; Parnas et al. 1990 p. 647; Anderson, 1993; Freeman &
Neely, 1993; Williams & Abrams, 1995; Barnes, 1998; McDermott & Fox,
1999).

The research objectives
The research objective is means-oriented - to provide a tool for reliable

and secure implementation.

The organizational role of Information Systems
The view of the organizational role of IS is technical. The design

objective lies in technical systems. Poor technical quality is behind the
security problems, because the most important condition for achieving
secure systems is technical quality.

The research approach and Meta-model
As can be seen, the favored research approach is mathematical modeling.

All “modeling” support is concentrated on an technical level in terms of
Iivari's meta-model (Iivari, 1989). Formal model approach does not propose
any organizational or conceptual modeling means.

Applicability into IS Development Process
FMD maintains the duality problem. Suggestions for the integration of

security and normal ISD/SW development have been proposed, including
Zhou et al. (1999). These are, however, mainly concentrated on
implementation (some even more specified) issues, ignoring logical level
issues (e.g. modeling). According to Evans & Welling (1999), formal
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methods are even rejected by many practitioners because they are regarded
to be too lower level. The integration of security development and normal
ISD is also difficult due to differences between notation and approaches
(Evans & Welling, 1999). Normal IS development is rarely carried out in a
formal manner.

6. COMMON SENSE PRINCIPLES

Common sense principles (CSP) refer to principles (i.e. loose guidelines,
but not as holistic guidelines as checklists) that are "validated" or reasoned
by the authors' own experiences. As many of them are accepted (e.g.
Garfinkel & Spafford, 1997; Parker, 1998 p. 329-330; Summers, 1997 p.
250-252; Zurko & Simon, 1996), though these principles are based on a less
disciplined development process (not validated in a scientific manner), we
may call them as CSP. The difference between the "principles" and
checklists and other normative standards is that the "principles" 1) are more
abstract than checklists; and 2) are more guiding and not argued to be
universally valid, while checklist are argued to be, somewhat universally
valid. There are several other or modified CSP’s, such as proposed by Fisher
(1984), Essinger (1992), Fites & Kratz (1993), Finne (1995), OECD (1996),
Sherwood (1996), Coyle et al. (1997), Parker (1998) and Nitzberg (1999).
There are no studies testing the principles in practice, for example. As the
principles are very abstract and not systematic, they do not per se form a
process that could guide development.

The research objective
The CSPs are generally means-oriented. The research objective is to

produce guidance, by the help of which the goal, i.e. more secure systems,
can be achieved.

The organizational role of ISS
Generally, the organizational roles of IS security of the different

principles are technical, though there are exceptions, such as Angel (1993),
who seems to hold a social view.

The research approach and Meta-model
We did not find any research approaches that were used to develop the

principles. It is possible that empirical research, particularly theory testing
and theory creating, as well as conceptual analysis, could be used to develop
these principles (and perhaps are used unconsciously, and therefore are not
reported). In terms of Iivari's (1989) meta-model for IS, these principles
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provide only organizational level (functional abstraction since they may be
understood as work procedures) support for security development.

Applicability in IS development
The principles are faced with the problem of developmental duality. They

do not propose any means by which these principles can be integrated to
normal IS development. Moreover, principles such as separation of duty may
often conflict with information systems normal requirements.

7. DISCUSSION AND IMPLICATIONS FOR
RESEARCH AND PRACTICE

The implications summarized in Table 2.

Viewpoints Findings Implications
Table 2. Implications in the light of different viewpoints.

Research objectives

Organizational role of IS
security

Research approaches

Applicability

Meta-model for IS

Mainly means-oriented

Mainly technical

The conceptual analysis was the
research approach most used

Conventional approaches
cannot be integrated into IS or
software development

Approaches were not
comprehensive: they give only
organizational level support

Alternative approaches are
needed
Alternative approaches
(more socio-technical,
social) are needed
Additional empirical studies
are needed

Conventional approaches
cannot be integrated into IS
development. More guidance
is needed about how the
approaches could be
integrated into IS
development
Given that all levels of IS are
relevant to the model, new
approaches that can provide
comprehensive support are
needed

These implications will be discussed next.
Research objectives: As for conventional methods, the most commonly

held view about the objectives of that IS security research is means-oriented.
It is widely suggested that due to the social dimensions of IS, alternative
approaches, particularly the interpretive approach, are needed (Klein &
Lyytinen, 1985; Hirschheim, 1985; Walsham, 1996; Galliers & Swan, 1997;
Klein & Myers, 1999). It is postulated that critical approaches are needed as
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well. The development cannot be based on "blind" approaches - the risks are
far too high, for our assumptions may be proven wrong in the final analysis.
Therefore, critique plays an essential role by keeping us on our toes, and
forcing us to prove our ideas.

The most commonly held organizational role of IS security was the
technical view. This results in practitioners having only technical and a few
socio-technical approaches available from which they can choose an IS
security development method. Recently, many studies (e.g. Dhillon &
Backhouse, 2000; Dhillon & Backhouse, 2001; Baskerville, 1988; Dhillon,
1997) have strongly advocated the relevance of the socio-technical role.
They mainly argue that a technical "engineering" approach is too technical in
an organization since an organization is a social institution.

Research approaches used. The conceptual analysis/intuition is used to
develop all the conventional approaches excluding FMD, which uses
mathematical modeling. Disciplined empirical studies from a wide cross-
section - 1) in which neither the research process nor the results are secret
and 2) all possible variables are considered - as well as real conceptual
analysis (which is not based on intuitions and which takes the relevant
research and objections into account) are needed.

Applicability into IS/software development process: Conventional
approaches cannot be integrated into IS development. Given that the
development and use of conventional approaches is still desired, it is
suggested that more guidance about the integration of the conventional
approaches into IS development is needed.

The meta-model for IS: The conventional ISS approaches only cover the
organizational level, except for FMD, which provides support on technical
levels, as well. As a result, more holistic approaches that cover all levels of
IS (organizational, conceptual, technical) are needed.

8. CONCLUSIONS

Conventional approaches for secure IS development were explicated:
checklists/normative standards, common sense principles and formal
development. Whese approaches were analyzed from the viewpoints of I) the
research objectives; II) the organizational role of IS security; III) research
approaches used; IV) applicability; and V) a conceptual meta-model for IS.

The dominating research objective is means-oriented. The research
approaches used range from mathematical modeling (formal methods) to
conceptual analysis (risk management). Risk management techniques have
traditionally been means-end oriented, but recently their interpretive roles
have been recognized. Common sense principles and normative are not
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based on any research approach/method. The dominating organizational role
of IS security is technical (normative standards, risk management, formal
methods and most common sense principles).

The conventional approaches are not applicable to IS or software
development, resulting the problem of developmental duality.

As for the meta-model for IS, the approaches are within organizational
(standards, risk management, common sense principles) and technical
contexts (formal development).
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