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Abstract This paper describes a process for the generation and analysis of security
protocol requirements. It addresses some of the problems resulting from
the inadequacies of present development methods. It is based on a
hazard analysis technique which has been developed for safety critical 
systems engineering. This provides a structured method of analysis of
the requirements whilst avoiding the problems of being too restrictive.
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1. Introduction
1.1. Security Protocol Development

In comparison to the process of general software development, security
protocol development is relatively unstructured. It is therefore hardly
surprising that protocols are still being published that are later found to
be vulnerable to attacks. Sound engineering practices need to be applied
to protocol development and we need to consider the whole development 
lifecycle for protocols.

General models of software development have been proposed, the most
famous of these are the Waterfall model by Royce[12]and the Spiral
model by Boehm[5]. Many variations on these models have been sug-
gested but common to all the models are a number of distinct activities:
of these requirements gathering and analysis are the first [9, 13]. Al-
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though not perfect, these models go someway towards the development
of higher quality software.

Research in protocol development has focused on the use of formal
methods and logics in the design and verification of protocols at a late
stage in the development. Little work has been carried out into the rel-
evance to protocol development of other activities found in the software
engineering process, such as requirements engineering.

We believe that many attacks and flaws could be guarded against 
through the proper gathering and analysis of the protocol requirements 
before the actual design. This would reduce the incidence of security
failures due to the ‘opportunisticexploitation of elementary design flaws’
or ‘implementation and management design errors’ [1, 2].

In this paper, we address the issue of requirements gathering and
analysis in protocol development. Our approach is based on a hazard
analysis technique and is described in Section 1.2 and 2. It is used to ana-
lyse the goals of the protocol with reference to the security requirements 
of the protocol, in order to generate the low level protocol requirements. 

Through the use of this technique, we are able to begin designing 
a protocol with a more thorough understanding about what it should 
do. We also have a higher level of confidence about the security of
the protocol designed based on the requirements, before we carry out
any verification of the protocol. This is necessary for the verification of
the protocols: we have requirements which we can verify the protocol
against, rather than having to guess what the requiremerits are before
we can start verification.

1.2. Hazard Analysis
HAZOP. We propose the use of a hazard analysis technique which
has its foundations in a method called Hazard and Operability Study
(HAZOP) [6, 7]. HAZOP was developed by Imperial Chemical Industries
(ICI) for the identification of hazards in process plant designs within the
chemical industries, where the analysis is carried out on the pipework
and instrumentation design of the plant. It has since been applied in the
food-processing, pharmaceutical, nuclear, oil and gas industries and has
also been adapted for use in the development of safety critical systems 

In a HAZOP study, a team identifies the entities and attributes of a
design. A standard list of guide words is used to suggest deviations to
these attributes. The deviations are analysed to determine their possible
causes and effects and to consider what actions need to be taken to avoid
or minimise the effects of the deviations. The results of the analysis are

[11].
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GUIDE
WORD
Omission

Commission

Early

Late

Value

GENERIC MEANING

The service is never delivered, i.e. there is no commu-
nication. These are classified as either total or partial.
A service is delivered when not required, i.e. there is
an unexpected communication. These are classified as
either spurious or repetition.
The service (communication) occurs earlier than in-
tended. This may be absolute (i.e. early compared to
a real-time deadline) or relative (early with respect to
other events or communications in the system).
The service (communication) occurs later than inten-
ded. As with early, this may be absolute or relative.
The information (data) delivered has the wrong value.

Table 1. The SHARD guide words [10]

recorded in a table detailing the deviations, causes, effects, detection and
protection, and the justification and recommendations. The analysis
documentation is used to improve the safety of the system under study
and may also be used in further investigation of the safety of the system.

SHARD. Software Hazard Analysis and Resolution in Design
(SHARD) [10],is a ‘projective computer system safety analysis tech-
nique based on HAZOP’. It is used to analyse designs and to obtain
system safety related requirements for the detailed development of those
designs. The guide words in SHARD are based on the communication
of pieces of information, with specific values, at particular points in time 
(Table 1).

The analysis process in SHARD is even more structured than in
HAZOP, with extra steps to be carried out in the analysis. The SHARD
process is shown in the flow diagram in Figure 1 .

The analysis is recorded in a table with at least the following column
headings: Guide word; Deviation; Possible Causes; Ef fects; Detection
and Protect ion; Justificati o n / Design Recommend ations.

The structured SHARD process and the more appropriate guide words
for a system involving information flows lends itself to the analysis of
security protocol requirements with some modifications. The application
of SHARD to protocol requirements gathering and analysis is described
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Figure 1. SHARD analysis [10]

in Section 2. An example use of the analysis of the requirements for an
electronic commerce protocol is given in Section 3

2. Requirement Analysis for Security Protocol
2.1. Introduction

The aim of a requirements analysis process for security protocols is to
analyse the high level requirements of the protocol to obtain the low level
functional requirements of the protocol. These low level requirements
can then be used in the design phase of the protocol development. This
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ensures that the security requirements are carefully considered at the
early stages of development and the features which are built into the 
protocol are justified.

The analysis is split into two levels, based on the distinction between
high and low level protocol requirements: 

High Level Requirements These state what must be achieved
by the end of the protocol run. The requirements are in terms
of the differences in the knowledge state of the principals between
the start and end of the protocol session, they indicate what the
principals should and should not know. They are equivalent to the
pre- and post-conditions of the protocol.

The high level requirements can be subdivided into functional and
non-functional requirements. The functional requirements indic-
ate the functionality of the system under development; for ex-
ample, “By the end of the protocol, Principal A should have re-
ceived  an order from Principal B " . At this high level we are not
interested in how this is achieved, nor what the order looks like.
Non-functional requirements are more difficult to analyse, these 
requirements include safety, security and reliability requirements.
In protocol requirements analysis, we are concerned with ensuring
that protocols maintain a number of security properties, which are
determined by the purpose of the protocol. We have designed this
analysis method with reference to the following security properties: 
confidentiality; authenticity; integrity; non-repudiation; availabil-
ity; timeliness; non-replicability. An example of a non-functional
requirement is ‘‘The order must be kept confidential between prin-
cipals A and B.".
Low Level Requirements These are the low level functional
requirements of the protocol and are derived from the high level
functional and non-functional protocol requirements. They state
details such as what each protocol message will contain, how it
will be constructed, any interactions between messages, such as if
a particular message component is dependent on another message,
and what checks will need to be carried out on the messages. An 
example of a low level requirement is: “The message should contain 
a component (such as a timestamp) to avoid replay attacks and to
ensure timeliness of messages”.

The analysis explores how an implementation may fail to meet its
requirements, including how the external environment can affect the
protocol. This may prompt further requirements of the protocol to de-
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Figure 2. Hazard Analysis for Security Protocols Requirements

tect when such situations arise and also to protect or mitigate against
the violations of the requirements.

Our method takes into account the differing views of the stakeholders
in the protocol through the use of a team in the analysis. The team
should consist of representatives of each of the stakeholders in the pro-
tocol and, ideally, someone who is familiar with attacks and flaws which
are common in protocols, as well as the different verification techniques
which can be used on the protocols.

2.2. Hazard Analysis for Security Protocols
The analysis process is based on the SHARD process using guide

words to prompt deviations to the requirements and identifying the
causes, effects, detection and mitigation mechanisms associated with
these deviations.

Our analysis is carried out at the both the high and low levels of
functional requirements. The analysis of the requirements will prompt
further high level and low level functional requirements which will be
subject to further analysis. Thus the analysis is an iterative process. It
is outlined in Figure 2.

The guide words in the analysis process have been adapted to relate
to message transfers, contents and checks on messages, to prompt devi-
ations which make the requirements vulnerable to attacks which violate
the required security properties. Once these vulnerabilities have been
identified, measures can be taken, through the introduction of further
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requirements to avoid the incorporation of the vulnerabilities into the 
design and implementation.

Table 2 contains the guide words and interpretations used to generate
the deviations to the protocol requirements, these were influenced by the
SHARD guide words in Table 1. In this table we also identify the security
property violations which could result from the deviations suggested by
the guide words. The guide words we have selected may not be the only
guide words which could be used for security protocol analysis. Further
guide words can be added to the process to reflect different properties
required of different types of protocol.

Some of the steps in the analysis process of Figure 2 are described in
more detail below:

Identification of high level functional requirements. The high
level functional requirements are elicited from the informal scenario de-
scription which details the situation for which we wish to design a pro-
tocol. By identifying the principals, their actions and the objects on
which they act, we can extract more structured requirements which de-
scribe the scenario which contain the following: initiating principal, re-
sponding principal, action, object.

Identification of Causes. This is based on the primary - secondary
- command rule for identifying causes in SHARD. We interpret this as:

Primary (P) causes are due to the failure of the principal who
carries out the service. For instance, the principal may not have
sent out the message, or may have sent out an incorrect message.

Secondary (S) causes are due to the failure of the medium over
which communication is made or an action or event is carried out,
such as the network. Cases where an intermediary party, such as
an intruder causes a deviation are also classed as secondary causes.

Command (C) causes are due to the failure of the command
which prompts the action to be carried out. Earlier messages in a
protocol session act as a command, or prompt, to the principal to
send out the next message. Therefore, if an incorrect message is
received then a response dependent on that message may also be
incorrect.

Identification of Effects. The immediate effects of the deviations
are noted. Any possible actions (A) which can be carried out by the
principals as a result of the deviation are identified and the consequences
(C) of these actions are identified. The actions and their consequences
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GUIDE
WORD

Omission
Commissior

Value

Disclosure

Early

Late

GENERIC MEANING

The event does not take place.
The event which takes place is not
as expected. The different types of
commission:
• spurious: a one off event.
• repetition: a repeated event.

The data obtained in the event has
the wrong value arid this can be de-
tected. This could be:
• total: the data dclivered in the
event is totally corrupted.
• extra: an event occurs as expec-
ted but with some unexpectedex-
tra data/behaviour.
• partial: parts of the expected
event are omitted.
The data in this event has beendi-
vulged to an unauthorised party.
The event occurs earlier than inten-
ded. Early can be interpreted as:
• absolute: early cornpared to a
real-time deadline.
• relative: early with respect to
other events or communicationsin
the svstem.
The event occurs later than inten-
ded. Late can be interpreted as:
• absolute: late compared to a real-
time deadline.
• relative: late with respect to
other events or communications in
the svstem.

SECURITY
PROPERTIES
VIOLATED
Availability
Spurious:
Authenticity,
Non-repudiat ion
Repetition:
Authenticity
Non-repudiation
Non-redication.
Integrity,
Authenticity,
Non-repudiation

Confidentiality.

Timeliness.

Authenticity ,
Timeliness,
Availability.

Table 2. The protocol analysis guide words
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must be considered because it is often a chain of events following from
a deviation which results in an insecurity in the protocol. As noted in 
the SHARD analysis, effects may contribute to or be the causes of other 
deviations, therefore any dependencies should be recorded.

Recommendations. In order to protect the security of the protocol,
recommendations to address the deviations are made. The recommend-
ations are of three types:

Prevention (P) Measures to prevent a potential violation of a
security property, are incorporated into the design.

Detection (D) Mechanisms to detect when, how and who violated
the security of the protocol.

Reaction (R) If we can detect when a violation has taken place
then we can recover from the security violation by correction or 
mitigation mechanisms.

The recommendations depend upon the security properties which have 
been breached. In some circumstances we can react to the security
violation and carry out an action to return the protocol to a secure
state. However, in some cases it is impossible to recover from a security
violation, such as when a confidentiality breach occurs. In such
we must attempt to find protection mechanisms to prevent such security
breaches. Similarly there are also situations in which detection of a
security violation is very difficult. The choice of recommendations must
be carefully considered to deal with such cases.

The recommendations can be implemented using a variety of methods.
Software or hardware controls could be used to ensure that the protocol
security is maintained; for example, encryption can be used to maintain
integrity and confidentiality. Policies and physical controls can be used
to govern the application of the protocols and information in a wider
context .

Further high and low level requirements are elicited from the recom-
mendations. These are then added to the list of requirements and are,
in turn, analysed. If there are multiple recommendations to address the 
same problem, then design decisions about which recommendations to
use will need to be taken and these should be documented.

Analysis Documentation. The analysis is documented in a table
such as that in SHARD and HAZOP. The documentation table may also
contain a column for recording comments arising in the course of the
discussion, this is useful for recording other issues and cross references
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Omission:
Cause:

Effect:

relating to other parts of the analysis or design phase. Example headers
in the documentation table are: Guide word; Deviation; Causes; Effects;
Recommendations; Comments.

No order is made.
(P) Customer doesn’t send an order.
(S) Order lost by network/intruder actions.
(A) Customer waits indefinitely for response
from vendor. 
(C ) Vendor looses an order if not detected.

3. Example Application 
In this section, we provide a partial example of the use of the require-

ments analysis process for security protocols.

3.1. Scenario
A vendor wishes to sell goods to its customers over the internet using

an electronic commerce protocol. It is envisaged that the customer will
send to the vendor an order for the goods and also payment details. The
vendor will then be able to obtain payment through the customer’s credit 
card company. In return the customer will obtain the goods ordered. 

3.2. Example Analysis
Identification of High Level Functional Requirements. We
extracted the following high level requirements from the scenario above
by identifying the principals, actions and objects and their interactions:

1 Customer sends an order for goods to the vendor.

2 Customer sends payment details to the vendor.

3 Vendor submits the payment details to the payment authority.

4 Vendor obtains payment for the goods from the payment authority.

5 Vendor distributes the goods to customer.

~~ ~~~~

Table 3. Analysis of “Customer sends order for goods to vendor”

for each of the requirements.

requirements "Customer sends and order for goods to the vendor" using
High Level Analysis. Table 3 contains an analysis of the high level

the hazard analysis process. In a full analysis, a similar table is produced
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Recommendations:

Comments:

Commission
(Spurious):
Cause:

Effect:

Recommendations:

C o m ment
Commission
(Repetition):
Cause:

Recommendations:

(D) Timeout on waiting for response to order so
customer does not wait indefinitely.
(R) Recovery session to resend order.
(D) A pre-protocol exchange enables vendor to
detect if an order is missing.
(P) Use a reliable network.
Network reliability is out of the scope of this pro-
tocol since we have no control over the reliability
of the internet.
Prevention of intruder attacks is impossible, pro-
tection should make attacks infeasible.
An order takes place unexpectedly.

(P) Customer accidentally sends the order.
(S) An intruder fakes an order.
(S) Network fault results in spurious order.
(A) Vendor treats order as valid and waits indef-
initely for a payment message which will not take
place (if payment is before delivery).
(D) Tinieouts on waiting for payment message so
vendor doesn’t wait indefinitely. 
(D) Order authentication.
(D) Customer feedback to check ordeir is correct.
(P) A pre-protocol exchangeso valid orders re-
ceived by vendor are riot unexpected.
As for Omission
An order is repeated.

(P) Customer repeats an order intentionally.
(P) Customer accidentally sends a repeat order.
(S) An intruder replays the order maliciously.
(S) Network fault causes message to be resent.
(A) Vendor treats order as valid and customer 
receives unwanted goods. 
(A) Vendor rejects order and customer waits in-
definitely for response from vendor.
(D) Use of a fresh element (nonce or timestamp)
to detect replay of an order. This allows valid 
repeat orders to take place.
(D) Customer feedback to check order is correct.

Table 3.Analysis of “Customer sends order for goods to vendor"
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Value (Total):
Cause:
Effect:

Recommendations:

Comment:
Value (Extra):

Cause:

Effect:

Recommendations:

Comment:
Value (Partial):
Cause:

Effect:

Recommendations:

Order is totally corrupted 
(S) Corrupted on the network or by intruder.
(A,C) Vendor rejects message as it is not identi-
fiable as an order and customer waits indefinitely
for response from vendor. 
(A) Message interpreted as an order, but not that
intended by the customer.
(D) Check integrity of order.
(D) Customer feedback to check order is correct.
(P) Avoid indefinite waiting by timing out wait-
ing for a response to order.
(R) Recovery session to resend the order
(P) Use a reliable network.
As for Omission.
Order is valid but there is some extra information
with it.
(P) Extra information added by customer.
(S) Result of corruption on the network/by an
intruder.
(A) Order interpreted by vendor as an order with
unwanted extra items included.
(A) Order rejected by vendor and customer waits
indefinitely for response from vendor.
(D) Check integrity of order.
(D) Customer feedback to check order is correct.
(P) Avoid indefinite waiting by timing out wait-
ing for a response to order.
(R) Recovery session to resend the order.
(P) Use a reliable network.
As for Omission.
Only part of order message is received.
(P) Customer missed off parts of order message.
(S) Components of order message are lost on net-
work/by an intruder.
(A) Order accepted but parts of customer’s order
are missing.
(A) Order rejected and customer waits indefin-
itely for response from vendor. 
(D) Check integrity of order.
(D) Customer feedback to check order is correct.

Table 3. Analysis of ‘‘Customer sends order for goods to vendor”
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Comment:
Disclosure:
Cause:

Effect:

Recommendations:
Early:

Late:
Cause:
Effect:

Recommendations:

Comment

(R) Recovery session to resend the order.
(P) Use a reliable network. 
As for Omission.
Order is disclosed.
(C) Order is not protected and can be read by
eavesdropper on network.
(C) Customer’s privacy is violated as order is
public knowledge.
(C) Vendor’s order details are available to every-
one, including their competitors.
(P) Confidentiality protection of the order.
Order is received early.
As for Commission (spurious).
Order is received late.
(S) Delay on network or by an intruder.
(A) Customer waits indefinitely for vendor’s re-
sponse to order.
(D) Inclusion of a fresh component to enable the
vendor to determine if a message is late.
(D) Customer times-out waiting for messages for 
vendor’s response to avoid indefinite waiting. 
(R) Recovery session to resend order message.
(P) Use a reliable network.
As for Omission

Extraction of Further Requirements from High Level Analysis.
The following requirements were extracted from the analysis of the

requirement ‘‘Customer sends an order for goods to vendor”. In a full
analysis, these are analysed in later iterations of the Hazard Analysis
process.

High level requirements: 

1 A recovery session should be available in case that orderneeds
to be resent, if it is detected that order is incorrect or has not
been received by the vendor.

2 Pre-protocol exchange to ensure that vendor is alive and ac-
cepting orders and also so that vendor is able to anticipate
receipt of orders.

Table 3. Analysis of "Customer sends order for goods to vendor"
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Omission:
Cause:

3 Provide feedback (a confirmation of order) so customer can
check that order is correct.

No fresh element is included in the order message.
(P) Not included by customer.

Low level requirements: 

1 Time-outs on waiting for orders and responses to orders to

2 Authentication of order messages.
3 A fresh element in order provides uniqueness of order, giv-

ing assurance that it has been created recently and allowing
orders to be repeated.

avoid principals waiting indefinitely. 

4 Integrity checking and correction of order.
5 Confidentiality protection of order to protect customer’s pri-

6 Incorporation of a time component to detect if order is late.
vacy.

Effect:

Low Level Requirements. Table 4 contains an example of the
low level analysis stage in the Hazard Analysis for Security Protocols 
process. This table shows the analysis of the low level requirement "A
fresh element in order provides uniqueness of the order message and
allows orders to be repeated.” From this analysis we obtain further
requirements for the protocol.

(S) Unavailability of fresh element generator.
(C) Vendor cannot check if order was created re-
cently.

Recommendations:

Commission
(spurious):
Comment

Commission
Repet i tion):
Cause:

(A) Intruder is able to replay order message.
(D) Vendor checks for fresh element in order and
reject order if it contains no fresh element.
(P) Use of reliable fresh element generator.
Fresh element is unexpectedly in order message.

Not applicable since message is expected to con-
tain a fresh element.
A fresh element is reused in order message.

(P) Reused by principal.
(S) Element replayed by intruder/network.

Table 4. Analysis of "A fresh element is included in order message"
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Effect:

Recommendations:

Value (Total):

Value (Extra):

Value (Partial):
Cause:

Effect:

Recommendations:

Disclosure
Cause:

Effect:
Early
Cause:

Effect:

Recommendations:

Late
Cause:

Effect:
Recommendations:

(A) Rejection of message by vendor.
(C) Customer does not receive goods.
(D) Check fresh element and reject if repeated.
(R) Recovery session to deal with invalid fresh
elements.
A fresh element of unexpected format is in order
message.
Expected fresh element plus extra information is
in order message.
Partial fresh element is in order message.
(P) Included by customer.
(S) Element in format provided by generator.
(A) Order message is rejected by vendor.
(C) Customer does not receive goods.
(D) Check fresh element and reject if invalid.
(R) Recovery session for cases where fresh ele-
ment is invalid.
Fresh element is disclosed.
(P) Not protected by principal.
(S) Disclosed on network/by intruder.
None. Public knowledge should reveal nothing.
Fresh element in order message is early.
(S) Generator dispenses fresh items too early.
(S) Other messages have not yet been received.
(C) It is known that order message has been cre-
ated recently and so is valid.
(P)The fresh element generator for customer and
vendor should be periodically synchronised. 
Fresh element in order message is late.
(P) Principal sends order message late.
(S) Fresh element generator generates late. 
(S) Message delayed by intruder/network.
(A) Order is rejected because it is too late.
(D) Check that messages are timely/fresh and
reject if late.
(P) Periodic synchronisation of customer and
vendor fresh element generators.
(R) Recovery session in case of late messages.

Table 4 . Analysis of “A fresh element is included in order message"
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Extract ion of Further Requirements from Low Level Analysis.
The analysis of the low level requirement “A fresh element is included in
the order message” identified the following requirements of the protocol:

High level requirements

1 Recovery session to deal with messages with invalid or late
fresh elements.

Low level requirements

1 Periodic synchronisation of fresh element generator.
2 Use of reliable fresh element generator.
3 Checks to ensure fresh elements are of valid format/timely

4 Checks for the fresh element in order message and rejection
and reject if not.

if no fresh element. 

3.3. What has been gained from this analysis?
From this fragment of an example of a Hazard Analysis for Security

Protocol requirements, we can gain insight into the intuitive steps taken
by the designer. We can identify items which need to be kept confiden-
tial, checked for authenticity, integrity and freshness, recovery sessions 
and feedback to the principals which is required. Using this analysis pro-
cess, we can trace the generation of requirements and justify the features
which are built into the protocol.

In a full analysis, each of the recommendations would be justified
in more detail and labelled to make it easier to trace and refer to the
protocol requirements during the later development phases. 

4. Conclusions
In this paper, we have described a process for the gathering and ana-

lysis of the requirements of security protocols before the actual design
of the protocol. This is the traditional starting point in the software
engineering life cycle. It is preferable to spend time in the early stages 
of the protocol development than to risk a compromise of security, when
the protocol is put into use. Our approach differs from previous research
into the requirements of protocols which focused on the use of require-
ments in the verification of protocols [14]; for example, Syverson and
Meadows [15] formalised the requirements of authentication protocols
and used them to verify and find attacks on the Neuman-Stubblebine
protocol.
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The hazard analysis approach described in this paper provides a sim-
pler, more structured and systematic approach to deviation identification
than the heuristic methods in the literature. Work on inquiry-based re-
quirements analysis [8]relies on the use of what-if? questions to prompt
deviations. In goal-based requirements analysis [3, 4], trivial obstacles
are assigned to each goal to investigate the possible ways in which a goal
may fail to complete. These obstacles are identified through the use of an
extensive set of heuristics. The obstacle analysis is further elaborated 
through scenario analysis which examines the concrete circumstances
under which goals may fail. Lamsweerde and leitier [16] present formal
and heuristic methods for obstacle identification and resolution based 
on temporal logic.

An advantage of the hazard analysis approach for protocol require-
ments over the temporal logic approach is the focus of the analysis on
security features of the protocol. The temporal logic approach is very 
formal, requiring the gathering of the preconditions for the negation of
the goal expressed in logic, these preconditions are obstacles to the goal.
Some formal techniques have missed attacks due to their over abstrac-
tion of the protocols, since security attacks may be the result of the
exploitation of properties which are not easily expressible in logic. 

Our approach to the analysis of the requirements does not, of course,
guarantee that all the attacks are avoided and secure protocols will be
designed. The requirements analysis process is useful for highlighting
weaknesses and flaws which have previously occurred in protocols.

Attack and threat avoidance techniques prompted by the guidelines
may not be appropriate, for instance, if the recommendations would be
too costly or time consuming. Consideration of the recommendations
should be carefully evaluated with respect to the requirements of the
protocol stakeholders. However, just being aware of potential problems
which may be caused by a particular requirement is an important benefit
of using the method. In such situations, if it is considered appropriate,
higher level requirements may be weakened in the light of the analysis.

Our method is suitable for identifying and investigating common
threats and attacks on protocols and prompting protection mechanisms
against them. This method is a step forward in providing a more struc-
tured approach to the development of secure protocols and we believe
that this approach to requirements analysis can be applied more widely
in the field of computer security.
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