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Abstract

In conventional image trading systems, images are usually stored unprotected on a server, rendering them vulnerable
to untrusted server providers and malicious intruders. This paper proposes a conceptual image trading framework
that enables secure storage and retrieval over Internet services. The process involves three parties: an image pub-
lisher, a server provider, and an image buyer. The aim is to facilitate secure storage and retrieval of original images for
commercial transactions, while preventing untrusted server providers and unauthorized users from gaining access to
true contents. The framework exploits the Discrete Cosine Transform (DCT) coefficients and the moment invariants
of images. Original images are visually protected in the DCT domain, and stored on a repository server. Small repre-
sentation of the original images, called thumbnails, are generated and made publicly accessible for browsing. When a
buyer is interested in a thumbnail, he/she sends a query to retrieve the visually protected image. The thumbnails and
protected images are matched using the DC component of the DCT coefficients and the moment invariant feature.
After the matching process, the server returns the corresponding protected image to the buyer. However, the image
remains visually protected unless a key is granted. Our target application is the online market, where publishers sell
their stock images over the Internet using public cloud servers.

Keywords: Image trading, Image matching, Secure storage, Image scrambling, DCT, JPEG

Introduction

With the advancement of the Internet, multimedia con-
tent trading has become increasingly popular. As mul-
timedia contents, such as audio, image, and video, are
available in digital form, they may be benefit from ease
of manipulating, duplicating, publishing, and distribut-
ing. Despite these benefits, illegal use of multimedia data
tends to grow significantly unless proper protection is
implemented.

One important and challenging task in multime-
dia content trading, including image trading, is privacy
protection (Lu et al. 2009, 2010; Premaratne and Pre-
maratne 2012; Troncoso-Pastoriza and Perez-Gonzales
2013). Most existing work in this area has focused on
access control and secure data transmission (Lu et al.
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2009; Iacono and Torkian 2013). The aim is to pre-
vent unauthorized users from accessing the data and to
enable secure data exchange. However, once stored on
the server, the data are left unprotected. This makes the
user’s private content vulnerable to untrustworthy server
providers, as well as intruders.

In line with the Internet, the concept of cloud com-
puting has also garnered increasing interest. The cloud
provides computing and storage services to users via
the Internet (Jeong and Park 2012). Public clouds offer
these services to both organizations and individuals, but
require no infrastructure or maintenance investment.
Therefore, more applications and services are expected
to rely on cloud resources in the future. However, privacy
problems in the cloud environment need rigorous atten-
tion because the data can easily be distributed among dif-
ferent servers in different locations (Curran et al. 2012;
Modi et al. 2013).

The Internet and cloud technology have undoubtedly
pushed image trading to become commercially feasible
for more individuals and small-scale business entities.
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Therefore, the privacy protection of image content on the
cloud server is an important consideration.

Currently, various types of images—ranging from pho-
tos, to art, graphics, and historical images—are traded
online in the conventional way. The trading process has
been exclusively conducted over the Internet, where
images can be purchased and delivered online. Never-
theless, this conventional system has a serious drawback
on the server side. Images stored on the server are left
unprotected, allowing illegal access and use by untrusted
server providers and intruders. Hence, a new mechanism
for secure online image trading is necessary.

Based on the current practices of image trading and
the wide availability of cloud servers, we argue that the
following requirements should be satisfied to enable a
secure image trading system running in an untrusted
cloud environment:

1. The system must provide privacy protection to the
stored data. Images on a cloud storage should be pro-
tected such that, even if untrusted parties break the
server’s access control, they cannot reach the true
image content.

2. The system should provide a limited-content pre-
view for display in various devices. To attract poten-
tial buyers, a portion of the content should be freely
available for viewing. Because the display dimensions
differ among devices, various reduced-size images
are required.

3. The system must match the reduced-size images to
the privacy-protected images.

4. The system needs to be compatible with compression
standards. Because images are stored in compressed
format, the image trading system should accommo-
date images compressed by specific standards.

Unfortunately, very few image trading schemes
satisfy all these requirements. Most of the existing
works (Lu et al. 2009, 2010; Premaratne and Premaratne
2012; Troncoso-Pastoriza and Perez-Gonzales 2013;
Iacono and Torkian 2013; Kiya and Ito 2008; Okada
et al. 2009, 2010; Liu et al. 2013; Sae-Tang et al. 2014;
Zhang and Cheng 2014; Cheng et al. 2014) have sepa-
rately and independently focused on a subset of these
considerations.

The present paper introduces a conceptual frame-
work for a secure image trading system in an untrusted
cloud environment that satisfies all the above require-
ments. We focus on the Joint Photographic Experts
Group (JPEG) (Wallace 1992) images, which are widely
and popularly used in various applications. A trading
activity involves three main parties: an image publisher,
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a server provider, and an image buyer. The proposed
scheme facilitates secure server storage by visually pro-
tecting the publisher’s images, thus preventing access to
the true image content by untrustworthy server provid-
ers and unauthorized users. Reduced-size images that
serve as queries are displayed on a user interface, pro-
viding a limited-content preview for potential buyers.
Our target application is the online market, in which
small content publishers sell their stock images over the
Internet.

The remainder of the paper is organized as follows.
“Related work” briefly reviews related works in the pro-
posed research area. “Preliminaries” introduces the
preliminary information, including a review on conven-
tional repositories for image trading and their short-
comings, the Discrete Cosine Transform (DCT) and the
JPEG standard, DCT-based scrambling for visual pro-
tection, and the structural similarity (SSIM) index that
measures the degree of image scrambling. “Proposed
framework” describes the conceptual framework of the
proposed scheme. Simulation results are presented in
“Simulation results” And, concluding remarks are given
in “Conclusions”

Related work

The requirements formulated in “Introduction” can be
divided into two main research categories: the secure
storage of images on a public cloud server, and effi-
cient image matching in visually protected (encrypted)
domains for retrieval and content preview purposes.

Among the earlier works on image trading systems, the
authors in Okada et al. (2009, 2010), Liu et al. (2013) pro-
posed a framework that offers privacy or content protec-
tion. In their mechanism, an image is decomposed into
two components with different levels of importance. One
component is sent directly to a consumer; the other is
first routed to an arbitrator or trusted third party (TTP)
for fingerprinting and then sent to the consumer. This
approach is impractical because of several reasons. First,
the consumer receives two image components, increas-
ing the memory and bandwidth usage. In addition, the
approach requires a TTP and assumes that images are
stored on a proprietary and trusted server.

An extension of the above proposal, which no longer
separates an image into several components, was pre-
sented in Sae-Tang et al. (2014). This method specifically
handles JPEG 2000 images. Although it removes image
decomposition, it retains the TTP requirement, thus add-
ing technical complexity to small content publishers.

Client-side encryptions for cloud storage have also
been proposed (Iacono and Torkian 2013; Lu et al. 2009,
2010; Cheng et al. 2014). For instance, the approach in
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Iacono and Torkian (2013) encrypts the data file and
changes the file structure, thus increasing the difficulties
in indexing and searching of the encrypted data. In Lu
et al. (2009, 2010) and Cheng et al. (2014), features are
extracted from plaintext images and encrypted by the
image owners. The encrypted features and images are
then stored on a server equipped with a table of map-
ping relationship between them. When the user makes
a query, the features from the plaintext query image are
extracted and encrypted, and then sent to the server,
where their similarity to the features encrypted in the
database is calculated. This implies that feature extrac-
tion/encryption and image encryption are performed
separately, incurring additional computational resources
and complexities.

The histogram-based retrieval of Zhang and Cheng
(2014) reduces the necessity of feature extraction/encryp-
tion. The images stored on a server are simply encrypted
by permuting DCT coefficients and are compatible with
the JPEG file format. Similarity between an encrypted
query and an encrypted image is determined by calculat-
ing the distances of DCT coeflicient histograms. How-
ever, this process requires nearly full JPEG decoding (up
to inverse quantization) and proposes no mechanism for
content preview. Therefore, how a potential buyer could
select an image for purchase is not clarified.

An initial attempt to formulate a secure online image
trading system was presented in Munadi et al. (2013),
although no clear framework was described for a cloud
environment context. This study also lacked a descriptive
comparison with a conventional image trading system.
Moreover, the experiments and analysis were based on a
small dataset.
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Preliminaries

In this section, we present some background information
that is necessary to formulate our proposed framework,
including a review of conventional image trading sys-
tems and their shortcomings, the DCT and JPEG stand-
ard, image scrambling in the DCT domain, and the SSIM
index, which measures the degree of scrambling.

Conventional model of image trading

Most current applications that enable commercial trans-
action of images are strongly reliant on access control.
Buyers obtain privileged access to the image repository
after payment. Figure 1 illustrates a typical image reposi-
tory and trading system in a conventional approach. An
image publisher normally uses third-party services to
host his/her commercial images. Potential buyers can
browse a thumbnail collection, which provides small rep-
resentations of the images. If the buyer is pleased with
the image, he/she will pay an agreed price and receive an
access key in return. The buyer will then be able to down-
load the original size or full-resolution image. Alterna-
tively, the image can be electronically sent to the buyer by
the server. A practical application of this concept is best
described by the digital image libraries available on sev-
eral websites (KITLV; Getty Images; Corbis; iStock).

In terms of privacy, this conventional scheme is con-
fronted with at least two serious threats or attacks that
can be originated from internal and external sources, as
depicted in Figure 2. The types of threats/attacks can be
described as follows:

1 External threats Unauthorized users present an
external threat to the image repository. Illegal access

Image Publisher

Hosting/Cloud Server Provider
Thumbnail Images
(.
Web Image
DU Server Database
o
|
|
|
+
«—— - — — —
Image Buyer Traded Image
Figure 1 A conventional image trading system.
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Figure 2 Source of threats/attacks in a cloud storage service,
adapted from lacono and Torkian (2013).

may be obtained under various conditions, such as
lack of authentication, weak access control, and mali-
cious attacks. When access is obtained by an unau-
thorized user, it becomes difficult to prevent illegal
use of the images.

2 Internal threats A server provider often has the high-
est access privileges for the stored data, such as com-
mercial images, with no risk of detection. Therefore,
a malicious provider presents an internal threat to
the stored data, leading to the illegal use of images,
such as theft or illegal distribution.

A cloud-based image trading framework that considers
the above-mentioned issues is proposed herein. It facili-
tates secure storage and retrieval of original images, and
prevents unauthorized parties from accessing the true
content of images.

DCT and JPEG

The JPEG compression standard is based on the DCT
that transforms spatial data into the frequency domain.
The encoding procedure is illustrated in Figure 3 and
can be summarized as follows. An original image is par-
titioned into 8x8 non-overlapped blocks. A function of
two-dimensional Forward Discrete Cosine Transform
(FDCT), as in Eq. (1), is applied to each block, resulting
in 1 DC and 63 AC coefficients.

CuCy Qi+ Dur 2+ Dvr
= ——% cos cos £ (i, )
4 s 16 16
i=0 j=0
(D
where
L foru,v=0
Cu» Cl/ = \/i ’ .

1 otherwise

For coding, an 8x8 array of the DCT coefficients is reor-
ganized into a one-dimensional list based on a zigzag
order. The order is initially started with the DC coeffi-
cient, and places the coefficients with the lowest spatial

JPEG
Bitstream

Entropy
encoder

RLC T

8x8 block DC

FDCT }—»
AC

Quantization Huffman
Tables Tables

DPCM

Quantizer

Figure 3 JPEG encoder.

frequencies in lower indices. Note that higher-frequency
components generally represent the fine details of an
image, and are less sensitive to human vision. Hence,
they can be quantized more coarsely than the lower
frequency components, and may be discarded with
negligible effect on image quality. After quantization,
Differential Pulse Code Modulation (DPCM) is applied
to the DC coefficient, and the AC coefficients are run-
length coded (RLC). As a final stage, all the coefficients
are entropy encoded using Huffman or arithmetic cod-
ing. The output of the entropy encoder and some addi-
tional information, such as header and markers, form
the JPEG bitstream.

DCT based scrambling
There are several approaches to visually protect the
images, either in the spatial or transformed domain.
Because we are dealing with the JPEG-coded images, it
is preferable to consider available techniques that work in
the DCT domain, such as those proposed in Weng and
Preneel (2007), Khan et al. (2010a, b) and Torrubia and
Mora (2003). These methods exploit the DCT coefficients
to achieve various degrees of perceptual degradation,
either by scrambling blocks of coefficients, or scrambling
the individual DC and AC coefficients independently.
The scrambling process can be further combined with an
encryption technique to increase the level of protection.
The degree of perceptual degradation itself can be meas-
ured using the SSIM index. Assuming two images, X and
Y, as the comparison objects, the SSIM index is defined as
follows (Wang et al. 2004; Weng and Preneel 2007):

SSIM(X, Y) = [1(X, V)]* - [e(X, )IP - [s(X, V)T
@)

where X represents the original image and Y represents
the scrambled version of the original image. Functions
1(), ¢(), and s() correspond to luminance, contrast, and
structural similarity, respectively, and «, B, and y are the
weighting factors. A simplified form of the SSIM index
can be written as:
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Quxpy + C1)2oxy + Co)
(1% + 1%+ C)oZ +o02+C) (3)

SSIM(X,Y) =

where p is the mean intensity, o represents the (co)vari-
ance, and Cj, Cy are numerical stability constants (Wang
et al. 2004; Weng and Preneel 2007). The value of SSIM
ranges from O to 1, with a value of 1 indicating that X and
Y are identical.

Samples of DCT-based scrambled images with their
respective SSIM values are shown in Figure 4. As shown,
different degrees of visual degradation can be obtained by
applying different arrangements of the DCT coeficients.
The image with the lowest SSIM value is considered the
most visually protected.

Proposed framework

In this section, we describe a conceptual image trading
framework for an untrusted cloud environment that sat-
isfies all the requirements mentioned in “Introduction”
The proposed framework enables secure online trading,
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and allows the images to be securely stored on the cloud
servers after being visually protected and to be retrieved
in their protected state. The following description is
based on the scheme illustrated in Figure 5.

Original images owned by an image publisher are first
encoded and visually protected by means of scrambling in
the DCT domain (1a). At the same time, thumbnails are
generated by resizing the original images to any required
sizes for viewing in a display device (1b). The protected
images are then uploaded and stored on a cloud reposi-
tory server. In this manner, the true visual content of the
original images cannot be accessed by the server pro-
vider. Thumbnails can be stored on the same server, and
are publicly accessible through the website. A potential
image buyer will browse the thumbnail library and choose
images of interest, which also serve as queries (2). When
a query image is submitted, the thumbnail is matched
with the protected images by comparing the moment
invariants of the thumbnail and of the DC-image gener-
ated from the protected images (3). After this matching

Original image a

Figure 4 Sample of scrambled images. a DC coefficients are scrambled, SSIM = 0.3882. b Blocks of AC coefficient are scrambled,
SSIM = 0.1464. ¢ Blocks of 8 x 8 coefficients are scrambled, SSIM = 0.1519.d DC and AC coefficients are separately scrambled, SSIM = 0.1435.

Original Images

(1a)

Scrambling

(1b)

Access Key

Figure 5 Proposed framework.
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process, the server will return the matched image, which
can then be downloaded or sent to the potential buyer (4).
However, the matched image remains visually protected
unless a key is granted by the image publisher after pay-
ment or other authorization (5). Using an authentic key,
the buyer will be able to decode and descramble the data,
resulting in the true traded image (6).

Scrambling process

The main purpose of image scrambling is to provide visual
protection so that the true content is perceptually mean-
ingless or degraded. Therefore, the images are secure
against ill-intentioned parties who may have access to the
server, such as a hosting provider or hackers. Depend-
ing on the degree of scrambling, visual protection can be
achieved by applying existing scrambling techniques that
work in the DCT domain, such as those proposed in Kiya
and Ito (2008) and Khan et al. (2010a, b).

A simplified diagram of a JPEG-based image scram-
bling for visual protection is shown in Figure 6, in which
a block-based permutation is applied to the quantized
DCT coefficients. Descrambling is simply a reverse pro-
cess, given the same key as in the scrambling proses is
available.

DC image generation and thumbnails

It is known that the DC coefficient of each 8x8 array of
DCT coefficients is actually an average value of the 64
pixels within the corresponding block. Hence, it contains
very rich visual information. An image constructed from
DC components is a reduced-sized version that is visually
similar to the original. Therefore, the DC image itself is a
rich feature descriptor that can be exploited for matching
purposes.

The process of generating a DC-image from DCT coef-
ficients is illustrated in Figure 7. Initially, an image is
partitioned into 8x8 non-overlapped blocks (referred
to as a tile or a block), and a forward DCT function is
employed to each block. The DC coefficient of each block
represents the local average intensity and holds most of
the block energy. DC coefficients from all of the blocks
are then arranged according to the order of the original
blocks, resulting in a reduced-size image (é of the origi-
nal image) referred to as a DC-image.

In relation to the JPEG standard, it is worth noting that
the DC coefficients can be directly extracted from the

H Mcov | H
Seed : Key

Image Block-based
fix,y) 1 FDCT m permutation

Figure 6 A simplified diagram of JPEG-based image scrambling.

Entropy : Visually protected
coding JPEG bitstream
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DCT
transform

o

DC image

pc |

coefficient

DCT coefficients

original image

Figure 7 DC-image generation.

JPEG bitstream without the need for full JPEG decod-
ing (Arnia et al. 2009), and the DC-image can be gener-
ated accordingly.

However, thumbnails for preview or browsing purposes
can be produced by downscaling the original images to
the sizes best suited to the dimensions of the display
devices.

Image matching

In this section, an image matching technique and its cor-
responding matching distance are described. We exploit
the seven Hu moments (Ming-Kuei 1962) for matching
purposes. The moments of an image, with pixel intensi-
ties I(x, y) and of size M x N, are defined by:

M—-1N-1

Mpq = Z Z 'yl (x,y) )

y=0 x=0

Rather than Eq. (4), the central moments:

M—-1N-1
Hpg =Y > (=& —H(xy) (5)
y=0 x=0
with
— mio - mo1
X=—— VY=
moo moo

are often used, which are invariant to translation. Fur-
thermore, normalized central moments are defined by:

lpg = 2 ©)
=77
Moo
with
+
y:%+1, p+q=23...

and these are also invariant to changes in scale. Algebraic
combinations of these moments can provide more attrac-
tive features. The most popular are those offered by Hu,
which are independent of various transformations. Hu’s
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original moment invariants (Ming-Kuei 1962; Huang and
Leng 2010) are given by:
My = oo + 1oz
My = (a0 — o) + 4ud
Ms = (u30 — 3p12)* + 3(ia1 + os)’
My = (u30 + 112)* + (a1 + pos)?
Ms = (30 — 3p12) (3o + pna2) (30
+ 1112)* — 3(u21 + 103)*]
+ 3(u21 — po3l3(uso + 112)* — (a1 + 1103)%]
Mg = (20 — 1102)[(1430 + 112)?
— (ua1 + 103)] + 4011 (1430

+ 12) (21 + Ho3)
M7 = (Bua1 — pos) (30 + (12)

X [(Mso + u12)* = 3(u21 + 1o3)?

+ (1430 — 3112) (21 + 03)[3 (1430 + p12)?
— (21 + 1103)*]

Image matching, between thumbnails and visually pro-
tected images, involves calculating the moment distance,
d, between the thumbnails and the DC component of the
visually protected images. We define the distance as:

7
diab) =) |Mf - M| ™
j=1

where, a and b denote the thumbnail and the DC image,
respectively, and M represents Hu’s moments. The
matching process proceeds as follows:

1. The moments of a thumbnail image are calculated.

2. DC coeflicients from each block of the visually pro-

tected JPEG bitstream are extracted to generate the

DC image.

The moments of the DC images are calculated.

4. The moment distances between the query and the
DC images are calculated using Eq. (7). The minimum
value of d(a, b) corresponds to image matching.

w

Key sharing

Once authorization has been requested, a corresponding
scramble key is sent to the buyer by the image publisher.
The true image content is accessible to the image buyer
after proper decoding that includes the unscrambling
process using the given key. Various options are available
for delivering the scramble key to a buyer. For instance, it
could be attached to the system and use the same cloud
server or a system built in a different and independent
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server, or could be accomplished by other online means,
such as email.

Simulation results

Simulations were mainly conducted to verify the match-
ing performance between thumbnails of various sizes
that serve as query images and their corresponding DC-
images extracted from the visually protected images.
These images were assumed to be stored on the server
and available for trading. The moment distance defined
in Eq. (7) was used as the matching metric.

Simulation conditions

The experiment was conducted using a dataset of 100
images with an original size of 512 x 512 pixels. Ten sam-
ples used as query images are shown in Figure 8. Using
four different thumbnail sizes for viewing, four sepa-
rate experiments were carried out. In each experiment,
thumbnails were generated by rescaling the original
images by a factor of 0.125, 0.1875, 0.25, and 0.391. This
resulted in images of size 64 x 64, 96 x 96, 128 x 128,
and 200 x 200 pixels, respectively.

As described in “DCT based scrambling’, block-based
scrambling of the DCT coefficients was performed to
produce visually protected images. For simplicity, we
scrambled only blocks of AC coefficients while preserv-
ing the original position of the DC coefficients. The size
of the DC images, constructed using the DC coefficients
of the protected images, was 64 x 64 pixels. These pro-
tected images and thumbnails were assumed to be stored
on the same server.

Figure 9 shows an example of the images generated in
the simulations. The image size was scaled to represent
thumbnails for content preview (browsing), a DC image,
and a visually protected image. For comparison purposes,
we also calculated the distance between the thumbnails
and the visually protected images.

Results

The results of each set of query images are presented in
Tables 1, 2, 3 and 4. There are 100 matching runs pre-
sented in each table. The first two tables present the
matching distances between the thumbnails (query
images) and the visually protected images, and the last
two present the matching distances between the thumb-
nails (query images) and the DC images generated
from the visually protected images. Simulations using a
dataset of 100 images with four different sizes of query
images resulted in 40,000 matching attempts between the
thumbnails and the visually protected images, and 40,000
matching attempts between the thumbnails and the DC
images.
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Image 1

Image 6 Image 7

5 5 e SREEEE U o e
Image 9 Image 10

Figure 8 Ten sample images taken from a dataset of 100 images and used as queries in the simulation.

In Tables 1 and 2, we present the matching distances
between the thumbnails and visually protected images.
The sizes of the thumbnails are 64 x 64 and 200 x 200
pixels, respectively. As can be seen, the distance values
vary and are much higher than zero. These results con-
firmed that the visual content of the thumbnails and
of their corresponding visually protected images is no
longer identical after DCT-based scrambling. Moreo-
ver, the proposed distance measure is not applicable to a
direct matching between a thumbnail and a visually pro-
tected image.

Table 3 summarizes the matching results between the
thumbnail and the DC images of the same size. In this
case, the displayed image for browsing and the DC image
generated from the visually protected image were the
same size, i.e., 64 x 64 pixels. In contrast to the above
results, the distances between the thumbnails and their
corresponding DC images were very close to zero (bold
values), i.e., less than 0.2.

The matching results between the thumbnail and DC
images of different sizes are presented in Table 4. In this
case, the thumbnail took its largest size, 200 x 200 pix-
els, whereas the size of the DC image was 64 x 64 pix-
els. Similar to the results in Table 3, the distance values
were very small (bold values). Note that the distance val-
ues between all thumbnails of various sizes and the DC
images were close to zero. This is confirmed by the aver-
aged value of all the matching distances, as presented in
Table 5.

From the above results, we can make several conclud-
ing observations. Despite its simplicity, the proposed sys-
tem offers both visual protection and a content preview

.
Thumbnails DC Image Visually Protected Image

Ry

|

|

| B
|

|

|

Figure 9 Scaled size of thumbnails with different dimensions,
a DC-image, and a visually protected image.

of the traded images. The proposed moment distance
performed satisfactorily in retrieving the target images,
with all queries for each experiment returning the correct
visually protected images. This means that the matching
performance was not affected by the variation in thumb-
nail size. Thus, thumbnails could be adjusted according
to the size of display device.

Conclusions

We have presented a conceptual framework for secure
online image trading in a cloud environment. The traded
images were visually protected in the DCT domain, and
stored on an untrusted server. Thumbnails of original
images were publicly accessible through the website and
served as queries. Image matching between the thumb-
nails and protected images was achieved by compar-
ing the moment invariants of the thumbnails and of the
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Table 5 Averaged distance values between all the thumb-
nails (query images) of various sizes and their correspond-
ing DCimages

Thumbnail size

64 x 64 96 x 96 128 x 128 200 x 200

0.0548 0.0449 0.0648 0.0635

Each size represents an average of 100 values.

DC-image generated from the protected images. The
proposed moment distance enabled the target images
to be differentiated from other protected images in the
database.
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