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Abstract
In this paper, we utilize d-dimensional Bell states to construct a multi-party
semiquantum private comparison (MSQPC) protocol with two supervisors, which can
determine the size relationship of more than two classical users’ private inputs under
the control of two supervisors within one round implementation. The two
supervisors, i.e., one quantum third party (TP) and one classical TP, are both
semi-honest, which means that they can misbehave at their own wishes but are not
permitted to conspire with anyone else. Neither quantum entanglement swapping
nor unitary operations are required in the proposed MSQPC protocol. The security
analysis certifies that the proposed MSQPC protocol can overcome both the outside
attacks and the participant attacks.

Keywords: Multi-party semiquantum private comparison; d-dimensional Bell states;
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1 Introduction
Classical secure multiparty computation (SMC) is one of the most important branches of
classical cryptography whose security relies on the computational complexity of mathe-
matical problems. As an important branch of SMC, the classical private comparison (CPC)
aims to compare the size relationship of private inputs from different users. The first CPC
protocol, which is usually named as “the millionaire problem”, was put forward by Yao [1]
in 1982. However, the security of this protocol is determined by the computation complex-
ity of solving mathematical problems, which implies that this protocol may be threatened
to a great extent once the computing ability of computer is tremendously improved. To get
over this problem, a completely novel kind of private comparison, i.e., quantum private
comparison (QPC), was invented by Yang and Wen [2] in 2009 by introducing quantum
cryptography [3] into CPC. Since then, a series of QPC protocols [4–21] have been pro-
posed in turn. These QPC protocols can be divided into two categories: QPC of equality
[2, 4–13] and QPC of size relationship [14–21]. Different from QPC of equality, QPC of
size relationship can judge whether the private input of one user is greater than, smaller
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than or equal to that of another user. Generally speaking, QPC of size relationship is of
more use than QPC of equality in practice.

In reality, not everyone is capable of affording expensive quantum devices. In order to
overcome this issue, Boyer et al. [22] put forward the novel concept of semiquantumness
in 2007. Within a semiquantum cryptography protocol, a classical participant, who only
possesses limited quantum capabilities, is free of preparation and measurement of quan-
tum superposition states and quantum entangled states. By absorbing semiquantumness
into QPC, Chou et al. [23] constructed the first semiquantum private comparison (SQPC)
protocol through utilizing entanglement swapping of Bell states. Hereafter, scholars put
forward lots of SQPC protocols [24–34]. SQPC can be also divided into two kinds: SQPC
of equality and SQPC of size relationship. The SQPC protocols of Refs. [23–29] belong to
the former kind while the ones of Refs. [30–34] belong to the latter kind. However, each
of the SQPC protocols of Refs. [30–34] only can determine the size relationship of private
inputs from two users within one execution of protocol. There is few SQPC protocol of
size relationship which is suitable for more than two users up to now.

Based on the above analysis, in this paper, we concentrate on considering the situa-
tion that N classical users aim to compare the size relationship of their private integer
sequences under the control of two supervisors within one execution of protocol. In order
to accomplish this goal, we put forward a novel multi-party semiquantum private compar-
ison (MSQPC) protocol with two semi-honest third parties (TPs) by using d-dimensional
Bell states. Here, two semi-honest TPs, i.e., a quantum TP and a classical TP, are the su-
pervisors, each of whom is permitted to misbehave on her own but cannot conspire with
anyone else [5]. Neither quantum entanglement swapping nor unitary operations are em-
ployed in the proposed MSQPC protocol.

2 Protocol description
In a d-dimensional quantum system, the Bell state can be denoted as

|φu,v〉 =
1√
d

d–1∑

t=0

e
2π itu

d |t〉|t ⊕ v〉, (1)

where u, v ∈ {0, 1, . . . , d – 1}, and ⊕ represents the addition modulo d. In addition, the Z-
basis in the d-dimensional quantum system can be represented by

T1 =
{|0〉, |1〉, . . . , |d – 1〉}. (2)

Suppose that the classical user Pn owns a secret integer string pn = {p1
n, p2

n, . . . , pL
n}, where

pi
n ∈ {0, 1, . . . , h}, h = d–1

2 , n = 1, 2, . . . , N and i = 1, 2, . . . , L. Here, since h needs to be greater
than or equal to 1, d is an odd integer greater than or equal to 3. In addition, N clas-
sical users share a private key sequence K = {k1, k2, . . . , kL} beforehand by virtue of the
d-dimensional quantum system version of the secure mediated semiquantum key distri-
bution (SQKD) protocol in Ref. [35], where ki ∈ {0, 1, . . . , d – 1} and i = 1, 2, . . . , L. Note that
the d-dimensional quantum system version of the mediated SQKD protocol in Ref. [35]
can be derived after quantum TP generates the qudits randomly in the T1 basis and then
sends them out in Step i. Furthermore, there are two TPs, i.e., the quantum TP TP1 and the
classical TP TP2, where TP1 and TP2 are allowed to impose any attack but cannot conspire



Lian et al. EPJ Quantum Technology           (2023) 10:10 Page 3 of 15

with others. The proposed MSQPC protocol with two supervisors is composed of the fol-
lowing steps. Here, the quantum channels used in the proposed protocol are assumed to
be ideal.

Step 1: TP1 generates N groups of 8L d-dimensional Bell states, where {|φu1
n ,v1

n
〉, |φu2

n ,v2
n
〉,

. . . , |φu8L
n ,v8L

n
〉} denotes the nth group Bell states and n = 1, 2, . . . , N . TP1 records the value

of Vn, where Vn = {v1
n, v2

n, . . . , v8L
n }. Here, vl

n is the second label of the lth Bell state in the
nth group, n = 1, 2, . . . , N and l = 1, 2, . . . , 8L. Then, TP1 makes the first particles of the nth
group Bell states to form sequence Sn and the second particles of the nth group Bell states
to form sequence Mn. Here, Sn = {S1

n, S2
n, . . . , S8L

n }, Mn = {M1
n, M2

n, . . . , M8L
n }, Sl

n is the first
particle of the lth Bell state in the nth group, Ml

n is the second particle of the lth Bell state
in the nth group, n = 1, 2, . . . , N and l = 1, 2, . . . , 8L. Afterward, TP1 transmits Sn to Pn and
keeps Mn on her hand, where n = 1, 2, . . . , N . Except the first particle, the next particle of
Sn is sent out by TP1 only after she obtains the previous one from TP2.

Step 2: When receiving the lth particle of Sn, Pn randomly chooses one mode between
the REFLECT mode and the MEASURE mode, where l = 1, 2, . . . , 8L. Here, the REFLECT
mode means that the receiver returns the received particle directly to the sender, while
the MEASURE mode means that the receiver uses the T1 basis to measure the received
particle, generates a fresh particle in the same state as the received particle and sends the
fresh particle back to the sender. Pn writes down her measurement results when choosing
the MEASURE mode. Let S′

n = {S1′
n , S2′

n , . . . , S8L′
n } denote the new sequence derived from

Pn ’s operations on Sn, where n = 1, 2, . . . , N . Then, Pn transmits S′
n to TP2.

Step 3: TP2 also randomly chooses one mode between the REFLECT mode and the
MEASURE mode for the lth particle of S′

n, where l = 1, 2, . . . , 8L. TP2 also writes down
her measurement results when selecting the MEASURE mode. Let S′′

n = {S1′′
n , S2′′

n , . . . , S8L′′
n }

denote the new sequence derived from TP2’s operations on S′
n, where n = 1, 2, . . . , N . Af-

terward, TP2 transmits S′′
n to TP1.

Step 4: After TP1 receives all particles of S′′
n from TP2, Pn and TP2 announce their op-

eration modes, respectively, where n = 1, 2, . . . , N . Then, TP1, TP2 and Pn take the corre-
sponding actions according to Table 1.

Case 1: both Pn and TP2 have entered into the REFLECT mode. TP1 imposes the d-
dimensional Bell basis measurement on particles Sl′′

n and Ml
n, where l ∈ {1, 2, . . . , 8L}.

Through the comparison of her measurement results and the corresponding initial pre-
pared Bell states, TP1 can know whether an eavesdropper is on line or not. If an eaves-
dropper is on line, the communication will be aborted;

Case 2: Pn and TP2 have entered into the REFLECT mode and the MEASURE mode,
respectively. TP2 publishes the state of particle Sl′′

n to TP1, while TP1 adopts the T1 basis

Table 1 Operations of TP1, TP2 and Pn under different Cases

Case The mode of Pn The mode of TP2 The operations of Pn , TP1 and TP2

Case 1 The REFLECT mode The REFLECT mode TP1 measures Sl
′′
n andMl

n with the d-dimensional Bell
basis

Case 2 The REFLECT mode The MEASURE mode TP2 publishes the state of Sl
′′
n ; TP1 measures Sl

′′
n and

Ml
n with the T1 basis

Case 3 The MEASURE mode The REFLECT mode Pn publishes the state of Sl
′
n ; TP1 measures Sl

′′
n andMl

n
with the T1 basis

Case 4 The MEASURE mode The MEASURE mode Pn publishes the state of Sl
′
n ; TP2 publishes the state of

Sl
′′
n ; TP1 measures Sl

′′
n andMl

n with the T1 basis
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to measure particle Sl′′
n and particle Ml

n, where l ∈ {1, 2, . . . , 8L}. Through comparing her
measurement results on the received particles of S′′

n in this Case, her measurement results
on the corresponding particles in Mn and TP2’s publishments, TP1 can know whether an
eavesdropper is on line or not. If an eavesdropper is on line, the communication will be
aborted;

Case 3: Pn and TP2 have entered into the MEASURE mode and the REFLECT mode,
respectively. Pn publishes the state of particle Sl′

n to TP1, while TP1 adopts the T1 basis
to measure particle Sl′′

n and particle Ml
n, where l ∈ {1, 2, . . . , 8L}. Through comparing her

measurement results on the received particles of S′′
n in this Case, her measurement results

on the corresponding particles in Mn and Pn ’s publishments, TP1 can know whether an
eavesdropper is on line or not. If an eavesdropper is on line, the communication will be
aborted;

Case 4: both Pn and TP2 have entered into the MEASURE mode. TP1 randomly picks
out half particles of S′′

n from the ones belonging to Case 4, and informs Pn and TP2 of the
chosen positions. For each chosen position, Pn and TP2 publishes the states of particles
Sl′

n and Sl′′
n , respectively, while TP1 measures particle Sl′′

n and particle Ml
n with the T1 ba-

sis, where l ∈ {1, 2, . . . , 8L}. TP1 can know whether an eavesdropper is on line or not by
comparing her measurement results on these chosen particles of S′′

n , her measurement re-
sults on the corresponding particles of Mn and the publishments from Pn and TP2. If an
eavesdropper is on line, the communication will be aborted.

Step 5: TP1 counts the number of the remaining particles of S′′
n belonging to Case 4. If

this number is less than L, the communication will be halted and restarted from Step 1.
Pn, TP1 and TP2 select the first L particles from the remaining ones of S′′

n belonging to
Case 4 to accomplish private comparison. Let sn = {s1

n, s2
n, . . . , sL

n} denote the measurement
results of Sn from Pn on these L chosen positions, where si

n ∈ {0, 1, . . . , d – 1}, n = 1, 2, . . . , N
and i = 1, 2, . . . , L. Note that TP1 and TP2 can naturally know sn. Then, Pn computes

f i
n = pi

n ⊕ si
n ⊕ ki. (3)

Finally, Pn sends f i
n to TP1 via an authenticated classical channel.

Step 6: TP1 uses the T1 basis to measure the L particles of Mn corresponding to the first L
particles from the remaining ones of S′′

n belonging to Case 4 in Step 5, where n = 1, 2, . . . , N .
Let mn = {m1

n, m2
n, . . . , mL

n} represent TP1’s measurement results on these L particles of Mn,
where mi

n ∈ {0, 1, . . . , d – 1} and i = 1, 2, . . . , L. Then, TP1 calculates

gi
n = f i

n � mi
n ⊕ vi

n. (4)

Afterward, TP1 computes

ci
nn′ = gi

n � gi
n′ , (5)

where n′ = 1, 2, . . . , N and n′ �= n. After that, TP1 makes

y
(
ci

nn′
)

=

⎧
⎪⎪⎨

⎪⎪⎩

–1, if h < ci
nn′ ≤ 2h;

0, if ci
nn′ = 0;

1, if 0 < ci
nn′ ≤ h.

(6)
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Figure 1 The flow chart of the proposed MSQPC protocol

Here, y(ci
nn′ ) = –1 implies pi

n < pi
n′ ; y(ci

nn′ ) = 0 implies pi
n = pi

n′ ; y(ci
nn′ ) = 1 implies pi

n > pi
n′ .

Finally, TP1 informs P1, P2, . . . , PN of the final comparison results.
Now we finish the description of the procedure of the proposed MSQPC protocol. For

clarity, we show its procedure in Fig. 1 after the processes of eavesdropping detection are
neglected.

3 Correctness analysis
3.1 Output correctness
According to Eq. (1), a d-dimensional Bell state is collapsed into |t〉|t ⊕ v〉 after its two
particles are measured with the T1 basis, where t, v ∈ {0, 1, . . . , d – 1}. Based on this, we
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can infer

si
n � mi

n ⊕ vi
n = 0. (7)

After inserting Eq. (3) into Eq. (4), we have

gi
n = f i

n � mi
n ⊕ vi

n

=
(
pi

n ⊕ si
n ⊕ ki

) � mi
n ⊕ vi

n

= si
n � mi

n ⊕ vi
n ⊕ pi

n ⊕ ki. (8)

According to Eq. (7) and Eq. (8), we can obtain

gi
n = pi

n ⊕ ki. (9)

In the light of Eq. (5) and Eq. (9), we can calculate

ci
nn′ = gi

n � gi
n′

=
(
pi

n ⊕ ki
) � (

pi
n′ ⊕ ki

)

= pi
n � pi

n′ . (10)

Here, n = 1, 2, . . . , N and i = 1, 2, . . . , L. In accordance with pi
n ∈ {0, 1, . . . , h} and h = d–1

2 ,
we can conclude from Eq. (6) and Eq. (10) that when h < pi

n � pi
n′ ≤ 2h, i.e., y(ci

nn′ ) = –1,
it has pi

n < pi
n′ ; when pi

n � pi
n′ = 0, i.e., y(ci

nn′ ) = 0, it has pi
n = pi

n′ ; when 0 < pi
n � pi

n′ ≤ h,
i.e., y(ci

nn′ ) = 1, it has pi
n > pi

n′ . It can be concluded now that the comparison results of this
protocol are accurate.

3.2 Examples
In order to further prove the output correctness of this protocol, a concrete example is
given in detail. Suppose that d = 13, which implies h = 6; P1, P2, P3, P4 are four classical
users; p1

1 = 4, p1
2 = 5, p1

3 = 0, p1
4 = 4; k1 = 10; v1

1 = 4, v1
2 = 7, v1

3 = 6, v1
4 = 2 and s1

1 = 3, s1
2 = 8,

s1
3 = 11, s1

4 = 6, which implies m1
1 = 7, m1

2 = 2, m1
3 = 4, m1

4 = 8. In accordance with Eq. (3),
P1, P2, P3, P4 calculate f 1

1 = 4 ⊕ 3 ⊕ 10 = 4, f 1
2 = 5 ⊕ 8 ⊕ 10 = 10, f 1

3 = 0 ⊕ 11 ⊕ 10 = 8
and f 1

4 = 4 ⊕ 6 ⊕ 10 = 7, respectively. After receiving f 1
1 , f 1

2 , f 1
3 , f 1

4 , by virtue of Eq. (4), TP1

obtains g1
1 = 4 � 7 ⊕ 4 = 1, g1

2 = 10 � 2 ⊕ 7 = 2, g1
3 = 8 � 4 ⊕ 6 = 10 and g1

4 = 7 � 8 ⊕ 2 = 1.
Then, by using Eq. (5), TP1 gets c1

12 = 1 � 2 = 12, c1
13 = 1 � 10 = 4, c1

14 = 1 � 1 = 0, c1
23 =

2 � 10 = 5, c1
24 = 2 � 1 = 1 and c1

34 = 10 � 1 = 9. Furthermore, based on Eq. (6), TP1 can
acquire y(c1

12) = –1, y(c1
13) = 1, y(c1

14) = 0, y(c1
23) = 1, y(c1

24) = 1 and y(c1
34) = –1, which means

p1
1 < p1

2, p1
1 > p1

3, p1
1 = p1

4, p1
2 > p1

3, p1
2 > p1

4 and p1
3 < p1

4. In conclusion, it can be obtained
that p1

3 < p1
1 = p1

4 < p1
2. We can draw the conclusion now that the comparison results of this

example are right.

4 Security analysis
4.1 Outside attacks
In the following, we analyze three famous kinds of attack launched by an outside eaves-
dropper, Eve, who aims to obtain pn, where n = 1, 2, . . . , N .
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(1) The intercept-resend attack
There are three kinds of intercept-resend attack need to be discussed.
Firstly, in Step 1, Eve intercepts the particle of Sn sent out from TP1 and transmits Pn

the fake one produced in the T1 basis; then, in Step 2, Eve intercepts the particle of S′
n sent

out from Pn and transmits TP2 the intercepted original genuine particle of Sn. When both
Pn and TP2 choose the REFLECT mode, Eve leaves no trace for her attack and cannot be
discovered in Step 4; when Pn and TP2 choose the REFLECT mode and the MEASURE
mode, respectively, the presence of Eve cannot be found in Step 4 either; when Pn and TP2

choose the MEASURE mode and the REFLECT mode, respectively, the eavesdropping
behavior of Eve can be discovered with the probability of d–1

d in Step 4; when both Pn

and TP2 choose the MEASURE mode, the probability that Pn ’s measurement result on
the fake particle from Eve is not same to TP2’s measurement result on the particle of Sn is
d–1

d , and the probability that this particle position is chosen for security check is 1
2 , so the

probability that Eve can be detected is d–1
2d in Step 4.

Secondly, in Step 1, Eve intercepts the particle of Sn sent out from TP1 and transmits Pn

the fake one generated in the T1 basis; then, in Step 3, Eve intercepts the particle of S′′
n sent

out from TP2 and transmits TP1 the intercepted original genuine particle of Sn. Consid-
ering that Pn chooses the REFLECT mode, when TP2 chooses the REFLECT mode, Eve
leaves no trace for her attack and cannot be discovered in Step 4; when TP2 chooses the
MEASURE mode, the eavesdropping behavior of Eve can be discovered with the probabil-
ity of d–1

d in Step 4. Considering that Pn chooses the MEASURE mode, when TP2 chooses
the REFLECT mode, the probability that Eve can be discovered is d–1

d in Step 4; when
TP2 chooses the MEASURE mode, the probability that Pn ’s measurement result on the
fake particle from Eve is not identical to TP1’s measurement result on the particle of Sn is
d–1

d , and the probability that this particle position is chosen for security check is 1
2 , so the

presence of Eve can be detected with the probability of d–1
2d in Step 4.

Thirdly, in Step 2, Eve intercepts the particle of S′
n sent out from Pn and transmits TP2 the

fake one produced in the T1 basis; then, in Step 3, Eve intercepts the particle of S′′
n sent out

from TP2 and transmits TP1 the intercepted original genuine particle of S′
n. Considering

that TP2 chooses the REFLECT mode, no matter what mode Pn chooses, the eavesdrop-
ping behavior of Eve cannot be discovered in Step 4. Considering that TP2 chooses the
MEASURE mode, when Pn chooses the REFLECT mode, the presence of Eve can be de-
tected with the probability of d–1

d in Step 4; when Pn chooses the MEASURE mode, the
probability that Pn ’s measurement result on the particle of Sn is not identical to TP2’s mea-
surement result on the fake particle from Eve is d–1

d , and the probability that this particle
position is chosen for security check is 1

2 , so the probability that Eve can be discovered is
d–1
2d in Step 4.

In short, Eve cannot acquire any useful information without being detected by launching
the intercept-resend attack.

(2) The measure-resend attack
Eve intercepts the particle of Sn/S′

n/S′′
n sent out from TP1/Pn/TP2, employs the T1 ba-

sis to measure it and transmits Pn/TP2/TP1 the resulted state. If at least one of Pn and
TP2 chooses the MEASURE mode, the eavesdropping behavior of Eve cannot be detected.
Considering that both Pn and TP2 choose the REFLECT mode, the measurement of Eve
destroys the entanglement of two qudits within a d-dimensional Bell state, which makes
her presence be discovered with the probability of d–1

d .
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Figure 2 Eve’s entangle-measure attack with UE and UF

To sum up, when Eve performs the measure-resend attack on the transmitted particle,
she cannot get any useful information without being discovered.

(3) The entangle-measure attack
Eve may launch her entangle-measure attack shown in Fig. 2: she performs the unitary

operation UE on the particle of Sn sent out from TP1 in Step 1 and imposes the unitary
operation UF on the particle of S′

n sent out from Pn in Step 2, where a common probe space
is shared by UE and UF with the initial state |E〉. As illustrated in Ref. [22], the shared probe
permits Eve to launch the attack on the particle of S′

n in accordance with the knowledge
gained from UE .

Theorem 1 Suppose that Eve performs UE on the particle of Sn sent out from TP1 in Step 1
and imposes UF on the particle of S′

n sent out from Pn in Step 2. In order to incur no error
in Step 4, the final state of Eve’s probe should be independent of not only the operation of
Pn, TP2 and TP1 but also their measurement results. Consequently, Eve has no knowledge
about sn.

Proof According to Ref. [31], the effect of UE on the particle prepared in the T1 basis and
Eve’s probe can be described as

UE
(|t〉|E〉) =

d–1∑

t′=0

αtt′
∣∣t′〉|εtt′ 〉. (11)

Here, the probe |εtt′ 〉 are decided by UE ,
∑d–1

t′=0 |αtt′ |2 = 1 and t = 0, 1, . . . , d – 1. When Eve
performs UE on the particle of Sn sent out from TP1 in Step 1, we have

UE
(|φu,v〉|E〉) =

1√
d

d–1∑

t=0

e
2π itu

d UE
(|t〉|E〉)|t ⊕ v〉. (12)

After inserting Eq. (11) into Eq. (12), we have

UE
(|φu,v〉|E〉) =

1√
d

d–1∑

t=0

e
2π itu

d

( d–1∑

t′=0

αtt′
∣∣t′〉|εtt′ 〉

)
|t ⊕ v〉

=
1√
d

d–1∑

t′=0

∣∣t′〉
( d–1∑

t=0

e
2π itu

d αtt′ |t ⊕ v〉|εtt′ 〉
)

. (13)
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Firstly, consider the situation that Pn chooses the MEASURE mode for the particle of Sn

sent out from TP1. Consequently, in accordance with Eq. (13), the whole quantum system
is collapsed into |t′〉(∑d–1

t=0 e
2π itu

d αtt′ |t ⊕ v〉|εtt′ 〉) when the measurement result of Pn is |t′〉,
where t′ = 0, 1, . . . , d – 1.

Eve imposes UF on the particle of S′
n sent out from Pn. In order that Eve’s attacks cannot

be detected in Step 4, no matter what mode TP2 chooses for the particle of S′
n sent out

from Pn, the whole quantum system should be

UF

[
∣∣t′〉

( d–1∑

t=0

e
2π itu

d αtt′ |t ⊕ v〉|εtt′ 〉
)]

= e
2π it′u

d
∣∣t′〉∣∣t′ ⊕ v〉|εt′ 〉, (14)

when the measurement result of Pn is |t′〉.
Secondly, consider the situation that Pn chooses the REFLECT mode for the particle of

Sn sent out from TP1. As a result, the whole quantum system after the operation of Pn is
1√
d

∑d–1
t′=0 |t′〉(∑d–1

t=0 e
2π itu

d αtt′ |t ⊕ v〉|εtt′ 〉).
Eve imposes UF on the particle of S′

n sent out from Pn. Assume that TP2 also chooses the
REFLECT mode for the particle of S′

n sent out from Pn. As a result, the whole quantum
system after the operation of TP2 is

UF
[
UE

(|φu,v〉|E〉)] = UF

[
1√
d

d–1∑

t′=0

∣∣t′〉
( d–1∑

t=0

e
2π itu

d αtt′ |t ⊕ v〉|εtt′ 〉
)]

=
1√
d

d–1∑

t′=0

UF

[
∣∣t′〉

( d–1∑

t=0

e
2π itu

d αtt′ |t ⊕ v〉|εtt′ 〉
)]

. (15)

Inserting Eq. (14) into Eq. (15) produces

UF
[
UE

(|φu,v〉|E〉)] =
1√
d

d–1∑

t′=0

e
2π it′u

d
∣∣t′〉∣∣t′ ⊕ v

〉|εt′ 〉. (16)

For Eve’s attacks not being discovered in Step 4, the probability that the measurement
result of TP1 is |φu,v〉 should be 1. Thus, it can be derived from Eq. (1) and Eq. (16) that

|ε0〉 = |ε1〉 = · · · = |εd–1〉 = |ε〉. (17)

Inserting Eq. (17) into Eq. (14) generates

UF

[
∣∣t′〉

( d–1∑

t=0

e
2π itu

d αtt′ |t ⊕ v〉|εtt′ 〉
)]

= e
2π it′u

d
∣∣t′〉∣∣t′ ⊕ v

〉|ε〉. (18)

Inserting Eq. (17) into Eq. (16) generates

UF
[
UE

(|φu,v〉|E〉)] = |φu,v〉|ε〉. (19)

Thirdly, consider the situation that Pn chooses the REFLECT mode for the particle of
Sn sent out from TP1, while TP2 chooses the MEASURE mode for the particle of S′

n sent
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out from Pn. It is easy to find that as long as Eq. (19) stands, Eve naturally leaves no trace
in this situation and cannot be detected in Step 4.

It can be concluded from Eq. (18) and Eq. (19) that, when Eve performs UE on the particle
of Sn sent out from TP1 in Step 1 and imposes UF on the particle of S′

n sent out from Pn

in Step 2, in order to incur no error in Step 4, the final state of Eve’s probe should be
independent of not only the operation of Pn, TP2 and TP1 but also their measurement
results. Consequently, Eve has no knowledge about sn.

On the other hand, Eve may launch other two entangle-measure attacks: (1) Eve imposes
UE on the particle sent out from Pn and imposes UF on the particle sent out from TP2; (2)
Eve performs UE on the particle sent out from TP1 and performs UF on the particle sent
out from TP2. We can prove in a similar way to the above deduction and conclude that
Eve still has no way to acquire any useful information about sn under these two circum-
stances. �

4.2 Participant attacks
In the following, we analyze the security of this protocol towards the participant attack,
which was first discovered by Gao et al. [36] in 2007.

(1) The participant attack from one dishonest user
In this protocol, P1, P2, . . . , PN act equally. Here, we suppose that P1 is the only dishonest

user aiming to get Pa ’s secret integer string pa, where a = 2, 3, . . . , N . In order to achieve
this goal, P1 may launch her different attacks on Sa/S′

a/S′′
a sent out from TP1/Pa/TP2. How-

ever, P1 is independent from TP1, TP2 and Pa, which makes her actually act as an outside
eavesdropper. According to Sect. 4.1, P1 has no chance to acquire pa without being dis-
covered.

In addition, P1 may get f i
a sent out from Pa in Step 5, but she has no way to infer out pi

a,
because she cannot acquire si

a. Furthermore, although TP1 informs P1 of the final com-
parison results in Step 6, P1 still has no opportunity to acquire pi

a. Here, a = 2, 3, . . . , N and
i = 1, 2, . . . , L.

(2) The participant attack from more than one dishonest user
The worst case is that the number of dishonest users is N – 1. Assume that the N – 1

dishonest users are P1, P2, . . . , Pb–1, Pb+1, . . . , PN , colluding together to extract pb, where
b = 2, 3, . . . , N – 1. It is obvious that the union of P1, P2, . . . , Pb–1, Pb+1, . . . , PN is indepen-
dent from TP1, TP2 and Pb. P1, P2, . . . , Pb–1, Pb+1, . . . , PN may implement their attacks on
Sb/S′

b/S′′
b sent out from TP1/Pb/TP2. However, they essentially play the role of an outside

eavesdropper and are undoubtedly detected according to Sect. 4.1.
Besides, P1, P2, . . . , Pb–1, Pb+1, . . . , PN may get f i

b sent out from Pb in Step 5. But they
have no knowledge about si

b so that they have no way to infer out pi
b. Furthermore, al-

though TP1 informs P1, P2, . . . , Pb–1, Pb+1, . . . , PN of the final comparison results in Step 6,
P1, P2, . . . , Pb–1, Pb+1, . . . , PN still has no opportunity to acquire pi

b. Here, b = 2, 3, . . . , N – 1
and i = 1, 2, . . . , L.

(3) The participant attack from TP1

TP1 is assumed to be semi-honest in this protocol. On one hand, TP1 obtains f i
n from

Pn in Step 5, where n = 1, 2, . . . , N and i = 1, 2, . . . , L. However, due to lack of ki, TP1 cannot
extract pi

n based on f i
n and si

n. On the other hand, TP1 obtains the final comparison results
in Step 6. Unfortunately, it is useless for her to acquire pi

n.
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(4) The participant attack from TP2

TP2 is assumed to be semi-honest in this protocol. TP2 may receive f i
n from Pn in Step 5,

but she has no way to acquire pi
n based on f i

n and si
n, being short of ki. In addition, although

the final comparison results may be received by TP2 from TP1 in Step 6, she still has no
opportunity to acquire pi

n. Here, n = 1, 2, . . . , N and i = 1, 2, . . . , L.

5 Discussions and conclusions
As this protocol is achieved in the d-dimensional quantum system, here we adopt the qudit
efficiency defined in Eq. (20) [31] to evaluate its efficiency:

η =
x

y + z
, (20)

where x, y and z are the length of compared private integer string, the number of consumed
qudits and the length of required classical information, respectively. Note that we do not
consider the classical resources required for eavesdropping detections.

In this protocol, the length of pn is L, which implies x = L. TP1 produces N groups of
8L d-dimensional Bell states, lets the first particles of the nth group Bell states make up
Sn and the second particles of the nth group Bell states make up Mn, and transmits Sn to
Pn; after receiving Sn from TP1, when Pn chooses the MEASURE mode, she produces 4L
fresh qudits; after receiving S′

n from Pn, TP2 produces 4L fresh qudits when she chooses
the MEASURE mode; here, n = 1, 2, . . . , N ; P1, P2, . . . , PN share K in advance through the
d-dimensional quantum system version of the secure mediated SQKD protocol in Ref.
[35], which consumes 4L(2N + δ) + 2L(2N + δ) × N qudits; so it has y = (16L + 4L + 4L) ×
N + 4L(2N + δ) + 2L(2N + δ)×N = 24NL + 2L(N + 2)(2N + δ). Furthermore, Pn transmit f i

n to
TP1, where i = 1, 2, . . . , L, so it has z = L × N = NL. Hence, this protocol’s qudit efficiency
is η = L

24NL+2L(N+2)(2N +δ)+NL = 1
25N+2(N+2)(2N +δ) .

This protocol is further compared with the SQPC protocols of size relationship in Refs.
[30–34], as listed in Table 2. By virtue of Table 2, we can conclude that this protocol takes
advantage over the protocol of Ref. [34] in quantum resource, as the preparation of d-
dimensional Bell state is easier than d-dimensional GHZ state; as for the usage of unitary
operation, this protocol exceeds the second protocol of Ref. [32]; this protocol defeats the
protocol of Ref. [34] in TP’s quantum measurement, due to no use of d-dimensional GHZ
state measurements; and this protocol is the only one which can obtain the size relation-
ship of more than two classical users’ secret integer strings within one round execution.

In addition, if we make all Bell states generated by TP1 in Step 1 be |φ00〉, which implies
to eliminate the need for Vn, the modified protocol will be much simpler. However, we do
not intend to do this, because the corresponding protocol with all Bell states generated by
TP1 in the state of |φ00〉 is just the special version of the proposed protocol with ul

n = 0 and
vl

n = 0 for n = 1, 2, . . . , N and l = 1, 2, . . . , 8L.
Furthermore, in the proposed protocol, Pn, TP1 and TP2 share sn through quantum

technology first; and then, Pn and TP1 conduct private comparison by using the classi-
cal method. Pn obtains sn under the control of both TP1 and TP2. The generation of sn

can be regarded as the SQKD process where TP1 and TP2 cooperate to distribute sn to
Pn. If we make Pn and TP1 directly share the key sn using SQKD technology, and then
implement the private comparison, the same correct private comparison results also can
be derived. However, this alternative protocol doesn’t need the presence of TP2, which
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violates the aim of the proposed protocol, i.e., only under the permissions of both TP1

and TP2 can P1, P2, . . . , PN determine the size relationship of their private integer strings
within one round execution.

To sum up, we construct a novel MSQPC protocol with two supervisors in this paper
with d-dimensional Bell states, which aims to determine the size relationship of more than
two classical users’ private integer strings under the control of two supervisors within one
round execution. In other words, only under the permissions of both supervisors can the
goal of this protocol be achieved. The two supervisors, i.e., one quantum TP and one clas-
sical TP, are both allowed to perform arbitrary attacks but cannot cooperate with anyone
else. Both outside attacks and the participant attacks can be resisted by this protocol. Nei-
ther quantum entanglement swapping nor unitary operations are needed.

As far as the current technology is concerned, errors are possible in quantum communi-
cation with a certain probability, due to the presence of noise. In the paper, we are devoted
to designing a theoretically feasible MSQPC protocol with two supervisors. The quantum
channels of the proposed protocol are assumed to be ideal, so the possibility of introduc-
ing errors in quantum communication is not considered here. Because how to evaluate
the influence of noise in quantum communication is very complicated, we will study this
point in future.

In addition, how to apply SQKD with two degrees of freedom [37, 38] into SQPC [39, 40]
is also worth of studying. How to convert SQPC into semiquantum summation [41, 42]
and Semiquantum secret sharing [43] is also valuable to study.
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