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Introduction
This editorial is about privacy in the information age, future opportunities
for research, and how the EJIS community of editors and scholars are
uniquely positioned to make a significant impact on the advancement of
its understanding. While there are many physical aspects of privacy, the
particular relevance and biggest developments concern information privacy.
Societal discourse has come to equate privacy and information privacy and
this editorial does so as well.
With the ubiquitous collection, storage, analysis, and sharing of digital

data, the explosion of information technology (IT), e-commerce, social
networks, and government surveillance, privacy has become a pervasive
issue in both the private and public sector. The recent revelations of
governments’ dragnet surveillance of phone calls and other digital commu-
nication data of the citizens of the United States and European nations have
produced media storms and heightened the tone of political discourse.
Friendly relationships among democratic governments were put to test,
sensitive cords were struck in some nations that had experienced pervasive
surveillance in their history. IT analysts predicted that technology compa-
nies may severely suffer economically if citizens and businesses withdrew
their use of cloud data storage, social networks such as Facebook, Twitter,
Instagram, or user data-intensive companies such as Google, Microsoft, and
Apple. Many analysts in the media warned that, if the privacy needs of the
citizens and businesses are not met, their willingness to do business online
may suddenly topple irreversibly with dramatic results for the economic
development.
And yet, despite this storm of revelations and analyses, there does not

seem to be a considerable bottom-up political and societal pressure to
change the practices of government surveillance and data collection by the
private businesses. The society response as captured in poll after poll, seems
to be divided and tepid. This may lead politicians and policy makers to think
that people have accepted the government explanation of this massive
surveillance as the necessary tool to strengthen the security of the nations
and thwart terrorist attacks. As in e-commerce, we yet again see the well-
known paradoxical phenomenon: poll after poll registers that people are
highly concerned about their privacy. Nevertheless, they freely submit
personal information and accept being monitored, both by businesses and
government. Thus, feeling uninhibited, businesses and government expand
even more their collection and use of personal data and behavior.
There can only be a few explanations for this interesting paradoxical

phenomenon: (1) people think they care and are concerned about privacy
but actually they are not; (2) people, organizations, and governments do not
understand exactly what privacy is and how the lack of it can affect the
individual; (3) people understand and want their privacy but do not exactly
know the extent and the mechanisms of data collection and what the
implications for their privacy are. While we do not know exactly which
of the three explanations is adequate, either of them and good research
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evidence (e.g., Mason, 1986; Dhillon et al, 2007; Dinev
et al, 2008; Li & Unger, 2012; Miltgen & Peyrat-Guillard,
2014) show that societies are still actively searching for the
balance between preserving the right amount of privacy
(that people will demand and not compromise over), and
providing convenience (personalized services and goods
in the case of businesses) as well as security (in the case
of government surveillance).
In either cases, MIS research can contribute in the most

substantial and meaningful way to the societal argument.
Dissemination of our findings and arguments are needed
more than ever so the MIS scholars can actively participate
in the political discourse and meaningfully help shape
policies and regulations across countries and within the
unions of states. Currently, it seems that in the legislative,
regulatory, and policy making circles, the larger part of the
scholarly voice about privacy issues is conferred to the
legal and social sciences scholars. The MIS voice is not as
strongly and convincingly heard, gently reminding us
of the old debate about relevance. The MIS field’s core
mission is to provide a comprehensive treatment of IT
within the individual, organizational, and social contexts.
In the case of privacy, MIS scholars are called upon again
to build a wholesome and convincing ‘so what’ story about
privacy that will be clearly heard and considered. For that
to happen, we believe, MIS research needs to reach out and
integrate the body of knowledge that has so far been
largely ignored because it seemed to go beyond the MIS
paradigms established in the last decades. Examples of
such body of knowledge are anthropology, culture, regula-
tion, political science, international and public policy,
behavioral economics, psychological research on visceral
reactions and influences on behavior, and others.
MIS scholars have rightfully so taken big interest and

forged a modern, scientific development of the privacy
concept. They employed positivist approaches that
defined and measured privacy-related constructs and put
these constructs in nomological models that sought to
bring clarity and understanding of this vague and murky
concept. Top MIS journals such as MIS Quarterly, Informa-
tion Systems Research, European Journal of Information
Systems, Journal of Strategic Information Systems, and others
have taken to task and published an impressive body of
research on privacy (see for references Bélanger & Crossler,
2011, Li, 2011, Pavlou, 2011, Smith et al, 2011). This by
itself is an enormous contribution to the literature and
understanding of privacy. MIS curiosity has been heigh-
tened by questions such as what is the impact on privacy
of commercial and government implementation of emer-
ging technologies such as RFID, GPS, context- and loca-
tion-aware applications, social networks, mobile devices,
etc. (Dhillon et al, 2007; Keith et al, 2013) and how can
privacy be still protected while drawing the benefits from
these technologies or from any personalization technol-
ogy for that matter. MIS scholars have been eager to
extract the right balance between security and privacy
when it comes to government surveillance (Mason, 1986;
Kling, 1996; Lyon, 2001; Dinev et al, 2006).

Recently, three comprehensive privacy literature review
articles were published (Bélanger & Crossler, 2011, Li,
2011, Smith et al, 2011) that sought to evaluate the current
state of privacy conceptualization in IS and other disci-
plines and guide the future research in the IS literature.
This editorial can hardly match the comprehensiveness
of these theory review papers and does not intend to
repeat their conclusions. Rather, it attempts to go beyond
them as well as to crystalize some unique opportunities
for EJIS scholars and editors.

EJIS and privacy research
Why is EJIS uniquely positioned to raise a number of
questions and research them in a number of ways to
advance the privacy research? First and foremost – the
diversity of the community: readers, authors, reviewers,
and editors, as astutely noted by Te’eni (2012). EJIS draws
from such a diverse body of scholars with so diverse
background, training, and interests, that given the diver-
sity of privacy itself, it is a gold mine for privacy research.
Immersed in this diversity, the EJIS editorial team actively
encourages diversity of genres (Rowe, 2011 and 2012),
research methods, cultural lenses, and norms (Rowe,
2011; Baskerville, 2012; Te’eni, 2012) that truly reflect the
multicultural nature of Europe while not being limited
to it. As Baskerville (2012) noted, it is not the mere
acceptance of diversity as it is the passionate pursuit of
it that allows diversity to become truly ingrained in the
EJIS community and publications. There can hardly be
found another concept that is as multidisciplinary and
diverse as privacy. As such, it requires diversity – diverse
scholars, treatments, views, angles, and genres, including
design science (Oetzel and Spiekermann, 2014). It requires
active collaboration and integration with other fields,
genuine, inimitable understanding of cultures and regula-
tions. Finally, the regulatory and cultural diversity
(Miltgen & Peyrat-Guillard, 2014) of the independent
nations in Europe is a platform that EJIS scholars are
immersed in, which is an advantage and an opportunity.

Future themes and opportunities for privacy
research
There are several exciting emerging opportunities about
privacy research that will broaden our views and have
larger impact on the body of knowledge. Some of them are
discussed below.

Definition and conceptualization of privacy
Pavlou (2011) has noted that despite the seemingly simple
and short definitions offered for privacy and the tremen-
dous amount of research across disciplines over the years,
ambiguity and disagreement still surrounds the concept.
The many perspectives, including law, economics, psy-
chology, management, marketing, political and social
sciences wait to be incorporated. There is one common
thread in all the various aspects and lenses however, and
it is the outcome – do the individual, the group, or the
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society feel that their privacy needs are met? If not, what
can be done about it without compromising the common
good and the convenience? For the answers to emerge, an
integrated work of a diverse body of scholars and research
is needed.

Anthropological and cultural angle of privacy
In order to understand where we are and where we will go
as a society in valuing privacy, we need to know how we
came to cherish it. The anthropological findings, as incon-
clusive as they are, have found one thing for sure –

patterns of privacy differ widely from one society to
another. Anthropologists posit that privacy is a socially
created need and that the demand for privacy depends on
the level of social development of the society (McLean,
1995; Cate, 1997). Jaeger (1986) points to the notion of
privacy in the Ancient Greece where the activities asso-
ciated at home were distinguished from the activities in
the polis, the city state.Westin (2003) comments that even
highly communal and tribal societies have elaborate
rituals for maintaining personal distance and solitude. In
contrast, Cranston (1973) states that no word can be found
in the ancient or medieval cultures that corresponds to the
contemporary Western ‘privacy’, this view is supported by
researchers who report that the idea of privacy is not
necessarily a part of the human consciousness (Velecky,
1978). The need to privacy has evolved as protection
against disclosure of damaging mistakes, bruising, and
disapproved contacts (Westin, 1967). Thus, anthropolo-
gists conclude, privacy has probably emerged in social
systems with well-developed individual competitiveness,
strong religious mores, norms, and judgments about
what’s wrong and what’s right. Along with that, a well-
formed social and economic elite is present that asserts
its need for separateness from the others (Hickson, 1987).
Since privacy was practiced predominantly by the privi-
leged class in the last four centuries, the connotation of
‘private’ has gradually acquired a favorable meaning – the
sense of privilege and exclusivity – unlike other types of
alienation and separateness that are perceived as depriva-
tion (Hickson, 1987). The increased physical distance
between homes rendered the physical privacy a character-
istic of everyday life (Hickson, 1987). Although the follow-
ing industrialization and urbanization have shrunk the
physical space between the people, the spread of prosper-
ity and wealth caused more aspirations to privacy by more
people, including the middle class (McLean, 1995).
Many questions arise regarding the future of privacy as

norms, acceptance of diversity, importance of social status,
and mobility change with the explosive evolution of IT.
MIS scholars can explore this important lens. Understand-
ing the anthropological and cultural origins of privacy will
also help understand the various regulatory approaches
and needs across nations regarding privacy. In this respect,
EJIS leads the way among the top journals with its history
of publishing cross-cultural aspects of privacy (e.g. Dinev
et al, 2006; Miltgen & Peyrat-Guillard, 2014). For example,

Miltgen & Peyrat-Guillard (2014) showed cultural and
generational divides among European citizens in their
decision to disclose and protect their personal data. Assu-
mingly, the origins of these differences are rooted in the
anthropological development of the European societies.
More studies of that nature are definitely needed and EJIS
is the perfect home for them.

Regulation
Historically, the need for definition and conceptualization
of privacy originated in the law and the needs of courts to
define the boundaries between public and private. When it
was only concerning physical privacy, the approach was
relatively easy: the boundaries of the physical space such
as room, house, private property, satisfied the quest for
that definition. The landscape changed when the courts
and states found the need to include information and data
gathering in the definition of privacy and with this to
rigorously redefine public–private boundaries. It is impor-
tant to remember that it will be the courts and states again
who will need the definitions and conceptualization that
the scientists will flesh out from their research on privacy.
And this is where the largest societal impact of MIS privacy
research lies.
Understanding the legal landscape is of utmost impor-

tance since in the age of globalization and global data
sharing and trans border data flow, the various national
regulations can pose significant problems. With the emer-
gence of global data standards and interorganizational
data exchanges, regulation will play a big role in what is
considered private data. That will influence the exchange
of common data, data synchronization, and interorganiza-
tional systems performance (de Corbière & Rowe, 2013). In
certain jurisdictions, including many European countries,
privacy is viewed as a fundamental right enshrined in
many international and national constitutions. Article 8
of the European Convention of Human Rights provides
a right to ‘respect for privacy and family life’. But it may be
very different in other countries and unions.

Privacy and convenience. Privacy paradox
Mentioned briefly above in the case of government sur-
veillance, one of the most fascinating elements in privacy
research is what economists call ‘privacy paradox’. This is
the phenomenon where individuals act contrary to their
stated preferences, that is, they express high privacy con-
cerns but behave in contradictory ways to these concerns
by giving personal and sensitive information possibly in
exchange for some convenience and benefits (Pavlou,
2011). This widely known phenomenon prompted econo-
mists to define privacy as a commodity (not a human
right, not a value) that can be traded if enough incentives
such as convenience or monetary gains/savings are
given. This view prompted MIS researchers to focus on
developing models of rational cost-benefit analysis, or
what came to be known as ‘privacy calculus’ – an act of
rational consumers who reveal private information in
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exchange of expected benefits such as convenience or
discounts (Culnan & Armstrong, 1999, Pavlou, 2011,
Smith et al, 2011, Li & Unger, 2012, Keith et al, 2013).
It is now believed that there is more in the privacy

paradox than the perfectly rational pictures we are used to
build. In a recent editorial, Goes (2013) calls for incorpor-
ating the research of behavioral economics into MIS,
particularly when it comes to privacy and security. He
refers to the findings of Lowenstein (1996), the Nobel
laureate Kahneman (Kahneman et al, 1982, 1991) and
other notable behavioral economists and psychologists
who taught us that our brain is actually not perfectly
rational. It has many biases that play role in our decision
making. We cannot avoid these biases since they are
evolutionary, nor are we automatically aware of them.
Acquisti & Grossklags (2005) refer to this set of systematic
psychological deviations from rationality as bounded
rationality and suggest that the assumption of perfect
rationality might not adequately capture all cases
and nuances of an individual’s privacy behavior. Experi-
ments conducted by Acquisti and his colleagues (Acquisti,
2004; Acquisti & Grossklags, 2005; Grossklags & Acquisti,
2007; Tsai et al, 2011; Acquisti et al, 2012) and by Li et al
(2011) have been designed to capture contextual or situa-
tional effects on privacy behaviors and have used the
principles of bounded rationality from behavioral eco-
nomics to explain the privacy paradox. Framing, anchor-
ing, loss aversion, endowment are some of the cognitive
biases that have been identified that heavily influence
the individual’s preferences. Probably, some of these biases
play role in the paradoxical, context-dependent privacy
behaviors.
Another emerging stream of research on privacy that

may help explaining the privacy paradox comes from the
psychological view of the way the brain processes informa-
tion and comes to making a decision, the so-called
Elaboration Likelihood Model (ELM; Petty & Cacioppo,
1986; Petty & Wegener, 1998). The rational, cost-benefit
models developed by the MIS researchers actually assume
what the ELM refers to as Central Route Processing:
responses to external stimuli yield deliberate analyses,
which lead to fully informed privacy-related behaviors
that are directed by rationally formed attitudes. Indivi-
duals reflect thoughtfully and deliberately on their beha-
viors involving privacy options. However, there is another
route of processing information from external stimuli, and
that is the Peripheral Route. This is the route of low-effort
thinking and heuristic processes when shaping one’s
behavior. Rational models overlook the peripheral proces-
sing route. When following the peripheral route, attitudes
form, change, and direct behavior without extensive
information processing and deliberate analysis. Instead,
information processing and decisions are enacted by sim-
ple, relatively automatic cognitive heuristics processes that
are derived from past experiences and associations. It has
been shown that affect, emotional state, moods, and other
factors tend to have an impact on which route a decision
making will be processed through. Recently Zhang (2013)

has published an important research on the role of affect.
Following the works of Lowenstein (1996) on visceral
influences on decision making, Dinev et al (2013) have
extracted ELM-inspired propositions that aim at explain-
ing many privacy behaviors that fall outside the bounds of
the previously proposed privacy completely rational
macro-models (see also the work of Lowry et al (2012)).
Needless to say, research in this area is just beginning.
We are grateful to Frantz Rowe for the opportunity for

this editorial and for his helpful guidance. Appreciation
and gratitude are also extended to H. Jeff Smith, Bjoern
Niehaves, and Paul Benjamin Lowry for their helpful
suggestions and comments.

In this issue of EJIS
The first paper in this issue, ‘Cultural and generational
influences on privacy concerns: a qualitative study in
seven European countries’ co-authored by Caroline L.
Miltgen and Dominique Peyrat-Guillard from Angers Uni-
versity, presents an extensive qualitative multicultural
study of privacy concerns across seven European countries
from four distinct blocks. The study has a significant and
unique contribution to the privacy literature. It is one of
the very few that offers qualitative perspective by analyz-
ing the words of the European citizens themselves. It is
truly multi-cultural involving seven countries with truly
diverse background as opposed to the typical studies that
involve two or three nations. This allows data mapping
and analysis at depths that are not possible when fewer
countries are studied. Clear distinction is found across age
and across geographical axes (East–West and South–North)
regarding responsibility, trust, attitudes towards regula-
tion, and risks of data disclosure. As such, this study is
very important to inform regulation and policies in the
European Union regarding data disclosure.
The second paper, ‘A systematic methodology for priv-

acy impact assessments: a design science approach’ by
Marie C. Oetzel and Sarah Spiekermann from Vienna
University of Economics and Business, offers a methodol-
ogy for institutions to systematically consider privacy
issues by using a step-by-step privacy impact assessment
(PIA). The study follows the design science research para-
digm and offers a useful approach that helps practitioners
understand the relevant privacy regulation landscape
and framework. The method is tested and adopted by
the German Federal Office for Information Security. A PIA
seven-step process is triggered when a new system is
implemented or an existing one is upgraded. During the
process, existing documentation and resolutions are
updated and checked for validity. In addition to describing
the seven steps of the process, the authors provide key
findings of the exemplary PIA for a retail scenario. These
key findings influenced the design of RFID applications
in the retail sector and for related business processes. The
PIA methodology enables practitioners to integrate
the privacy-by-design concept into their system develop-
ment life cycle.
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The third article ‘A process model for analyzing
and managing flexibility in information systems’,
co-authored by Ram L. Kumar and Antonis C. Stylianou
from University of North Carolina, aims for a better
understanding and management of different types of
flexibility in order to enhance organizational perfor-
mance. The paper starts by presenting a summary on the
relevant literature related to IS flexibility. The paper then
proceeds using a grounded theory approach to map the
identified IS flexibility aspects into research contributions
and gaps. Data collected from cases in the academic and
professional publications is then analyzed to identify
flexibility context factors, why flexibility is needed, as
well as detecting synergies and tradeoffs between differ-
ent flexibility aspects. The authors deploy a process
model for the analyses and management of flexibility
that takes into account a broad range of IS-related man-
agement decisions and does not confine itself to decisions
regarding IS infrastructure’s flexibility. They identify
different types of flexibilities and explain why they
are important. They closely examine relationships and
tradeoffs between them, and recognize strategies and
moderating factors for proactively managing flexibility.
The paper successfully manages to catalog major flexibil-
ity contextual factors, as well as reasons why flexibility
is needed. Finally, the authors are able to establish three
main IS flexibility categories (flexibility in IS operations,
flexibility in IS systems and services development and
deployment, and flexibility in IS management) that
encompass 10 IS flexibility types.
The fourth research article is conducted by Michelle

Carter from University of Nebraska Omaha, Ryan Wright
from University of Massachusetts Amherst, Jason Bennett
Thatcher and Richard Klein from Clemson University and
is entitled ‘Understanding online customers’ ties to mer-
chants: the moderating influence of trust on the relation-
ship between switching costs and e-loyalty’. Over a sample
of 299 online travel users, the study tests the relative
influence of trust compared to switching costs on custo-
mers’ online loyalty (e-loyalty) with online travel service
providers. Switching costs may be financial, procedural, or
relational. Using structural equation modeling techniques,
the authors find that trust is a more important predictor
for e-loyalty than switching costs. Further, the authors find
initial support that trust moderates the relationship
between switching costs and e-loyalty. The relative com-
parison between trust and switching costs and their effects
on e-loyalty helps to explain which type of customer
commitment – affective or continuance– has greater
impact on e- loyalty.
The fifth article ‘Using organizational influence pro-

cesses to overcome IS implementation barriers: lessons
from a longitudinal case study of SPI implementation’
written by Ojelanki Ngwenyama from Ryerson University
and University of Cape Town and Peter Axel Nielsen from
Aalborg University and University of Agder, looks at
organizational political behaviors as a central feature of
influencing IS project implementation. Inside a large

software development company, the researchers took up
the mission to investigate, over a 23-months time span,
the key dimensions, the organizational context, direc-
tion, targets, and tactics of influence deployed by the
Software Process Improvement (SPI) team to achieve
success under conditions that would not normally yield
successful results. The software development company
had set as its strategic missions to bring up its ITC on the
CMM-SW process maturity scale, and increase software
productivity. The key focus of this study was how the SPI
group designed and implemented a coordinated set of
organizational influence processes (OIPs) and was suc-
cessful. The study elaborates on three critical aspects of
the influence strategy’s dynamics: (a) structural condi-
tions and the design of influence strategies; (b) power
dependencies and choices of direct influence tactics; and
(c) choices of influence tactics for enrolling intermedi-
aries, especially when implementation managers are
dependent upon organizational actors for the realization
of project outcomes. The study concludes with support
that OIPs can be effective in overcoming barriers to IS
implementation success.
The sixth article, ‘Board-level IT governance and

organizational performance’ presented by Ofir Turel
from California State University and Chris Bart from
McMaster University, investigates the positive influence
that board members exercise over IT governance (ITG)
to increase organizational performance. The study is
based on empirical data drawn from 171 answers col-
lected from Canadian board members. The authors show
that higher levels of ITG exercised by the board of
directors lead to better organizational performance, and
that the organizations’ IT use mode (e.g. high need for
fast and reliable IT, or high need for new IT for defensive
purposes) has an influence over the ITG efforts exercised
by the boards of directors. Therefore, board members
choose the level of ITG they exercise based on their
organizations’ need for IT. Furthermore, the quantitative
study implies that while board members employ ITG
based on their organizations’ IT needs, a high level of
ITG increases organizational performance irrespective of
whether it is aligned to the level prescribed by an
organization’s IT mode. This is further analyzed in the
qualitative part of the study showing some interesting
lessons for IT managers. For theoretical contributions,
the paper shows that board-level ITG can be an important
IT management capability that is often ignored in MIS
research.
The editors warmly thank this issue’s associate editors

on their investment and contribution to this prominent
issue of EJIS: Robert Winter (University of St. Gallen,
Switzerland), Tamara Dinev (Florida Atlantic University,
U.S.A.), Robin Poston (University of Memphis, U.S.A.),
Merrill Warkentin (Mississippi State University, U.S.A.),
Mark Lycett (Brunel University, U.K.), Régis Meissonier
(Montpellier II University, France). Thanks also go to
Myriam Raymond (Université de Nantes) for assembling
the summaries for this issue’s editorial.
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