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Abstract
In the past decade, cyber security issues have led to multiple conflicts between 
China and the United States, resulting in significant risks and threats to the coop-
eration of the two countries in cyberspace. Despite early successes and failures, 
cyber-crisis management is still in its infancy. Challenges, such as the misreading 
of cyberspace strategic intentions and the ideologization of technology competition, 
are very real. In the future, the two sides need to work together to seek consensus on 
the basic principles of crisis management, emphasize the important role of academic 
exchanges, and take confidence-building measures to lay the foundation for coopera-
tion in cyber-crisis management.
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1  Preface: understanding cyber‑crisis management

Since the 1990s, the application of the Internet and information and communication 
technology (ICT) has expanded rapidly, shaping a new space for human activities. In 
this virtual space, state-to-state rivalries have repeatedly arisen and have become the 
norm. Though they are generally low-intensity and involve limited confrontation, 
the danger of these tensions increasing or even escalating to full-scale confrontation 
triggered by cyberspace conflicts between countries is on the rise.

As cyberspace has become an important variable influencing international 
relations, it has also increasingly become a new area of international competition. 
Cyber-crisis management is often “integrated in the general crisis management 
structures, policies and plans—both nationally and internationally” (Trimintzios 
et al. 2014, 10). In international studies, the object of crisis management usually 
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refers to international crises; that is, “a confrontation of two or more states, usu-
ally occupying a short time period, in which the probability of an outbreak of war 
between the participants is perceived to increase significantly” (Williams 1976, 
25) and crisis management is often defined “in terms of restraint, i.e., measures 
to reduce the risk of war in a crisis” (Winham 1988, 15). In other words, cri-
sis management is the combined use of diplomatic, military, and economic tools 
to control and manage crisis. The goal is to prevent a crisis from spinning out 
of control or leading to warfare and to seek peaceful solutions while protecting 
major national interests.

The subject of cyber-crisis management is the fierce competition and con-
frontation between countries in cyberspace. Although “cyber warfare” is often 
reported in the press, cyberattacks do not directly cause casualties and damage, 
so even military operations in cyberspace are within the scope of conflict, below 
the threshold of war. As a result, the conflict intensity presented by the confron-
tation between countries in cyberspace is relatively low, far from reaching the 
point when war is imminent. Although not strictly defined as an international cri-
sis, such confrontations in cyberspace could exacerbate tensions between nations, 
leading to full-scale confrontation and even war.

First, low-intensity, frequent, malicious cyber actions can exacerbate sus-
picions, distrust, and security dilemmas among nations. On the one hand, with 
the rapid development and application of ICT, cyberspace is closely linked with 
national economy, social governance, and national security, with cybersecurity 
playing a leading role in national security. On the other hand, states and non-
state actors, through cyberspace, have the capacity to directly or indirectly harm 
the prosperity, security, and vital values of other countries. In addition, the large 
number of non-state actors in cyberspace, the low cost of entry, the rapid diffu-
sion of technologies, and the difficulty of attribution make it difficult to determine 
whether a cyberattack originating from a country is intentional, acquiescent, or 
poorly monitored. Nor can the attacker be held accountable on the basis of inter-
national law.

Second, low-intensity cyberspace operations can achieve strategic goals that 
harm the interests of other countries, causing sudden tensions between countries. In 
the contest between states, cyber tactics combine with political intent. For example, 
information online can affect the outcome of elections, and cyberattacks can disrupt 
the operation of underground nuclear facilities. By disrupting the enemy’s informa-
tion systems for critical national infrastructure, such as the economy, communica-
tions, and transportation, cyberattacks can provide even more lethal capabilities than 
missiles.

Third, military operations in cyberspace increase the risk of triggering real-world 
wars. Militarily, the greatest advantage of cyberspace operations is the ability to pro-
ject force without the need to establish a physical presence in foreign territory (U.S. 
Joint Chiefs of Staff 2018, XII). Compared with the traditional military operations, 
military operations in cyberspace are more diverse, covert, and flexible, and it is 
easier to remotely manipulate adversaries’ targets in cyberspace by means of decep-
tion, redirection, and system setting. This not only increases the fog of war, but also 
lowers the threshold for the use of military force.
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In short, the emergence of cyberspace provides a new setting for confronta-
tion between states. Cyber intelligence collection, critical infrastructure attacks, 
information influence operations, and cyberspace operations have become the 
main modes of action for countries to confront in cyberspace. With the cycle of 
attack and retaliation, the consequences of escalating, spillover, and spiraling out 
of control in cyberspace may be beyond the control of politicians. If the core idea 
of crisis management is extended to the cyber domain, cyber-crisis management 
can be understood as controlling and dealing with cyber incidents that may cause 
tension between countries, armed conflict, or even war. The aim is to prevent the 
escalation and spillover of the confrontation between countries in cyberspace and 
to avoid war.

In practice, cyber-crisis management has become a new agenda in the field of 
international arms control and has attracted the attention of some international 
organizations and academic research institutions. For example, the United Nations 
Institute for Disarmament Research (UNIDIR) has established a “cyber stability” 
project and organized an annual conference on strengthening crisis management 
in cyberspace. The Center for Humanitarian Dialogue, which has focused on the 
impact of cyber security threats on international security since 2019, aims to 
develop confidence-building measures between adversaries in cyberspace and a 
global framework for cyber stability. The MIT Computer Science and Artificial 
Intelligence Lab launched the Cyber Military Stability Roundtable in 2016; the 
multilateral research project aims to bring together scholars, think tanks and gov-
ernment officials from the United States, China, Russia, and other countries to 
explore ways to reduce cyber risks and promote international peace and security 
through a 1.5-track workshop.

In general, cyber-crisis management is a new development in international cri-
sis management and is viewed by the international community through the con-
ventional lenses of international crisis management in terms of goals and means. 
It is similarly divided into phases, such as prevention, control, and mitigation. 
In the pre-crisis, crisis response, and post-crisis periods, it employs a variety of 
tools, including crisis prevention, confidence-building, arms control, negotiation 
and international mediation, crisis response, and recovery and reconstruction. 
However, the virtual nature, anonymity, and dual-use by military and civilians, 
as well as the low intensity and high frequency of cyber conflicts, have brought 
about significant changes in crisis management in cyberspace. The “expansion in 
terms of tasks and timelines and the increasing number of actors involved have 
made effective coordination of activities and instruments an urgent priority” 
(Mölling 2008).

This paper defines China–U.S. cyber-crisis management as the control and han-
dling of cyber incidents that may trigger tensions, armed conflicts and even wars 
between China and the United States, with the aim of managing the cyberspace dif-
ferences and reducing the cyber risk that could trigger a deterioration of bilateral 
relations, or even a full-scale confrontation between the two countries. By analyz-
ing the practices and major challenges of China–U.S. cyber-crisis management, the 
author hopes to find feasible ways to reduce distrust in China–U.S. cyberspace rela-
tions and promote a more stable relationship between the two cyber powers.
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2  Review of China–U.S. confrontations in cyberspace

In the early 1990s, President Bill Clinton launched the “Information Superhigh-
way” program, and the Internet expanded globally. During the George W. Bush 
administration, U.S. cyberspace strategy focused on strengthening the protec-
tion of key infrastructure and examining cybersecurity from the perspective of 
domestic security. Since its official access to the Internet began in 1994, China 
started late in informatization efforts, but developed rapidly. By 2008, the num-
ber of Internet users in China surpassed that of the United States for the first 
time, ranking first in the world (CNNIC 2008). From the perspective of overall 
strength, because the United States leads the world in information technology and 
its industrial scale, there is an obvious gap between China and the United States 
in cyber strength. At the same time, the intersection of the two sides involved in 
cyberspace is small, and therefore, their conflicts in cyberspace are not acute.

During the Obama administration, there were more and more cyber-related 
issues in China–U.S. relations. The cyber disputes between China and the United 
States focus on cybersecurity censorship, cyber theft and other “behaviors” in 
cyberspace, which are specific measures or activities in cyberspace. Through dip-
lomatic efforts, China and the United States have reached basic consensus, estab-
lished a dialogue on cybersecurity, and stabilized bilateral relations.

When Secretary of State Hillary Clinton was in office, the United States 
emphasized “Internet freedom” and used the free flow of information to oppose 
other countries’ public policies on the Internet. It “required other countries to 
open their markets to American companies and promote American Internet com-
panies to the world” (Lu 2014, 57). In the same period, China’s Internet entered 
the era of mobile Internet and “We-Media.” When the social value of the Internet 
as a communication platform emerged, and the scale effect of the Internet became 
large enough to affect national security, China took necessary measures to regu-
late domestic Internet problems. For the United States, Internet is a platform for 
expanding free market commerce and free speech, and for information and eco-
nomic exchanges; therefore, China’s cyber censorship policy violates American 
values. The banning of Facebook and Twitter and the withdrawal of Google from 
China also reflect the differences in the two countries’ views on Internet gov-
ernance. Later, along with the United States security review and suppression of 
Huawei and other Chinese high-tech enterprises, the United States government, 
enterprises, media, and academia accused China of cyber theft against the United 
States, escalating tensions and at one point rising to the level of fierce competi-
tion between countries. Fortunately, the intense confrontation between the two 
countries over cyber espionage has been eased, thanks to direct efforts at the 
highest levels in China and the United States.
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2.1  The Obama‑era China–U.S. cyber espionage dispute is widely regarded 
as a successful case of crisis management

The dispute originated with the Mandiant Report in 2013. In February 2013, U.S. 
company Mandiant claimed that the Chinese army was directly involved in hack-
ing U.S. businesses, government, and critical infrastructure (Finkle 2013). This 
was the first-ever report on “cyber espionage” that named China as a sponsor. 
In June of the same year, “Prism Gate” revealed evidence showing U.S. intelli-
gence agencies carrying out sustained, large-scale Internet surveillance on China, 
which in part motivated Chinese policymakers introduced a number of regula-
tions designed to reduce dependence on foreign suppliers for critical technologies 
(Segal 2015). However, with the strategic consensus on building a new type of 
relationship (Campbell and Murray 2013), the two heads of state held their first 
dialogue on cyber security on June 8, 2013, and the cyber issue was thus incorpo-
rated into the Strategic and Economic Dialogue. In particular, under the Strategic 
Security Dialogue (SSD), the military departments of the two sides established 
the China–U.S. Cyber Working Group (CWG) in July 2013 and held the first 
meeting (Office of the Spokesperson of the United States 2013), which both sides 
considered the China–U.S. Cyber Working Group, the main platform for bilateral 
dialogue on cyber issues.

In 2014, the China–U.S. cyber espionage dispute began to escalate. In May 2014, 
the United States Department of Justice indicted five Chinese military officers for 
cyber theft. The Chinese Foreign Ministry responded angrily with unprecedented 
speed, demanding that the United States withdraw the case. Afterwards, the Chinese 
Foreign Ministry suspended the dialogue between the China–U.S. Cyber Security 
Working Group. At that moment, China–U.S. cyber relations fell to a freezing point. 
The dispute then came to a stalemate. The United States continues to smear China 
on cyber theft. Including, in June 2014, Cyber Security Company FireEye accused 
Unit 61,486 of continuing espionage against the U.S. and European industries (Menn 
2014). In November 2014, The Washington Post said China hacked the United 
States National Oceanic and Atmospheric Administration and so on (Samenow and 
Rein 2014). The countermeasures taken by China include: in September 2014, the 
China Banking Regulatory Commission (CBRC) issued the “Guidance Opinions 
on Applying Secure and Controllable Information Technology to Strengthen the 
Construction of Banking Cybersecurity and Informatization”; In December 2014, 
the General Office of the China Banking Regulatory Commission and the General 
Office of the Ministry of Industry and Information Technology jointly issued the 
“Guide for Promoting the Application of Secure and Controllable Information Tech-
nology in the Banking Industry” (2014–2015), requiring Chinese financial institu-
tions to improve the independent, controllable rate of information systems, so as to 
strengthen the construction of secure and controllable information technology and 
network security in the industry. A draft of China’s proposed anti-terrorism law in 
March 2015 required foreign technology companies to hand over encryption keys 
for their products. In response, some U.S. officials and Western business groups 
argue that China’s anti-terrorism law, including new banking regulations, puts unfair 
regulatory pressure on foreign companies (Blanchard 2015).
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In 2015, the China–U.S. cyber espionage dispute continued to worsen. In April, 
FireEye revealed APT30, saying that China had been spying on governments and 
companies in Southeast Asian countries and India for a decade (FireEye Labs 2015). 
Subsequently, U.S. judicial action has escalated. On May 16, Zhang Hao, a profes-
sor at Tianjin University, was arrested while entering customs in Los Angeles and 
charged with economic espionage (Dunsmuir 2015). In late June, the U.S. Office of 
Personnel Management said its computer networks had been compromised, includ-
ing the theft of Social Security numbers and other personal information from more 
than 21 million Americans. The United States government has linked the cyberat-
tacks to China as retaliation against the United States. National Intelligence Director 
James Clapper identified China as the “leading suspect” in the attacks at a congres-
sional hearing, adding that “[y]ou have to kind of salute the Chinese for what they 
did…. You know, if we had an opportunity to do that, I don’t think we’d hesitate for 
a moment” (Finklea et al. 2015, 2). Shortly afterwards, United States media reported 
that Washington is considering sanctioning individuals or entities that benefit from 
cybertheft (Nakashima 2015). This was in the run-up to Chinese President Xi Jin-
ping’s planned visit to the country. Some in the United States called for the cancel-
lation of the trip (Gass 2015). By this point, tensions surged in China–U.S. cyber 
relations.

Under the direct instructions of the two heads of state, the envoys of the two 
countries conducted urgent visits. U.S. National Security Adviser Condoleezza Rice 
visited China on August 30, during which the two sides discussed a range of sen-
sitive issues, including cyber security, but officials from the two countries did not 
mention any differences over cyberattacks in front of reporters (Wong 2015). On 
September 9, President Xi Jinping’s special envoy, a member of the Political Bureau 
of the CPC Central Committee and secretary of the CPC Central Political and Legal 
Commission, Meng Jianzhu, visited the United States. On September 11, the two 
sides announced that they had reached important consensus on prominent issues of 
cybersecurity (Reuters 2015). On the same day, U.S. President Barack Obama vis-
ited Fort Meade to give a speech. Obama said Chinese cyberattacks on the United 
States were “not acceptable and guarantee you we will win if we have to,” but sug-
gested “the two sides would have to agree on common rules in cyberspace” (BBC 
2015). Then, on September 22, President Xi visited the United States. During his 
4-day trip, he discussed the Internet four times, including a written interview with 
The Wall Street Journal (Ministry of Foreign Affairs of China 2015a), a welcome 
dinner in Seattle (Ministry of Foreign Affairs of China 2015b), a China–U.S. Inter-
net Forum (Ministry of Foreign Affairs of China 2015c), and a meeting between 
the two heads of state (Ministry of Foreign Affairs of China 2015d). President Xi 
repeatedly stressed that China and the United States should cooperate, not confront.

Finally, on September 25, 2015, China and the United States reached six important 
consensuses on cybersecurity (Ministry of Foreign Affairs of China 2015e). Although 
China had previously rejected the distinction between acceptable national security spy-
ing and unacceptable economic espionage, the two sides reached a landmark agreement 
(Thomas 2016, 3), including that “states should not conduct or knowingly support mis-
appropriation of intellectual property” and “ICT cyber security regulations should be 
consistent with WTO agreements.” In addition, the two sides committed to cooperation 
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in sharing cybersecurity information, cybercrime investigations, and norms of state 
behavior in cyberspace.

It should be said that the successful management of this cyber crisis was directly 
attributable to the mediation of the heads of the two sides. Fundamentally, successful 
management is driven by China and the United States having a strategic need for each 
other on economic growth, regional stability, climate change and other major global 
affairs, as well as multilateral institutions. Chinese and U.S. policymakers appear com-
mitted to not letting cyber issues derail the U.S.–China relationship or interfere with 
cooperation on other high-profile issues (Tang and Segal 2016).

After the crisis eased, the two sides strengthened their cooperation, helping to get 
the cyber disputes between China and the United States under control in the late period 
of the Obama administration. First, China–U.S. high-level joint dialogue on combat-
ing cybercrimes and related issues has been established (U.S. Department of Justice 
2015). Among the three dialogues from 2015 to 2017, the third joint dialogue was con-
sidered a milestone (U.S. Department of Justice 2016b) when the two sides agreed to 
establish a high-level expert group on cyber security to discuss international norms in 
cyberspace (U.S. Department of Justice 2016a), and launched China–U.S. hotline to 
crack down on cybercrime (U.S. Department of Justice 2016b). This mechanism ena-
bles China and the United States to have a working-level communication channel in 
the cyber domain. Second, a large number of cooperation projects have been signed 
between Chinese and American Internet enterprises, including Microsoft and China 
Electronic Technology’s Windows 10 operating system project, Microsoft and Baidu’s 
Windows 10 search engine project, Cisco and Inspur’s cloud services project, EMC 
and Lenovo’s data storage project, and Oracle and Tencent’s database project. For 
China–U.S. cyberspace relations, the cooperation between Internet enterprises of the 
two sides has served as a ballast stone.

Under the Trump administration, the cyber dispute between China and the United 
States extended to the ICT industry, including related technologies, products, and ser-
vices. At that time, China entered the era of the industrial Internet. The Chinese gov-
ernment calls for “informatization to drive modernization and build China into a cyber 
power” (Central Committee General Office of China 2016) and is committed to “pro-
moting the deep integration of the Internet, big data, artificial intelligence and the real 
economy” (Xi 2017). As the Trump administration defined China as a “strategic com-
petitor” and developed a competitive strategy in its dealings with China, the United 
States launched a trade war against China, while intensifying its crackdown on China 
in the field of science and technology, promoting “decoupling” from China’s science, 
technology, and industry, and restricting China’s high-tech development. China–U.S. 
competition was handled mainly by accusation, sanction, and confrontation.

2.2  China–U.S. conflicts in the ICT industry during the Trump administration 
should be regarded as a case of failed management

In 2018, the United States Department of Commerce adopted a number of eco-
nomic sanctions against Chinese technologies and products, Internet companies, and 
tech companies producing products for civil and military purposes, citing national 
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security threats. The measures included export controls, import restrictions, wider 
investment reviews, revocation of licenses, and compelled selling.

After that, the United States blamed China for stealing trade secrets and forcing 
technology transfers to achieve technological innovation. Its response is a whole-of-
government approach, which counters Chinese companies with a mix of economic, 
legal, diplomatic, and security tools. In November 2018, the Department of Justice 
launched the “China Initiative” to carry out law enforcement actions and investiga-
tions on Chinese companies and “cyber espionage behaviors,” probe the extent to 
which the US high-tech industry was threatened by Chinese acquisitions, and assess 
supply chain security and the threats of “unregistered agents.” In 2020, the United 
States government’s expanded the Clean Network initiative, a stronger version of 
its 5G clean network initiative, and sought to restrict the overseas reach of Chinese 
Internet companies. The fight over ICT supply chain security is in essence a rivalry 
between industries and technologies in China and the United States. On the Chinese 
side, except for some counter measures taken by the Ministry of Foreign Affairs and 
Ministry of Commerce, China focused on increasing technology independence to 
enhance the security of industrial and supply chains.

The rising tensions between the two countries with regard to ICT supply chains 
heightens the sense of vulnerability on both sides. At same time, the United States 
made big adjustments to its cybersecurity strategy, introducing the highly aggres-
sive strategy of persistent engagement and defense forward (U.S. Cyber Command 
2018) and simplifying the approval procedure for offensive cyber operations of the 
Department of Defense by the National Defense Authorization Act for Fiscal Year 
2019 and the 13th National Security Presidential Memorandum on the “U.S. Cyber 
Operations Policy” signed by Trump in August 2018. The situation increased the 
possibilities of cyber crisis and could take the two sides further toward the worst-
case scenario.

From the perspective of crisis management and its principles, there are three rea-
sons for the escalation of China–U.S. conflicts in the ICT industry. First, the two 
sides are strongly antagonistic to each other’s strategic positioning. The Trump 
administration positioned China as a long-term strategic competitor that challenges 
American power, influence, and interests, and is attempting to erode American 
security and prosperity. The December 2017 National Security Strategy (NSS) and 
January 2018 National Defense Strategy (NDS) formally reoriented U.S. national 
security strategy and U.S. defense strategy toward an explicit primary focus on great 
power competition with China and Russia (Congressional Research Service 2021). 
U.S. concerns over Chinese military modernization, while China holds similar con-
cerns over the United States’ recent assessment that China is its primary security 
challenge both in a general sense and in cyberspace (Lyu 2019).

Second, cybersecurity was exaggerated. Trump administration bundled cybersecu-
rity issues with economic, trade, technology, and even ideological issues, which were 
unprecedentedly magnified and politicized (Tang 2021). When cyber issues evolved 
into political issues, the resolution requires political will and an agenda. Regarding 
China as a prior rivalry of the United States, China–U.S. conflict in the ICT industry 
continued escalating with the extreme suppression tactics of the Trump administration. 
With the rapid deterioration of bilateral relations, cybersecurity was used as a starting 



105

1 3

China International Strategy Review (2021) 3:97–114 

point for the Trump administration to launch trade wars and technological wars with 
China. Under such circumstances, it is difficult for the United States to find the will to 
control the escalation of the ICT conflict between China and the United States.

Third, communication channels were suspended. After Trump took office, China 
and the United States held the first round of law enforcement and cyber security dia-
logues on October 4, 2017. This continued the original high-level dialogue on matters 
related to combating cybercrime, but the United States believed that these discussions 
should not include issues such as cyberspace norms and ICT trade. With the deteriora-
tion of the China–U.S. relationship, the four high-level dialogue mechanisms, includ-
ing the diplomatic and security dialogue, the comprehensive economic dialogue, the 
law enforcement and cyber security dialogues, and the social and people-to-people 
dialogue, were unilaterally interrupted by the Trump administration. Over 90 inter-
governmental mechanisms (The White House 2013) between China and the United 
States were all in sleep mode, which increased the risk of miscalculation and escalation 
between the two sides.

To some degree, the ICT conflict between China and the United States is a crisis 
that is unlikely to be managed, because one side is determined to escalate the conflict. 
The deep reason lies in the fact that ICT “has become the primary source of geopoliti-
cal power” (Lynch III 2020, 139). With the accelerated integration of cyberspace and 
the real world, information and communication technologies have objectively become 
the main source of geopolitical power. This new power can shape the economy, critical 
civilian infrastructure, public opinion, and also military systems. As academics argue, 
“control over global telecommunications networks is a form of political power,” (Doshi 
and McGuiness 2021, 1) and “the struggle for telecommunications standards can deter-
mine which states will wield network power” (Doshi and McGuiness 2021, 3). At the 
same time, strategic emerging technologies represented by ICT will continue to open 
up new ways of human productivity and life and give new impetus to economic devel-
opment. Thus, the technological advantage will be transformed into a country’s long-
term economic advantage and military advantage. The 2021 final report to the United 
States Congress by the National Artificial Intelligence Security Council (NSCAI) states 
that “the magnitude of the technological opportunity coincides with a moment of stra-
tegic vulnerability. China is a competitor possessing the might, talent, and ambition 
to challenge America’s technological leadership, military superiority, and its broader 
position in the world” (U.S. National Security Commission on Artificial Intelligence 
2021, 19). When the United States believes that “In a number of critical technology 
areas—AI, quantum sciences, biotechnology—China is at a position of rough parity or 
has surpassed the United States” (Rasser and Lamberth 2021, 10), curbing the develop-
ment of China’s relevant technologies and industries is a natural choice for the United 
States to maintain its scientific and technological advantages.

3  Preview: main challenges on China–U.S. cyber‑crisis management

How to deal with relations with China is a major challenge faced by the Biden 
administration. Given the strong bipartisan consensus on the growing “China 
threat”, the Biden administration will carry on some elements of Trump’s China 
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policy while returning to normal diplomatic practice. Due to the increasingly promi-
nent strategic position and interest concerns on cybersecurity, increasing competi-
tion in the cyber domain between the two countries is inevitable, especially with 
the perception that “China’s rise now profoundly impacts every major U.S. national 
interest” (The Atlantic Council 2021, 6). As “The superpower rivalry between the 
United States and China has also acquired a different, and possibly decisive, new 
dimension: cyber” (Thornhill 2020), cyberspace will undoubtedly become a major 
battleground for China–U.S. competition.

In the Obama era, the United States provoking the cyber espionage dispute 
against China reflects its response to the growth of China’s cyber capabilities and, 
in particular, the comprehensive challenge that China’s cyber power strategy may 
pose to the United States (Wang 2016, 102). Under Trump’s presidency, China–U.S. 
cyber relations have been challenged by a number of factors, such as the trade war, 
technological blockade and the COVID-19 pandemic, and have presented a highly 
competitive and even confrontational posture. As cyber security remains high on 
President Biden’s national security agenda, there will be “no radical departure from 
former President Trump’s cyber policy in the next four years” and “competition will 
continue to be the defining feature of China–U.S. cyber interaction in the Biden 
administration, as it had been during the Trump term” (Chen and Lu 2021, 1).

Generally speaking, the China–U.S. cyberspace game will continue to revolve 
around the cyber intelligence struggle, key infrastructure attack and defense, infor-
mation intervention, cyber force confrontation and international rulemaking. Mean-
while, since the competition of emerging technologies represented by ICT has 
become an important part of the strategic competition between China and the United 
States, the game between the two countries in cyberspace will be more reflected in 
the competition of science and technology around supply chain security, intellectual 
property protection, technical standard formulation, and ICT industry development. 
In terms of crisis management, China and the United States need to face strategic 
misunderstandings, politicization of disputes, communication failures, and other 
issues to prevent the China–U.S. cyberspace competition from leading to the dete-
rioration of bilateral relations or even full-scale confrontation.

3.1  The first challenge is how to read each other’s cyber strategy intentions

Cyber security is a new subject in China–U.S. relations; its complex nature and far-
reaching implications make it difficult for both parties to read each other’s strategic 
intentions through the conventional lenses of knowledge and cognition (Lu 2019). 
China prioritizes the Internet as an economic engine aiming to drive economic 
growth and boost the quality of growth by integrating emerging technology, whereas 
the United State perceives that, for example, China seeks to “leapfrog the United 
States as a technological power and thereby displace it as the world’s dominant eco-
nomic power” (The Atlantic Council 2021, 8) and “leverage emerging technologies 
to its national advantage in a way that disadvantages other nations” (Brannen et al. 
2020).
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Furthermore, China and the United States have very different military policies 
in cyberspace. China is opposed to cyberspace militarization and armament and 
stressed publicly the significance of cyber defense to national defense (The State 
Council Information Office of the People’s Republic of China 2019, 14), whereas 
from the U.S. perspective, China is taking advantage of the asymmetrical feature 
of cyberspace to be ambiguous about and intentionally conceal its cyber capabili-
ties to retain the possibility of sneak attacks on the United States. Its concern is that 
China may use cyberspace to target U.S. outer space assets and nuclear weaponry 
system, which could be a way of creating mutual deterrence similar to that in the 
nuclear field. The United States makes no secret of its having the “most mature and 
advanced military-cyber capabilities in the world” (King and Gallagher 2021, 10), 
whereas from the Chinese point of view, the United States’ “transparency” in cyber 
military capabilities is a flaunting of power with the purpose to deter. The latest 
concepts of “defense forward” and “persistent engagement” indicate that the United 
States seeks to gain strategic advantage in combat capabilities through sustained 
confrontation with rivals and competitive cyber operations (Lu 2020). If the concept 
of “defense forward” is integrated into the broader U.S. cyber strategy, then more 
divergent perceptions, coupled with mutual distrust, will create major obstacles for 
cooperation in China–U.S. cyber-crisis management.

All these differences make it challenging for the two sides to read each other’s 
strategic intentions and determine the strength of an actors’ incentives for avoiding 
escalation and confrontation.

3.2  The second challenge is how to avoid the ideologization of technology 
competition

Technology competition between the United States and China is growing. As com-
petition intensifies, the United States’ approach to cyber issues is excessively ideo-
logical, with hacking, data security, and technology innovations all intricately linked 
to ideologies. And even the United States regards the differences in cyber govern-
ance as a reflection of different ideologies and development models. The Biden 
administration is also likely to retain and reinforce the restrictive measures against 
Chinese tech companies to push back against Beijing’s so-called “digital authoritari-
anism” (Yayboke and Brannen 2020).

In theory, limitation of objectives pursued in the crisis, and limitation of means 
employed on behalf of those objectives are the two political requirements for cri-
sis management (George 1991, 24). Ideologization may make each competitor feel 
that its fundamental interests were threatened on the one side. Although the two 
countries have not reached a point of direct confrontation in their strategic goals, 
the United States sees China as its top strategic rival, and China, albeit on strategic 
defense, will not concede or compromise on the most important issues. Should one 
side intentionally challenge the other on core interests, tensions will rise quickly.

On the other side, ideologization may cause one party to choose excessive actions 
in the context of dynamic interaction amidst a crisis. Cyber security is an interdisci-
plinary topic, where decision-making is complicated by the involvement of multiple 
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agencies. In handling cyber security incidents, those at the operational level play 
a key part. The bottom-up decision-making model is a far cry from the top-down 
approach usually taken in the conventional bureaucratic system. As a result, specific 
responses to cyber incidents may deviate from the strategic direction. Moreover, due 
to heightened threat perceptions on the other side, both sides will reduce restrictions 
on cyber operations, expand their operational scope, and increase the frequency of 
operations to obtain a greater sense of security in cyberspace.

3.3  The last but not the least challenge is how to reach a tacit agreement 
in cyberspace competition

Perhaps the lesson most frequently drawn from the crisis was the need to maintain 
lines of communication with the adversary, above all, at moments of greatest ten-
sion (Winham 1988, 22). Under the framework of the High-Level Joint Dialogue 
on Cybercrime and Related Issues from 2015 to 2017, the two sides discussed 
the first U.S.–China Senior Experts Group on International Norms in Cyberspace 
and Related Issues (U.S. Department of Justice 2016a) and launched the United 
States–China Cybercrime and Related Issues Hotline Mechanism (U.S. Department 
of Justice 2016b), which only addresses commercial cyber theft. The two militaries 
are not involved in the dialogue, due to the United States decision to charge the PLA 
officers, and neither does the dialogue cover broader issues in cyber conflicts.

Later, the United States Department of Justice pressed charges against Chinese 
institutions and businesses on cyber security grounds, which escalated rather than 
degraded the crisis, but these actions were deemed effective by US decision makers. 
To China, this was unacceptable and a blow to the foundation for cyber cooperation. 
Therefore, cybercrime remains the only area the two countries can work on at the 
moment.

According to Michael P. Fischerkeller, an American scholar involved in develop-
ing the strategy of “persistent engagement,” cyberspace is a special space for stra-
tegic competition, which lies between the constraints of combat and combat opera-
tions, below the threshold of war. By means of a tacitly agreed upon competition, 
the competing parties could understand undefined, acceptable, or unacceptable 
competition behaviors in cyberspace and then carefully avoid actions commensurate 
with an armed attack while making an unspoken gentleman’s agreement (Fischer-
keller and Harknett 2019). However, the reality is that’s not what U.S. policymakers 
want. In June 2019, the United States announced that it had placed malicious mal-
ware on Russia’s power grid that could cause serious consequences to prevent selec-
tive blackouts in key Russian states during the 2020 election. At the end of 2020, the 
United States discovered that Russian hackers’ cyberattacks, via the Solarwinds sup-
ply chain, had built the capability to strike critical infrastructure in the United States 
including electricity, energy, water, communications, and so on. The cyber contest 
between the United States and Russia has already shown that the United States cyber 
command’s strategy of “persistent engagement” not only fails to bring about the 
strategic tacit understanding in cyberspace competition, but also urges the competi-
tors to prepare for the “worst-case scenario.”
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If the United States continues to adopt ill-considered measures in its interactions 
with China, such as naming and shaming and maximum pressure, military facets of 
cyber-crisis management will be hardly covered in any meaningful arrangements, let 
alone reaching tacit understanding between the two sides.

4  Recommendations on promoting China–U.S. cooperation 
in cyber‑crisis management

As two major powers in cyberspace, both China and the United States have a sig-
nificant presence in this domain and regard it as a critical area. It is necessary that 
they strengthen cyber-crisis management to foster an environment of peace and trust 
as this would serve their own interests. In 2011, the United States released its first 
“International Strategy for Cyberspace,” envisioning a future for cyberspace that is 
open, interoperable, secure, and reliable (The White House 2011). Similar ideas are 
also found in China’s “International Strategy of Cooperation on Cyberspace” (The 
Ministry of Foreign Affairs and the Cyberspace Administration of China 2017). To 
prevent confrontation in the future, it is critical that China and the United States 
reach consensus on the basic principles of cyber-crisis management, open working 
channels, and identify clear goals so that there is space for them to avoid conflict and 
confrontation, find common ground, and accommodate each other.

4.1  First, build consensus on the basic principles of crisis management

The two sides still lack a basic consensus in the field of crisis management. This 
reflects the deep differences and deficiencies between the two sides in cyber strate-
gic intention, cyber military security policy and communication mechanisms, which 
also hinders cooperation in cyber-crisis management.

Crisis management in cyberspace is an extension of crisis management. To 
achieve success, it needs to follow the basic rules of crisis management. Specifically, 
cyber-crisis management needs to adhere to the following four general principles. 
(1) The two sides should attach great importance to the most basic requirements 
of crisis management from the diplomatic level, including correctly understanding 
each other’s interests and demands in cyberspace and accurately judging each oth-
er’s intentions of cyber policy. (2) Each side should give the other a decent way to 
compromise, avoid naming, shaming, extreme pressure and other methods that lead 
to the accumulation and aggravation of contradictions, and ultimately run counter to 
the goal of solving the problem. (3) Avoid using force to deal with crises and rush-
ing to issue ultimatums. Each side needs to give the other enough time to revise its 
policies, which means that both sides need to properly understand that cyber issues 
involve complex interagency coordination and that it is difficult to respond to each 
other’s demands in a short period of time.4) Avoid dealing with crises on a zero-sum 
basis (Ding 2004, 32–35; Johnston 2016, 32).

In addition, since cybersecurity involves many fields, China and the United States 
also need to pay special attention to controlling the scope of the crisis in cyberspace 
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and preventing the crisis from spilling over into other fields. They should stay 
focused on the issues per se and prevent and minimize politicization and interna-
tionalization. In particular, among all the government agencies that may be involved 
in managing a crisis, the professional authorities that should play a leading role are 
those that bear the brunt of a crisis or have immediate interests involved. This is to 
prevent emotion-driven responses that may be counterproductive to the larger goal. 
Successful crisis management is an art of compromise, and past experiences show 
that a zero-sum mentality must be avoided.

4.2  Second, the role of academic exchange in crisis management should be 
brought into play

When crises happen, states tend to resort to confrontational measures to demonstrate 
determination, such as making representations, condemnations, recalling diplo-
matic representatives, and imposing sanctions. Formal channels of communication 
are thus partially closed. Therefore, it is important to diversify the communication 
mechanisms in peace times and have unimpeded civil channels when the normal 
channels are blocked.

Two mechanisms at the civil level have contributed to China–U.S. cyber-crisis 
management; namely, the China–U.S. Internet Forum and China–U.S. Cyber Secu-
rity Track-2 Dialogue. The China–U.S. Internet Forum was jointly established by 
the Internet Society of China and Microsoft of the United States in 2007, aiming at 
promoting the exchange and cooperation between the internet industries of the two 
countries. The China–U.S. Cyber Security Track-2 Dialogue was launched by the 
China Institute of Contemporary International Relations and the Center for Strategic 
and International Studies of the United States in 2009. It has become an important 
platform for the academic and strategic research communities of the two countries to 
share their concerns.

If academic institutions and scholars of China and the United States can conduct 
in-depth exchanges and joint research on points of disagreement in peacetime, it will 
not only help to gain a deeper understanding of the contradictions, concerns, and 
consensus of the two sides, but also to identify feasible and operational suggestions 
for their respective policymaking, and more importantly, to promote bilateral, politi-
cal, tacit understanding and benign interaction at the decision-making level and lay a 
foundation for bilateral cooperation in crisis management (Xu 2018). China and the 
United States have differences and contradictions in cyberspace, as well as common 
understandings and interests. The two sides need and can find a way to achieve com-
petitive coexistence in cyberspace. Can China and the United States return to the 
six-point consensus on cybersecurity cooperation reached in 2015? Can China and 
the United States identify the agenda items they are willing to cooperate on, based 
on the 11 voluntary, non-binding codes of responsible conduct of states reached in 
the report of the United Nations Governmental Group of Experts on Information 
Security in 2015? These are areas that need to be studied and discussed jointly by 
the Chinese and American academic circles.
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4.3  Third, confidence‑building measures should be taken

Confidence-building measures can be taken to increase mutual trust and reduce the 
intensity of bilateral confrontation. These could be either military or non-military, 
and in either unilateral or bilateral form. For example, the policy recommendation 
of the Cyberspace Solarium Commission about reviewing “the defend forward con-
cept and the delegation of authorities for offensive cyber operations” (King and Gal-
lagher 2021, 11) is a constructive proposal that will help prevent cyber operations 
from escalating to a cyber crisis.

Regarding military confidence-building measures, given the common interest 
in preventing escalatory cyber operations, the two sides could consider conduct-
ing formal discussions on acceptable norms of behavior and possible thresholds for 
use of force as well as greater transparency on doctrine (Segal 2015). What’s more, 
considering that the two militaries have signed the Memorandum of Understanding 
on Notification of Major Military Activities Confidence-Building Measures Mecha-
nism and the Memorandum of Understanding Regarding the Rules of Behavior for 
Safety of Air and Maritime Encounters since 2014, which is major breakthrough for 
the two countries to build military confidence, the two sides may supplement the 
memoranda with annexes on cyber security crisis notification and rules of behavior 
for safety in cyberspace (Chen and Lu 2021, 6). In a multilateral framework, China 
and the United States could discuss and jointly promote an international agreement 
prohibiting the United States from initiating cyberattacks on nuclear weapons, tak-
ing into account the risks that information and communication technology pose to 
the nuclear field (Levite et al. 2021).

For confidence-building measures in non-military fields, since maintaining the 
openness, peace and security of cyberspace is in the common interest of China and 
the United States, the two sides can strengthen cooperation through the protection of 
international critical infrastructure, on which the global economy is highly depend-
ent. If global financial information infrastructure, such as the Society for Worldwide 
Interbank Financial Telecommunications (SWIFT) system, is damaged, it will bring 
a huge shock to the global economy. Preventing this could be the starting point for 
China–U.S. cooperation and trust-building in cyberspace. For another example, in 
the era of the global interconnection of everything, vulnerabilities have become an 
important cybersecurity risk affecting a country’s economic development, national 
economy, and people’s livelihoods, as well as a difficult problem in cyberspace gov-
ernance. In response to the original problem of cybersecurity, aiming to eliminate 
potential threats to ICT and infrastructure that rely on China and the United States 
can jointly promote the international community to build a mutually beneficial and 
stable international mechanism for vulnerability management, which could be a 
breakthrough to implement responsible cyberspace codes of conduct, and the basis 
for building trust among cyberspace countries.
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