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Abstract
This article synthesises and highlights outcomes from a governance and risk forum that identified emerging risks for busi-
nesses and organisations. A governance framework is first presented followed by a discussion of recent developments in 
relation to elements of the framework as part of a mini-review of the literature. Emerging risks and opportunities around the 
changing nature of work, corporate culture, blockchain and cyber security were highlighted, with a particular emphasis on 
climate-related risks. Key questions to ask as a non-executive director or governance and risk committee members regard-
ing these risks include could our sector or organisation be impacted by these emerging risks and opportunities? What could 
be the implications if these risks were to materialise and to what extent will our current business and operating model be 
impacted? How could our organisation be seizing the opportunity created by the pending changes in these areas? The findings 
and implications of the governance and risk issues are highlighted for the extractives sector and are especially important as 
the extractive sector faces challenges in its transformation. The study is novel as it highlights insights from the practitioner 
perspective of governance which is not captured in the literature. Recommended remedies for each risk are provided, and 
businesses are advised to undertake a focused review of non-financial risks, including corporate or organisational culture.

Keywords Risks · Climate change · Remote work · Governance · Executives · Boards · Mining
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Introduction

Worldwide, organisations have seen a high level of risk crys-
tallise due to climate risk, cyber risk and as recently demon-
strated, COVID-19 (Blades 2020). Such risks are effectively 
a tax on businesses and the operations of organisations. They 
have the effect of redirecting and reallocating resources and 
cause cost distortions, shifts in supply, disruption to busi-
ness and operating models and changes in expectations from 

investors. Good governance requires effective oversight of 
risks which is the role of board directors and governance 
and risk committees of those boards (Nicholson and Kiel 
2004). Importantly, risks, whether emerging or long stand-
ing, provide an opportunity for organisations to differentiate 
themselves from their competitors if action is taken expedi-
tiously to get in front of the changes that arise. How busi-
nesses in the extractives sector approach risk governance 
and management is important as it impacts upon supplier 
relationships through to how they are perceived in the mar-
ket (Bravo-Ortega and Muñoz 2018; Gruenhagen and Parker 
2020; Guerin 2020), through to relationships with customers 
and society more broadly.

The Governance Institute of Australia1 held a governance 
and risk forum in Melbourne, Australia. This report distils 
insights from the forum. This forum report highlights areas 

Highlights from the Governance Institute’s Governance and 
Risk Forum. This forum is for board directors, members of 
governance and risk committees, risk managers, advisors and 
corporate consultants. Held during 31 May to 1 June 2018, Royal 
Automotive Club of Victoria, Melbourne, Australia.
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1 This is an annual event on this organisation’s calendar: https:// 
dcweb svr. gover nance insti tute. com. au/ cours es- events/ calen dar- of- 
events/ annual- confe rences
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relevant to professionals working in the area of risk man-
agement and governance.2 It also summarises other emerg-
ing issues arising from the literature. Key questions arising 
for non-executive directors have been developed as a result 
of the forum and subsequent literature review. The forum 
highlights are important as it provides a practitioner view of 
developments in governance and risk management and pro-
vides insights from the Australian practitioner community 
that acknowledges current challenges facing corporations, 
as well as insights from the lived experience of governance 
and risk professionals. It does not solely draw upon insights 
from the academic and therefore provides a new contribution 
to the literature.

Purpose, scope, approach

The focus of the current paper is on the practitioner per-
spectives gleaned from a recent governance and risk forum 
for practitioners in Australia. To provide context, a short 
literature review introduces a framework for governance and 
highlights novel insights and developments emerging in the 
governance and risk field and how these relate to the gov-
ernance framework presented. Highlights are then provided 
from emerging governance and risk issues raised from a 

forum of practitioners in an Australian context. The sources 
of these emerging risks are provided by a range of profes-
sionals presenting at the governance and risk forum which 
are listed in Table 1. A particular focus has been given to 
the emerging risks of climate change. Key definitions used 
throughout the review are provided in Table 2.

Literature review

A model of governance: professional aspects 
of governance and roles of directors

Overview

There are several key roles that boards play in corporate 
governance. The main roles of a board director are illustrated 
Fig. 1. This model follows that of the previous researchers 
in governance (Nicholson and Kiel 2004). These research-
ers developed a holistic board framework based upon inputs 
into the roles on a board, with the exact nature of these roles 

Table 1  Description of presenters at the forum

Company secretaries from for profit and for purpose organisations

Organisation chairs
Risk managers
Risk directors
Managing directors of advisory firms
Directors from consultancy firms
Senior government leaders

Table 2  Definitions

Term Definition

Risk management In a business context, the forecasting and evaluation of financial risks together with the identification of procedures to 
avoid or minimise their impact

Board directors A non-executive director is one who is not employed by the organisation. This is not the same as an independent director 
who is one who is not only not employed by the organisation (non-executive director), but also has no relations with 
the organisation other than being a director. Current good practice recommends that a majority of directors on listed 
company boards be independent non-executive directors

Corporate governance Corporate governance is the framework of rules, relationships, systems and processes within and by which authority is 
exercised and controlled in corporations. It encompasses the mechanisms by which companies, and those in control, 
are held to account

Climate risks Climate risk refers to risk assessments based on formal analysis of the consequences, likelihoods and responses to the 
impacts of climate change and how societal constraints shape adaptation options

Directors duties The role of a company director is to govern a company on behalf of the shareholders or members of that company. In 
Australia, the Corporations Act 2001 specifies what these are. Fidelity and prudence are foundational requirements of 
directors in relation to their responsibilities to their organisations

TCFD The Financial Stability Board Task Force on Climate-related Financial Disclosures (TCFD) is a market-driven initiative, 
set up to develop a set of recommendations for voluntary and consistent climate-related financial risk disclosures in 
mainstream filings

2 Where directors are referred to in this report, the author is referring 
to non-executive directors.
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depending on the organisation’s specific requirements. Thus, 
the governance outputs of organisational performance, board 
effectiveness and director effectiveness will depend on the 
match between the board’s intellectual capital and the roles 
required of it, and they have used this model as the basis of 
a diagnostic tool for measuring board effectiveness. This 
model, in its essence, forms the overall approach taken in 
structuring the current short review with selected parts of 
the model reviewed in the literature and then updated from 
the forum insights.

The most critical of these governance roles is contribut-
ing to and overseeing strategy, finance, risk management 
and legal compliance (Huse 2005; Masli et al. 2018). The 
challenge for non-executive directors is to be aware of the 
emerging issues, not necessary over all the detailed issues, 
but need to know what questions to ask and to seek clarity 
of the business’ position on related issues, and get assurance 
on material risks (Åberg et al. 2019; Anonymous 2020a; 
Halstead et al. 2019). It is also a responsibility for directors 
to seek specialised advice on issues that are beyond their 
capability or competence. The important monitoring role 
that boards play influences how firms allocate resources. 
Proactive organisations who engage with their stakehold-
ers on environmental matters such as climate risk, and have 
independent boards, tend to perform at a higher level in rela-
tion to corporate social responsibility (CSR) and in environ-
mental matters (García‐Sánchez 2020). Financial oversight 
is one of the critical roles of a director (Adams et al. 2010). 
From a fundamental governance perspective, given that 

climate risk can threaten business models in the extractives 
sector, there should be sufficient concern by directors of the 
risk of insolvency and other financial shocks to their busi-
ness to warrant further exploration and a demonstration of 
additional vigilance in this aspect of corporate governance.

Increasing warning signs concerning the financial con-
sequences of climate change, as well as of social inequal-
ity across and within countries, may signal a change in the 
mainstream perception of the role of the corporation and of 
their boards (Levillain and Segrestin 2019). The financial 
risks of ignoring the impacts of operating in an unsustain-
able manner have the potential for bringing sustainability 
full circle into the core of profit-seeking purpose of the cor-
poration (Sjåfjell 2018). In each of the traditional areas of 
corporate governance, climate risks will manifest in vari-
ous ways, according to the model of described (Nicholson 
and Kiel 2004), and directors should keep abreast of these 
impacts (and potential) impacts to avoid shocks to their own 
businesses and to be open to the impacts that may reason-
ably be expected to arise during the course of executing their 
duties as directors. The following 4 roles are the focus of the 
current paper:

• Strategy
• Finance
• Risk
• Legal issues and fiduciary duties

Strategy

Strategy is a plan of action designed to achieve a long-term 
or overall aim for an organisation. Finding the balance 
between risk management and achieving the strategy of an 
organisation is becoming a critical role for board directors. 
Recent research highlights the importance of understand-
ing director motivation, the role of incentives and therefore 
the importance of culture in this area of business (Shaikh 
et al. 2019). Some of the high-profile risks in this area are 
big data, cryptocurrency, blockchain, artificial intelligence 
(AI), remote working technologies, the sharing economy 
and crowdsourcing (Brennan et al. 2019). There are a wide 
range of forces now creating distributed workforces. This 
is becoming increasingly obvious as the impacts of the 
COVID-19 pandemic are felt through businesses, organisa-
tions and society (Blades 2020). Along with increasing flex-
ibility of work, employees also require balance and structure 
when, for instance, it comes to the boundaries between their 
personal and business life (Brennan et al. 2019).

Expectations are increasing for corporations, as power-
ful socioeconomic actors in society, to lead the innovative 
transformations required to attain sustainability (Bui et al. 
2020). Despite this, there is limited action on tacking climate 
change by many corporations (Anonymous 2020b). One of 

Fig. 1  The main elements of the roles of a non-executive director

223Questions that board directors should be asking about emerging governance issues and risk:…



1 3

the implications of climate risk is its impact on investment 
decisions and loans. Banks face a dilemma in choosing 
between maximising profits and facilitating the sustainable 
use of resources within a carbon-constrained future (Her-
bohn et al. 2019). These authors suggest that investors per-
ceive that banks incorporate carbon risk considerations into 
their lending decisions.

Boards must define purpose, code of conduct, remunera-
tion and how it is aligned with risk appetite. Directors must 
also take responsibility for culture as the tone is set from 
the top (Anonymous 2020a; Barnett 2019; Halstead et al. 
2019). The expectation from stakeholders including gov-
ernment regulators is that culture should be a board priority 
(Petschler 2019). A strong culture of compliance should be 
a goal for any board in the extractives sector so that safety 
risks are identified, remedied and reported in a timely man-
ner. Systems and mechanisms for monitoring organisational 
culture are required if progress is to be made in further 
understanding the impact of culture on board behaviour and 
vice versa. An orientation towards organisational safety is 
likely to be important for being effective in keeping abreast 
of emerging risks. Also how a board perceives the long-term 
risk, another aspect of culture, will be important (Slawinski 
et al. 2017).

Finance

Having the right financial governance systems in place keeps 
financial issues of organisations in order. Good financial 
governance results in accountability, helps to identify finan-
cial risks and focuses minds on the organisation’s business 
plan. Financial governance is a critical role for any direc-
tor. Details of the Royal Commission into the banking and 
financial services held in Australia are summarised in recent 
publications (Casson 2019; O’Brien 2019; Petschler 2019), 
and this commission identified many weaknesses in the cur-
rent financial system in Australia.

Blockchain is a digital ledger of transactions. It enables 
the creation of records that are secure, reliable, transparent 
and accessible. It is an alternative to traditional financial 
ledgers based on classic double-entry bookkeeping. Other 
researchers indicated that it represents “a leap forward in 
financial record-keeping not seen in the introduction of 
double-entry bookkeeping centuries ago” (Brennan et al. 
2019). The same authors have used the phrase “triple-entry 
bookkeeping”, which is traditional double-entry bookkeep-
ing, together with parties to a transaction recording each side 
of the transaction in a shared blockchain ledger, i.e. repre-
senting the third entry. Participants in a transaction would 
then confirm the integrity of the transaction (Brennan et al. 
2019).

There are numerous implications of blockchain technol-
ogy for governance and accounting systems (Brennan et al. 

2019) which is highly relevant to governance and risk over-
sight. It could be used in real-time accounting, continuous 
monitoring and continuous auditing, as well as fraud detec-
tion (Brennan et al. 2019). The implications of blockchain 
are highly significant within governance and risk. It also 
includes, for example, where banks ensure that their govern-
ance and control frameworks embrace existing and emerging 
risks, such as anti-money laundering, information technol-
ogy (IT) risk and non-financial risks including cyber risks 
(Walter and Narring 2020).

An example of where blockchain technology may radi-
cally transform the extractive sector is in energy (Bürer et al. 
2019). The financing element stimulated by blockchain-
based fintech innovations could lead at least towards a sig-
nificant increase in the democratisation of the ownership 
(and even the democratisation of value creation) for future 
energy systems (Bürer et al. 2019) or other utility applica-
tions. What is likely to occur is that new business models 
and new ways of thinking about energy services (and new 
value propositions) will be inspired or stimulated by the 
hype around blockchain (whether it is indeed just hype or 
actually real change in the market).

Other authors have questioned the application of block-
chain in accounting, questioning the immutability of block-
chain through decentralisation and its technological rigour 
(Brennan et al. 2019). Others have challenged the notion that 
blockchain will prevent fraud and discusses ways in which 
fraud may not be constrained by blockchain, such that senior 
management will continue to be able to perpetrate fraud. The 
high-energy consumption associated with block chain may 
also present a medium- to long-term risk depending on the 
sources of energy used to power the processing data centres.

Risk

Risk management should be a key concern of board mem-
bers to enhance corporate governance in any organisation 
(Grove and Clouse 2017). Risk can be defined as the “effect 
of uncertainty on objectives”. Risk is important as it assists 
organisations in setting strategy, achieving objectives and 
making informed decisions. Taking risks is fundamental to 
organisations making profits and not-for-profits delivering 
the services to the community. Recognising and managing 
risk is a crucial part of the role of the board and manage-
ment. Oversight of risk management is the responsibility 
of the board. So it should regularly review and approve the 
risk management policies and frameworks. In this way the 
board decides on the nature and extend of the risks it is 
prepared to take to meet objectives. Critical risks for the 
extractive sector include climate change and cyber security 
among many others.

In Australia, climate change is often framed as a politi-
cal issue and a threat to Australia’s economy (Potter 2019). 
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This has distracted many business leaders from a focus on 
opportunity and risk management (around climate-related 
matters). Climate risk should, however, regardless of politi-
cal debate, be treated as other business risks (Scheltus 2012, 
2015; Scheltus et al. 2021). While the federal government in 
Australia has not set targets for net zero emissions, state gov-
ernments have to varying extents, as have local governments. 
A belief in the business case for sustainability is growing 
within the public and business communities, which has 
started to influence corporate environmental behaviour and 
market performance, despite the lack of strong and stable 
federal government policy support (Qian et al. 2020). The 
absence of strong government policy may in turn lead to an 
increase in sovereign risk for companies operating in such 
policy environments where there costs of production are 
underestimated if a carbon price is not costed into revenues 
from outputs (Mehling et al. 2019).

From an investment perspective, climate change is a criti-
cal risk issue for businesses. In recent years, BlackRock’s 
chairman and CEO, Larry Fink, has written an open let-
ter3 to shareholders and has made it clear as to what his 
organisation’s view is in relation to social purpose, and 
as the world’s largest investor, this has particular signifi-
cance for company directors in relation to climate change 
and other sustainability-related matters. In the 2020 letter, 
BlackRock has made it clear that they are asking the compa-
nies that they invest in on behalf of our clients to (1) publish 
their disclosures aligned to industry-specific Sustainability 
Accounting Standards Board (SASB) guidelines4 by year-
end, if they have not already done so, or disclose a similar 
set of data in a way that is relevant to their particular busi-
ness, and (2) disclose climate-related risks aligned with the 
TCFD’s recommendations, if they have not already done so. 
BlackRock makes it clear that they should include their plan 
for operating under a scenario where the Paris Agreement’s 
goal of limiting global warming to less than two degrees 
is fully realised. The implications for the extractives sector 
are therefore significant. Table 3 highlights selected climate 
change risks and their impact on the extractive sector.

Recent literature demonstrates the growing interest of 
digitalisation in organisations and how this brings cyber 
risk into the area of strategy and governance (Brennan et al. 
2019; Manita et al. 2020; Radanliev et al. 2018). Cyber 
risks are becoming increasingly important for governance 
professionals and directors. It is, however, a double-edged 
sword (Verbeke and Hutzschenreuter 2020). For example, 
digitalisation is having an impact on audits within organisa-
tions and how it can improve the role of the audit function. 

A recent European study (Manita et al. 2020) has shown that 
digitalisation improves the audit’s relevance by in particular 
improving the audit quality by analysing all of a customer’s 
data and the benefits that arise from that. This research high-
lights the importance of implementing digital strategies to 
provide regulators with the necessary modifications that 
are needed for auditing while still enabling the business to 
operate effectively. An example of how some sectors are 
ill-equipped in relation to cyber risks is the US healthcare 
sector. It is inadequately prepared to deal with the reality of 
cyber threats through the increasing use of smart medical 
equipment and mobile devices which are making healthcare 
organisations more susceptible to cyber attacks (Abraham 
et al. 2019). Valuing cyber security risk involves estimating 
the negative cost associated with different attack and breach 
scenarios and taking appropriate executive action. From a 
healthcare organisation’s standpoint, cyber risk valuation 
must take into consideration negative consequences such as 
ransomware payment, replacing equipment and implement-
ing additional security measures (Abraham et al. 2019). The 
extractive sector is also vulnerable in different ways includ-
ing through the existence of sensors across diverse geog-
raphies and operating network systems (Tubis et al. 2020).

Legal issues and fiduciary duties

A fiduciary duty exists in law when a person or entity places 
trust, confidence and reliance on another to exercise dis-
cretion or expertise in acting on behalf of the client (Baxt 
2016). These duties and responsibility for meeting legal 
requirements of an organisation sit with the directors of a 
board. The directors of a board are charged with both fiduci-
ary duties and strategic development responsibilities (Baxt 
2016; Hayne and Free 2014; Huse 2005; Masli et al. 2018). 
Recent research has studied the impact of increased tight-
ening of regulations on corporate risk taking; however, the 
results are not certain. This research tends to support the 
view that stricter corporate governance reform can have a 
positive effect on corporate risk-taking and corporate invest-
ment decisions in an evolving regulatory environment (Wal-
ter and Narring 2020). Other researchers have found that 
governance mandates, e.g. Sarbanes–Oxley regulations from 
the US, can tighten, but not eliminate, the value gap between 
poorly and well-governed firms and that firms affected by 
market shocks continue to have less shareholder friendly 
governance cultures long after regulatory intervention 
(Aggarwal et al. 2019). Reporting of material misconduct 
is also now critical in an organisational and business context 
as described in the recent Royal Commission (Anonymous 
2020a; Petschler 2019; Walter and Narring 2020).

The challenges of disruptive technologies such as block-
chain as well the type of risks posed by the cybersphere 
and from flexible working arrangements mean that directors 

3 https:// www. black rock. com/ corpo rate/ inves tor- relat ions/ larry- fink- 
ceo- letter. This includes letters from the past 8 years.
4 Refer to https:// www. sasb. org
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must upskill themselves and become agile in these emerging 
risks areas. Another area of emerging risk and opportunity 
for boards, related to legal and director’s duties, is artificial 
intelligence (Kaplan and Haenlein 2020). While the ben-
efits of AI and its counterpart, machine learning, intuitively 
lead us to see how they could deliver business value through 
increased competitiveness and efficiencies, knowing how to 
assess the downside risk is more challenging. Still, as these 
authors point out, it is not too early to prepare for what may 
come in the distant future.

The association between culture and technology is now 
leading boards to consider these as high-priority govern-
ance issues (Levine 2019). Boards have a responsibility to 
gain deeper insights into culture and the impact that tech-
nology has on it. Boards should take a fresh look at how 
they are approaching risk oversight, which should increas-
ingly be reliant upon data. This should include how the 
company’s enterprise risk management system is informing 
that oversight. The nature, velocity and persistence of risks 
have changed (Anonymous 2020a). Consequently, it’s time 
for boards to revisit their governance model and skill sets 
and refresh the focus of their risk oversight efforts. Recent 
advancements in artificial intelligence, machine learning and 
the other areas of technology discussed above are transform-
ing businesses and organisations. Despite these advance-
ments, the ethical issues of business automation and artifi-
cial intelligence—and who will be affected and how—are 
less understood (Wright and Schultz 2018). These are new 
risks that boards have not previously had to deal with includ-
ing the need to balance digitalisation risks with those of not 
acting fast enough to reap the benefits for organisations in 
the extractives sector (Verbeke and Hutzschenreuter 2020). 
Each company and organisation will need to implement 
effective oversight of the technology that they and their 
employees use to stay competitive, requiring a much deeper 
understanding from existing board members, especially as 
technology evolves. One solution to the technological dis-
ruption problem is to add a technical expert to the board of 
directors (Brennan et al. 2019).

Emerging governance issues

There are numerous emerging risks arising on the business 
and organisational landscape. While many are technology-
related, others are a manifestation of risks previously experi-
enced by organisations but have been modified by changing 
work practices or from accelerated changes (or shocks) in 
the natural environment such as climate risk. As the forum 
highlighted, directors and risk professionals need to become 
fluent in the language and issues associated with emerging 
technology and seek advice if need be, to ensure sufficient 
knowledge to know what questions they should be asking of 

their executives. This is true for the extractive sector as for 
any other sector reliant to technology, and that is undergoing 
a rapid transformation.

The areas covered in the remainder of this paper include a 
cross-section of emerging risks and are described in the fol-
lowing order of topics, aligned with the governance model 
followed in this paper. It includes updates of knowledge 
identified from the governance and risk forum, which are 
built around selected roles of directors, and considers the 
implications for the extractive industries:

• Strategy
• Finance
• Risk
• Legal issues and fiduciary duties

Strategy

Nature of work

The risk and opportunities from the nature of changing work 
practices were highlighted at the forum. Areas of work in 
the future for governance and risk professionals (including 
those working in the extractives sector) will focus of what 
and how work is done, not where and when it is done. This 
concept is driven by the emerging convergence of technolo-
gies that has occurred over the past decade. A key point 
made was that it is hard to differentiate when employees 
are working or not. An example was given of Shell which is 
trying to bring people back into their offices. Professionals 
also need to separate work from relaxing in a digital world, 
which can be easier for their blue collar colleagues. The 
point was also made that 60% of knowledge workers switch 
roles after 4 years. Therefore, boards need to consider their 
posture towards disruption, i.e. reactive, active and proac-
tive. An interesting (and concerning) observation given was 
that most fraud occurs after hours. Executives need to look 
for trends from the IT systems they use and directors need to 
be aware of this issue so they question the executive on these 
issues. Risk and governance professionals play an important 
role in directing executives where to look for problems in an 
organisation’s business model.

What this governance issue means for the extractive 
industries in terms of its significance is that remote work-
ing, therefore, should now be factored into business plans, 
particularly as the COVID-19 pandemic continues. These 
workplace issues could affect the extractive industries, both 
in the short and long terms, through accelerating the transi-
tion to AI and remote mining strategies. It could also mean 
a loss of talent. The issue could be addressed, both in the 
short and long terms, by the sector embracing the remote and 
distributed workforce model, agreeing on what level of risk 
from this working model is acceptable to enable business 
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objectives to be met, ensuring risks are mitigated, and re-
designing work forces accordingly to enable more nimble 
approaches to ore development, and processing and overall 
delivery of business strategy.

Climate change

One of the roles of boards is the development of board-level 
policies for an organisation. For example, boards must con-
sider the risks posed by climate change on operations and 
strategy, and any risk policy, and the company’s risk appetite 
statement. Boards should also be turning their minds to the 
direct and increasingly indirect impacts of climate change 
on their businesses such as increasing energy costs and 
energy security and ensuring their operations have measures 
in place to counter these impacts. A further consideration 
around policy is how company boards posture themselves in 
relation to government positioning on climate action.

There is growing consensus in management circles that 
one of the major challenges of our time including climate 
change and a call for questioning business as usual (BAU) 
corporate governance models and practices. The chaotic 
political battles and ongoing changes in climate policies are 
making Australia in particular a country at risk of missing its 
overall goals and ambitions for reducing carbon emissions. 
In Australia, the business community, the capital market and 
investors are all in urgent need for climate policy certainty 
at the state and federal levels to ensure the positive effect 
of carbon performance on financial returns over the long 
terms. Directors therefore should remain alert to the need for 
driving their businesses to improve the way in which they 
govern for climate risks and harness whatever levers they are 
able to, to demonstrate leadership in climate risk mitigation 
and seizing the opportunities it presents. Millennial-aged 
investors and consumers are taking action with their feet 
on climate-related issues and are already changing the flow 
of capital. This will have profound impacts on allocation of 
capital and both the emergence of new sectors and destruc-
tion (or stranding) of incumbent technologies, industries and 
their assets.

What this governance issue means for the extractive 
industries in terms of its importance and size is that 
climate change is, therefore, one of the most important 
emerging risks among the many other areas that govern-
ance professionals should be considering as they preside 
over board room discussions. This issue is already impact-
ing the extractive industries, both in the short and long 
terms, through slowing (and in some cases eliminating) 
the extraction of certain minerals, e.g. thermal coal, which 
is a major contributor to climate change. The risk is being 
addressed, both in the short and long terms, by businesses 
in the sector decarbonising their ore assets, as well as their 
business operations (e.g. by diversifying energy inputs), 

and offsetting any residual carbon emissions. Table 4 iden-
tifies the actions directors can take under each of their 
governance roles in relation to overseeing climate-related 
risks. Further discussions of climate change are provided 
later in the article under “Legal issues and fiduciary 
duties”.

Royal Commission findings

A clear impression from the forum was that the lessons 
learnt from the finance and banking sector should be not 
only considered by risk and governance professionals in 
that sector, but also in other sectors where trust and ethics 
are important such as the extractives sector. Regardless 
of the sector directors are working in, it should be part of 
their mission to inculcate risk responsibilities through to 
all levels of a modern organisation. The forum highlighted 
insights leading up to the Royal Commission.

Directors should look closely at customer (or stake-
holder complaints). These are gold mines for getting 
insights into real risks for an organisation. Directors need 
to ask what is “the invisible thing”, above our offering, 
that keeps customers coming back. For banks (and most 
organisations), it is trust. Directors need to look to where 
the incentives in an organisation are, and this will give 
hints as to where risks will be hiding. Greed has mani-
fested itself in the banking industry through bad behaviour 
as was revealed during the recent Royal Commission held 
in Australia. Increasing transparency of incentives in an 
organisation’ business model is critical. The more people 
can see these, the more others can point out the emerging/
likely risks so they can be managed appropriately.

What this governance issue means for the extractive 
industries in terms of its importance and size is that there-
fore customer transactions and interactions and financial 
probity should remain as a critical governance issue and 
directors should be considering these as they have the 
potential to impact their businesses. These risks could 
affect the extractive industries, both in the short and long 
terms, impacting the reputation of businesses found to 
not be acting in the best interest of customers or other 
stakeholder groups, e.g. landowners in an extractive indus-
tries context. The issue could be addressed by the sector 
ensures it brings all extractive companies along the jour-
ney of improvement through continued or even increased 
focus on voluntary legislative reform and supporting these 
as appropriate. Putting emphasis on professional develop-
ments (as discussed in the next section) is another interac-
tion that directors could champion in the organisation to 
increase ethical and awareness and strengthen corporate 
trust and reputation.
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Finance

Organisations must be ready for the technology and its appli-
cation to finance. If not, chasing the technology will be too 
expensive when its time comes for your sector or business. 
One thing is for certain that each industry will be impacted 
by blockchain. It is expected to massively reduce costs of 
handling, verifying and auditing in any supply chain.

The other main insight in relation to finance was a dis-
cussion of the APRA5 report into the Commonwealth Bank 
of Australia (CBA). The APRA/CBA report, inquiring 
into the shortcomings of the CBA, was a critical milestone 

for governance and risk professionals, and directors were 
encouraged to read this.6 The more recent Royal Commis-
sion into the banking and financial services (referred to in 
the previous section) has also revealed new insights into the 
Australian financial system; however, some of the themes 
from the APRA report were also highlighted. These pro-
vide practical insights for directors as follows. First, success 
can dull the moral senses of executives and non-executive 
directors. The financial institutions had become deaf to their 
customers. Another was the reactive, rather than proactive 
and pre-emptive approach, in dealing with financial risk and 

Table 4  Roles and responsibilities of directors in relation to emerging climate risks

The entries for the aspect column above were taken from the main sections of the Company Directors Course (offered by the Australian Institute 
of Company Directors)

Governance role Description and implication for directors

Finance The TCFD and AASB set out how financial business models can be assessed for climate risks and how to 
disclose this risk to the marketplace

The finance sector is driving the corporate and regulatory interest and reform in the disclosure of climate-
related risk

Board role and being a director Boards set the “tone at the top” and provide the enabling environment for climate risk discussions
The approach to climate risk and opportunities will be impacted by the values of the board
Climate risk should be included in engagement discussions with key stakeholders
The skills matrix of a board should reflect its capacity to oversee the climate risks relevant to its business
Depending on extent of risk exposure, climate risk and opportunity evaluation must be part of decision-making 

at the board level
Decision-making Timeliness of decisions should reflect the degree of climate risks as climate risks are already crystallising in 

most sectors
Effective decision-making at the board level should include impacts of climate risks where this is material. 

Climate change can also impact upon the certainty associated with key organisational decisions
Directors’ duties Diligence and fidelity are the cornerstones of director’s duties as set out under the Corporations Act (2001) in 

an Australian context, and these apply to climate risks and their disclosure
Conflicts of interest may impair the judgement of directors in making effective decisions that involve climate 

change and the causes of it
Climate change can impact the long term value of an organisation and must be recognised as such
Climate risks can impact on the viability of a business and therefore its ability to remain solvent

Legal environment There are a range of laws that directly and indirectly impact on climate risks. Directors and executives (officers) 
of the company should be aware of consequences of non-compliance as these usually lead to direct personal 
liability

Contracts will be impacted to varying extent by climate-related risk and opportunities and can impact long term 
viability of an organisation

Individual directors need to be able to demonstrate that they are showing due diligence in relation to legal 
implications from climate risks

Risks Climate risks are foreseeable. The fact that the impacts are “foreseeable” is now settled within the legal profes-
sion

Risk appetite, risk policies and frameworks should reflect climate risks
Climate risk should be considered as an emerging risk if it hasn’t already crystallised in an organisation or an 

organisation’s sector
An assessment should be made as to how climate risk is likely to impact value (of the company and its offering)

Strategy Leadership must acknowledge climate risk and if executives don’t then boards should ask if they are the right 
people to be leading the business at this time

Climate risk should be factored into the forces that impact upon and shape an organisation’s strategy
Climate risks should be considered in the strategic planning process

5 Australian Prudential Regulatory Authority (APRA).
6 Refer https:// www. apra. gov. au/ media- centre/ media- relea ses/ apra- 
relea ses- cba- prude ntial- inqui ry- final- report- accep ts- eu
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that the organisation had become insular, not reflecting and 
learning from its mistakes and from those of others. Risk 
and governance professionals need to bring risk to life in 
their organisations. Organisations must take care not to put 
the desire for collaboration over the need for challenging 
and addressing real issues. The pursuit of consensus can 
be dangerous. Finally, a wide-spread sense of complacency 
had developed throughout the organisation’s culture and par-
ticularly around non-financial risks. The APRA/CBA report 
provides an instructive overview of corporate governance. It 
has brought a focus to corporate culture in Australia,7 rein-
forcing what governance and risk professionals, and many 
directors, have known for a long time. Regulatory oversight 
of governance and risk in businesses and organisations can 
only be expected to increase into the short and medium term. 
Directors should prepare for this and help shape the crea-
tion and measurement of risk-aware cultures within their 
organisations. In summary, directors and senior executives 
must put in a serious effort to understand the culture of their 
organisation.

What this governance issue means for the extractive 
industries in terms of its importance and size is that block-
chain risks and opportunities don’t jump in but keep a close 
eye on developments as they develop your sector: keep open 
to it. It will have teething problems. Professionalism, ethics 
and culture also need to be kept front of mind for direc-
tors. This issue could affect the extractive industries, both 
in the short and long terms, through the need for keeping 
professional in the business at their highest levels of pro-
fessional development, and if this doesn’t occur, then staff 
could become weak links in maintaining the reputation of 
an organisation in the sector. The issue could be addressed, 
both in the short and long terms, by companies measuring 
their corporate cultures and act on the findings of these on 
an ongoing basis. Encouraging or even supporting profes-
sional development, incorporating ethical training, would be 
another means of acting on these findings to ensure a strong 
bench of professionals and prospective leaders.

Risk

Cyber risks

During the forum, the topic of cyber risk was mentioned 
numerous times. The point was made that directors should 
remember cyber risk is not a technology risk. It is essentially 
a people risk. The Equifax cyber breach was referred to. 
Equifax, which owns the credit history data and personal 

information of 800 million people around the world, con-
firmed in late 2017 that the personal data of 143 million 
people had been hacked. This was a catastrophic breach 
of Equifax’s systems which it was found to be inevitable 
because of a cultural issue of disregard for cyber security 
policies and practices, in addition to Equifax’s reliance on 
employees who did not have appropriate education and train-
ing in information security.8

Phishing attacks are increasingly being “tailor made” 
to executives. This is easy to do with so much information 
about executives now readily available online via social 
media. Insurers are going to become more selective about 
who they will insure. Premiums for cyber insurance are 
likely to increase rapidly soon. While healthcare provides 
a critical industry where cyber risks must be kept first and 
foremost in the risk register, all business sectors and govern-
ments have vulnerabilities and must ensure risk oversight in 
this area is adequately resourced.

Common technology-enabled disruptive forces have been 
instrumental in significantly changing business models in 
unprecedented ways, including their risk profiles. Some of 
the high-profile risks in this area are big data, cryptocur-
rency, blockchain, artificial intelligence, remote working 
technologies, the sharing economy and crowdsourcing. This 
includes through converging technologies such as decentral-
ised and collaborative platforms, e.g. blockchain, the sharing 
economy and video conferencing.

What this governance issue means for the extractive 
industries in terms of its importance and size is that cyber 
risks will only continue to present a threat to operations 
and their supply chains. This issue (risk) could affect the 
extractive industries, both in the short and long terms, and 
operations and supply chain partners will need to continue 
to invest in cyber risk protection. Directors should also be 
skilled in this area of emerging risk and governance. The 
issue (risk) could be addressed, both in the short and long 
terms, through ongoing investment in preventing cyber 
attacks and by rigorous training across all levels of busi-
ness and regularly bringing in external expertise to advise 
the board and executives on preparation in the event of an 
attack (i.e. help to develop business continuity plans) and 
to enable best practice in prevention. It was recommended 
that penetration testing (of IT systems) be conducted regu-
larly. Organisations in the extractive sector are urged to look 
hard at the details of the coverage of their cyber risks in 
their insurance policies. This is an area where boards should 
seek external advice. Companies should be asking executive 
responsible for IT what risks are being identified and how 
are these being managed and where necessary reported.

8 According to external experts ICIT: http:// icite ch. org/ icit- analy sis- 
equif ax- ameri cas- in- credi ble- insec urity- part- one

7 For example, read the findings of the HIH Insurance failings in the 
inquiry into the same organisation from 2003. The full report of this 
royal commission is published here: http:// www. hihro yalcom. gov. au
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Risk ownership

Everyone in an organisation should be involved in risk iden-
tification and mitigation, not just those delegated with its 
formal ownership, e.g. directors, risk committees and risk 
managers. At the same time, people in organisations (con-
tractors or staff) need to be held to account for mitigating 
these risks. As was stated at the forum, “Individual risk 
events do not necessarily repeat but they do rhyme” was 
a point made by one of the presenters. Directors and risk 
managers should not forget about “long-tail” risks in an 
organisation such as contingent liabilities, remediation costs 
(environmental, financial, others), liability-related to leave, 
health costs and others. These could and often do manifest 
and cause current, operational problems. Success in the past 
(in governance and risk management) does not necessarily 
mean success it the future. Directors and risk managers need 
to keep sharply focused on emerging risks and the fitness of 
their organisation to manage them.

Other implications for risk and governance professionals 
are that organisations can’t eliminate risk, but they can miti-
gate them. But the classic 5 × 5 risk matrix is no longer fit for 
purpose. Rather the attendees were challenged to determin-
ing the quality of risk controls in place in their businesses 
and operations. Interestingly, according to the risk experts 
that presented, risks across organisations and sectors don’t 
change that much, but the quality of the controls do. Many 
of the insights from the forum were in this area (Table 5).

What this governance area means for the extractive indus-
tries in terms of its importance and size is that risks owner-
ship will need to be an important message to continually 
get across to internal stakeholders and suppliers. This issue 
(risk) could affect the extractive industries, both in the short 
and long terms, and operations and supply chain partners 
will need to continue to train their people and invest in the 
most appropriate and effective risk tools for their business 
and not assume standard packages will be suitable for man-
aging risks. Directors should also be skilled in this area of 
risk and governance. The issue (risk) could be addressed, 
both in the short and long terms, through ongoing invest-
ment in training, as well as culture development programs, 
and ensuring risk culture is measured in any employee 
survey that may be used in a business or organisation in 
the sector. In terms of quality of risk controls, there was a 

recommendation to start internally and start with actual risks 
and their controls and work backwards when mitigating risks 
in an organisation. This is a departure from traditional risk 
assessment processes.

Legal issues and fiduciary duties

Introduction

There are a range of laws that directly and indirectly impact 
on corporations. Directors and executives (officers) of a 
company should be aware of consequences of non-compli-
ance as these usually lead to direct personal liability. For 
example, many operational aspects of an extractives com-
pany will be influenced by changes in laws such as contracts. 
Individual directors need to be able to demonstrate that they 
are showing due diligence in relation to changes in the legal 
environment.

This is an evolving area of corporate regulation and risk 
and governance professionals can expect to see changes 
in the short- to mid-term. How regulators respond to the 
landscape of emerging risks is currently uncertain. In Aus-
tralia, the prudential regulator and corporate regulator are 
increasingly tightening the controls on banks for lending 
and introducing new advisory position papers on emerging 
risks including climate change. This is a signal that further 
regulation impacting upon governance and risk is likely in 
Australia.

Climate issues and emerging legal risk

In addition to the strategic issues regarding climate change, 
there are emerging legal risks associated with this risk. For 
example, the Hutley Opinion9 (“Climate Change and Direc-
tors Duties”), a significant legal opinion that was published 
by highly respected lawyers in Australia in recent years, 
has been an important step for clarifying responsibilities of 
directors and officers in Australia. Directors will be liable 
for failing to ask about the climate risks impacting their 
organisations. APRA, Australia’s prudential regulator, has 

Table 5  The following quotes capture the essence of the Governance and Risk Forum

“Wrong is wrong even when everyone is doing it. Right is right even if no one is doing it”
“Do the basics, do them well” and “Good risk done well is a proxy for good management”
“As risk managers and non-executive directors, be courageously authentic”
“The recent APRA report into the behaviour of CBA didn’t find out much new, but it has reminded us where the bar is”
“The future [of organisations and their governance] is about moving away from complacency”
“Individual risk events do not necessarily repeat, but they do rhyme”

9 Refer to the opinion here: https:// cpd. org. au/ 2016/ 10/ direc torsd 
uties/
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also come out with a position and has indicated that listed 
companies would be prudent to comply with the TCFD rec-
ommendations regarding climate risk disclosures.10 Over the 
past 3–4 years, corporate Australia has seen climate risk go 
from a niche issue to now being incorporated into guidelines 
referenced by our financial regulators. Climate-related risks 
present an upside too. Specific to climate-related risks are 
the following four examples which reflect changes that have 
occurred which are relevant in company director setting in 
Australia, and many of these examples are manifestations 
of what has transpired from the experience of Europe as it 
has systematically dealt with the issues of climate risk gov-
ernance and its critical linkage to financial stability (Fisher 
2020).

Few things will get the attention of a board director or 
company officer than the risks posed by strict liability. Non-
executive directors are particularly interested in matters that 
could result in laws being breached that have strict liability 
associated with them such as mine safety risks fall into that 
category. Though these changes in this section are relatively 
new and untested in the courts in Australia, they provide 
illustrative examples of how financial and corporate regula-
tors are turning their minds to climate-related risks and are 
likely to come into law in the near future as is evident from 
the European experience (Fisher 2020), for example, how 
the rule of law is changing in relation to climate risk and 

how these impact on the roles of directors. They don’t just 
apply to the extractive industry risks but have broad appli-
cation to corporate climate change risks and how directors 
should prepare for these.

There are four examples described here that illustrate how 
emerging thought leadership, regulatory notes and white 
papers and shifting positions from the director industry body 
are shaping the discourse at the board level and potentially 
will become a requirement for doing business in Australia. 
These examples, which were introduced at the forum and are 
from organisations that regulate and oversee corporations in 
Australia, illustrate that climate-related risks must now be 
dealt with as any other risk faced by an organisation:

1. The Australian Accounting Standards Board (AASB) 
and the Auditing Assurance Standards Board (AuASB)

2. The ASX (Australian Stock Exchange) Corporate Gov-
ernance Principles

3. The Australian Prudential Regulation Authority 
(APRA), the Reserve Bank of Australia (RBA) and Aus-
tralian Securities and Investment Commission (ASIC)

4. The Australian Institute of Company Directors (AICD)

Example 1 The Australian Accounting Standards Board 
(AASB) and the Auditing Assurance Standards Board 
(AuASB) updated its financial reporting requirements, 
expanding them to capture material financial impacts of 
climate risks in the financial reports of entities reporting 

Fig. 2  An overview of the TCFD model. Many aspects of the model show how climate-related food safety impacts can directly or directly 
impact the financial business models of food and related companies (source www. tcfd. org)

10 Refer to https:// www. fsb- tcfd. org.

232 T. Guerin

http://www.tcfd.org
https://www.fsb-tcfd.org


1 3

under its jurisdiction in late 2018. These are voluntary 
guidelines that provide the financial reporting profession 
advice as to how to consider material financial impacts from 
climate change on an entity’s financials. These have adopted 
the principles set out in standards that are now appearing 
internationally including the Task Force for Climate-related 
Financial Disclosures or TCFD, as well as the initiatives of 
investor groups. While voluntary in Australia, internation-
ally, the TCFD recommendations are becoming integrated 
into law. Many companies are now reporting against them 
including those in the extractive sector. The model of the 
TCFD is set out in Fig. 2.

Example 2 For the ASX Corporate Governance Principles 
4th Edition (published in February 2019), these are guide-
lines that Australian Stock Exchange (ASX) listed entities 
are required to comply to.

These principles state: “One of the key roles of the board 
of a listed entity is to monitor the adequacy of the entity’s 
risk management framework and satisfy itself that the entity 
is operating with due regard to the risk appetite set by the 
board. This includes satisfying itself that the risk manage-
ment framework deals adequately with contemporary and 
emerging risks such as conduct risk, digital disruption, cyber 
security, privacy and data breaches, sustainability and cli-
mate change. One particular source of environmental risk 
relates to climate change. This includes: 1. risks related to 
the transition to a lower-carbon economy, including policy 
and legal risks, technology risk, market risk and reputation 
risk; and 2. physical risks, such as changes in water avail-
ability, sourcing, and quality; food security; and extreme 
temperature changes affecting an organisation’s premises, 
operations, supply chains, transport needs, and employee 
safety”.

Many listed entities will be exposed to these types of 
risks, even where they are not directly involved in mining or 
consuming fossil fuels. The council would encourage enti-
ties to consider whether they have a material exposure to cli-
mate change risk by reference to the recommendations of the 
Financial Stability Board’s Task Force on Climate-related 
Financial Disclosures (“TCFD”) and, if they do, to consider 
making the disclosures recommended by the TCFD.

It is important to note that the council takes an “if not, 
why not approach” to reporting disclosures on all of its 
reporting requirements. These changes have implications 
for companies with extractives supply chains and therefore 
have vulnerabilities in relation to climate risks.

Example 3 The Australian Prudential Regulation Authority 
(APRA), the Reserve Bank of Australia (RBA) and Austral-
ian Securities and Investment Commission (ASIC) have all 
released statements and positions on climate-related risks. 
Companies in the value chain will be keeping a watching 

brief on all of these regulators now that they have signalled 
their concerns to the market. The following quote from RBA 
is important. It shows an expectation that companies should 
look at modelling different scenarios and time horizons to 
explore potential implications, not just “document static 
metrics”. This implies sophisticated analysis of climate 
risks.

“Financial entities should consider their need to be able to 
model the potential impact of CCR [Climate Change Resil-
ience] risks under different scenarios and over different time 
horizons, beyond mere documentation of static metrics. ….. 
it is incumbent on both APRA and its regulated entities to 
consider CCR risks, and put in place actions to mitigate 
those that could have a significant financial impact if left 
unaddressed”.

Example 4 The Australian Institute of Company Direc-
tor’s (AICD) updates for the past 3 years have highlighted 
climate-related risks as material matters boards need to 
consider routinely. Coupled with energy policy, and social 
licence issues, climate risk is now front and centre as an 
issue for board directors to consider. It is worth pointing out 
that the AICD is a conservative organisation and does not 
typically raise risk issues unless they have considered them 
to be real and critical for their members.

What this governance area means for the extractive indus-
tries in terms of its significance is that climate risks issues, 
and related regulatory pressure, will only increase over time. 
This issue could affect the extractive industries, both in the 
short and long terms, and operations and supply chain part-
ners will be increasingly impacted in a wide range of ways. 
One of these will ultimately be in gaining access to new ore 
reserves (or not) and shifting away from carbon-intensive 
assets and operations. The issue could be addressed, both 
in the short and long terms, through modelling of vulner-
abilities in the supply chain as well as examining the risks 
particular to a particular business’ financial and operating 
model. Directors need to understand what questions that 
they should be asking in relation to climate change. The 
overarching questions in relation to the board, non-executive 
directors and risk are:

• “Does our organisation’s approach to risk management 
demonstrate care and due diligence for the type and 
size of organisation that we as directors are govern-
ing?”

• “Does our approach to risk management create value 
or is it a tick and flick exercise?”

Further questions for directors in relation to climate 
change are provided in Table 6.
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Table 6  Questions that directors should consider asking of their organisations in relation to governance and risk issues

Aspect of 
corporate gov-
ernance

Questions relevant to boards and directors

Strategy Where are our people? What are they doing? Boards should ask what is the organisation’s digital strategy [not IT strategy] and 
does it, and will it, support what we do?

With what we are trying to achieve as an organisation, what impact will it have on the workforce including on their health and 
wellness?

How do we prove where our data is given the mobility of our workforce? How could assurance of this, or its absence, impact 
our relationship with customers and regulators?

What further advice and assistance may we need as a board to ensure we can give sufficient care and diligence to the wellbeing 
of our employees and contractors?

In relation to our culture, what is the tone that we are setting?
Does our corporate culture help to create shareholder value over the long term?
Does our culture increase our brand loyalty and therefore build our public reputation?
What interventions as a director and or governance and risk professional can we make to create or enhance our culture?
In what ways are we as directors informing ourselves about the organisation’s culture? Do we know what is driving behaviours 

that are creating the culture?
Are we disclosing our climate risks in a transparent and credible manner? What standard or recognised approach are we fol-

lowing?
What are our climate-related risks and opportunities and have we quantified these?
What vulnerabilities are we exposed to across our value chain?
Do we know how our organisation could be impacted under various future legal, market and other scenarios?
In what way are we protecting our balance sheet from stranded assets?
What contingency strategies do we have to protect our revenues in the event our supply chain is impacted negatively by climate 

risks?
Directors should ask management: How do we measure culture? What does positive culture look like?
What is the risk maturity of our organisation?
What part of our business or business model could be impacted if staff behaviours go unchecked?
How prepared are we as an organisation in a dramatically increased regulatory environment?

Finance In terms of its application, how do we solve today’s problems in our organisation with blockchain?
How do we as a board prepare for it?
Where is it going to go in our sector and how is its application likely going to impact our business’ sector?
Could blockchain disrupt our business or operating model? Will it likely destroy or create value in our industry?
In what parts of our business could the deployment of blockchain catch us unaware? Are we investing in sufficient research and 

development to ensure we remain ahead of this particular curve?
Risk In having risk discussions about issues, ask what must go right?

What are we afraid of happening as an organisation?
How may changes in the regulatory environment, including more regulatory supervision, impact your organisation’s business 

model?
What is the worst thing that could go wrong?
Are we leaving any critical issues undiscussed in the board room? Are we listening to the voice of our customers even where 

we think we are ahead of the market or have an issue under control?
Do we as an organisation have a digital strategy? If so, what is it? Does it align with our business and operating models?
As a director, have I understood the cyber risks to our organisation?
Are we monitoring cyber risks?
What cyber risks are we willing to accept as an organisation?
Are penetration tests being conducted routinely on our IT systems? If not, why not? If so, how vulnerable are we?
Do we have a cyber risk management plan in our organisation?
From a digital perspective, what innovation should we be looking to for solving our emerging business challenges?
What are the risks likely to be faced by my organisation emerging from disruptive technologies and disruptive forces more 

broadly?
How can our board be better prepared to address (prevent and mitigate) these risks?
Will our board have to change its composition?
To what extent should we as a board be advocating for research and control in the area of AI and how it applies to our business 

model and sector?
Are we as a board giving sufficient attention to the ethical issues related to disruptive and emerging technologies?
Are we (as a board) prepared to improve our risk management and risk oversight, or do we face the challenges of the next 

10 years in the digital age with what we’ve been doing over the past 10 years?
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Responsibility for culture

Directors are responsible for culture. Table 5 captures the 
essence of the forum and the sentiment of the presenters 
on this important issue of culture and governance. Good 
governance, risk culture and ethical behaviours help pro-
mote a more sustainable business model. This is especially 
relevant in a rapidly dynamic financial and governance 
landscape. The issues of governance, culture and ethics are 
neither readily observable nor measurable directly because 
they are mostly qualitative. From the regulatory supervisor 
perspective, this calls for the development of specific tools, 
for example, tools that can identify the factors that char-
acterise a bank’s governance and culture (Walter and Nar-
ring 2020). The Australian corporate regulator, ASIC, has 
taken a strong interest in how standards are set and the type 
of culture exhibited within organisations. Businesses must 
ensure that the customer is put at the centre of all culture 
conversations. Other recommendations at the forum were the 
need for a more rigorous view of non-financial risks.11 The 
regulator at the forum stopped short of mandating regulatory 
supervision at the board table.

The need for deep, cultural change across Australian 
organisations was the resounding message of the forum. 
It was reported that boards must define purpose, expected 
codes of conduct and how their remuneration policies are 
aligned with their stated risk appetite. Codes of conduct are 
usually more detailed than company values. An interesting 
insight and development at the forum was that a business can 
now predict and measure culture using algorithms (in other 
words in real time). This can lead to the identification of 
what were defined “culture carriers” who should be recog-
nised (in a positive way).12 The essence of this is the need for 

social belonging which was considered more important than 
the conventional wisdom espoused in Maslow’s hierarchy 
of needs. Management reports should include non-financial 
requirements.

What this governance area means for the extractive 
industries in terms of its importance and size is that cultural 
change will need to be an important message to continually 
get across to internal stakeholders and suppliers and other 
external stakeholders. This issue could affect the extractive 
industries, both in the short and long terms, and operations 
and supply chain partners will need to continue to support 
culture change efforts starting with awareness, through to 
survey, training and (potentially) exams through a relevant 
professional body. Directors should also be skilled in this 
area of risk and governance. The issue could be addressed, 
both in the short and long terms, through ongoing invest-
ment in culture development programs and ensuring risk cul-
ture is measured in any employee survey that may be used in 
a business or organisation in the sector (as mentioned under 
“Risk ownership”). Executives should prepare (or revise) 
codes of conduct and provide these for board approval. As 
pointed out during the forum, they must be more than a 
poster on a wall.

Conclusion

General

This article synthesises and highlights outcomes from key 
literature and a governance and risk forum that identified 
emerging risks for businesses and organisations. Governance 
and risk oversight is emerging as a critical issue for boards. 
Businesses are advised to undertake a focused review of 
non-financial risks, including corporate or organisational 
culture. The novelty of this short review is in the practi-
tioner perspective provided. A governance framework was 
presented followed by a discussion of recent developments 
in relation to elements of the framework. Emerging risks and 
opportunities around the changing nature of work, climate 

Table 6  (continued)

Aspect of 
corporate gov-
ernance

Questions relevant to boards and directors

Climate risk What are our climate-related risks and opportunities?
Do we know how our organisation could be impacted under various future legal, market and other scenarios?
How are we protecting our balance sheet from our assets becoming stranded?
Do we as an organisation know our pathway to zero emissions? Have we stressed tested plausible pathways?
What contingency strategies do we have to protect our revenues in the event our supply chain is impacted negatively by climate 

risks?
What do the two and 10 year outlooks say about how climate risks will impact our business model and operating model? Does 

the business’ strategy consider the projected outlook(s) or scenarios?

11 Managing Culture: A Good Practise Guide (https:// www. iia. org. 
au/ techn ical- resou rces/ publi catio ns/ manag ing- cultu re---a- good- pract 
ice- guide).
12 Refer https:// finsia. com/ insig hts/ news/ news- artic le/ 2018/ 05/ 10/ 
why- ai- is- so- impor tant- to- banki ng- and- risk- cultu re.
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change, blockchain and cyber security were also highlighted 
in this mini-literature review. These findings from the litera-
ture review and forum apply to the extractives sector as it 
undergoes challenges to transform.

While it is critical for executives to understand how their 
businesses work, it is equally, if not more important, that 
board directors also gain an understanding of the businesses 
and the risks that are emerging in the light of the expected 
influence of a changing climate and the overwhelming need 
to reform corporate culture. Boards typically consider all 
risks under the broad categories of operational, financial and 
strategic risk categories (as described through this paper). 
The questions developed from the literature and the forum 
provide a range of questions that will enable directors to 
probe deeply and broadly across the array of risks raised in 
this article.

Recommendations

For each of the risk and governance issues reviewed, sug-
gested actions for directors have been provided. Overall, the 
management implications of this review for extractives busi-
nesses are in the need for directors in the extractive indus-
tries to remain current with emerging regulatory, technical 
and investment sector changes and ensure executives are 
challenged on how the business is managing emerging risks, 
in particular, cyber and technology risks and those associ-
ated with corporate culture and climate change. These will 
require upskilling of directors and ensuring they are capable 
of engaging meaningfully with the many and varied govern-
ance risks now emerging in the extractives sector. Opportu-
nities for future research are in testing and further validating 
the risks identified in the paper and for businesses to ensure 
they have the management capability to address these risks. 
There is also considerable value in future research to pro-
vide deeper analysis of governance literature focused on the 
extractive sector.
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