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                    Abstract
This article deeply analyzes high-order (HO) Boolean masking countermeasures against side-channel attacks in contexts where the shares are manipulated simultaneously and the correlation coefficient is used as a statistical distinguisher. The latter attacks are sometimes referred to as zero-offset high-order correlation power analysis (HO-CPA). In particular, the main focus is to get the most out of a single mask (i.e., for masking schemes with two shares). The relationship between the leakage characteristics and the attack efficiency is thoroughly studied. Our main contribution is to link the minimum attack order (called HO-CPA immunity) to the amount of information leaked. Interestingly, the HO-CPA immunity can be much larger than the number of shares in the masking scheme. This is made possible by the leakage squeezing. It is a variant of the Boolean masking where masks are recoded relevantly by bijections. This technique and others from the state-of-the-art (namely leak-free masking and wire-tap codes) are overviewed, and put in perspective.
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                    Notes
	In the context of polynomials in variables \(L_0, \ldots , L_d\) over the field \(\mathbb {K}\) (e.g., \(\mathbb {K}=\mathbb {R}\)), our definition of multivariate degree coincides with the “usual” degree of polynomials in the algebra \(\mathbb {K}[L_0, \ldots , L_d]/(\prod _{i=0}^d L_i^2-L_i)\), also called sometimes the algebraic degree.


	A similar result had already been derived by Le and Berthier in [30], based on a development of the Kullback–Leibler divergence (alike Lemma 3) at order \(4\) obtained also by Cardoso in an earlier work of his [9]. Our result, given in Eq. (6), can be seen as a generalization at any order.
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Appendix A: Estimation of the noise level in hardware implementations
Appendix A: Estimation of the noise level in hardware implementations
This appendix presents a method to estimate the signal-to-noise ratio (SNR) from real traces. For the sake of illustration, we use traces gathered from an FPGA (Xilinx Virtex 5) soldered on a SASEBO-GII board [48]. The traces are captured from the electromagnetic field emitted by the FPGA by an oscilloscope with a bandwidth of \(6\) GHz. The FPGA is programmed with an AES, that leaks values \(Y\) that depend on the distance between two state values \(X\). The architecture of the AES is that described in [40] (but with the countermeasure inhibited): one round is computed for every clock cycle. For each of the \(16\)-state bytes (but the first line, invariant through the ShiftRows transform, that has a poor SNR), the SNR is computed at the last round. The definition of the SNR requires two notions:
	
                      1.
                      
                        the signal is the inter-class variance, i.e., \(\mathsf {Var}\left[\, \mathbb {E}[Y|X ] \right]\), whereas

                      
                    
	
                      2.
                      
                        the noise is the total variance minus the signal, i.e., the intra-class variance \(\mathbb {E}[\mathsf {Var}\left[\, Y|X \right] ]\).

                      
                    

The SNR (in power, i.e., squared) is defined as the ratio between the inter- and the intra-class variances (refer to [4, 36]). These values are plotted over time in Fig. 8 when \(X\) is the transition of the last round. It appears that the value of the “squared” SNR is about \(0.005\), hence \(1/\sigma ^2 \approx 0.005\), which means \(\sigma \approx 14\). This value of \(\sigma \), representative of million-gate parallel devices like FPGAs, is significantly larger than the noise that taints measurements over ASICs such as smart-cards. This definitely shows that the hypothesis of “large values” of \(\sigma \) in FPGAs is supported, all the more so as the designer can decide to further increase the noise variance by activating pseudo-random logic, as explained for instance in [27].

                  Fig. 8
SNR in power for an AES within a Xilinx Virtex 5 FPGA
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