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Abstract
Educational institutions are acquiring novel technologies to help make their processes more efficient and services more 
attractive for both students and faculty. Biometric technology is one such example that has been implemented in educational 
institutions with excellent results. In addition to identifying students, access control, and personal data management, it has 
critical applications to improve the academic domain’s teaching/learning processes. Identity management system, class 
attendance, e-evaluation, security, student motivations, and learning analytics are areas in which biometric technology is 
most heavily employed. A literature review is performed to present an overview of biometric technology applications for 
educational purposes, challenges that must overcome to implement biometric technology, and potentially foreshadowing 
trends effectively. The future seems promising for biometric technology; the biometric technology market is expected to 
reach a value of USD 94 billion by 2025 at a compound annual growth rate of 36%. New characteristics are under develop-
ment for commercial applications, such as vascular pattern recognition, ear shape recognition, facial thermography, odor 
sensing, gait recognition, heartbeat authentication, brain waves, and human body bioacoustics. The biggest challenge this 
technology must overcome is security and privacy issues, which must be addressed to fully develop the technology to its full 
potential. It is desirable that this literature review can provide researchers with a sound vision of the potential that biometric 
technology will have in education.

Keywords Educational innovation · Higher education · Biometrics · State of the art

1 Introduction

Educational institutions are transforming themselves to 
be more flexible and adaptable to respond to actual social 
demands. They are acquiring novel technologies to help 
them make processes more efficient and services more 
attractive for students and faculty (and society). Compe-
tency-based teaching is oriented to progressive and gradual 

learning of knowledge, skills, attitudes, and values, which 
requires real experiences in the educational process.

Generational changes have rendered it necessary for uni-
versities to understand and adapt to student’s requirements 
and expectations. Generation Z (GenZ), born in 1995, grew 
up during the technological revolution (internet, social net-
works, etc.). Thus, they are easily linked to the virtual world 
[14]. GenZ has some common characteristics: creativity, 
self-taught, multi-screen, and multi-tasking. Therefore, they 
represent a challenge for traditional education:

• 47% of GenZ spends more than 3 h a day on a video 
platform.

• 59% uses YouTube to learn.
• 39% prefer to attend a class with a teacher [52].

Their pragmatism distinguishes GenZ, adaptability to 
work conditions, and integration with other generations 
(Baby Boomers, GenX, and Millennials). This generation 
brings new challenges for education, new uses of technology 
(and new technology), new ways of teaching and evaluating, 
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and new digital platforms. These new educational tools and 
approaches have only been accelerated in response to the 
Covid-19 pandemic.

Educational institutions have implemented various tech-
nological tools, including virtual and augment reality, the 
internet of things, artificial intelligence, 3D printing, telep-
resence, blockchain, and biometrics [28]. However, the last 
one is gaining the attention of the educational community 
as biometric identification systems are becoming popular.

Biometric “is the science of analyzing physical or behav-
ioral characteristics specific to each individual to authenti-
cate their identity.” In a few words, it measures the human 
body. This technology can measure physiological (e.g., fin-
gerprints, vein patterns, iris, retina, the shape of the hand 
and shape of the hand) and behavioral traits (e.g., voice rec-
ognition, gait, gestures, the sound of steps, and signature). A 
combination of characteristics can also be made as a multi-
modal biometric, which improves measurement confidence. 
Such combinations could be face and fingerprint, face and 
iris, etc. The main benefit of biometric technology is that it 
collects unique human characteristics for each person [64].

Biometric systems have characteristics that allow for 
their use in different domains. Several government initia-
tives (e-passports, e-driver’s licenses, border management, 
and national identifications) are being implemented using 
advanced biometrics. The banking sector has improved 
security by using biometric technologies (fingerprint scan-
ners, facial/voice recognition, etc.) to track its customers. 
Banks also use biometrics to authenticate and protect cus-
tomer’s financial data; it is a long-term market change. With 
the Internet of Things (IoT), collecting and storing patient 
data in hospitals has become easier/safer; however, biom-
etric technology can significantly improve. Biometrics can 
improve essential aspects such as patient’s identity and sup-
port with real-time information to offer adequate medical 

services. Facial recognition, iris, and finger scanners are 
examples of biometric technologies used to access or con-
trol a patient’s data.

Regarding the security and privacy of patient data, biom-
etrics helps in monitoring and documentation. The produc-
tivity of medical personnel (nurses, doctors, etc.) can also 
be monitored using biometrics. The hotel industry is adopt-
ing this technology to achieve a strategic differential in this 
highly competitive sector. This technology (fingerprints or 
facial/voice recognition) allows hotels to efficiently automate 
guest’s identification and access and make their stay more 
comfortable and safe. Using biometric technology, the entry 
in the migration processes in airports can be accelerated 
while maintaining security. Many systems use fingerprint 
scanners, a very efficient and safe tool. Many retailers rely 
on biometric technology (facial recognition) to prevent theft 
or promote customer-related items based on their views and 
interests in a product (Sharman, n.d.). There are platforms 
such as elBio that are built to teach students about biometric 
technology. This system introduces the field through a tuto-
rial, and real interactions with verification and identification 
processes are performed [59]. Hand geometry systems are 
helpful to allow access to university systems [51].

Biometrics is not a new technology. This science dates 
back to ancient Egypt, where pharaohs relied on height 
measurements to verify their identity. They also authenti-
cated the decrees they issued by adding their fingerprint to 
a document and their signature [4]. Figure 1 indicates the 
criteria that must be met for a physiological or behavioral 
attribute to be used as a biometric trait [33].

A classification of the characteristics measured with 
biometric systems is presented in Table 1 [68]. In addition, 
feature sets are included between brakes [].

Biometric technology is also used for recognizing 
individual human identities, including DNA, retinal, iris, 

Fig. 1  Criteria of a biometric 
trait
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voice, facial images, fingerprints, and handprints. It scans 
one of the above characteristics and compares them with 
stored data. The most common features used are finger-
prints and iris. Fingerprints are likely a standard method 
because fingerprint scanners are relatively inexpensive 
[40]. Fingerprint scanners are applied in everyday activi-
ties, such as access control and vehicle driver license reg-
istration. Research in iris biometrics has accelerated since 
2001, with its peak occurring in 2006.

Features such as the face, voice, and retina are also 
employed. Face biometrics is fast, inexpensive, and non-
intrusive. It is also a robust technology that is not heav-
ily influenced by the environment. Researchers have also 
been working on voice systems to understand the personal 
encoding of natural languages. In addition, voice biomet-
rics can work with standard telephones, making it a ver-
satile option [77].

Behavioral biometrics provide several advantages over 
traditional biometric technologies (iris, fingerprint, hand-
prints, etc.). They can be collected non-obtrusively or 
even without the knowledge of the user. The collection 
of behavioral data often does not require any specialized 
hardware and is very cost-effective. While most behavio-
ral biometrics are not unique enough to provide reliable 
human identification, they have been shown to give suf-
ficiently high accuracy identity verification. Unfortunately, 
this type of biometric is not as popular as traditional 
biometric systems. The reason could be that behavioral 
characteristics are not exact enough to identify people. 
However, they have many advantages, such as analyzing 
people in their routine activities and collecting information 
that includes a time dimension. The behavior is quantified, 
and results are used to verify the identity of the person. 
Some behavioral biometric examples include facial fea-
tures, email behavior, game strategy, lip movement, mouse 
dynamics, painting style, programming style, signature/
handwriting, storage activity, and systems calls [75]. 
Biometrics can also be used for verification or identifica-
tion processes. In the former, a person that claims identity 

is verified or rejected. An unknown sample is matched 
with the stored data [5].

A basic biometric system is a pattern recognition system 
that matches the acquired image’s salient or discriminatory 
features with stored image’s features. It comprises five main 
modules, contained in Fig. 2 [19, 68].

A biometric system works in verification or identification 
mode. In the verification mode (or positive recognition), a 
user submits the biometric trait and particular identity to 
the confirmation system. The recognition system validates 
or voids the user’s claim by comparing (one-to-one) the 
proposed biometric feature and stored biometric feature 
associated with the identity. In identification mode (or nega-
tive recognition), the system tries to recognize the user by 
comparing the submitted biometric feature to all the stored 
biometric features in the database by making (one-to-many) 
comparisons without a specific identity claim.

The recognition systems based on the measurement of 
a single biometric modality cannot guarantee 100% accu-
racy, as shown in Table 2 [68]. This is due to several fac-
tors: (1) noisy data, (2) class variation, (3) distinctiveness, 
(4) non-universality, and (5) false identity. One solution to 
this challenge is to use multiple and independent biometric 
modalities that offer more robustness in precision. A multi-
modal biometric system may involve multi-sensors, multi-
algorithms, multi-instances, multi-sample, multimodal sys-
tems. This approach could be serial or cascade mode and 
with different fusion levels: sensor, feature, matching score, 
or decision.

Multimodal processes are done through different devices/
sensors that can be used to collect biometric data; these 
include: (a) cameras for facial or iris recognition, (b) scan-
ning devices for fingerprint recognition, (c) smartphones 
and laptops for fingerprint recognition, (d) telephones and 
microphones for voice recognition, (e) special tablets and a 
digital pen for signature recognition, and (f) keyboard device 
for keystroke dynamics [15, 16].

The biometric market is expected to reach a value of USD 
94 billion by 2025, at a compound annual growth rate of 

Fig. 2  Composition of a biom-
etric system
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36%, during the next 5 years. This is due to a paradigm shift 
in commercial discourse, seeking new comprehensive solu-
tions, more privacy, and fewer security threats. Vendors of 
biometric solutions include: JayPeetek Inc.,  SecuGen® Bio-
metric Solutions, onClick® Corp, etc. which offer biometric 
mice [40], Gladstone Education offers identity management 
systems; Squidcard provides a cashless payment system 
using fingerprint; Voice Commerce offers voice authentica-
tion services [23], and Newcastle-based ievo Ltd is a pro-
ducer of advanced biometric fingerprint readers who is very 
demanded by schools and also nurseries [18]. The benefits of 
using biometric systems vary, including increased security, 
increased convenience, reduction of fraud, and delivery of 
enhanced services [77].

A literature review is performed to present an overview of 
biometric technology applications for educational purposes. 
The paper outline is as follows: Sect. 2 describes the appli-
cations biometrics offers in the academic field. Section 3 
presents the challenges that must be overcome to implement 
the technology under consideration effectively. Section 4 
presents the trends that are foreseeing. Finally, Sect. 5 con-
cludes the paper.

2  Applications in education

Biometrics technology is gaining momentum. In 2001 the 
MIT Technology Review considered biometrics a world-
changing emerging technology [59]. Biometric technologies 
are disrupting several industries and sectors. General appli-
cations include its use for recreational activities, such as in 
Disneyland. It can also be used for replacing password sys-
tems. Innovative devices have also been developed, such as 

a mouse that recognizes the fingerprint of its owner. ATMs 
also use this technology [40].

There is also another exciting field of biometrics, in which 
the emotional and cognitive state of people are detected. 
This can be used to monitor student’s behavior/emotions 
and change the educational process appropriately. For exam-
ple, researchers argue that boredom negatively influences 
learning, whereas engagement improves learning outcomes; 
biometric sensors have been used to measure electrodermal 
activity, skin temperature, and heart rate, all good predictors 
of emotions [73]. Biometrics allows academic institutions to 
save time, money and also improve educational and non-edu-
cational activities. They also offer convenience, safety, and 
security. Various applications are identified: school access, 
control of attendance, food service, access to library and 
media center, bus transportation, control staff time, among 
others (Fry and Dunphy, n.d.). In addition to identifying stu-
dents, access control, and personal data management, it has 
critical applications to improve teaching/learning processes 
in the educational domain, Fig. 3.

2.1  Identity management system

Biometric person recognition systems share many issues and 
challenges with other pattern recognition applications like 
video surveillance, speech technologies, human–computer 
interaction, data analytics applications, behavioral modeling, 
or recommender systems. Identity Management Systems 
(IMS) are platforms where a permission device gives access 
to a specific service. These are used in education to provide 
access to a given product or service or for electronic regis-
tration. Passwords are very unsafe and sometimes created 
to be easy to remember. Biometrics are used in this area for 

Table 2  Standard accuracy for different biometric modalities

Biometric modalities Accuracy (%) Applications

Fingerprint 99.9 Border Control (BC), Forensics (F), Criminal Identification (CI), Access Con-
trol (AC), Computer Logins (CL), E-Commerce (EC), Welfare Disbursements 
(WD), Missing Children Identification (MCI), IdCards (IC), Passports (P), 
User Authentication (UA) on mobile devices, Time and Attendance Monitor-
ing Systems (TAMS)

Iris BC, CI, AC, CL, EC, WD, MCI, IC, P, TAMS
Vein pattern 99 AC, EC, UA
Retina BC, CI, access control in susceptible installations
Palmprint > 95 AC, EC, CL, UA, TAMS
Hand geometry
Face BC, F, CI, AC, CL, EC, WD, MCI, ID, P, video surveillance, crowd monitoring
Ear AC, EC, CL, TAMS
Voice > 90 AC, EC, CL, UA
Keystroke dynamics CL, UA
Gait Video surveillance, F, CI from video sequences, UA
Signature AC, CE, CL, e-banking
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security reasons, as it can grant access to a given system 
to only authorized persons, identified by their physical or 
behavioral characteristics [59]. Fingerprint cards are already 
used in schools for students that acquire free meals in coffee 
shops [23]. Indeed, the use of fingerprints is a common prac-
tice from elementary school to universities/research centers.

Nita and Mihailescu [48] proposed a secure e-learning 
system based on biometric authentication and homomorphic 
encryption exploiting cloud computing. Additionally, this 
proposal predicts if he/she would pass a final exam based 
on past data of the user’s behavior (using biometrics data).

2.2  Class attendance

With biometrics, the attendance of students to a given class 
can be accelerated. This is advantageous since time devoted 
to taking attendance is reduced. Also, a more accurate reg-
istration process can be performed, diminishing errors [9]. 
This technology also enables identifying causes and patterns 
of absence, and the behavioral characteristics of students can 
be correlated with class achievement. Analysis of absence 
between year groups and groups of individuals can also be 
performed. Universities can also use this technology to track 
students [60].

The University of Sunderland London Campus is already 
using this technology to report class attendance. They use 
a portable device that has a fingerprint sensor. When stu-
dents enter the class, they put their fingers on the device 
to easily register their presence. In India, Delhi University 
uses this system to track professors’ attendance to class [10]. 
In addition, researchers used a biometric fingerprint device 
to improve active class participation in those classes that 
consist of a pure lecture. It was combined with a reward-
ing activity resulting in improved student engagement and 

class results [32]. Finally, this technology can also be used 
in online activities or education to manage time effectively 
[29].

2.3  e‑Evaluation

The submission of e-exams is a relatively new use of biom-
etrics (i.e., since 2017). However, research in this area has 
been headed by international organizations such as the Euro-
pean Union with its project Adaptive trust-based E-system 
Assessment for Learning. In these projects, 17 European 
organizations use keystroke and facial recognition technol-
ogies to identify university student’s identities and reduce 
cheating [25].

Fingerprint recognition can be used for students to take 
online exams. In this case, learners must verify their identity, 
and only after that, the exam can be shown on the screen. 
This can be done by identifying them through facial, iris, or 
voice recognition. Either the characteristic used, a student 
sample must be first taken to perform the matching process 
[15, 16].

Biometric systems (finger scans) to verify the identity 
of IELTS test takers have been implemented globally. As a 
result, IELTS is available in over 900 locations in 130 coun-
tries, making the British Council and IDP IELTS [10].

2.4  Security

Biometrics is a useful technology to identify students and 
ensure no outsiders either in class or on the university’s 
campus. On the other hand, this technology can be used 
in combination with surveillance cameras to detect stran-
gers. In addition, a blocking protocol can be activated in 
an emergency on campus to ensure that no one enters or 

Fig. 3  Biometrics in the educa-
tional domains
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leaves. Using identification chips (based on radio frequency) 
and combining them with intelligent data, students can be 
located to guarantee their safety. Biometric systems can 
also limit access to computers, emails, websites, and other 
restricted educational tools (assessments) [29]. Finally, stu-
dents’ presence on campus can be tracked by knowing at any 
time where they are, when they arrived and left, and where 
they went [18].

Higher Education is becoming one of the most popular 
targets for cyberattacks because universities have relatively 
open networks. For example, universities have several 
wireless networks that connect their areas using multiple 
bandwidths; these multiple networks lead to an output that 
contains student data (payment information, social security 
number, personal addresses, etc.). Additionally, universities 
must comply with various laws to protect student data; these 
law’s guidelines may restrict the institution’s IT infrastruc-
ture or leave it vulnerable to hackers (Bio-KeyTM, n.d.).

The computer industry is changing rapidly, and people 
are pushing toward a new technological system buying the 
latest editions of phones and computers. However, inex-
perienced users coming into technology rapidly, many of 
them could unintentionally expose information without real-
izing it. An inexperienced user can potentially be subject to 
scams, spoofing, and phishing because the university net-
work allows hackers to enter and exit a system without being 
detected swiftly. Educational institutions establish an open 
network architecture with multiple access points; if someone 
misplaced their cellular phone, a hacker could potentially log 
into the system and access the entire mainframe.

If intellectual property (patents, documented permis-
sion) is stolen, it could cost the institution a large amount 
of money. Faculty and student personal identification are 
available; it includes healthcare, credit card/payment, etc. 
Also, students and faculty have highly sensitive data (bank 
accounts, personal addresses, etc.). There are many gov-
ernment regulations that Higher Education institutions 
must follow. Still, in doing so, they expose themselves 
to a possible attack that they cannot stop due to the regu-
lations. Cyber attacks in Higher Education date back to 
2002, Table 3 [41]. The hackers’ goal remains personal 
data, social security numbers, financial information, open-
ing up a new credit card, collecting tax refund, etc.

Biometrics enable body-based security—a technology 
that authenticates identity based on physical characteris-
tics such as fingerprints, irises, facial structure, voice, and 
even gestures. Fingerprint authentication (the most com-
monly used biometric technology) is based on a unique set 
of identification. Instead of using a passcode, only one per-
son can log into a system using this biometrics technology. 
Students can start using their fingerprints as their creden-
tials for several reasons: (a) the authentication rarely fails, 
(b) fingerprints do not rely on memory, (c) rapid system 
recognition of the fingerprint. By establishing fingerprint 
authentication, biometrics can protect network architecture 
and access to other areas. Biometrics is going to be the 
most powerful technology against cyber-attacks in Higher 
Education.

Table 3  History of cyber attacks in higher education

Year University Description

2002 Yale University The first cyberattack in higher education was by hackers from Princeton University; the 
goal of espionage was information about admission decisions

2004 California Universities About 2,000,000 records were stolen through 3 infractions. Personal data was the main 
target

2005 University of Hawaii A previous librarian stole the personal data of 150,000 students, staff, and library patrons to 
obtain loans

University of Utah About 100,000 names and social security numbers of former employees were stolen from 
databases

2006 UCLA The cyberattack resulted in the loss of around 800,000 records of faculty, staff, parents, and 
student applicants

2007 Florida A&M University Three hackers used keylogging software into the PeopleSoft system to steal passwords; the 
goal was changing the grades

2008 The size of cyberattacks into the PeopleSoft system increased significantly—10 times
2012 University of Nebraska A student accessed the database, critical information of 654,000 students and employees 

was accessed
2013 Massachusetts Salem State Univ The goal was personal data
2014–2016 The frequency of security violations affecting universities multiplied by almost ten [71]
2017 The number of cyber-attacks increased to almost 400
2018 More than 300 universities worldwide Nine Iranian hackers accessed 31 TB of valuable intellectual property and data
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2.5  Understand students’ motivation and academic 
progress

In addition to knowing the course’s educational content, a 
good teacher must know their students very well and identify 
their cognitive status to guide the teaching–learning process 
properly. For example, if the teacher determines the student’s 
commitment or motivation, he can use different educational 
strategies to optimize the teaching process. However, when 
the educational process is done remotely, and for many stu-
dents, automated system’s support is required. This is where 
biometric technology opens up an excellent opportunity to 
develop strategies that help detect student’s cognitive states.

Due to their influence on learning, emotional states play 
a crucial role in education in general. Boredom has been 
shown to influence learning, while engagement can posi-
tively improve learning outcomes. Frustration and confu-
sion can positively affect learning if the student can resolve 
these states. Estimating prediction in real-time of student’s 
affective states is a research topic of great interest due to its 
benefits through different intervention strategies [24]. The 
collection of appropriate biometric data and the analysis 
of physiological and behavioral patterns during a learn-
ing experience can help introduce proper interventions to 
improve the learning experience as the main hypotheses in 
this domain.

Biometrics provides an objective measure of the physi-
ological reactivity of users that is used to infer affective 
states. Electrodermal activity, skin temperature, and heart 
rate showed high performance as predictors of emotions [34, 
35, 55]. Wampfler et al. [73] predict a student’s affective 
states (while solving math exercises) using arbitrary writing 
and drawing assignments (based on stylus data).

A low-cost mobile setup to detect student’s affective 
states (non-intrusive and minimum issues related to privacy) 
is proposed. The system considers bio-sensor data from skin 
conductance, heart measures, and skin temperature with 
handwriting data recorded by a stylus to predict student’s 
affective state in a valence-arousal space of emotions pro-
posed [54]. Valence describes how much emotion is per-
ceived as positive/negative, and arousal represents the emo-
tion’s intensity. The circumplex model has two dimensions 
representing affective states in terms of valence/arousal. 
The circumplex model has the leading eight affective states 
(Arousal-0o, Excitement-45o, Pleasure-90o, Contentment-
135o, Sleepiness-180o, Depression-135o, Misery-270o, 
and Distress-315o). The pleasantness-unpleasantness and 
arousal-sleep dimensions account for the significant pro-
portion of variance; the dimensions of the effects are bipo-
lar; any effect could be defined as combining pleasure and 
arousal components. Recorded stylus and bio-sensor data are 
preprocessed, and the relevant features are extracted to train 
a classification model (using the Random Forest algorithm) 

for the specific affective regions. Early results are very prom-
ising and practical; however, more experiments and valida-
tions are required to have overall effects in other knowledge 
and educational settings.

Dafoulas et al. [13] used a range of sensors measuring 
critical data from individual learners, including heartbeat, 
emotion detection (anger, disgust, fear, happiness, sadness, 
and surprise), sweat levels, voice fluctuations, and dura-
tion/pattern of contribution via voice recognition. Employ-
ing biometrics for supporting assessment, facilitating, and 
enhancing learning experiences in collaborative learning.

Smart biosensors and cameras (infrared) can identify and 
track students, diagnose their behavioral state (body lan-
guage and eye contact) and their peer’s actions. This can 
aid in making opportunely changes in the teaching–learning 
processes and improve students’ results. Also, online stu-
dent engagement diagnosis will help teachers use the needed 
teaching strategies and technologies to optimize student’s 
learning.

Many scientific projects have been developed to investi-
gate and estimate student’s cognitive states during the teach-
ing/learning processes, based on data and evidence using 
biometric technology. With this information, the educational 
process can be optimized. Preliminary results are reason-
able; however, research must continue to obtain general, 
practical, and valid conclusions in different domains. Based 
on biometric technology, it is possible to assess a student’s 
academic progress and customize strategies to help him 
achieves his goals [29].

2.6  Biometrics in learning analytics

Learning Analytics is defined as measuring, collecting, ana-
lyzing, and reporting data about students and their learning 
contexts to understand and optimize the learning process and 
the learning environment [58]. Learning Analytics is an area 
of technology-enhanced learning, Big data, cloud technolo-
gies, virtual reality, brain-computer interface are some of the 
technologies that powered Learning Analytics.

LA benefits are: (1) prediction of student performance, 
(2) personalized student experience, (3) student confinement 
increases, (4) improves e-learning systems, (5) enhances 
cost-efficiency. To achieve these Learning Analytics benefits, 
it is necessary to collect data from various sources. Many 
data sources vary among many fields, including written or 
online surveys, interviews, students’ opinions, improvements 
suggestions, web tools, and more sensitive data: biometric 
data. The focus is on biometric data due to the recent tech-
nologies and devices that enable collecting and analyzing 
such data [15, 16].

Social Network Analysis, GISMO (student-monitoring 
tool), CourseVis (learning management system), Contextu-
alised Attention Metadata, LOCO-Analyst, Social Networks 
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Adapting Pedagogical Practice (SNAPP), Honeycomb, 
Gephi, sense.us, Signals, and GRAPPLE Visualisation Infra-
structure Service (GVIS) are some of the Learning Analytics 
tools that have been developed over time [20].

Secure access to information and data privacy of learn-
ers’ data shall be provided as one of the essential issues that 
biometric-based systems can quickly solve. Brain-Computer 
Interface (BCI) is a direct communication channel between 
the human brain and a computer. BCI is a Human–Computer 
Interface branch oriented towards research human cognitive, 
sensorial, or motor functions [38]. EEG-based BCI can help 
focus student attention and memory retention. It can also 
measure affective states and adapt the challenge difficulty 
to the learner’s emotions or even measure the engagement 
level. This area can improve learning and opens up a large 
area of research to help people with disabilities.

Over time, tracing Learning Analytics development 
highlights a gradual shift away from a technological focus 
towards an educational focus. Factors driving the growth of 
Learning Analytics:

(a) Big data: Significant amounts of learner activity take 
place, and records are distributed across a variety of 
different sites with different standards, owners, and 
levels of access.

(b) Online learning: Learning online offers many benefits, 
but it is also associated with problems.

3  Challenges

The growth of biometric systems has exponentially devel-
oped in education and other application areas; however, 
some opportunities and challenges must be considered to 
ensure good results.

3.1  Users reluctant to use the technology

As biometrics is relatively new, users might be reluctant 
to use it. It could pose various problems such as wide vari-
ance when measuring characteristics, affecting the system’s 
performance. Cultural and social issues must be taken into 
consideration when designing a biometric system. If not, 
any initiative can fail. People could be reluctant and fearful 
of using these systems due since they collect personal infor-
mation. Also, people may be afraid of acquiring a disease if 
using, e.g., a fingerprint apparatus (because of the Covid19 
pandemic). Some persons might be fearful of how their pho-
tographs taken from recognition systems will be managed. 
Biometric systems that track employee’s movement seem 
beneficial for the employer but intrusive for the worker [51].

3.2  People that can develop solutions and use 
the technology

For this technology to advance, it is necessary to educate 
future engineers in this technology well. This is important 
for developing commercial products that are attractive, use-
ful, and at the same time, solve social problems. This could 
be achieved by incorporating knowledge regarding the tech-
nology in the curriculum of Information Technology univer-
sities programs. Several universities are already doing their 
part. For example, West Virginia University offers the first 
undergraduate program in biometrics; people who acquire a 
Bachelor of Science degree in Biometric Systems.

On the other hand, the University of Hertfordshire in the 
UK has already created a Master’s Degree course in Biom-
etric and Cybersecurity. However, as this is a new field of 
study, it isn’t easy to transmit knowledge effectively. There-
fore, some researchers suggest the use of simulation tools.

3.3  Confiability

Biometric recognition is based on statistics; i.e., it does not 
perform a yes or no decision but provides a match score. 
This can cause the system to present errors given access 
to an incorrect person [59]. Environmental issues can also 
cause errors in the system. Temperature, humidity, and illu-
mination conditions are some of the factors that can influ-
ence a biometric system to fail. In physiological recognition, 
there can be errors during the process, e.g., a student’s voice 
can be altered due to sickness or a noisy environment during 
the recognition. Performance errors that can be mentioned 
include computing good quality images, the composition of 
the population, and the robustness of recognition algorithms 
[68].

3.4  Privacy issues

Biometric systems have the potential to collect a vast amount 
of information about people. Privacy is a concern that stu-
dents and parents have regarding the use of biometric sys-
tems in schools. For example, finger and palm print bio-
metric can track individual’s dietary habits, which can be 
intrusive. In 2002, schools in the UK began to scan finger-
prints of children without asking for parental consent. These 
are some of the events that make the academic community 
have fear mainly about the uses that the data collected will 
have [9]. However, there are biometric systems that do not 
necessarily store images of the characteristics being used. 
For example, in fingerprint recognition, a number is given 
to a student’s fingertip when the first pass in the biometric 
device. The number is again generated for subsequent reads 
and compared with the numbers stored, identifying the stu-
dent if there is a match [60]. In e-learning, where a person 
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can learn at every moment, it is crucial to ensure that the 
personal data collected is safe and provides a personalized 
experience [15, 16]. Therefore, biometric systems should 
incorporate privacy-protective solutions in their architecture. 
These should allow a system to work appropriately and give 
the users confidence and keep personal information safe 
[77].

3.5  Improvement of biometric technology

Biometric sensors should provide high-quality data that meet 
standards in mobile and challenging environments. Also, 
these should work by collecting data from faraway places, 
i.e., at a distance. Biometric systems should be increasingly 
accurate regardless of the environment in which they are 
doing [77]. Matching algorithms should also be improved, so 
they work in the presence of imperfect segmentation, noisy 
features, and signal variance. On the other hand, the tech-
nology should be robust enough to face attacks that include 
falsified biometric traits [51]. These systems are vulnerable 
due to their components, such as capture devices, commu-
nication channels, and databases. It is essential to improve 
these issues to work efficiently enough [62].

3.6  The new reality after CoViD19

Humanity before the Covid19 lockdown now seems to have 
passed a lifetime, and the psychological impact of what we 
are currently experiencing is likely to be enormous, even 
incalculable proportions. Facial recognition was promoted as 
one of the significant changes brought about by the corona-
virus pandemic. To counter-balance identification problems 
due to partial face concealment, biometric Machine Learn-
ing and Artificial Intelligence algorithms are being pushed 
to the next evolutionary step [11].

CovidTech is a new technology and data movement due to 
the coronavirus pandemic. CovidTech constitutes the broad-
est and most profound period of agile technology and data 
development involving personal data processing.

There are two critical issues at CovidTech: epidemiology 
and exit strategies from the lockdown. Facial recognition is 
a crucial part of CovidTech. For example, buses in China 
have facial recognition systems that are combined with bus 
thermometers. Russia redesigned its facial recognition tech-
nology. Apps are being developed in Poland and India to 
allow people to upload selfies to contribute to the facial rec-
ognition system. Contact tracing is a proven epidemiological 
technique that has worked successfully in other health emer-
gencies. These are only some examples of the CovidTech 
solutions that have potential in Higher Education Institu-
tions, but there are certainly some contact-based Biometrics 
that no have room now. However, there are legal issues of 
use and scope that have not yet been resolved (Room, 2020).

3.7  Some societal and ethical issues

Technology improves the limits of our abilities but chal-
lenges our moral boundaries. Biometrics technology is 
part of our day; for example, through brain implants, social 
networks like Facebook, etc., using big data and emotion 
recognition, some systems learn to behave like humans 
[69].

Biometric systems allow the use of unique physical 
characteristics for verification or identification purposes. 
But, they invade our socio-cultural world, generating some 
social and ethical issues. Today, most public and political 
interests focus on privacy (especially personal data pro-
tection) and digital security. An analysis of the scientific 
literature on biometric systems revealed several recurring 
themes: privacy, security, autonomy, justice, human dig-
nity, control of technology, and balance of powers. The 
various ethical and social problems manifest themselves in 
different ways. We will briefly comment on some examples 
to raise awareness of this issue (Royakkers et al., 2018).

Concerning privacy, biometric technology requires a 
minimum amount of information to determine if some-
one has the right to enter a building. On the other hand, 
because biometrics can identify sensitive data, control-
ling what happens to that information can be difficult, 
especially now that the technology has reached the stage 
of being applied in many more devices and situations. In 
the example of access to a building, the identity is not 
revealed; the verification can also be done by comparing 
someone’s biometric characteristics with the information 
already stored about that person. Thus, biometrics is an 
excellent way to demonstrate legitimacy while maintain-
ing privacy.

One application of biometrics is facial recognition and 
identification used in police investigations; this is regulated 
by law. This highly sensitive information must be stored 
securely, as biometric data can contain health (risk) and 
ethnicity. You don’t want an insurance company to get hold 
of the information. An iris scan can determine diabetes or 
high blood pressure. Fingerprint irregularities can indicate 
leukemia or breast cancer.

The next generation of biometrics not only gives an idea 
of "who are you" but also answers the question “how do 
you feel” [45]. Emotion recognition technology provides 
information about people’s mental state by examining peo-
ple’s automatic non-verbal comments without knowing it. 
For example, specific walking, grimacing, and other facial 
expressions can reveal something about a person and their 
behavior [17]. Unfortunately, a biometric system can mis-
classify and stigmatize someone as a terrorist, criminal, or 
unreliable individual. This can lead to revoking the presump-
tion of innocence, this stigma likely stays with that person 
[61].
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4  Biometric educational trends

Fingerprints, faces, and iris are well-known and consolidated 
biometric technologies; newer biometrics emerging for dif-
ferent applications include higher education. Although some 
technologies began to develop many years ago, they have 
not achieved the proper application level. A brief review is 
presented with some applications, Fig. 4.

4.1  Vein/vascular pattern recognition

Vascular pattern recognition (vein pattern authentication) 
uses near-infrared light to reflect images of a person’s blood 
vessels. The vascular pattern of humans is unique and does 
not change over the years. The potential for using this tech-
nology lies in obtaining trans body images and the possi-
ble applications of optical computed tomography scanning 
[56]. This technology uses subcutaneous blood vessels on 
the back of the hands or fingers due to their easy access 
since the near-infrared rays generated by a bank of LEDs 
can penetrate the skin on the back of the hand. Due to the 
difference in absorbance of blood vessels and other tis-
sues, reflected near-infrared rays produce a vascular pattern 
extracted by various image processing techniques. Different 
feature-rich data (vessel branch points, vessel thickness, and 
branch angles) are extracted and stored as a template. Some 
disadvantages of this vein / vascular technology could be 
that (a) the quality of the captured image can be affected by 
body temperature, ambient temperature, humidity, uneven 
heat distribution, heat radiation, the proximity of the vein to 
the body surface, camera and focus calibration, and (b) this 
technology is invasive, which can be a significant limitation, 
especially in times of pandemic.

Compared to other biometric scanners, palm vein rec-
ognition technology has reduced false acceptance/rejection 
rates; improves the speed and security of endpoint contact-
less authentication [50], mainly due to the continuous devel-
opment of the sensors used. A biometric finger vein scanner 
using infrared light and a CMOS image sensor in a specially 
designed system to reduce optical background noise in vein 
images are commercial solutions [8]. In addition, NASA 
developed a new subcutaneous structure imager that can 
locate veins in humans, Compared to the state of the art 
vein imaging; it has several characteristics [72].

4.2  Ear shape recognition

The use of ear imaging to identify people occurred more 
than 100 years ago. There are three methods of imaging 
the ear for identification: (a) taking a photograph, (b) tak-
ing marks, and (c) taking thermographic images of the ear. 
The essential parts of the ear for identification purposes cor-
respond to the outer ear and the earlobe, but the structure 
and shape of the entire ear are also often necessary. Using 
the Image Ray Transform algorithm [74], a clear image of 
the outer ear can be systematically generated, this image is 
translated into a series of numbers for an identification pro-
cess with a 99.6% success rate with several advantages such 
as (a) the ears are not affected by facial expressions (or the 
background), (b) the ears are consistent the age of the per-
son, (c) ear imaging is non-invasive (can even be performed 
at long distance). However, some disadvantages include the 
transformation of the ears (with the use of jewelry or other 
accessories), the hair, the headphones, the lenses that cover 
the ears, the low light conditions, and the different angles of 
the ears images of ears.

Fig. 4  Biometrics educational 
trends
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Some commercial applications, such as the biometric 
system based on recognizing the ear canal’s geometry to 
authenticate smartphone users with hearing aids, demon-
strated efficiency of ~ 95% [7]. When a sound is played in 
someone’s ear, the sound is propagated and reflected and 
absorbed through the ear canal, all of which produce a 
unique signature that can be recorded with the microphone 
[21]. Other commercial systems indicate that they can distin-
guish between people based on their acoustic characteristics 
with an accuracy greater than 99% [47].

4.3  Facial thermography

Facial thermograms are unique to people and could devise 
methods and systems for identifying them. Thermograms 
show the amount of infrared energy emitted, transmitted, 
and reflected by objects. This infrared energy is converted 
into temperature, which offers an image with this tempera-
ture distribution [53]. Thus, thermography can function as 
a facial recognition system in which an infrared camera is 
used to capture the images. In addition, facial thermogram 
technology is more accurate and robust in different lighting 
and environmental conditions than video images, using bio-
sensor data to uniquely and automatically identify people.

Thermograms are a non-intrusive human identification 
technology in which facial recognition using multispectral 
imaging modalities, such as IR imaging sensors, has become 
an area of growing interest. Thermal imaging can avoid 
some common facial recognition challenges based on video 
images, such as (a) face and skin detection, location and seg-
mentation are more comfortable to perform, (b) within-class 
variation. Furthermore, it is less since they are not affected 
by external distortions, (c) invariance to changes in lighting 
and facial expressions, (d) works in total darkness, and (e) 
detects costumes (even though the person has makeup).

Additionally, electronic thermography is used more fre-
quently as a non-ionizing and non-invasive alternative for 
medicine diagnosis [36]. The vascular heat emissions pre-
sent on a person’s face can provide physiological indicators 
of the state of health or, where appropriate, the underlying 
disease.

4.4  Odor sensing

Identifying people through odors is not a new idea; Blood-
hound dogs have been trained for years in this task, as body 
odor is a handy identifier. The primary odor contains stable 
components over time and does not change with food or 
the person’s environment, making it a successful biometric. 
A person’s secondary odor includes characteristics that are 
present due to dietary or environmental factors. Finally, the 
tertiary odor contains elements present due to external fac-
tors such as soaps and perfumes.

Real sensors have not yet reached the precision of a dog’s 
smell. Thanks to nano and biotechnology, there are still 
fundamental advances (thanks to nano and biotechnology) 
with high sensitivity to detect volatile elements in people’s 
body odor [37]. Even body odor can vary due to illness, 
food, mood swings, etc. These recognizable patterns in the 
body odor of each person have an identification error of 
15%. This biometric technology is not intrusive, it works 
even with deodorants and perfumes since it is impossible to 
reproduce human’s smell. Electronic nose research groups 
have developed some prototypes of noses to smell different 
odors and aroma types [63], some have been successfully 
tested to search for people in risky situations such as earth-
quakes or other natural disasters. People can also be identi-
fied through their unique breath prints; This method is fast 
and non-invasive [43].

4.5  Gait recognition

Gait recognition is a behavioral biometric technology that 
identifies people based on their unique gait patterns. Minor 
variations in gait style can be used as a biometric identifier 
to identify individuals. Gait recognition correlates Spatio-
temporal parameters such as stride length, stride width, 
gait speed, and cycle time with kinematic parameters such 
as joint rotation and the joint’s average angles, hip, knee 
and ankle, and the angles of the thigh, trunk, and foot; The 
length of the stride and the height of the person are also 
considered. Some research projects show 95% efficiency in 
identifying people [76].

There are important commercial applications that devel-
oped a gait recognition technique based on a smartphone’s 
information using a dynamic temporal distortion classifica-
tion algorithm and an artificial neural network as an evalua-
tion system to authenticate people [46]. Significant research 
investments have been generated to bring this image-based 
gait analysis to the market [44]. However, it is not the only 
case, several gait recognition systems have been developed, 
considering it an excellent biometric [6].

4.6  Heartbeat authentication

Heartbeat can not only detect humans, but it can also iden-
tify them. This is because the heartbeat follows an irregular 
pattern that never repeats and is unique to each person [3]. 
With an electrocardiograph (ECG), the unique mathemati-
cal features underlying this pattern can be extracted, and a 
secret key generated the system can use that to encrypt the 
information. Small changes in the initial conditions lead to 
very different results [12]. The shape of the heartbeat pattern 
is affected by several factors (size, shape, and heart position 
in the body).
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The advantages of biometric information are: (a) it is dif-
ficult to clone a biometric marker or an ECG, (b) an ECG 
cannot be recorded without the permission of a person, and 
(c) it is non-invasive [66]. On the other hand, some disad-
vantages are (1) difficulty in capturing heartbeat patterns, (2) 
transformation with age or exercise response.

NASA has released a new patent for a heartbeat-based 
biometric system for commercial licenses to enable solution 
developers and integrators [72]. Besides, Huang et al. [31] 
strategically reuse ECG signals to improve data encryption, 
security level, and privacy.

4.7  Brain waves/activity

Using brain waves as an identifier is relatively new biomet-
rics; it could serve as a security system and verify a person’s 
identity with less than 1% [1]. However, the noise associated 
with all the brain signal measurements has made data analy-
sis difficult. Focusing on the waves in the brain area related 
to reading and word recognition produces a clearer signal 
that can be measured faster [30].

These brain signals are generated when people access 
their semantic memories, which record specific word’s 
meanings. This method could become a more personal and 
secure authentication alternative [39]. Additionally, scanned 
images of brain activity using functional magnetic resonance 
imaging can act as a signature pattern to accurately identify 
people. Some techniques measure neural activity through 
blood flow in the brain while people are awake and mentally 
active [65]. One advantage is that it is almost impossible to 
clone. The downsides are that the technology is intrusive and 
not easy to use because it is specialized equipment.

4.8  Human body bioacoustics

A modulated micro-vibration that travels through our body 
could capture a person’s unique spectral trait [49]. Sound 
waves passing through the human body can identify a person 
with 97% accuracy, analyze properties such as the individu-
al’s skin, joint tension, and bone density [57]. The spectral 
patterns of bioacoustics do not undergo significant changes 
over time. Researchers used a transducer to generate vibra-
tions and sound waves that pass through a person’s body. 
The finger is a part of the body that has been used to test this 
technique. Once sound passes through skin, bone, and other 
tissues, a sensor picks up the unique bioacoustic signature.

The biometric system can be very successful in identify-
ing people; for example, different individual fingers can be 
identified. This means that a person must use the same finger 
used for authentication [27]. Auditory acoustics can also be 
used for authentication. The ear has unique characteristics 
that change from person to person [2].

4.9  Perceptual user interface

It is possible to use gestures to perform human–machine 
interaction with gesture recognition, a mathematical inter-
pretation of human movements through a computational 
device. Currently, computing devices and smartphones 
have gesture recognition systems, games, and virtual reality 
systems, more interactive and immersive (i.e., Microsoft’s 
Kinect). These systems can also be used to authenticate a 
user [63].

Cheiloscopy is a forensic investigation technique that 
deals with the identification of humans from lip traces. 
Lip prints are unique and also permanent for every human 
being. Lip prints between family members (and between 
twins) generally revealed different patterns with few similar 
grooves suggesting inheritance in lip prints [70]. Cheilos-
copy has mainly served forensics as an aid for personal iden-
tification; This technology has an enormous development 
[63].

4.10  New platforms

Biometric technology (as well as traditional systems) has 
been used mainly when the authentication or verification of 
the person occurs. However, new platforms are growing due 
to new demands and developing services. Mobile devices 
are growing, evolving, incorporating the latest technology 
platforms, and, with this, biometric systems are transform-
ing and expanding. For example, Samsung’s Galaxy Tab 
has incorporated iris recognition technology to access the 
device. In addition, some portable devices, such as bracelets, 
measure the user’s heartbeat to authenticate purchases made 
with Mastercard credit cards on the site [22].

5  Conclusions

Biometric technology is relatively new and has changed 
the way identification and authentication processes are per-
formed. It comprises innovative advances that measure the 
physical and behavioral characteristics of people. Biometrics 
is now used in various fields, including government, bank-
ing, healthcare, and education. The latter has reaped the ben-
efits of biometric options to good effect. In addition, biom-
etrics can be used to perform non-academic and academic 
activities at universities. Non-academic activities include the 
use of fingerprints to enter the campus or university dor-
mitories, pay for a cafeteria or library service. Educational 
activities include monitoring student behavior or emotions 
to change teaching strategy on time, class attendance, tak-
ing electronic tests, analyzing motivations and progress in 
a course, and conducting learning analysis. However, some 
challenges need to be solved effectively, including user’s 
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reluctance to use technology. People may be afraid of how 
their personal information will be used.

As this is a new field of study, it could be challenging to 
provide students with the knowledge to develop such sys-
tems. In addition, privacy concerns are the primary concern, 
as devices can collect all kinds of personal information. 
Likewise, there is a need to improve biometric technology 
to make it more robust and develop more innovative solu-
tions that solve society’s main problems or add value to the 
services offered, in this case, in the educational field.

An important aspect to consider is the choice of the 
appropriate biometric solution for educational institution’s 
needs. Some factors to consider are (Fry and Dunphy, nd): 
(a) choose a biometric identification system that can be used 
in multiple areas, that is, students are identified only once 
and have access to various services at the university (access 
to campus, cafeteria, classroom) attendance, library, etc.). 
(b) the biometric system must be scalable, that is, it must 
work well with a handful of students and increase their num-
ber, (c) the system must be compatible with the software 
that is already installed on campus, (d) before starting the 
system, make sure it works well; all traits of potential users 
need to be scanned, (e) consider accuracy and performance, 
(f) compare different providers, so that selection is based 
on an informed process, (g) communicate how the system 
works to all who will use it.

The biometric market is expected to reach $ 94 billion in 
2025, at a compound annual growth rate of 36%, over the 
next 5 years. New features are being developed, such as vas-
cular pattern recognition, ear shape recognition, facial ther-
mography, odor detection, gait recognition, authentication of 
heartbeat, brain waves, and bioacoustics of the human body. 
The development of typical artificial intelligence algorithms 
combined with the technological growth of the Internet of 
Things (and its impact on Big Data) will be great catalysts 
for biometric systems to develop widely and impact many 
areas within them, including education. However, the big-
gest challenge for this technology to overcome is security 
and privacy concerns; they must be addressed to harness this 
technology’s full potential.

Finally, biometrics is a technology that can enhance 
students’ abilities in the context of Industry 4.0. Various 
interactive technologies fulfill this task. Such technologies 
are (a) 3D printing which enhances students understand-
ing; (b) Augment reality which is an interactive technology 
that captures students attention; (c) Virtual Reality enhances 
students ability to connect theory and practice; (d) Cloud 
computing can be used to have access to the learning mate-
rial from anywhere; (e) Holograms offer interactive spaces 
to learn [26]; (f) Artificial Intelligence permits students to 
have a better understanding of a given subject; (g) Robots 
capture students attention [67]; (h) Internet of Things allow 
students to be active learners [42].
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