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Abstract
This article considers Ifenthaler and Schumacher’s (in Educ Technol Res Dev 64(5):923–
938, 2016) paper entitled “Student perceptions of privacy principles for learning analytics” 
from a policy perspective. The increasing shift to digital occurring across the education 
landscape has resulted in greater access to data that can be used to enhance the student 
learning experience. However, it is essential that appropriate policy be in place to ensure 
the ethical use of such data, and equally important that the student voice be included in 
the development of such policy. Ifenthaler and Schumacher’s study investigates students’ 
preferences for the types of learning analytics systems they would like to be able to access 
and willingness to share their data for use in these systems. They find that students would 
like access to learning analytics systems that provide a broad range of information that can 
promote metacognitive awareness and provide personalised feedback, but are not entirely 
comfortable with sharing the full range of data necessary to inform such systems. These 
findings are important in acknowledging the difficulties in building a shared understand-
ing and vocabulary when speaking to students about the possibilities and ethical impli-
cations of learning analytics. Consequently, further consideration is needed to build stu-
dents’ understanding of the purposes and benefits of sharing data as well as awareness of 
the range of policies that inform a consultative process around systems implementation to 
ensure transparency and accountability so that learning analytics can play an effective, but 
safe, role in our increasingly digital education environments.
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The ‘shift to digital’ that has been increasingly impacting the higher education landscape, 
and has been accelerated recently due to the global COVID-19 pandemic, brings with it 
many opportunities for the utilisation of learning analytics to enhance student learning. 
The increase in the use of digital technology to support learning and teaching means an 
increase in the generation of data that can be analysed to provide insights into students’ 
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behaviour and academic achievement. However, with this increased flow of data and con-
tinually evolving range of analytics tools and techniques, it is necessary to stop and con-
sider whether the data is being used in ways that are ethical and do not create risk or harm 
to students. From a policy perspective, appropriate policies and procedures need to be put 
in place and enforced to ensure the security, privacy, and ethical use of student data. In 
developing such policies, it is vital to consider students’ perspectives on what data they 
are willing to share, and for what purposes, to align their needs and concerns with the pro-
cesses and safeguards set in place (Prinsloo and Slade 2013).

Insight into students’ views about the use of their data for learning analytics is the focus 
of Ifenthaler and Schumacher’s (2016) paper entitled “Student perceptions of privacy prin-
ciples for learning analytics”. In this 2015 paper, the authors report on an exploratory study 
conducted with 330 students at a German university. The study was designed to investigate 
students’ preferences for the types of learning analytics systems they would like to be able 
to access and how willing they are to share different data relating to themselves for use 
in these systems. The students were presented with three examples of systems that repre-
sented a range of different design principles from external support and internal regulation 
(System 1), to reflective thinking and extrinsic motivation (System 2), through to prompt-
ing, metacognitive awareness, and personalised feedback (System 3).

It was found that the majority of students showed a preference for the system that offered 
the broadest range of information about learning and support (System 3) However, while 
most students were willing to share enrolment data and results from motivation and learn-
ing strategy tests, they were less keen to share behavioural data, and even less comfort-
able sharing personal data. This finding presents challenges for learning analytics system 
design, as to be able to deliver the range of information presented in their preferred system 
it is necessary to have access to the data that students were less willing to share. The main 
recommendation that Ifenthaler and Schumacher draw from these findings is the need for 
students and other key stakeholders (e.g. teachers, administrators, etc.) to be involved in 
discussions about the implementation of learning analytics systems, to ensure transpar-
ency, and to balance potential benefits of the system with students’ interests.

From a policy perspective, this study was designed to respond to calls in the learning 
analytics community about the need to incorporate students’ perspectives in the devel-
opment of policies, processes, and tools for learning analytics (Prinsloo and Slade 2013; 
Pardo and Siemens 2014). The study provided a model for how students could be intro-
duced to the idea of learning analytics through the use of exemplar systems to elucidate 
willingness to share their data for these purposes. Subsequent studies have adopted a 
similar approach including Roberts et al. (2016), Arnold and Sclater (2017), Khan (2017), 
and Bennett (2018). However, as Ifenthaler and Schumacher acknowledge in their paper, 
this approach can result in lower external validity, as students may only think about data 
within the context of the examples given. Brooker et al. (2017) tried to address this lim-
itation by gathering students’ perspectives without reference to definitions or exemplars 
of learning analytics, which proved to be a broader, but more difficult conversation. Both 
these approaches highlight the challenge of building a shared understanding and vocabu-
lary when speaking to students about the possibilities and ethical implications of learning 
analytics.

As a baseline, it is imperative that institutions have key policies in place regarding stu-
dent privacy and data governance, aligned to local legislation, to protect students’ rights 
and to give them agency in decisions related to the use of their data. In addition, policy 
and/or processes around future implementation of systems that rely on student data to pro-
vide analytics should require inclusion of the student voice. This could be via consultation 
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with a student representative group, or through calls for feedback from the student body. In 
doing this, it is important to communicate the potential benefits of the system to students 
so they can make an informed decision about the value of providing their data. One risk of 
this approach is that small dissent in the student body could prevent the implementation of 
educationally valuable systems. Possible resolutions for this risk could be, where possible, 
the provision of systems that are available to all, but allow students to opt in or out, or else 
the creation of further policies to guide the appropriate access to and use of these systems 
and related processes to ensure adherence to these policy conditions.

The shift to digital, while providing many opportunities for learning analytics, also 
presents challenges in ensuring data are used ethically. Ifenthaler and Schumacher’s work 
provides an initial consideration of how to include the student voice when developing poli-
cies for learning analytics implementation. It is necessary that this exploration also expand 
beyond the notion of privacy to incorporate a broader range of ethical issues (Corrin et al. 
2019) and consider how the perspectives of multiple stakeholders (including students) can 
be amalgamated and addressed in policy development and learning analytics design (Chen 
and Zhu 2019). Subsequently, there is also work needed to build awareness of the range of 
policies that inform and emerge from this consultative process to ensure transparency and 
accountability so that learning analytics can play an effective, but safe, role in our increas-
ingly digital education environments.
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