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                    Abstract
In the context of access control systems, testing activity is among the most adopted means to assure that sensible information or resources are correctly accessed. In XACML-based access control systems, incoming access requests are transmitted to the policy decision point (PDP) that grants or denies the access based on the defined XACML policies. The criticality of a PDP component requires an intensive testing activity consisting in probing such a component with a set of requests and checking whether its responses grant or deny the requested access as specified in the policy. Existing approaches for improving manual derivation of test requests such as combinatorial ones do not consider policy function semantics and do not provide a verdict oracle. In this paper, we introduce XACMET, a novel approach for systematic generation of XACML requests as well as automated model-based oracle derivation. The main features of XACMET are as follows: (i) it defines a typed graph, called the XAC-Graph, that models the XACML policy evaluation; (ii) it derives a set of test requests via full-path coverage of this graph; (iii) it derives automatically the expected verdict of a specific request execution by executing the corresponding path in such graph; (iv) it allows us to measure coverage assessment of a given test suite. Our validation of the XACMET prototype implementation confirms the effectiveness of the proposed approach.
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                    Notes
	The current implementation of the presented approach is compliant with XACML 2.0 but it can be easily extended to address the functionalities of XACML 3.0.


	Note that whereas book is a resource value taken from the policy, article and journal are random values assigned by the algorithm.


	The tool is available at http://labsedc-wiki.isti.cnr.it/labsedc/tools/xacmet/public/main


	Fedora Commons Repository Software. http://fedora-commons.org.


	Trusted Architecture for Securely Shared Services. http://www.tas3.eu.


	Sun PDP is available at: http://sunxacml.sourceforge.net.


	Sun PDP is available at: http://sunxacml.sourceforge.net.


	Herasaf PDP is available at: https://bitbucket.org/herasaf/herasaf-xacml-core.


	Balana PDP is available at: https://github.com/wso2/balana.
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