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Abstract
In recent times, the literature has seen considerable growth in research at the intersection 
of digital innovation, data analytics, and supply chain resilience. While the number of 
studies on the topic has been burgeoning, due to the absence of a comprehensive literature 
review, it remains unclear what aspects of the subject have already been investigated and 
what are the avenues for impactful future research. Integrating bibliometric analysis with 
a systematic review approach, this paper offers the review of 262 articles at the nexus of 
innovative technologies, data analytics, and supply chain resiliency. The analysis uncovers 
the critical research clusters, the evolution of research over time, knowledge trajectories 
and methodological development in the area. Our thorough analysis enriches contempo-
rary knowledge on the subject by consolidating the dispersed literature on the significance 
of innovative technologies, data analytics and supply chain resilience thereby recognizing 
major research clusters or domains and fruitful paths for future research. The review also 
helps improve practitioners’ awareness of the recent research on the topic by recapping 
key findings of a large amount of literature in one place.

Keywords Digital innovation · Data analytics · Digital technology · Supply chain 
resilience · Bibliometrics

1 Introduction

The innovative technologies of the 21st century, also called Industry 4.0 technologies, have 
now emerged as a new frontier to collect, and analyse real-time data and take more innova-
tive decisions for sustained competitive advantage. Industry 4.0 or innovative technologies 
include the Internet of Things (IoT), blockchain technology, big data analytics, and arti-
ficial intelligence (Xu et al., 2018; Strozzi et al., 2017; Ali & Aboelmaged, 2022). These 
innovative technologies are integrated within a firm’s business environment where their 
operational processes, machines, and products constantly share data (Ivanov et al., 2019; Ali 
et al., 2021). Data analytics allow the firms to continuously identify the areas of improve-
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ment and thereby revolutionize their operations (Hoberg & Alicke, 2016). For instance, 
IoT connected devices collect and transmit data on supply and demand, inventory level, 
production planning and operational hiccups (Birkel & Hartmann, 2020; Kadadevaramth 
et al., 2020). Blockchain is capable to create visibility and transparency across the supply 
chain through the digitally distributed ledger, smart contracts, and multi-layered protection 
against financial threats (Cui et al., 2019; Lohmer et al., 2020). Big data analytics is found 
to be useful in enhancing data processing capacity and thereby responding to disruptive 
events (Dubey et al., 2019; Akter et al., 2020). The constantly collected data is evaluated to 
introduce the right products, improve product and service offerings, and share information 
throughout the network for performance optimization (Akter et al., 2020b). Also, valuable 
insights are gleaned from the data to compare the magnitude of the current disruptive event 
with the past events and devise a new strategy for quicker recovery. As such, technological 
innovation and data analytics has become an emerging topic from the perspective of supply 
chain resilience (SCRE).

The concept of SCRE mainly refers to preparing for, resisting and bouncing back to a 
more favorable equilibrium position in response to disruptions (Hendry et al., 2019). Gen-
erally, the extant literature suggests three phases—readiness, response and recovery—of 
supply chain resilience (Kamalahmadi & Parast, 2016; Ali & Golgeci, 2019). The readi-
ness phase refers to the proactive deployment of resources to avoid possible disruptions 
(Kamalahmadi & Parast, 2016). The response phase comes into play when an incident 
materializes and thereby resists disruption to reduce the magnitude of losses. Whilst the 
recovery phase, which often follows the first two phases, refers to quickly recovering back 
from disruption and gaining a normal or even better than pre-disruptive stage (Ali et al., 
2021). The recent global pandemic (COVID-19) and the complexity of global supply chains 
highlighted the use of innovative technologies to anticipate market changes and reduce the 
adverse impact (Xu et al., 2020). Consequently, we have observed the mounting research on 
the application of innovative technologies in managing disruptions and resilience in recent 
years (Hosseini & Ivanov, 2020; Ralston & Blackhurst, 2020; Zouari et al., 2021; Belhadi et 
al., 2021). Given that SCRE research is still nascent and evolving (Ali and Golgeci, 2019; 
Zouari et al., 2021), it is indispensable to map the emerging literature at the intersection of 
digital innovation, data analytics, and SCRE.

Prior studies offer some insightful literature reviews; however, their focus remains on 
SCRE alone. For instance, Ali et al., (2017) analysed the essential elements and manage-
rial practices at different phases of supply chain resilience; Ali & Gölgeci (2019) identi-
fied numerous drivers, barriers, theories, moderators and mediators to build supply chain 
resilience through literature review and co-occurrence analysis; Xu et al., (2020) presented 
the development path in the area of supply chain disruptions through bibliometric analysis; 
Iftikhar et al., (2021) conducted a quantitative meta-analytic review on the antecedents and 
outcomes of supply chain resilience and firm performance. Further, the extant literature 
discusses literature reviews at the intersection of, for example, big data, and artificial intel-
ligence in the maritime industry (Munim et al., 2020), big data and dynamic SC capabilities 
(Rialti et al., 2019; Mishra et al., 2018), big data and sustainable SC under big data (Zhang 
et al., 2020). As such, the existing literature reviews missed the opportunity to offer insights 
into the nexus of innovative technologies, data analytics, and SCRE. The disruptive occur-
rences, for instance, the Suez Canal blockage and natural disasters due to climate change 
(Ali and Golgeci, 2021) could cause failure in the manufacturing of numerous products 
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used in everyday production, and delays in cargo shipments that rippled across the network 
(Iftikhar et al., 2022). The advancement in innovative technologies enables SC operations to 
continue by mitigating the disruptive impacts of the uncertain environment (i.e., pandemic) 
(Zhang et al., 2020). Researchers have argued that by utilizing the innovative technologies 
enabled data analytics, firms would be able to confront the complexity and dynamism in 
the external environment (Arslan et al., 2021), and hence improve resilience and robustness 
(Iftikhar et al., 2022; Ali & Govindan, 2021). Further, the resilience concept is multidisci-
plinary that necessitates a multifaceted approach (Iftikhar et al., 2021), the extant literature 
lacks reviewing the potential of innovative technologies enabled data analytics to build 
resilience across the supply networks. Therefore, a systematic literature review is indispens-
able in consolidating a scattered knowledge base and identifying current research trends and 
opportunities for impactful future research on an emerging topic.

In the extant literature, four main types of literature review approaches have been pro-
posed (Paul & Criado, 2020). The first is referred to as a domain-based review, which allows 
literature review via computational methods, resulting in unique trends and themes in a 
particular field (Rialp et al., 2019; Paul & Criado, 2020). The second kind of review is clas-
sified as a theory-based review—analyzing the role of a particular theory in a specific area 
of interest or field (Rindfleisch & Heide, 1997; Colquitt & Zapata-Phelan, 2007). The third 
type includes the method-based review, which synthesizes the research studies based on a 
particular methodology – either quantitative or qualitative (Ding et al., 2018; Ji et al., 2019). 
The fourth commonly used approach is the meta-analytic reviews, which help quantitatively 
synthesize the existing empirical studies mainly through correlations of the underlying con-
structs (Ataseven & Nair, 2017; Iftikhar et al., 2021).

Despite the growing popularity of bibliometric analysis and systematic literature, there 
is an ongoing debate on the benefits of these two approaches. The proponent of bibliometric 
review underlines its ability to automatically generate research themes that have less bias 
compared to manually generated themes with systematic literature review (van Eck & Walt-
man 2010; Ali et al., 2021; Golgeci et al., 2022). Conversely, the partisans of systematic 
literature review argue that bibliometric studies are more focused on counting articles, the 
number of clusters, and contributing authors, thereby missing the opportunity to map the 
current state of the art and knowledge trajectories (Wong, 2021). Without indulging in the 
current debate, this study undertakes a more holistic perspective by combining the benefits 
of both bibliometric analysis and a systematic literature review. In doing so, we aim to 
offer a more reliable and biased free analysis that quantitatively generates the key research 
clusters or themes (bibliometric analysis) and thereby reviews the current state-of-the-art 
and the valuable avenues for future research in each cluster (systematic literature review). 
Formulation of the research question is indispensable to conducting a literature review in a 
more structured and logical order (Ali and Aboelmaged, 2021). As such, we derive the fol-
lowing three research questions for our review:

1. What are the key clusters of research and recent development in each cluster at the 
nexus of innovative technologies, data analytics and SCRE?

2. How has research on the topic evolved?
3. What is the methodological development/classification of the field?
4. What are the opportunities for more impactful research at the intersection of innovative 

technologies and SCRE?
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The remaining paper is structured as follows. The second section discusses the literature 
review methodology of this study. The third section presents the findings of the bibliomet-
rics analysis, along with the evolution of the research topic, knowledge trajectories, and 
classification of research methods. The fourth section outlines the discussion and future 
research directions. The paper is concluded with the study’s limitation in the fifth section.

2 Review methodology

Consistent with the research objectives, this study combines bibliometric analysis with a 
systematic literature review. First, with the aid of visual tools (i.e., VOSviewer software), 
bibliometric analysis is employed to generate key research clusters based on the keyword’s 
association strength. While bibliometric analysis produces research clusters quantitatively 
and objectively, it is unable to describe the recent development or gap in each cluster. To 
overcome this shortcoming, we integrated bibliometric analysis with a systematic review 
approach where the articles related to each cluster were carefully reviewed by the authors of 
this study. Such a combination of two approaches thus helped our review to not only retrieve 
key research clusters in an objective and biased free manner but also discuss the recent 
research trajectories and opportunities for further research in each cluster. The past litera-
ture reviews show that the combination of these techniques provides more reliable findings 
(e.g., Ali and Golgeci, 2019). To follow the systematic review guidelines, we established 
the eligibility criteria (inclusion and exclusion criteria) for the present study (see Table 1). 
The data was collected from Scopus, which is a large source of scholarly publications in 
the field of business and management. To retrieve the maximum number of related articles, 
a comprehensive set of keywords with Boolean connectors was developed. In the extant 

Criteria Description
Exclusion
A Any article which is not categorized as a peer 

review article (editorial, or industry report).
B Any article which is not written in the English 

language.
C Any article not written at the intersection of Indus-

try 4.0 technologies and supply chain resilience/
disruptions.

D Any article without full text.
Inclusion
A Any article which is peer-reviewed and is formally 

accepted for publication (forthcoming, ahead of 
print, or in press variants).

B Any article belonging to any research method (em-
pirical, case study, modelling, analytical, review).

C Industry 4.0 enabled technology has to be a core 
concept of the article.

D Articles must have discussed the concept of supply 
chain disruptions, resilience, or robustness along 
with Industry 4.0 enabled technology.

Table 1 Exclusion and Inclu-
sion criteria

Adapted from Ghobakhloo et 
al. (2020)
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literature, we couldn’t find a universal definition or agreement on what constitutes Industry 
4.0. Different scholars suggested various technologies that can be categorized as Industry 
4.0. As such, the keywords developed are motivated by some widely cited past studies on 
Industry 4.0 technologies (Xu et al., 2018; Strozzi et al., 2017; Tang & Veelenturf, 2019; 
Ivanov et al., 2019; Witkowski, 2017).

Our set of keywords included: “Supply Chain”, “Resilien*”, “Robust*”, “Disruption*” 
along with “innovative technologies*”, “Predictive analytics”, “Big Data”, “Industry 4.0”, 
“Big Data Analytics”, “blockchain”, “internet of things”, “IoT”, “Additive Manufacturing”, 
“3D Printing”, “RFID”, “Cloud computing”, “cyber-physical system*”, Sensors, “smart 
factory”, “advanced robotics”, “artificial intelligence”, “drones”, “Supply chain analytics”, 
“digital technologies*”, “digitization”, “digitalization”.

The initial search was conducted on 4th January 2021, which produced 589 articles in 
the English language within the subject areas of engineering, business management, science 
technology, operations research, operations management, transportation, and computer sci-
ence. The research articles were searched starting from the year 2003, as the first publication 
on the SCRE topic appeared (Rice & Caniato, 2003). After retrieving the data, the first two 
authors of this study reviewed the dataset and found 262 relevant articles by looking at the 
titles, abstracts, and keywords. Given the nascency of the topic and to gain a comprehensive 
insight, we did not exclude conference papers, reviews, and book chapters. Overall, 327 
were removed after evaluating the dataset according to the exclusion criteria mentioned in 
Table 1.

After all inclusions and exclusions, we found a sample of 262 articles published between 
2008 and 2021. The articles were exported to VOSviewer software for the bibliometric 
analysis. We used the “co-occurrence” function of the VOSviewer to generate key clusters 
of frequently occurring keywords. These clusters are generated based on the association 
strength of the keywords (Ali et al. 2021). Further, these clusters place the same character-
istics of articles together. We have used the following equation to calculate the association 
strength:

 
ASij =

Cij

wiwj
 (1)

Where, cij denotes “the number of co-occurrences of items i and j and where wi and wj 
denote either the total number of occurrences of items i and j or the total number of co-
occurrences of these items. It can be shown that the similarity between items i and j calcu-
lated using (1) is proportional to the ratio between, on the one hand, the observed number 
of co-occurrences of i and j and, on the other hand, the expected number of co-occurrences 
of i and j under the assumption that co-occurrences of i and j are statistically independent” 
(van Eck & Waltman 2010, 531).

The software helps in searching the frequently co-occurring keywords from the avail-
able data set extracted from SCOPUS and places them into different colors of clusters as 
per similar keywords. Based on similar keywords, each cluster represents closely related 
themes (Ali & Gölgeci, 2019). Also, the set of studies in these clusters pertains to a similar 
line of argument or themes.
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Overall, the “co-occurrence” produced 4 different clusters (see Fig. 1) of research at the 
nexus of innovative technologies, data analytics and SCRE. The subsequent section dis-
cusses the major findings under each cluster.

3 Findings of bibliometric analysis and systemic review

3.1 Cluster 1: IoT and SCRE

Cluster 1 is the blue color cluster. The main keywords in this cluster include internet of 
things, SCRE, IoT, coordination mechanism, traceability, RFID, etc. Looking at the lit-
erature associated with these keywords, we classified this cluster as ‘IoT and SCRE’. The 
following section maps the key literature around cluster 1.

Exploring the nexus between IoT and SCRE, Al-Talib et al., (2020) and Cui (2015) 
argued that IoT technologies collect and transmit data to enhance visibility, flexibility, and 
collaboration, which are key precursors of the supply chain resiliency (Hohenstein et al., 
2015). To protect the supply chains from highly impactful disruptions, Nah and Siau (2020) 
identified that the data collected through IoT technologies could be utilized to predict the 
sudden spikes in the demand and adapt and respond to the rapid market changes timely. This 
means that the implementation of IoT enabled innovative technologies will place firms in a 
much better position to anticipate disruptions, prepare themselves beforehand, reduce dis-
ruptive impact and assure uninterrupted supplies. Ivanov et al., (2019), Chen et al., (2020), 
and Park et al., (2020) further added that IoT supported cyber-physical systems could be 

Fig. 1 Clusters retrieved through VOSviewer analysis of 262 articles

 

830



Annals of Operations Research (2024) 333:825–848

1 3

integrated into the supply chain risk related data analytics, which is useful to navigate crises 
and help the firms in adapting to sudden changes (Kozyrkov, 2020). These authors also 
examined supply chain data analytics systems, concluding that big data analytics will be 
the primary source of competitive advantage in the future. This argument has also been 
supported by Gajek et al., (2020), Gelenbe et al., (2020), and Martin (2020) in that IoT 
will have a substantial influence on the competitiveness of the manufacturing sectors and, 
as a result, organisations should establish effective gateways for digital innovation. Going 
further, Birkel & Hartmann (2020) confound how the application of IoT in manufactur-
ing companies can enhance transparency and risk knowledge to improve resilience perfor-
mance. Similarly, Kadadevaramth et al., (2020) mentioned that IoT enables data analytics 
and resilience by providing access to real-time data through information sharing, collabora-
tion, and pre-programmed responses. Hence, in today’s hypercompetitive and disruptive 
environment adoption of these highly sophisticated innovative technologies has become 
inevitable (Cui et al., 2019).

In increasingly complex SCs, with more stakeholders involved, IoT helps in design-
ing intelligent and resilient SCs by creating real-time information sharing, visibility, and 
stronger collaboration among the business partners (Ali et al., 2021; Rejeb et al., 2020). 
Additionally, IoT also facilitates SCs in enhancing information transparency by strengthen-
ing the integration of information systems which then improves the firm’s data process-
ing capabilities (Cui et al., 2019; Al-Talib et al., 2020). The beneficial effects of IoT are 
achieved through its key approaches, for instance, radio frequency identification (RFID), 
track and trace systems, wireless sensors, and coordination mechanisms, among others Yan 
et al., 2020; Burmester et al., 2017; Bemthuis et al., 2019). These elements are considered 
essential antecedents to improving the resiliency in SCs (Dubey et al., 2019; Ali & Golgeci, 
2019).

The sample studies of this cluster also discuss the application of IoT in different sectors 
to make SCs more resilient. For example, food supply chains are an integral part of every 
economy therefore to avoid supply disruptions, evaluation of risks beforehand and assure 
continuity of operations, Ali et al., (2019) suggested adopting IoT enabled technologies to 
monitor product history and origin tracking. Hence, this helps in improving the visibility 
and risk transparency in the SCs (Birkel & Hartmann, 2020). Whereas, adopting IoT in 

Fig. 2 Industry 4.0 technologies 
and SCRE
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the retail SCs offer more benefits in terms of creating flexibility, visibility, adaptation, and 
reduced operational risks (Gao et al., 2020). Figure 2 shows the connection of IoT with dif-
ferent SCRE enablers. Similarly, IoT-enabled technology might be used in other industrial 
sectors, for instance, pharmaceuticals and construction, to develop internal capacities to 
predict and mitigate supply chain interruptions (Rejeb et al., 2020).

In a nutshell, the current research depicts that IoT-enabled technological innovation 
supports data analytics and thereby capability to early detect disruptive behaviours which 
results in sooner preventive measures to assure business continuity and resiliency. Further, 
innovative technologies also protect supply chains against market dynamism and uncertain-
ties. However, the application of innovative technologies is not without challenges. That 
is, IoT is an integrated system, and therefore to provide the privacy and security of supply 
networks during information exchange business enterprises also need to develop cyberse-
curity measures.

3.2 Cluster 2: Blockchain, Industry 4.0, big data analytics, and resilience

Cluster 2 represents red and green clusters that are more interconnected and constitute 
closely associated keywords. As such, we treated these clusters together while labelling 
the key themes. The most frequently co-occurring keywords in these two clusters include 
industry 4.0, big data analytics, data mining, blockchain, resilience, forecasting, decision-
making process, among others. Looking at the studies behind these keywords, we classified 
red and green clusters as ‘blockchain, Industry 4.0, and SCRE’. The three major streams of 
literature that have emerged in these clusters include, blockchain, Industry 4.0, and big data 
analytics and their relationships with SCRE.

The first stream of research examines blockchain-enabled data sharing and the result-
ing SCRE. For instance, Lohmer et al., (2020) stressed the use of blockchain technology 
strengthens the resilience of the supply chains and substantially reduces disruption propaga-
tion by developing a transparent, visible, and automated data exchange mechanism. Like-
wise, Babich & Hilary (2020), Mylrea & Gourisetti (2018), and Queiroz et al., (2020) added 
that blockchain technology enhances visibility, validation, transparency, secure transac-
tions, traceability, and cyber-security which then improves the resiliency in the network.

Prior research also highlighted that blockchain technology provides the immutability, 
auditability, and provenance that secures and traces data hence providing visibility beyond 
the tier 1 supply networks (Kamble et al., 2020; Shahzad et al., 2020; Lin & Zhang, 2020). 
Further, within the supply network, trading partners extensively interact with each other 
and intersect business functions across the national boundaries; thus, prone to vulnerabili-
ties. Accordingly, Min (2019) argued that since blockchain technology is a digitally distrib-
uted ledger and possesses a network verification process, it is capable to enhance SCRE in 
times of uncertainty through data sharing, asset tracking, automating order fulfilment, and 
cybersecurity. That is, blockchain possesses the capability to transform the traditional risk 
management process, mainly focused on mitigation of risk, to blockchain-enabled resil-
ience management by having a proactive nature, uncovering invisible and hidden risks, 
and providing multi-layered protection. Besides the operational disruptions, the literature 
has also discussed the significance of blockchain during the current pandemic (Lohmer et 
al., 2020; Li et al., 2021; Bhaskar et al., 2020). During the COVID-19 induced lockdown, 
many businesses observed disruptions such as sudden spikes in demand causing shortages 
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in life-saving drugs, personal and protective equipment, ventilators, etc. (Ali et al., 2022). 
This has exposed how fragile the current supply network systems requiring to reimagin-
ing the structural design. In this vein, Bhaskar et al., (2020) suggested that lean intensive 
approaches alone would not be useful during the pandemic. Therefore, to mitigate the ripple 
effects during high impactful disruptive events and ensure a continuous supply, they pro-
posed an integrated framework along with blockchain technology to improve governance, 
reduce inefficiencies and smoothen supply chain processes among the public healthcare 
institutions. Transparency attained through blockchain technology would play a significant 
role in rebuilding the disrupted supply networks, as it would allow trading partners, regula-
tors, and consumers to verify information (Hewett et al., 2020). Through a synchronized 
process, blockchain technology ensures the transparency of reliable and secure data using 
a set of predetermined criteria. Further, the application of blockchain technology to miti-
gate the disruptions and improve resiliency is also studied in different industry settings, for 
example, agriculture (Kamble et al., 2020; Bodkhe et al., 2020); food and beverage (Ali et 
al., 2021; Emmanouilidis and Bakalis, 2020); and healthcare (Jayaraman et al., 2018; Bell 
et al., 2018).

The second stream of research in these two clusters focuses on Industry 4.0 enabled 
data analytics and SCRE. From this perspective, Katsaliaki & Mustafee (2019) discussed 
the impact of Industry 4.0 supported data exchange in creating resiliency against ripple 
effects. They identified that Industry 4.0 with customized configuration creates higher mar-
ket flexibility and shorter lead times at the cost of mass production, thereby resulting in 
higher responsiveness. Likewise, Fragapane et al., (2020) note that Industry 4.0 enables data 
exchange to create adaptive systems, which is a significant ability to maintain the supply 
chain amidst disruption. Ralston & Blackhurst (2020) espoused that Industry 4.0 enhances 
the firm’s adaptation and reconfiguration capabilities, which contributes to enhanced resil-
ience by improving performance throughout the whole SC and assisting organisations in 
dealing with unanticipated circumstances. Besides, the beneficial effects of Industry 4.0, 
data analytics and SCRE, researchers (e.g., Kaur & Singh 2020; Sharma et al., 2020) have 
also studied the resilient supplier evaluation and selection methodology in Industry 4.0 
environment to identify technologically capable suppliers under different disaster scenarios. 
Additionally, Ramirez-Pena et al. (2020) argued that Industry 4.0 technologies coupled with 
lean and resilient paradigms create visibility and connectivity for shipbuilding SCs. Like-
wise, Ivanov (2017) and Dolgui et al., (2018) explored that an extensive SC structure pos-
sesses high complexities and uncertainties, and as such, adoption of Industry 4.0 along with 
cyber-physical systems will facilitate predicting the performance of manufacturing plants 
and supply chains. Thus, it will help in devising recovery strategies for the negative event 
in advance. Industry 4.0 supported data integration between supply chain partners, helps 
in improving the material delivery reliability and reduces the information distortions (Ali 
et al., 2021), hence improving the supply chain continuity. For example, information inter-
change via Industry 4.0 enabled data analytics allows enterprises to greatly enhance demand 
prediction accuracy, lowering the impact of any supply-demand discrepancy and therefore 
preventing supply chain operational interruptions. Its application is adopted in multiple 
industries to reduce disruptions and improve supply chain resilience, such as agriculture, 
automobile, pharmaceuticals, shipbuilding Kumar et al., 2010; Ralston & Blackhurst, 2020; 
Kaur & Singh, 2020; Sharma et al., 2020; Jirsak, 2018; Ramirez-Pena et al., 2020; Chand-
riah and Raghavendra, 2019).
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The third stream of research offers insights on big data analytics (BDA) and SCRE. 
BDA refers to an integration of structured and non-structured data from multiple sources in 
the supply network (suppliers, manufacturing plants, warehouses, customers, etc.) to reach 
processable information for efficient decision making (Raut et al., 2021). From the SCRE 
perspective, BDA is discussed in anticipating disruption occurrences, reaction planning, 
and real-time controlling (Dubey et al., 2019; Singh & Singh, 2019; Mandal, 2019), for 
example, explored the extent to which a firm’s existing technological infrastructure capa-
bilities and big data analytics add value in responding to disruptive events. Similarly, Dubey 
et al., (2019) studied the big data analytics capability to enhance information processing 
capacity, control ripple effects, and thereby improve resilience. Whereas other empirical 
studies have highlighted the role of big data analytics on the LARG (lean, agile, resilient, 
and green) paradigm (Raut et al., 2021); different big data analytics related capabilities on 
multiple resilient dimensions (Mandal, 2019); and big data analytics capability on multiple 
hospital supply chain integration dimensions to respond COVID-19 related crises (Yu et al., 
2021). Still, others explored how big data could be utilized in disaster-prone areas to assure 
resiliency (Papadopoulos et al., 2017; Lee et al., 2016).

In summary, the structural design of supply networks has massively expanded over time, 
thereby increasing the uncertainty and probability of disruption propagation. In this sce-
nario, the firm’s decision-making ability if powered by innovative technologies (Industry 
4.0, blockchain, and big data analytics) may pave the way for managing disruptions risks 
and controlling the ripple effects in the network. These innovative technologies with their 
fast-paced ability enable firms to adjust their manufacturing or service structure by promptly 
responding to new changes in the environment. Since these technologies have real-time vis-
ibility capability, therefore, firms are inclined towards adopting them due to the adaptability 
and reconfiguration capability to deal with unexpected events. Figure 2 also shows the con-
nection of Industry 4.0 enabled BDA and blockchain technologies with the antecedents of 
SCRE.

3.3 Cluster 3: 3-D printing, artificial intelligence, and SCRE

The most frequently co-occurring keywords in the yellow cluster include 3D-printing, arti-
ficial intelligence, COVID-19, and supply chain disruption, among others. Referring to the 
literature related to these terms, we classified yellow clusters into two main themes: (1) 
3D-printing (additive manufacturing) and SCRE, and (2) artificial intelligence and SCRE.

The first stream of research sheds light on the nexus of additive manufacturing (AM) and 
SCRE. A few of the key approaches of AM discussed in the extant literature are rapid proto-
typing, rapid manufacturing, rapid tooling, and mass customization, among others (Van der 
Elst et al., 2020;Verboeket & Krikke 2019). Researchers highlighted that adopting additive 
manufacturing (AM) enables firms to bring the production near to the demand hence mak-
ing it more responsive and adaptable to sudden market changes than traditional manufactur-
ing systems (Ivanov et al., 2019; Verboeket & Krikke, 2019). Particularly, the authors have 
stressed the use of 3D printing by the manufacturing companies in responding COVID-19 
pandemic crisis to assure uninterrupted medical supplies (Longhitano et al., 2021; Salmi et 
al., 2020). This study looked at how AM ensured continuous supply by producing locally 
and on-demand to deal with the disruptions created by COVID-19, such as shortages in 
medical supply and services. Several resilient practices have been recognized using AM 
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(Naghshineh & Carvalho, 2020), for instance: the role of flexibility, robustness, and resil-
ience in adopting AM technology (Chiu & Lin, 2016); how AM improves SC readiness and 
responsiveness in a disaster-prone area (Meisel et al., 2016); and AM’s role in reducing 
structural SC complexity (Ivanov, 2018). These authors analyzed AM characteristics and 
find out that it leads to increased flexibility, shorter lead times, financial strength, higher 
responsiveness, and efficient control of maintenance, repair, and operating supplies (MROs)

The second stream of manuscripts is on the relationship between artificial intelligence 
(AI) and SCRE. Some of the approaches which are used in AI are genetic algorithms, swarm 
optimization, artificial bee colony, agent-based systems, fuzzy logic and programming, 
among others (Kumar et al., 2010; Frayret, 2011; Baryannis et al., 2019; Pramanik et al., 
2020). In this vein, Baryannis et al., (2019) and Rajesh (2020) examined the application of 
AI in quantifying the resilient strategies for identifying, assessing, mitigating and monitor-
ing the disruptive events in the supply networks. To increase the resiliency in agri-food 
supply chains, Zavala-Alcívar et al., (2020) analyzed the application of AI techniques in the 
supplier selection and evaluation process. Whereas Kumar et al., (2010) adopted AI-related 
approaches to minimize supply chain costs associated with different types of disruptions. 
Further, to anticipate the disruptive events Baryannis et al., (2019) proposed an AI-based 
framework that will be useful in the decision making to shield against disruptions. Simi-
larly, Reyes et al., (2020) adopted AI-related computational techniques to investigate their 
applicability in identifying supply network disruptions. AI approaches have also been used 
to predict cargo theft and secure the infrastructure, particularly in the railways’ transport 
case (Lorenc et al., 2020). Researchers have also evaluated inventory and sourcing strate-
gies to manage supply uncertainties through the AI approaches (Pramanik et al., 2020); and 
explored the potential of AI techniques for supplier selection to assess their responsiveness 
against disruptive events (Zhao & Yu, 2011). Lastly, Rodríguez-Espíndola et al., (2020) 
mentioned that AI-driven computational techniques provide reliable and updated forecasts 
in real-time, thus creating end-to-end visibility and coping uncertainty.

Overall, the literature on additive manufacturing and artificial intelligence for SCRE is 
emerging and nascent. In the first stream, there is a surge of articles on the use of additive 
manufacturing for high impactful disruptions like the COVID-19 pandemic. However, the 
second stream focuses on the identification of disruptive impacts and suggestions for busi-
ness continuity. It is also expected that these sophisticated technologies will help in reduc-
ing the structural complexity and uncertainties in SCs, by using fewer components and 
materials in the product design stage. Also, these technologies would reduce the impact of 
geopolitical risks by producing materials locally.

In a nutshell, the review of extant literature shows the connections between Industry 4.0 
technologies and key antecedents of SCRE (see Fig. 2). Building upon the literature, it can 
be expected that the adoption of various technologies (blockchain, big data analytics, IoT, 
additive manufacturing and AI) would support supply chain resilience through improve-
ment in visibility, traceability, collaboration, flexibility, reconfiguration, and transparency.

3.4 Evolution of research on the topic

This section presents the distribution of studies from 2008 to 2021 to track the progression 
of research on this under-studied topic. Figure 3 shows that the topic of innovative technol-
ogy, data analytics and SCRE has been evolving since 2008, albeit with an inconsistent 
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pattern of growth. From 2008 to 2013, development in this subject area was somewhat 
sluggish and erratic.

We can see an uneven trend of growth from 2014 to 2017. Whereas, from 2017 and 
onwards, there is a significant growth in the number of studies which have exponentially 
grown till the 2020-year end. The highest number of studies (100) were observed in 2020. 
This demonstrates the topic’s high recognition and popularity among the operations and 
supply chain management research community. Because the search for articles was con-
ducted on 04 January 2021, we only found 7 items with a sharp decline in the trend line.

3.5 Knowledge trajectories

To observe the trajectories of knowledge over the past two, keywords clusters were cre-
ated for two different periods i.e., 2008–2017 and 2018–2021 (see Fig. 4). The unequal 
distribution of years between the two periods is attributed to the uneven development of the 
research topic. That is, while the literature on the intersection of innovative technologies 
and SCRE began to develop in 2008, a visible change was noticed from 2018.

We have noticed a significant shift in the knowledge flow between the two time periods 
shown in Fig. 4. From 2008 to 2017, popular keywords were radio frequency identification, 
RFID, internet of things, big data, cloud computing, resilience, supply chains, risk manage-
ment, risk assessment, artificial intelligence, and decision support systems.

Whereas, Industry 4.0, blockchains, additive manufacturing, 3-D printing, cyber-phys-
ical system, digital twin, and covid-19 are among the new themes, from 2018 to 2021. 
The remaining keywords, on the other hand, are comparable, but their node size, which 
represents several studies, is significantly bigger than in the previous period (2008–2017). 
Internet of things, big data analytics, blockchains, risk management, and SCRE are a few 
examples. The additional keywords and larger node sizes represent the emergence of inno-
vative technologies and SCRE. This information could assist the early career researchers 
and prospective researchers to understand the dynamics of recent research while choosing 
a new research project.

3.6 Classification of research methods

The sampled studies (262) in our review present different methodological perspectives (see 
Fig. 5). These include: 105 (40%) studies consist of conceptual/literature reviews (e.g., 
Ivanov & Dolgui 2019; Min, 2019; Verboeket & Krikke, 2019; Hosseini & Ivanov, 2020); 

Fig. 3 Evolution of research 
on innovative technologies and 
SCRE
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94 (36%) studies are simulation/modelling/analytical (e.g., Kumar et al., 2010; Ivanov et 
al., 2013;Bottani et al., 2019; Lohmer et al., 2020): 39 (15%) articles comprise of empiri-
cal qualitative (e.g., Kask & Öberg 2019;Ralston & Blackhurst 2020); and 9% (24) studies 
constitute empirical quantitative (e.g., Papadopoulos et al., 2017; Wamba & Queiroz, 2020; 
Dubey et al., 2020).

Clearly, a major portion of the literature (76%) is based on conceptual frameworks plus 
simulation and analytical papers, most of which lack real-world data. Whereas only 24% 
of the studies adopted empirical methodologies, both qualitative and quantitative. There are 
fewer studies in quantitative empirical papers (survey-based research) than in qualitative 
empirical papers, indicating a substantial difference.

Fig. 5 Classification of research methods

 

Fig. 4 Knowledge trajectories between two main periods (2008–2017 and 2018–2021)
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4 Discussion and future research avenues

The review of the literature shows a significant increase in the literature on innovative 
technologies, data analytics and SCRE. The descriptive evaluation of 262 eligible articles 
in this systematic literature review highlighted that the growth rate of research publica-
tions on innovative technologies, data analytics, and supply chain disruption and resilience 
has exponentially grown. We found that IoT facilitates the design of intelligent and robust 
SCs by enabling real-time information exchange, and improved cooperation among busi-
ness partners in the network. Also, the data acquired through IoT technology could be used 
in forecasting abrupt spikes in demand, preparing and responding to the sudden changes 
timely, hence protecting supply chains from extremely disruptive shocks. Furthermore, ris-
ing worldwide demand has prompted businesses to diversify their product offerings and 
expand into new markets. Hence, leads towards extended supply chains, which cause unpre-
dictability and dynamism in the external environment (Azadegan et al., 2013). In this situ-
ation, the firm’s decision-making abilities, influenced by innovative technologies (Industry 
4.0, blockchain, and big data analytics), may pave the way for managing and controlling 
disruption risks and ripple effects in the network. Our bibliometric review also highlighted 
that using AM allows businesses to shift production closer to demand, making them more 
responsive and flexible to market changes than traditional manufacturing processes. It was 
also noted that businesses during the COVID-19 pandemic adopted 3D printing, producing 
face masks and shields, to ensure meet consumer demand. This review further highlights the 
AI-related approaches, i.e., agent-based systems, swarm optimization, artificial bee colony, 
etc., used by the researchers to understand the complex behaviour of supply network struc-
tures towards resilience and robustness (Giannoccaro & Iftikhar, 2020).

Based on this study we explored the significance of SCRE antecedents with the innova-
tive technologies enabled data analytics. We found that the usage of innovative technolo-
gies by researchers has evolved within the supply chain disruption and resilience domain 
from RFID to blockchain and cyber-physical systems. Following the development in this 
area, different industries in manufacturing and service have been investigated separately to 
develop resilience measures (Belhadi et al., 2021; Mubarik et al., 2021). Nonetheless, we 
recognized that there is a substantial gap in performing empirical research on issues sur-
rounding the nexus of innovative technologies and supply chain disruptions and resilience. 
During the review of the literature, plenty of opportunities for future research emerged on 
the confluence of innovative technologies, data analytics and SCRE. We have highlighted 
some of them with specific themes in the below section. Table 2 summarizes the research 
themes along with the future research questions.

4.1 Complexity, innovative technologies, and resilience

The extant literature identified different forms of SC complexities that could have both det-
rimental and beneficial effects on a firm’s business value and resilience (Bode & Wagner, 
2015; Chowdhury et al., 2019). However, the following important questions remain unan-
swered: (1) how do different innovative technologies (big data analytics, blockchain, IoT, 
artificial intelligence, etc.) interact with multiple forms of complexities (static, dynamic, 
upstream, internal, and downstream) to leverage SCRE? (2) How does data analytics inter-
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act with different dimensions of SC complexities, and how simultaneously it can improve 
traceability and transparency in the supply network?

While blockchain has received a great deal of attention in the literature (Wang et al., 
2020; Kurpjuweit et al., 2019; Min 2019; Lohmer et al., 2020), little is known about the 
role of network orchestrators that blockchain-enabled data exchange could display in highly 
complex supply chains.

4.2 Blockchain-enabled data analytics and SCRE

In contemporary SCs, procurement frauds are amid the significant menaces and vulner-
abilities that disrupt the financial flows among the network partners. However, blockchain-
based data analytics and transactions assure transparency and fraud reduction (Wang et al., 
2019; Guerar et al., 2020). IBM blockchain platform, for example, developed distributed 
digital ledger in which transaction data is shared among the network and constantly rec-
onciled hence it’s hard to alter the information by the stakeholders. Barclay – the second-
largest bank in the UK - has been successfully using blockchain in its banking system. Other 
examples include Unilever and Walmart, which are using IBM blockchain in procurement 
thus reducing risks of, tampering, counterfeiting and fraud. We suggest researching this 
new phenomenon to bring vital insights into how blockchain technologies facilitate finan-
cial communication across the network through analyses of data on business transactions, 
thereby reducing frauds and counterfeiting.

The dynamics of understudied innovative technologies are different, as revealed dur-
ing the literature review (Ivanov et al., 2019; Ivanov and Dolgui, 2020; Baryannis et al., 
2019). However, we do not know the synergistic effects of these innovative technologies 
(e.g., blockchain in AI environment, big data analytics, and cyber-physical systems) on 
data analytics capabilities and SCRE. This topic could be studied by considering different 
contextual variables, such as competition intensity, technological complexity, or bargaining 
power. Further, what other resources, tangible, or intangible, would be required by the firms 
to achieve the beneficial effect of resiliency, an area that warrants further research.

The analysis of the literature depicts that past research predominantly focuses on block-
chain’s adoption challenges in the traditional manufacturing industries (Wamba & Queiroz, 
2020; Queiroz & Wamba, 2019; Moktadir et al., 2019), leaving the gap for research on 
other important contexts. Particularly, while the importance of food supply chains has been 
increasingly recognised during the COVID-19 outbreak, there is a lack of broad empirical 
evidence if and how blockchain technology can be effectively used to deal with the pan-
demic and ensure a smooth supply of food. As such, we suggest large-scale research on the 
application of blockchain in the agri-food supply chains specifically on SMEs in emerging 
and developing economies. The adoption of these innovative technologies would secure the 
financial flow of SMEs, leverage their productivity, and assure business continuity, transpar-
ency, and visibility through ‘disintermediation’ (Wang et al., 2019).

4.3 SC mapping through innovative technologies enabled data analytics

SC mapping is considered one of the significant sources to assure supply resiliency and 
business continuity in complex supply networks (Gardner & Cooper, 2003). It provides the 
firm with a holistic visualization of its entire supply network (Swift et al., 2019). Owing to 
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the significant disruptions caused by the global pandemic (COVID-19), Choi et al., (2020), 
and Mubarik et al., (2021) stress SC mapping, which could enable to a better understanding 
of the network structure in which a firm operates (Giannoccaro & Iftikhar, 2020). Given 
this, a fruitful future research avenue is to investigate the role of innovative technologies 
enabled data analytics in SC mapping to enable resilience.

4.4 Innovative technologies, data analytics and cyber-resilience

A compelling body of literature identifies the vulnerabilities among the traditional SC flows 
(Ali and Golgeci, 2019; Ivanov 2017; Xu et al., 2020). Similarly, digital SCs are not risk-
free and possess significant threats, impacting different industrial sectors (Büyüközkan & 
Göçer, 2018). To achieve cyber resilience, firms need to adopt a holistic approach (Boyes, 
2015). Therefore, it is of utmost importance for future researchers to explore how the dark 
sides of innovative technologies could be minimized, what enabling factors to assure cyber 
resiliency firms need to develop, how digital platforms will be kept secured particularly in 
the critical infrastructures and maritime sectors in the wake of disruptions. This will further 
build confidence among the customers and suppliers to adopt technology driven SC solu-
tions. Future researchers could also identify the critical managerial skills required to make 
data analytics-based decisions and manage the cyber resilience operations, grounded in dif-
ferent theoretical frameworks, such as technology acceptance model (TAM), technology 
organization environment (TOE) framework, or unified theory of acceptance and use of 
technology (UTAUT) (Jeyaraj & Dwivedi, 2020; Tao et al., 2020).

4.5 Innovative technologies, relational governance, and resilience

The presence of trust is considered a significant organizational capability to leverage resil-
ience in a disruptive environment (Ali and Golgeci, 2019). However, it also has its limita-
tions, such as it is expensive, time-consuming, and difficult to manage under high structural 
complexity (Capaldo & Giannoccaro, 2015; Galvin et al., 2021). While adopting innova-
tive technologies and deciding based on data analytics, firms are not obliged to trust their 
partners as they used to, it is integrated into these blockchain platforms (Wang et al., 2019). 
Therefore, an interesting avenue for future research could be to investigate the degree to 
which reliance on partners via trust mechanisms would be effective in disruptive environ-
ments under the wave of innovative technologies to improve resilience in the network. It 
would be insightful to explore whether adopting innovative technologies would lessen the 
need for developing interorganizational relationships or protect SC partners against adopt-
ing any opportunistic behavior. The extant literature suggests that relational capabilities 
reduce uncertainty and risk and enhance resilience, however, the extent to which relational 
attributes/capabilities be effective under digital transformation while mitigating SC disrup-
tions, is an area not well understood.

4.6 Innovative technologies and reshoring

Owing to the severe disruptions caused by the COVID-19, a significant discussion emerged 
around bringing manufacturing closer to the demand and making SCs shorter (Choi et al., 
2020). As such, future researchers could empirically explore how innovative technologies 
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supported by data analytics would affect the firm’s location decisions or/and how they will 
enable viable reshoring to further heighten the responsiveness to market dynamics and 

Research theme Future Research Questions
Supply chain com-
plexities, innova-
tive technologies & 
resilience.

Q1. How do different innovative technologies 
(big data analytics, blockchain, IoT, artificial 
intelligence, etc.) interact with multiple forms 
of complexities (static, dynamic, upstream, 
internal, and downstream) to leverage SCRE?
Q2. How does data analytics interact with 
different dimensions of SC complexities, and 
how simultaneously it will impact the trace-
ability in the supply network?
Q3. What is the role of blockchain-enabled 
data exchange in network orchestration for 
highly complex supply chains (i.e., automo-
tive sector, fashion industry, etc.), and at the 
same time how it would improve transpar-
ency beyond 1st tier suppliers?

Blockchain-enabled 
data analytics and 
SCRE

Q1. What is the role of blockchain-based data 
analytics to protect financial flows among 
the network partners to assure resiliency in 
global value chains?
Q2. What are the synergistic effects of 
innovative technologies on data analytics 
capabilities and SCRE?
Q3. How blockchain technology can be effec-
tively used to deal with the highly uncertain 
environment and ensure resiliency in agri-
food supply chains in certain contexts (i.e., 
SMEs, emerging & developing economies).

Supply chain map-
ping and innovative 
technologies

Q1. What is the role of innovative technolo-
gies enabled data analytics in SC mapping to 
enable resilience?

Innovative technolo-
gies, data analytics 
and cyber resiliency

Q1. What enabling factors to assure cyber 
resiliency firms need to develop, how digital 
platforms will be kept secured particularly 
in the critical infrastructures and maritime 
sectors?
Q2. What critical managerial skills are re-
quired to make data analytics-based decisions 
and manage the cyber resilience operations, 
grounded in different theoretical frameworks?

Innovative technolo-
gies and relational 
governance

Q1. How effective it would be for firms in 
supply chains while adopting innovative tech-
nologies to operate in a trustless marketplace 
under a disruptive environment?

Innovative technolo-
gies and reshoring

Q1. How innovative technologies enabled 
data analytics would affect the firm’s location 
decisions or/and how they will enable viable 
reshoring to further heighten the responsive-
ness to market dynamics and uncertainty?

Innovative technolo-
gies and SC disrup-
tion management

Q1. What is the role of different innovative 
technologies at different SC disruption man-
agement phases to improve post-disruption 
supply chain recovery?

Table 2 Research themes and 
future research questions

 
841



Annals of Operations Research (2024) 333:825–848

1 3

uncertainty. Further, the impact of different industrial sectors could be explored, such as the 
textile industry, the high-tech sector, consumer goods, electronics and electrical, and other 
manufacturing industries.

4.7 Innovative Technologies and SC disruption management

Our review of literature depicts those different types of disruption risks that have been com-
prehensively categorized (Craighead et al., 2007; Giannoccaro & Iftikhar, 2020) along with 
different SC disruption management phases and strategies (Macdonald & Corsi, 2013). In 
doing so, most of the prior literature explored how SC disruptions management strategies 
reduce the vulnerabilities and mitigate the disruptive impact.

However, the role of different innovative technologies in different SC disruption man-
agement phases, disruption detection, reaction, recovery, and learning to improve post-dis-
ruption supply chain recovery, is an area that warrants further investigation.

5 Conclusions

Unprecedented disruptive incidents have increasingly attracted academics’ interest in 
innovative technologies, data analytics and SCRE. This study aimed to review the exist-
ing literature at the nexus of innovative technologies, data analytics and SCRE. We found 
that innovative technologies (big data analytics, IoT, Industry 4.0, additive manufacturing, 
blockchain, artificial intelligence, etc.) supported data analytics can play a significant role 
in anticipating disruptive events, reducing their impacts and assuring business continuity. 
Despite considerable contributions, many past studies are still conceptual and lack empiri-
cal corroboration. In particular, there is a severe shortage of mixed methods research, which 
is considered important to support the rigor and clarity of the underlying relationships. We 
have recognized several promising opportunities for more impactful future research on this 
interesting yet underexplored topic of research.

Aside from the interesting findings, this study has several limitations, just like any other 
literature review. Despite using a broad set of search keywords on innovative technolo-
gies and SCRE to collect as many publications as possible, it’s possible that a few of the 
articles were overlooked unintentionally. However, our considerably large sample size (262 
articles) assures that the findings are a fair reflection of the research conducted around the 
topic. We identified four research clusters by employing bibliometric analysis; however, 
future researchers might use other methods, such as homogeneity analysis using alternating 
least squares (HOMALS) to cross-check our findings. Future researchers may also improve 
the content analysis by adopting the multiple correspondence analysis (MCA) approach. 
Finally, we provide significant insights on the SCRE research and advance knowledge from 
the standpoint of digital innovation and data analytics; our research agenda has the potential 
to spark further discussion around this topic.
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