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Abstract
As is well known, multimedia has been widely used in VoIP and mobile communications. Research on how to establish

covert communication channel over the above popular public applications has been flourishing in recent years. This paper

tries to present a novel and effective method to construct a covert channel over common compressed speech stream by

embedding sense information into it. In our method, after analysing the characteristic features of the excitation pulse

positions of the ITU-T G.723.1 and G.729A speech codec, we design a novel and effective covert communication channel

by finely modulating the codes of excitation pulse positions of the above two codecs in line with the secret information to

be hidden. To improve the embedding capacity of the proposed method, we also use all the odd/even characteristics of

pulse code positions to conduct information hiding. To test and verify the proposed approach, experiments are conducted

on several different scenarios. Experimental results show that our methods and algorithms perform a higher degree of

secrecy and sound information embedding efficacy compared with exiting similar methods.

Keywords G.723.1 and G.729 speech codec � Information hiding � Covert communication channel � Codebook �
Pulse position code

1 Introduction and related work

Covert communication uses human perceptual defects and

fuzziness to embed sensitive information into digital carrier

media such as text, sound, images, and video signals in a

manner that is not easy to be perceived. Voice communi-

cation is one of the most popular ways for people’s daily

information exchange. It has a very wide application base

and a large amount of communication capacity. Therefore,

information hiding based on voice carrier has a very wide

range of application requirements in the military, security,

business, and other fields. The research on information

hiding of carriers has very important research significance

and broad application prospects.

Steganography entails the embedding of secret infor-

mation in digitalized carriers to conceal both its transmis-

sion behaviour and contents, thus ensuring its secrecy and

security during transmission, which has become an

important technical tool for secure secret information

transferring [1–3]. Voice-over-Internet protocol (VoIP)-

based low-bit rate voice services have developed rapidly

with the widespread and popularization of Internet

& Naqin Zhou

cnalice_zhou@163.com

Fufang Li

liff@gzhu.edu.cn

Binbin Li

1249236510@qq.com

Yongfeng Huang

yongfengtsu@163.com

Yuanyong Feng

alexand_cn@163.com

Lingxi Peng

78748487@qq.com

1 School of Computer Science and Educational Software,

Guangzhou University, Guangzhou 510006, China

2 Department of Electronic Engineering, Tsinghua University,

Beijing 100084, China

3 School of Mechanical and Electrical Engineering,

Guangzhou University, Guangzhou 510006, China

4 Cyberspace Institute of Advanced Technology, Guangzhou

University, Guangzhou 510006, China

123

Neural Computing and Applications (2022) 34:11507–11520
https://doi.org/10.1007/s00521-020-04882-y(0123456789().,-volV)(0123456789().,-volV)

http://crossmark.crossref.org/dialog/?doi=10.1007/s00521-020-04882-y&amp;domain=pdf
https://doi.org/10.1007/s00521-020-04882-y


technologies. Therefore, studies on steganographic techniques

based on low-bit rate VoIP are highly significant in theory

and in practice [2]. VoIP-based steganography had been

developed most rapidly among multitudes of steganographic

methods that use streaming media as carriers. This is because

the secret information embedded within VoIP communica-

tions is highly dynamic, which renders these steganographic

methods robust against tampering of attackers. Furthermore,

VoIP speech codec can provide excellent levels of imper-

ceptibility and hiding capacity [4, 5].

In the research of information hiding based on speech

coding, many researchers have carried out fruitful work.

Reference [6] proposed a novel QIM (quantization index

modulation) steganography based on the replacement of

quantization index set in linear predictive coding (LPC),

by treating each quantization index set as a point in

quantization index space. Their algorithm had significantly

improved the embedding efficiency. Tian [7] tried to

present a novel steganalysis method based on statistic

characteristics of fundamental frequency, so as to prevent

the illegitimate use of voice-over-IP-based information

hiding. They introduced the statistics for zero-crossing

count (ZCC) and the average values of mel-frequency

cepstral coefficients (MFCCs) to characterize inactive

frames, and then, they propose a support vector machine-

based steganalysis for inactive speech frames. Experiment

results showed that their method significantly outperforms

the previous ones. Wang [8] put forward a new

steganography algorithm by embedding data while pitch

period prediction is conducted during low-bit rate speech

encoding. Their approach has great compatibility and can

achieve high quality of speech and prevent detection of

steganalysis without causing further delay by data

embedding and extraction. Article [9] proposed a method

of text emotional modulation steganography based on

machine learning. By intelligently expanding the text

emotional lexicon and using cosine similarity algorithm to

conduct the steganography algorithm, their method

obtained sound efficiency, security, concealment, and

robustness. By revealing the inactive frames of VoIP

streams which are more suitable for data embedding than

the active frames of the streams, paper [10] presented a

novel high capacity steganography algorithm for embed-

ding data in the inactive frames of low-bit rate audio

streams. Their algorithm had achieved perfect impercep-

tibility and high data embedding rate up to 101 bits/frame,

in which the data embedding capacity is very much larger

than most of the existing algorithms. Yang [11] proposed

a highly imperceptible, high capacity steganographic

algorithm based on the noise coding frames of the G.723.1

codec. Literature [12] studied a novel method to embed

sensitive data into G.723.1 speech codec by using the

characteristic of the codec. Their algorithm can obtain

good efficiency and performance. Guo [13] put forward an

imperceptible information hiding approach on 5.3 Kbit/s

codec of G.723.1. To increase the data embedding

capacity, they also propose a voice activity detection

method that uses the residual signal energy of the speech

signal.

In recent years, research on information hiding based on

729A speech coding has also attracted the attention of

many researchers. Literature [14] demonstrates the

respective performance advantages of the two standards in

the error concealment process through the frame loss

experiment and subjective test on G.729.1 and AMR_WB

(adaptive multi-rate wideband). El-Khamy et al. [15] give

out a new robust audio steganography technique based on

optimum two-dimensional complete complementary codes

(CCC). When adopted their method to embed colour

images data, and with various attacks applied to the carrier

audio signals, simulation experimental results showed that

the extracted image had good quality, which proves high

robustness and capacity of their proposed algorithm. Lit-

erature [16] counts the unimportant bits of the compressed

low-bit speech stream, proposes embedding hidden infor-

mation in the speech stream, and designs a voice concealed

communication system of IP network using this algorithm

to improve the security of secret information transmission.

Literature [17] proposes an algorithm based on code word

characteristics, which enables G.729A to carry out QIM

steganography to detect effectively in a short time. Paper

[18] discussed the application of speech-based information

hiding in the area of medical scenario. Literature [19]

carries out a comprehensive test for the frame-by-frame

bitwise negation of G.729A speech and finds that the

speech has hidden bits, and a method of information hiding

combined with matrix coding is proposed.

As is discussed above, steganography based on com-

pressed speech codec has been deeply studied by many

researchers. However, the robustness, concealment, and

hiding capacity of existing algorithms are still difficult to

meet the needs of practical applications. Therefore, it is

urgent to study new information hiding methods that have

both high privacy and high hiding capacity. To explore a

more effective way to establish a novel convert commu-

nication channel over compressed speech stream, this paper

presents a steganography method based on modulation of

the excitation pulse positions of the G.723.1 low-bit rate

codec and G.729A speech codec as the research scenario.

In the proposed method, the secret sensitive information is

hidden in the above speech stream by finely modulating the

codes of excitation pulse positions. Experimental results

show that the proposed steganography algorithm of

G.723.1 speech codec with an embedding rate of 3.1% and

secret information transfer rate of 166 bits/s results in

\ 5.7% degradations in perceptual evaluation of speech
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quality (PESQ) scores, which indicates a high degree of

imperceptibility. As to the proposed steganography algo-

rithm of G.729A speech codec, our method can achieve

400 bite/s secret information communication with 3%

embedding rate, while the capacity and the degradation rate

of the PESQ score for the carrier speech is less than 7%,

indicating that the hidden method studied has good privacy

and efficacy.

This paper consists of six sections: Sect. 1 (that is, this

chapter) briefly introduces the original purpose and related

work of the research; Sect. 2 introduces the related G.723.1

and G.729A speech codec; Sect. 3 discusses the model of

information hiding and extraction construction method of

emotional lexicon based on deep learning; Sect. 4 gives the

information hiding algorithm based on matrix encoding

and emotional word replacement; Sect. 5 shows the

experiment results and analysis; Sect. 6 shows the sum-

mary and prospect part.

2 Brief introduction of low-bit rate codec
of G.723.1 and G.729A

2.1 Brief introduction of G.723.1 codec

The G.723.1 speech coding standard is a low-bit rate codec

scheme that was formulated by ITU-T for visual telephony.

The excitation signals corresponding to the high (6.3 Kbit/

s) and low (5.3 Kbit/s) bit rates of G.723.1 are multipulse

maximum likelihood quantization (MP-MLQ) and alge-

braic codebook excited linear prediction (ACELP),

respectively. The G.723.1 recommendation uses the

ACELP (with 5.3 Kbit/s low bit rates) and MP-MLQ (with

6.3 Kbit/s high bit rates) algorithms to minimize the per-

ceptually weighted error signal [20].

According to G.723.1 speech recommendation, the

analogue input signal is firstly analysed and processed by

using the rules of G.723.1 standard, and then, the param-

eters, such as LSP parameters, codebook indices, and gains,

are calculated. Secondly, the parameters are digitalized so

as to facilitate transmission in the next step. At last, the

digital parameters are packed and wrapped according to

G.723.1 standard and then send to the transmission chan-

nel. By this way, the encode process of G.723.1 speech

codec has been finished. At the receiving end, firstly, the

wrapped parameters are unpacked, and thus, the parameters

can be obtained by the decoder. Secondly, the decoder uses

these regained parameters to reconstruct the analogue

speech signal [21]. The encode and decode process of

G.723.1 speech codec is shown in Fig. 1.

2.2 Brief introduction of G.729A codec

The G.729A protocol, which proposed by International

Telecommunication Union, Telecommunication Standard-

ization Sector (ITU-T), is a 8-Kbps speech coding standard

and is a simplified version of the speech coding standard

G.729. The G.729A protocol uses conjugate structured

arithmetic codebook excited linear prediction (CS-ACELP)

as its coding principle. The CS-ACELP encoder is based on

a codebook excited linear predictive coding (CELP) model.

The encoding procedure of G.729A speech codec is: (1)

The analogue speech signal is sampled at 8 kHz after being

band-pass filtered by the speech channel, quantized into a

16-bit linear PCM digital signal, and then, they are inputted

to the G.729A encoder. (2) The G.729A encoder first

processes the 10-ms-long speech frame as follows: linear

prediction analysis and quantization of LPC coefficients;

open-loop pitch period estimation; adaptive codebook

search; fixed codebook search. (3) Then, calculate the

CELP model parameters (LP filter coefficients, adaptive

codebook, and fixed codebook index and gain) frame by

frame. (4) Finally, encode and transmit these parameters,

and thus, the encoding process is finished. The detailed bit

allocation of the 80 bits of G.729A coding parameters is

shown in Table 1.

The G.729A decoder decodes the G.729A code stream

and extracts the corresponding line spectrum pair (LSP)

coefficients and two fractional pitch delays, two fixed

codebook vectors, and two sets of adaptive codebook and

fixed codebook gains. These parameters are used to recover

the excitation signal and synthesis filter parameters.

According to the mechanism of speech generation, linear

prediction (LP) filter filtering is used to implement speech

synthesis (i.e. speech reconstruction). After the synthesized

speech is obtained, post-filtering is performed to improve

the speech quality.

3 Information embedding and extraction
model based on common compressed
speech codec

The method of embedding and extraction secret information

based on modulation of the excitation pulse positions of the

common compressed speech codec is illustrated in Fig. 2.

Figure 2a describes the method for embedding secret

information. Firstly, speech analysis and processing are

performed, followed by the calculation of LPC indices,

adaptive codebook lags, the combinatorial codes of all gains,

pulse signs, and pulse positions. The pulse positions are then

finelymodulated according to the secret information; finally,

the data are packaged for transmission via ordinary
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communication channels. The extraction of secret informa-

tion is illustrated in Fig. 2b. After the data packets have been

received from a communication channel, they are unpacked

to extract all of the relevant parameters. The secret infor-

mation hidden in the excitation pulse positions is then

extracted according to its embedding rules, before the data

are passed on to the decoder for speech reconstruction.

4 Steganography algorithms based
on the excitation pulse positions
of compressed speech codecs

The proposed steganography method includes four algo-

rithms according to three different scenarios of G.723.1

speech codec: (1) steganography algorithm based on

excitation pulse positions of ACELP of G.723.1 speech

codec (Algorithm 4_1); (2) the first and second steganog-

raphy algorithm based on excitation pulse positions of MP-

MLQ of G.723.1 speech codec (Algorithm 4_2 and Algo-

rithm 4_3); and (3) steganography algorithm for scenario

of G.729A compressed speech codec (Algorithm 4_4).

4.1 Steganography algorithm for scenario
of ACELP of G.723.1 (Algorithm 4_1)

The low-bit rate ACELP of G.723.1 codec uses adaptive

codebook searches. A G.723.1 ACELP frame is composed

of four subframes, and each subframe has four excitation

pulse positions. ACELP codec uses 3 bits to identify every

excitation pulse position in each subframe. To embedding

sensitive secret information into the ACELP codec bit-

stream, we finely modulate the excitation pulse positions’

code according to the bit of secret data to be embedded.

Let’s suppose the secret information to be embedded is

St ¼ St 0ð Þ; St 1ð Þ; . . .; St ið Þ; . . .; St L� 1ð Þ½ � (L is the length

of St). The information embedding subalgorithm of Algo-

rithm 4_1 (named as Algorithm 4_1_1) and the extraction

subalgorithm (named as Algorithm 4_1_2) are as follows:

Speech input

Information, such as LPC 
indices, codebook lags, 
gain, pulse signs, pulse 

positions, and so on

Speech 
analysis 

and
processing

Package 
and

transmit

Signal channel

Speech 
reconstruction 
analysis and 
processing

Speech output

Receive 
data 

packet

Unpacking and extraction: 
information such as LPC 

indices, codebook lags, gain, 
pulse signs, pulse positions

... ...

Fig. 1 Encode and decode process of G.723.1 speech

Table 1 Position distribution of

4 pulses in G.729A fixed code

book

Parameters Code word Subframe 1 Subframe 2 Bit number per frame

Line spectrum pair (LSP) L0, L1, L2, L3 18

Adaptive codebook delay P1, P2 8 5 13

Pitch delay parity check P0 1 1

Fixed codebook pulse index C1, C2 13 13 26

Fixed codebook pulse symbol S1, S2 4 4 8

First-stage codebook gain GA1, GA2 3 3 6

Second-stage codebook gain GB1, GB2 4 4 8

Total 80

Embedment via the fine 
modulation of pulse positions

Speech input

Information, such as LPC 
indices, codebook lags, 
gain, pulse signs, pulse 

positions, and so on

Speech 
analysis 

and
processing

Secret information

Package 
and

transmit
Signal channel

Secret information

Speech 
reconstruction 
analysis and 
processing

Speech output

Signal channel
Receive 

data 
packet

Unpacking and extraction: 
information such as LPC 

indices, codebook lags, gain, 
pulse signs, pulse positions

Extract information 
from pulse positions

(a) (b)

Fig. 2 Method for the embedding and extraction of secret information
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4.2 First steganography algorithm for scenario
of MP-MLQ of G.723.1 (Algorithm 4_2)

In high bit rate G.723.1 MP-MLQ codec, each subframe

has four positions that generate excitation pulses, while

even and odd subframes have six and five nonzero exci-

tation pulses, respectively, and the positions of all nonzero

pulses are either all odd or all even. Therefore, there are

fewer than 30 pulse positions in each subframe. The

algorithm of performing steganography based on the high

bit rate MP-MLQ codec of G.723.1 is described as below:

Let’s suppose the bitstream of the secret information to be

embedded is St ¼ St 0ð Þ; St 1ð Þ; . . .; St ið Þ; . . .; St L� 1ð Þ½ � (L
is the length of St). The information embedding subalgo-

rithm of Algorithm 4_2 (named as Algorithm 4_2_1) and

the information extraction subalgorithm of Algorithm 4_2

(named as Algorithm 4_2_2) are as follows:
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4.3 Second steganography algorithm
for scenario of MP-MLQ of G.723.1
(Algorithm 4_3)

Since the pulse positions of every subframe in the G.723.1

high bit rate MP-MLQ codec must be integers in the [0–59]

interval, and the pulse sequence numbers of each subframe

are either all even or all odd, there are only 30 (fewer than

25-1) possible variations in position for any pulse in a

subframe. As the code of pulse positions has less than 5

bits, each pulse may then hide a maximum of 4 bits of

secret information. However, not every pulse position code

has 30 bits, so it is more appropriate to hide only 3 bits of

secret data in each position. This is consistent with the

findings of our preliminary experiments. Suppose again the

bitstream of secret information to be embedded is St ¼
St 0ð Þ; St 1ð Þ; . . .; St ið Þ; . . .; St L� 1ð Þ½ � (L is the length of St).

The secret information embedding subalgorithm of Algo-

rithm 4_3 (named as Algorithm 4_3_1) and the information

extraction subalgorithm of Algorithm 4_3 (named as

Algorithm 4_3_2) are as follows:

4.4 Steganography algorithm for scenario
of G.729A codec (Algorithm 4_4)

The fixed code book encoded by G.729A is an algebraic

code book structure. Each code book vector contains four

nonzero pulse signals, and the amplitude of each pulse is

positive or negative. The positions of each pulse are shown

in Table 2. From Table 2, it can be seen that the G.729A

code has 4-pulse excitation for each frame of speech signal

(80 samples), the first, second and third pulses have eight

possible positions, and each pulse position is represented

by 3 bits. The fourth pulse has two groups of odd and even

numbers, with 16 possible positions. The position of the

pulse is represented by 4 bits. Therefore, the positions of

the four pulses in a frame in G.729A coding are presented

by 13 bits. The detailed distribution of the position of the

pulses in G.729A fixed code book is shown in Table 2.

The ideas of secret information embedding method in

information hiding algorithm of G.729A coding based on

excitation pulse position modulation are shown in Fig. 3.

The proposed information embedding subalgorithm of

Algorithm 4_4_1 is as follows:
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• Step 1 Read the information that needs to be hidden and

transforms the information into a binary data form of

01.

• Step 2 The hidden information of 1 bit (Either 0 or 1) is

read and compared with the parity of the current pulse

position value (Either 0 or 1). If they are also even or

odd, the information can be hidden directly without

numerical processing of pulse position; otherwise, the

position of pulse will be added or subtracted by 1, so

that the 1 bit information to be hidden can be the same

as the parity of pulse position value. At this time, the

parity of the lowest bit of the pulse position value

(binary 0 or 1) indicates that 1 bit of information has

been hidden.

The bit of pulse excitation is found in all parameter bit

streams decoded by the G.729A decoder. Comparing the

parity of the hidden information in each pulse coding, i.e.

the lowest bit’s value of the binary form of the pulse

position, the hidden bit of binary information is extracted

from the corresponding pulse sequence by (ip) &

(0001Hex). The secret information extraction method in

information hiding algorithm of G.729A coding based on

excitation pulse position modulation is shown in Fig. 4.

5 Experimental results and analysis

5.1 Design of experimental scheme

To evaluate the proposed algorithms, we examine the

changes in objective speech quality of PESQ scores in

different types of voices, and under condition of before and

after the embedding of secret information, at different

levels of hiding capacity. In the experiments, we used self-

edited clips of Chinese and foreign male and female voices

that were sampled at 8 kHz to perform the PESQ tests. For

each one of the four kinds of voices, we created 200 edited

clips of each voice and perform 200 times of tests; we then

record the average PESQ scores of these 200 times of tests

of each kind of voice. To provide an intuitive representa-

tion of the steganographic efficacy of the proposed algo-

rithms, the reduction percentage of the PESQ scores are

also listed, in addition to the raw PESQ scores obtained in

each test. The effectiveness of our algorithms is then fur-

ther examined in detail by performing comparative

experiments with similar algorithms. Detailed descriptions

of the experiments and their results are provided in the

followings.

5.2 Experimental results of steganography
Algorithm 4_1

By using the experimental scheme described in Sect. 5.1,

objective speech quality tests of PESQ values are carried

out. The average PESQ scores of these self-edited clips of

voices (that do not contain any hidden data) are slightly

lower than that of standard G.723.1 ACELP speech codec.

To facilitate an intuitive observation of steganographic

efficacy, the results of this experiment are represented as

reduction percentage of PESQ scores. The average PESQ

scores and their reduction percentages of before and after

steganography by conducting Algorithm 4_1 are shown in

Table 3, while Table 4 illustrates how PESQ scores are

changed when hiding capacity and embedding rate

increase.

In Table 3, the first row of data field shows the original

average PESQ scores of the 200 edited clips of each kind of

voice in which no sensitive data have been embedded in. The

other rows in the data field of Table 3 indicate the average

PESQ values and their percentages compared to the original

PESQ values under different embedding rates of sensitive

information by using Algorithm 4_1. The corresponding

rows in the data field of Table 4, respectively, indicate the

average PESQ value of the carrier voice and its decrease

percentage compared to the original PESQ value under

different embedding rates and data transmission rates. From

Tables 3 and 4, we can also see that, even when the

embedding rate goes up to 10.63% and the hiding capacity

was 566 bits/s, the reduction percentage in PESQ score was

less than 12.5% and thus indicates an excellent level of

imperceptibility and efficiency can be achieved by Algo-

rithm 4_1. And Table 4 tells us the average PESQ scores of

the speech carrier’s decrease with increasing hiding capacity

and embedding rate when steganography is performed by

using Algorithm 4_1.

5.3 Experimental results of steganography
Algorithm 4_2

Experiment of Algorithm 4_2 is also based on the experi-

mental scheme described in Sect. 5.1. The average PESQ

scores of these voices without information hidden are also

slightly lower than the standard PESQ score of G.723.1

MP-MLQ speech codec. Again, to facilitate an intuitive

observation of steganographic efficacy, the results of this

experiment are represented as percentage reductions in

Table 2 Position distribution of 4 pulses in G.729A fixed code book

Pulse Pulse position

First subframe ip0 0 5 10 15 20 25 30 35

ip1 1 6 11 16 21 26 31 36

Second subframe ip2 2 7 12 17 22 27 32 37

ip3 3 8 13 18 23 28 33 38

4 9 14 19 24 29 34 39
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PESQ scores. The results of average PESQ scores and

reduction percentages of before and after steganography by

using Algorithm 4_2 are shown in Tables 5 and 6.

The first row of the data field of Table 5 is as the same as

the first row of Table 3. The other rows in the data field of

Table 5 indicate the average PESQ values and their

percentages compared to the original PESQ values under

different embedding rates of sensitive information by using

Algorithm 4_2. The data rows in Table 6, respectively,

indicate the average PESQ value of the carrier voice and its

reduction percentage compared to the original PESQ value

under different embedding rates and data transmission

Modulate code book 
position parameters

Parametric quantization and 
coding: linear predictive 
parameter, adaptive code 
book excitation position,  

fixed code book excitation 
position, pitch delay 

parameter,  quantization 
gain parameter

Channel
Parameter 
encoding,
package 

and
transmissio

n

Linear prediction 
parameters, adaptive 
code book excitation 

position, fixed code book 
excitation position(after 
fine-tuning),pith delay 
parameter, quantization 

gain parameter

Secret information to be hidden

Speech processing & 
parameter calculation

Fig. 3 Secret information embedding subalgorithm of G.729A codec (Algorithm 4_4_1)

Data
packet 

reception 
and

unpacking

Speech
reconstructio

n analysis 
and

processing

Channel

Parameter extraction: linear 
prediction parameter,  

adaptive code book excitation 
position(modulated), fixed 

code book excitation position, 
pitch delay parameter, 

quantization gain parameter

Linear predictive 
parameters, adaptive 
code book excitation 

position, fixed code book 
excitation position, pitch 

delay parameter, 
quantization gain 

parameter

Speech output

Secret information extractedExtract information based on 
code book location parameters

Fig. 4 Flowchart of information extraction algorithm of G.729A codec (Algorithm 4_4_2)

Table 3 Average PESQ scores and their percentage of before and after steganography of Algorithm 4_1

Steganography schema China male China female Foreign male Foreign female

No data hidden 3.350865 3.212855 3.493605 3.113325

5 bits of data is hidden in each frame (including 1 bit in the reserved bit) 3.161206 3.031650 3.285037 2.941781

94.34% 94.36% 94.03% 94.49%

9 bits of data is hidden in each frame (including 1 bit in the reserved bit) 3.033873 2.913738 3.151581 2.834059

90.54% 90.69% 90.21% 91.03%

17 bits of data is hidden in each frame (including 1 bit in the reserved bit) 2.937033 2.807071 3.043978 2.735678

87.65% 87.37% 87.13% 87.87%

Table 4 Average PESQ scores and their reduction percentage changes of Algorithm 4_1, when hiding capacity and embedding rate increase

Hiding capacity per frame

(bits)

Hiding capacity per second

(bits/s)

Embedding rate

(%)

Average PESQ

scores

Reduction percentage in average PESQ

scores (%)

5 166 3.13 3.104981 5.7

9 300 5.63 2.983152 9.4

17 566 10.63 2.881079 12.5
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rates. Tables 5 and 6 show that the degradation of PESQ

score is less than 12.1% even when the embedding rate is

8.8% and the hidden information transmission rate is 566

bits/s, which indicates an excellent level of imperceptibil-

ity. And in Table 6, we can see that the average PESQ

score of the speech carrier decreases with increasing hiding

capacity and embedding rate when steganography Algo-

rithm 4_2 is performed.

5.4 Experimental results of combination
of steganography Algorithm 4_2 and 4_3

To further increase data hiding capacity, we perform an

experiment with Algorithms 4_2 and 4_3 being used in

combination. These experiments are also implemented

using the scheme described in Sect. 5.1. To investigate

different combinations of these algorithms, we perform

experiments based on the four scenarios that are described

below: (1) 3 bits of information is hidden in the first pulse

of each subframe, except 1 bit of information that is hidden

in the reserved bit; hence, each frame (which contains 4

subframes) can hide 13 bits of information in total. (2) 3

bits of information is hidden in the first pulse of each

subframe, and 1 bit of information is hidden in the last bit

of the last subframe, while 1 more bit of information is

hidden in the reserved bit; hence, each frame hides 17 bits

of information in total. (3) In each subframe, 3 bits of

information is hidden in the first pulse and 1 bit of infor-

mation is hidden in each of the last two pulses, and 1 bit of

information is hidden in the reserved bit. Hence, each

frame is hiding 21 bits of information in total. (4) In each

subframe, 3 bits of information is hidden in the first pulse

while the 1 bit of information is hidden in the last bit in

each of the remaining pulses, and 1 more bit of information

is hidden in the reserved bit. Since the first and third sub-

frames have 6 pulse positions while the second and fourth

subframes have 5 pulse positions; each frame is therefore

hiding 31 bits of information in total. For the PESQ

reduction and its reduction percentage of the above fourth

scenario is too sharp, the fourth scenario is not suitable or

practicable for information hiding.

The experimental results of the three practicable afore-

mentioned scenarios are shown in Tables 7 and 8. Table 7

shows the average PESQ scores and their reduction per-

centage according to schema described in Sect. 5.1 by

using combination of Algorithms 4_2 and 4_3. Table 8

describes how the reduction percentage of the average

PESQ scores is affected to hiding capacity and embedding

rate increases when Algorithms 4_2 and 4_3 are used in

combination.

In Table 7, the first data row is as the same as the first

row of Table 3. The other data rows of Table 5 indicate the

average PESQ scores and their percentages compared to

the original PESQ scores under different embedding rates

of sensitive data by using combination of Algorithms 4_2

and 4_3. The data rows in Table 8, respectively, show the

average PESQ values of the carrier voice and their reduc-

tion percentage compared to the original PESQ values

under different embedding rates and data transmission

rates. In Tables 7 and 8, it is shown that a combination of

Algorithms 4_2 and 4_3 greatly increases the hiding

capacity while the PESQ reduction percentages are

acceptable. The PESQ scores of the speech carrier

decreased with increasing hiding capacity and embedding

rate. Nonetheless, when the hiding capacity reaches 700

bits/s and embedding rate goes up to 10.9%, the reduction

percentage of the PESQ score was still\ 16.7%, which

shows that the proposed scheme is rational, sound, and

effective.

5.5 Experiment results of steganography
algorithm for scenario of G.729A codec
(Algorithm 4_4)

The experiment schema of this scenario is the same as Sect.

5.1. At first, the fourth pulse was used as the basis of

information hiding, and the amount of hidden information

was gradually increased on other pulses in succession. The

Table 5 Average PESQ scores and their percentage of before and after steganography of Algorithm 4_2

Steganography schema China male China female Foreign male Foreign female

No data hidden 3.503025 3.356881 3.653155 3.243805

5 bits of data is hidden in each frame (including 1 bit in the reserved bit) 3.312811 3.181987 3.479995 3.101402

94.57% 94.79% 95.26% 95.61%

9 bits of data is hidden in each frame (including 1 bit in the reserved bit) 3.206319 3.070203 3.345924 3.011224

91.53% 91.46% 91.59% 92.83%

17 bits of data is hidden in each frame (including 1 bit in the reserved bit) 3.070051 2.944992 3.212219 2.872065

87.64% 87.73% 87.93% 88.54%
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average PESQ scores and its’ reduction percentages before

and after steganography is performed by using the pre-

sented algorithm are shown in Table 9.

The first row of Table 9 is similar to the first row of

Table 3, which shows, under the G.729A codec being

conducted, the original average PESQ scores of the 200

edited clips of each kind of voice in which no sensitive data

have been embedded in. The other data rows in Table 9,

respectively, indicate the average PESQ value of the carrier

voice and its’ percentages (or reduction percentages)

compared to the original average PESQ values under dif-

ferent embedding rates and data transmission rates. As is

shown in Table 9, taking the fourth pulse position as the

basis of hiding information, when each subframe only

hides 1 bit of information, the hidden speech quality is

about 94.5% of the speech without hidden information,

showing that the hiding effect is very good. When each

fourth pulse of every subframe embeds 2 bits of sensitive

information, the percentage of PESQ scores is still[ 91%,

showing the speech quality is also very sound. While more

than one pulse of each subframe or all the four pulses are

used for embedding information (as is shown in the last

row of the table), the quality of PESQ scores of the carrier

speech decreases sharply, showing that these occasions are

unsuitable for information hiding.

5.6 Comparative experiment
between the algorithms developed in this
work and similar algorithms

To examine the steganographic efficacy of our algorithms

in further depth, we choose our Algorithm 4_2 and 4_4 to

Table 6 Average PESQ scores and their reduction percentage changes of Algorithm 4_2, when hiding capacity and embedding rate increase

Hiding capacity per frame

(bits)

Hiding capacity per second

(bits/s)

Embedding rate

(%)

Average PESQ

scores

Reduction percentage in average PESQ

scores (%)

5 166 2.60 3.269049 4.95

9 300 4.69 3.158418 8.16

17 566 8.85 3.024832 12.05

Table 7 Average PESQ scores and their reduction percentage of before and after steganography by using combination of Algorithms 4_2 and

4_3

Steganography schema China

male

China

female

Foreign

male

Foreign

female

No data hidden 3.503025 3.356881 3.653155 3.243805

In each subframe, 3 bits was hidden in the first pulse and 1 bit hidden in the reserved bit; hence,

13 bits of information is hidden in each frame totally

3.121896 2.985274 3.242175 2.895421

89.12% 88.93% 88.75% 89.26%

In each subframe, 3 bits was hidden in the first pulse, 1 bit was hidden in each of the last two

pulses, 1 bit was hidden in the reserved bit, and hence, 17 bits of information is hidden in each

frame totally

3.074255 2.914779 3.237061 2.869469

87.76% 86.83% 88.61% 88.46%

In each subframe, 3 bits was hidden in the first pulse, 1 bit hidden in the remaining pulses, and 1

bit hidden in the reserved bit, and hence, 21 bits of information is hidden in each frame totally

2.904708 2.758349 3.059517 2.732907

82.92% 82.17% 83.75% 84.25%

Table 8 Average PESQ scores and their reduction percentage change as hiding capacity and embedding rate increase when Algorithms 4_2 and

4_3 are combined to perform

Hiding capacity per frame

(bits)

Hiding capacity per second

(bits/s)

Embedding rate

(%)

Average PESQ

scores

Reduction percentage in average PESQ

scores (%)

13 433 6.77 3.061192 10.99

17 566 8.85 3.023891 12.08

21 700 10.94 2.863871 16.73
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conduct comparative experiments with existing similar

methods. We compared our Algorithm 4_2 with algorithms

in Refs. [8, 11] and Algorithm 4_4 with algorithm in Ref.

[13], which are more similar with our methods. The

experiments are conducted using the scheme described in

Sect. 5.1. The results of the comparative experiments in

terms of PESQ scores and their reduction percentages when

steganography was performed using Algorithm 4_2 and the

algorithms described in Refs. [8, 11] are shown in

Table 10. And the comparative experiment results of our

Algorithm 4_4 and the algorithms described in Ref. [13]

are shown in Fig. 5.

In Table 10, the first column of data field shows the

original average PESQ scores of the 200 edited clips of

each kind of voice in which no sensitive data have been

embedded in (note: the G.723.1 codec being conducted).

The other columns in the data field of Table 10, respec-

tively, indicate the average PESQ values and their

decreased percentages are compared to the original PESQ

values under corresponding embedding algorithms of our

proposed Algorithm 4_2 and similar algorithm of Refs.

[8, 11] being conducted. As is shown in Table 10, as

compared with the algorithms described in Refs. [8, 11],

the PESQ scores and their reduction percentages are lower,

when our steganographic algorithm is used. It is thus

shown that the proposed algorithm has a greater degree of

imperceptibility or in other words higher levels of

steganographic efficacy and secrecy and robustness, com-

paring with other two contrast algorithms.

In Fig. 5, the horizontal axis represents the four kinds of

edited clips of speech voices, while vertical axis represents

the reduction percentage of the PESQ scores when differ-

ent steganography algorithms are used. From Fig. 5, we can

see that the PESQ scores’ reduction percentage of

Algorithm 4_4 is lower than that of the similar algorithm

described in Paper [13], which shows that our algorithm

has a greater degree of secrecy, imperceptibility, and

robustness.

6 Design of application scenario system
for sensitive information covert
transmission

With the widespread popularity of information and com-

munication applications, the secure and confidential dis-

tribution and transmission of sensitive information have a

wide range of practical value. Obviously, covert commu-

nication based on information hiding can be widely used

for the secret transmission of confidential information of

institutions, organizations, enterprises, and individuals.

Especially in the recent application scenario of the key data

sharing of the novel coronavirus (i.e. COVID-19) outbreak

information, covert communication based on information

hiding can not only realize the safe sharing of related

information, but also effectively protect the privacy of

related personnel and even personal safety. Next, we dis-

cuss the design of a stealthy communication experiment

system for the safe and secret sharing of key sensitive data.

The structure diagram of the hidden communication

experimental application system based on information

hiding is shown in Fig. 6.

It can be seen from Fig. 6 that the system is composed of

a sending terminal, a sending agent, a virtual covert

channel, a receiving agent, and a receiving terminal (sim-

ilar to the receiving terminal). The sending terminal and the

receiving terminal are served by various types of devices

participating in the sharing of confidential information,

Table 9 Average PESQ scores and their percentage of before and after steganography of Algorithm 4_4

Steganography schema China

male

China

female

Foreign

male

Foreign

female

Total

average

a

No hidden information 2.731748 2.888260 3.378261 2.868808 2.966769 N/A

Information hidden in the fourth pulse of each subframe (200 bits/s) 2.568389 2.736915 3.206645 2.723933 2.808970 5.34%

94.02% 94.76% 94.92% 94.95% 94.66%

Information hidden in the fourth pulse of each subframe and the third

one of the first subframes (300 bits/s)

2.497637 2.653444 3.100230 2.645328 2.724159 7.79%

91.43% 91.87% 91.77% 92.21% 91.82%

Information hidden in the fourth pulse of each subframe and the third

one of the second subframes (300 bits/s)

2.496544 2.651134 3.112392 2.648770 2.727210 8.09%

91.39% 91.79% 92.13% 92.33% 91.91%

Information hidden in the third and fourth pulses of each subframe of

the of code book (400 bits/s)

2.250141 2.390035 2.818483 2.422708 2.470341 16.75%

82.37% 82.75% 83.43% 84.45% 83.25%

Information hidden in four pulses of code book (500 bits/s) 1.796944 1.961706 2.253975 1.991813 2.001109 32.54%

65.78% 67.92% 66.72% 69.43% 67.46%

aTotal reduction percentage of average PESQ scores
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such as personal/portable computers, mobile phones, and

handheld digital devices. These devices need to have the

conditions or capabilities to deploy sending/receiving

agents. The sending and receiving agents implement the

processing procedures of the information hiding algorithm

proposed in this paper. They are responsible for embedding

the confidential information that needs to be sent or shared

into the voice carrier, or extracting the confidential infor-

mation embedded in the voice carrier. The virtual hidden

channel is realized by transmitting the encrypted voice data

on the public shared channel.

The process of sharing or transmitting secret sensitive

information is as follows: First, the sender terminal calls

the sending agent to embed the confidential and sensitive

information in ordinary speech coded data (such as G723.1

or 729A); then, the sending agent hands over the encrypted

speech coded data The public channel is then sent to the

receiver; finally, the receiver terminal calls the receiving

agent to present the confidential information hidden in the

voice-encoded data, thereby completing the secure sharing

of confidential and sensitive information.

7 Conclusion and outlook

In this paper, we have developed a covert communication

channel by steganography on common compressed speech

codec such as G.723.1 and G.729A. We present four

steganography algorithms based on different strategies. It is

experimentally demonstrated that the proposed stegano-

graphic method can obtain high levels of imperceptibility,

security, and robustness with sound hiding capacities. As

for G.723.1 speech codec, we can achieve a data hiding

capacity of 3.1%, 5.6%, or 10.6% (secret information

transmission rate of 166 bits/s, 300 bits/s or 566 bits/s)

results in 5.7%, 9.4%, or 12.5% reductions in PESQ scores,

respectively, while for G.729A, we can also obtain a data

hiding capacity of 2.5%, 3.75%, or 5% (secret information

transmission rate is 200 bits/s, 300 bits/s or 400 bits/s)

results in\ 5.4%,\ 8.1%, or\ 16.8% reductions in

PESQ scores. The above experimental results show our

algorithms can obtain high degree of imperceptibility,

security, and robustness. The comparative experiment also

demonstrated that our algorithm has a higher level of

overall efficacy than similar algorithms in the related lit-

erature. The information hiding algorithms studied in this

paper can be widely used in various application scenarios

for the confidential transmission of confidential informa-

tion, such as protecting the important sensitive information

of various institutions or the privacy of personal financial

and health information. Although the algorithms proposed

in this paper have good comprehensive performance and

efficiency, the capacity of information hiding still does not

meet the needs of high-speed covert communication, and

the contradiction of increasing hidden capacity and

increasing privacy has not yet been fully resolved. In the

future, we will focus on applications of the methods

developed in this work. In addition, we will further

investigate the possibility of performing steganography

based on other speech codec parameters so as to discover

even more effective steganography approach in the area.

Table 10 Results of the comparative experiment of Algorithm 4_2 compared to similar algorithms of Refs. [8, 11]

Voice type PESQ score without data

hidden

Our algorithm Algorithm [8] Algorithm [11]

PESQ

score

Reduction

percentage (%)

PESQ

score

Reduction

percentage (%)

PESQ

score

Reduction

percentage (%)

China male 3.503025 3.070051 12.36 3.042377 13.15 3.175937 13.73

China

female

3.356881 2.944992 12.27 2.905045 13.46 3.032576 13.99

Foreign

male

3.653155 3.212219 12.07 3.151577 13.73 3.289931 14.33

Foreign

female

3.243805 2.872065 11.46 2.809459 13.39 2.792267 13.92

5

6

7

8

9

10

china-male china-female foreign-male foreign-female

%
 (P
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Q
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)

Four kinds of speech voices

our algorithm with embedding rate 2.5%
our algorithm with embedding rate 3.75%
algorithm of Paper[6] with embedding rate 2.7%

Fig. 5 Comparison of PESQ score reduction percentage of Algorithm

4_4 and the algorithm of Ref. [13]
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