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Abstract. With the increasing integration of mobile Internet into people’s daily
life, generally a user will register several different network applications at the same
time. Therefore, there are many virtual identities belonging to one person on the
Internet, and the similarity analysis of cross-platform network identities is of great
significance in the field of network security. This paper studied the Chinese user
nicknames and virtual identity recognition in domestic social networking. Con-
sidering that account nicknames, to some extent, can reflect the characteristics
of the account owners’ naming habits and preferences, and that the information
of nickname is easier to obtain than other registration information, we collected
the nickname information of users who registered on three application platforms:
WeChat, Weibo and Alipay. At the same time, according to the characteristics of
account nicknames and their probability distribution, we determined the charac-
teristic indicators that can be used to calculate the similarity of nicknames. Finally,
this paper optimized the Jaro distance and Jaro-Winkler distance algorithms, and
proposed an identity algorithm suitable for domestic social networks, especially
calculating the similarity of Chinese nicknames, and verified the effectiveness of
the algorithm on the basis of large-scale real data.
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1 Introduction

With the rapid development of mobile Internet, various social software has greatly
enriched people’s lives, and the scale of Internet users in China is also growing. By
December 2020, the total number of Internet users in China has reached 940 million
[1]. Research shows that about 84% of Internet users have more than one social net-
working account [2]. At the same time, with the characteristics of multiple identities,
virtualization and anonymity of social networks becoming more and more obvious,
some lawless elements spread extreme remarks through the network, which seriously
endangered social order.

In recent years, a lot of attention has been paid to the study of social network user
identity, and the analysis of network account association can provide necessary informa-
tion for the safety supervision of public opinion in social networks. Considering that user
nicknames are easier to obtain than other registration information, and to some extent, it
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can reflect the naming habits and feature preferences of account holders. Therefore, this
paper collects user nicknames from domestic mainstream social networking sites, and
proposes a method for calculating account similarity based on Chinese user nicknames.

• This paper investigates the similarity of social network accounts, and finds that most
of the current research results are oriented to foreign social platforms such as Twitter,
Facebook, Myspace [3–5], which is not applicable to account analysis of the top Apps
in the domestic applicationmarket, and designs a prototype system that can push users’
nicknames in batches by using the address bookmatching and friend recommendation
functions of App, and constructs a database for studying the similarity of domestic
SNS accounts.

• This paper summarizes some features of Chinese nicknames, analyzes the consistency
of the features of the same natural person on different platforms, and selects character
features as the only index of the algorithm. Specifically, the paper converts Chinese
characters into English characters by the way of phonetic conversion, which solves
the problems of homophones and homophones in account similarity judgment.

• This paper proposes a similarity algorithm suitable for Chinese nicknames, aiming
at the common characters in different strings, such as “head-head”, “tail-tail” and
“head-tail”. Improve the calculation weights when the calculation weight when the
characters of “tail-tail” and “head-tail” are consistent, and the effectiveness of the
algorithm is verified on the experimental data set.

In the first section, the paper introduces the relevant research work. The second
section introduces the method of obtaining account nickname data and its implemen-
tation process; The third section sorts out some characteristics of Chinese accounts,
and analyzes the consistency of characteristics of accounts on different platforms; In
the fourth and fifth sections, an account similarity algorithm suitable for Chinese nick-
names is proposed, and the effectiveness of the proposed algorithm is verified by real
data Finally, the sixth section summarizes the full paper.

2 Related Work

2.1 Research Status

At present, researchers usually design network account association analysis based on
three different dimensions: user attribute, user behavior and user relationship. Among
them, user attribute features mainly include user nickname, avatar, birthday, place of
residence, personality signature, etc. User behavior characteristics mainly include online
speech, behavior track, participation topic, etc. The characteristics of user relationship
mainly include attention, interaction between fans and friends, joining groups and so on.
In the research field of user nickname association analysis, most of them are related to
English-speaking users such as Twitter and Facebook, and have achieved good results.
In view of the unequal information that can be collected by the above-mentioned user
characteristics in different social networks, this paper mainly studies the research status
of user nicknames in China and abroad.
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Reza Zafarani et al. [6] listed 414 potential features related to user names, and pro-
posed a calculation method of multi-platform virtual identity association by calculating
the most important 10 features. Siyuan Liu et al. [7] give weight to user names, and
then carry out association analysis on user virtual identities based on statistical analysis
method. Perito et al. [8] used n-gram model to measure the uniqueness of user names,
and finally analyzed the similarity of user names by editing distance. Dong Liu et al.
[9] made statistics according to the user’s explicit length, the frequency of using spe-
cial characters, the use of numeric characters, the combination mode of keyboard input
mode and user name, and obtained probability distribution and feature analysis, and
then proposed a method of identity verification. Y Li et al. [10] have done more detailed
feature engineering on the username of Chinese users, considering the existence of the
user name in simplified and traditional Chinese or English letters and homophones, a
language mapping method based on Pinyin is proposed. Siyuan Liu et al. [11] men-
tioned the situation of Chinese characters in the study of association analysis of virtual
accounts, but in fact, they did not carry out in-depth discussion and did not propose
corresponding solutions.

2.2 Existing Problem

Although the research on user-oriented nickname association analysis has important
research significance, the research based on Chinese user nicknames is still in its infancy,
and literature and research results at home and abroad are extremely scarce. At present,
Chinese-oriented research fields mostly focus on natural language analysis, semantic
understanding and other corpus studies with a certain length, but there are few short
Chinese analyses on user nicknames, and the feature extraction and correlation analysis
techniques of Chinese user nicknames are quite different from those of English users.
Therefore, the research on nickname association of Chinese users is facing great chal-
lenges, and there are also many problems to be solved, among which the most prominent
ones are as follows:

1. TraditionalChinese characters.When registering account nicknames,mainland users
prefer simplified Chinese, while users in Taiwan Province, Hong Kong and Macau
generally use traditional Chinese.

2. Disassembly of Chinese characters. For example, the same natural person has reg-
istered usernames and on different social platforms, so how to
establish account association with user names with such characteristics is a problem
worthy of in-depth study. For another example, accounts such as
and also take the dismantling of Chinese radical as a part of nick-
names. How to effectively identify and classify them is also of great significance in
the analysis of users’ nickname features.

3. Homophonic. The problem of homophonic words has always been a hot spot in the
field of Chinese research, and there is also the problem of homophonic words in
the research of nickname of Chinese users. For example, “橙丸村” and “陈婉春”
are different network accounts belonging to the same natural person. How to solve
Chinese homophones and homophones is also one of the problems that need to be
solved in this paper.
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4. Emoji expression. With the gradual liberalization of character restrictions on user
nicknames in different social platforms, some post-90s, post-95s and even post-
00s network users have added personalized characters to their nicknames, and
many personalized nicknames such as
and have brought great difficulties to Chinese account analysis.

2.3 Research Opportunities

In the early days, the data sources of virtual identity account research were scarce, and
most experimental data sets were mainly collected by web crawlers to obtain attribute
information related to users, such as name, gender, birthday, occupation and so on. Most
of this kind of characteristic information is incomplete, and its authenticity is difficult to
verify, so it is difficult for researchers to obtain it for research on high-quality dataset. As
for user nicknames, literature [12] has high credibility in associating different usernames
of the same user through social investigation, but this method consumes manpower and
time, and the respondents are generally unwilling to provide their account information
to others. There are also some social platforms that allow registration-free login through
other website accounts, but the jump view function is limited on the personal homepage
of this account, and researchers cannot obtain the account information associated with
the target account on other platforms. In addition, some public data sets, such asGoogle+,
Facebook, Twitter, etc., are mainly English-speaking and native-speaking users in the
West and Europe, and are not the research objects of this paper.

In recent years, with the promotion of real-name registration system, a user of social
networks in China, more and more social platforms need to bind their mobile phone
numberswhen registering.Although themobile phonenumbers are not public, it virtually
provides the possibility for the research of virtual identity association analysis. Literature
[13] introduces that most network applications provide the function of “address book
matching”, and through this function, the mapping relationship between mobile phone
number and virtual account number is established. In addition, literature [14] introduces
many cases of personal privacy leakage, and literature [15] puts forward a method of
obtaining account related information by using network App communication traffic, and
makes use of it. Therefore, the above-mentioned real data related to the user’s mobile
phone number and nickname provide a new idea for the experimental data research of
virtual identity account association analysis.

3 Data Collection and Implementation

In order to construct nickname samples in China, this paper selects three applications
with the highest download volume in Android mobile phone application market: Weibo,
WeChat and Alipay as data sources (Table 1), and filter users who register and customize
nicknames in the three applications at the same time as seed samples.

In addition, the paper randomly selects 7296 accounts from the leaked user data of
SinaWeibo in March 2020, and forms the mapping relationship between nicknames and
mobile phone numbers of Weibo users according to the corresponding user nicknames
associated with Weibo account id.
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Table 1. Statistics of monthly active users of different network applications

Network applications Number of monthly active
users

Date Reference

Weibo 530 million 2021.5.10 Second-quarter earnings in
2020

Wechat 1.242 billion 2021.5.20 Second-quarter earnings in
2020

Alipay 711 million 2020.6 Prospectus of Ant Group

3.1 Information Acquisition and Integration Analysis

Literature [8] introduces the method of network account matching. The paper matches
the address book of the above 7296 mobile phone numbers, and obtains the account
nicknames of WeChat and Alipay. The specific methods are as follows (Fig. 1):

7296 target numbers

Tencent Application Server

User nickname database
Address book

Alibaba Application Server

Upload Address book matching

Fig. 1. The flow chart of matching mobile phone number with network account

– Step 1 Import the mobile phone number to be processed into the mobile phone address
book, and view/add friends in the address book through the target application.

– Step 2 App uploads the address book information to the application server in the form
of original text or abstract information.

– Step 3 Server returns the user account information matching with the mobile phone
number in the address book (registration binding).

The statistics of account number matching results are shown in Table 2.
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Table 2. Network platform account matching results

Total Weibo Wechat Alipay All the three platforms

7296 7296 5683 6055 5050

3.2 Acquisition Module Design and Implementation

This paper designs and implements thematching function based onmobile phone address
book. The prototype system for obtaining user nicknames is divided into three modules,
namely, address book importmodule, information acquisitionmodule and content extrac-
tion module. The address book import module is responsible for automatically loading
the target mobile phone number and inputting it in the standard format readable by
the address book; The information acquisition module is responsible for uploading the
address book information to the target application server and acquiring the address book
user account information from the server; Based on the analysis of the target application,
the content extraction module realizes the automatic collection of nickname information
of user accounts in the address book.

The prototype system acquisition terminal realized in this paper is based on Google
Pixel equipped with Android native system version. This choice is mainly due to the
following considerations: First, the Android system has a high market share of mobile
devices, and it has a wider application value to use Android system as the target system.
Second, most networks apps developers provide Android version of application soft-
ware, so there will be no shortage of application collection coverage; More importantly,
Android system is an open source software project, and the system carried by Google
Pixel is a native operating system, so there is no version customization and secondary
development, which greatly facilitates the design and implementation of the prototype
system.

The specific method is as follows: firstly, the mobile phone number to be analyzed is
processed intoVCF format file, empty the original address book in themobile phone;And
then Import VCF format file into the phone address book; The information acquisition
module pre-analyzes the trigger mode of the address book reading function in the target
application, automatically triggers the function, and realizes the acquisition of address
book user account information from the server; The content extraction module obtains
user nicknames by analyzing the target application interface, and the module can extract
user nicknames in batches; Finally, the user nickname and the corresponding mobile
phone number are stored in the database (Fig. 2).
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Import file into the 
target mobile phone 

Remove existing 
information

VCF file generation

Triggering information 
acquisition

User function analysis

User nickname extraction

Display interface analysis

Target application

Information acqisition 
module

Content extraction 
module

Address book import 
module

Database

Fig. 2. The frame diagram of acquisition module

4 Data Collection and Implementation

4.1 Universal Feature

As a hot research direction of social network, account association technology usually
adopts account characteristics including: 1) length characteristics. The length of most
usernames is within a specific range, which is generally not too short or too long, which
can visually show the length characteristics of user names. 2) Character type. Chinese
characters are the main nicknames of domestic social network users. Compared with
the western language system with only 26 English letters, any character or a group
of characters in the nicknames of domestic network users have unique symbols for
judging a natural person. 3) Special characters. Some nicknames containing numbers
and symbols can reflect the naming habits and preferences of users. 4) Combination
mode. Combinationmode can also be used as one of the characteristic indexes in judging
nickname similarity, that is, the same natural person should have the same or similar
combination mode on different platforms. In order to further apply the above features to
the Chinese language environment, the paper also needs to make statistics on the above
features, as shown in Table 3.

Table 3. Consistency analysis of user nickname features in different platforms

Length characteristic Character type Special characters Combination mode

0.047 0.652 <0.001 0.076

4.2 Feature Selection

Through the statistics of the above characteristics of WeChat, Weibo and Alipay, it is
found that users register nicknames on different platforms. The length characteristics,
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special characters and combination patterns are not consistent. The main reasons are
as follows: the character types supported by nicknames of users on different platforms
are inconsistent, and the expressions of special characters and emoji are quite different
among different operating systems, coding methods and input methods; Weibo nick-
names have the unique characteristics of thewhole network. In order to avoid duplication
with other nicknames, users often add numbers, letters and other characters, resulting in
long overall characters and diverse combination modes. However, this kind of situation
rarely occurs in nicknames of WeChat and Alipay. Therefore, length features, special
characters and combination patterns are not considered as similarity calculation factors.

In terms of character features, due to the uniqueness of Chinese characters, users
are usually accustomed to using fixed or similar Chinese characters. Therefore, in the
above statistical results, most users show good consistency in character features. In addi-
tion, every Chinese character in Chinese has Chinese Pinyin, and the Chinese Pinyin
Scheme published in 1958 clearly stipulates that Chinese Pinyin adopts the internation-
ally accepted Latin alphabet. Therefore, this paper takes character features as the core
index to calculate similarity, converts Chinese into English writing form by the method
of phonetic conversion, and then calculates account similarity by calculating text simi-
larity. This method can effectively solve the conversion between simplified Chinese and
traditional Chinese characters, and at the same time, it can play a better conversion effect
in homophonic words with the same pronunciation and similar pronunciation.

5 Algorithm Design

5.1 Jaro Distance

Jaro distance is one of the most commonly used methods to judge the similarity of short
texts based on the number and sequence of commonly used characters. It was originally
used to judge whether two names of health records are the same in census, so it is
the best selection for matching user names. This section is further optimized based on
Jaro distance algorithm to improve nickname recognition ability suitable for domestic
network users.

For any two strings, the matching window under Jaro algorithm is defined first as
follows: the comparison between characters should be limited to a certain range or
condition, besides if two characters are equal in this range, indicates a successful match;
If it exceeds this range, the match fails. In Jaro algorithm, it is defined as formula (1),
that is, mw does not exceed the value of the following expression:

w ≤ max
(|Si|,

∣∣Sj
∣∣)

2
− 1 (1)

Where, |S_i | and |S_j | represent the lengths of the string S_i and S_j. At the same
time, if the matching sequence characters are reversed, the number of characters in the
reversed sequence is recorded as the transposition number (tn for short) in Jaro algorithm.
Therefore, based on the logic of matching window mw and transposition number tn, the
Jaro distance calculation formula of string S_i and S_j is as follows:

JDij =
{
0 if m = 0
1
3

(
m
|Si | + m|Sj| + m−t

m

)
otherwise

(2)
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Where m represents the number of matching characters of two strings based on the
matching window logic; t represents 1

2 tn under transposition number logic.

5.2 Jaro-Winkler Distance

Given the importance of English prefixes, Jaro-Winkler distance is furthermodified basis
on Jaro distance, meaning that, if two strings of the first few characters are the same,
they will be more similar. The formula of the algorithm is shown as formula (3):

JWDij = JDij + lp
(
1 − JDij

)
(3)

Inwhich JDij represents Jara distance based on Jaro algorithm; l indicates the number
of common prefix characters of two strings (maximum nomore than 4); p is a scale factor
constant, that describes the contribution of common prefix to similarity. The larger the p
is, the greater the weight of common prefix is (the maximum value not more than 0.25,
and the default value is 0.1).

It can be seen that jaro-winkler distance algorithm ismore friendly to prefixmatching,
but there is still a certain degree of misjudgment when calculating the similarity of user
nicknames. For example, “芸” and “白芸” are nicknames of the same natural person on
different platforms, but their Jaro-Winkler similarity is 0, so they are judged to be a group
of unrelated accounts, which is amisjudgment. Fromhere, we canmake a conclusion that
Jaro-Winkler distance algorithm has an obvious error in nickname similarity analysis,
in particular when a group of nicknames keywords are at the end of a string, and the
likelihood of this occurrence is relatively high. Therefore, the Jaro-Winkler distance is
further optimized.

5.3 Text Algorithm

Taking into account the habit of bidirectional combination of last name and first name in
nicknames, the matching weights of key characters of “first-first”, “tail-last” and “first-
last” should be considered at the same time. Therefore, the two algorithms are further
revised in this paper, and the modified distance formula is as shown in formula (4). The
paper is called Jaro-Winkler-Plus distance algorithm:

JWPDij = JDij + max

(
lhph, ltpt,max

(
lih, ljh

) (ph + pt)

2

)(
1 − JDij

)
(4)

In which: JDij is Jaro distance based on Jaro algorithm.
lh represents the number of character with common prefix of two strings, where

lih and ljh represent the number of common Si prefix and Sj suffix, and the number
of common Si suffix and Sj prefix, lt represent the number of common suffix of two
strings, and satisfy the minimum value of arbitrary li(i = h, t, ih, jh) is no less than the
minimum number of characters 1 (such as ‘a’) and the maximum number is no more
than the maximum number of characters 6 (such as “Zhuang”).
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ph is a common prefix scaling factor constant, and pt is a common suffix scal-
ing factor constant, any pi(i = h, t) satisfy 0.1 ≤ pi ≤ 0.165, in order to ensure

max
(
lhph, ltpt,max

(
lih, ljh

) (ph+pt)
2

)
≤ 1 Therefore, under the premise of li ≤ 6, the

maximum value is also reduced from the initial 0.25 to 0.165.
It can be seen that Jaro-Winkler-Plus distance has obvious advantages in measuring

text similarity comparedwith Jaro and Jaro-Winkler distance, which is shown as follows:
First, it is better suitable for different habits of different users writing surnames +
firstnames (such as and ), especially Chinese people pay special
attention to the last names, and are willing to use it repeatedly in social media or daily
communication; Second, adding “tail-to-tail” and “head-to-tail” influencing factors on
the basis of “head-to-head” instead of summary and induction, but adopts the principle of
giving priority to the maximum value can avoid the excessive influence of head-to-head
strategy on total Jaro distance.

6 Experiment and Analysis

6.1 Data Description

The data sources used in this paper are 5050 groups of user data processed in Sect. 3.1,
all of which are registered on Alipay, Weibo and WeChat, and their nicknames are
customized. In order to facilitate the calculation, this paper converts the nicknames of
each user on three platforms, that is, the phonetic sequences without tones are recorded
as strings. By random selection, this paper constructs three experimental data sets, each
of which contains 5000 positive examples (user name pairs belonging to the same natural
person) and 5000 counterexamples (randomly combining user name pairs of different
natural persons).

6.2 Index Evaluation

Precision, Recall and F-Score are used as evaluation criteria to measure the performance
of the algorithm. Specific definitions are shown in formulas:

Precision = tp/(tp + fp) (5)

Recall = tp/(tp + fn) (6)

F − Score = 2 × pc × rc/(pc + rc) (7)

F-Score is the harmonic mean of Precision and Recall, and it is the total evaluation
indexof the algorithmperformance.The three evaluation indicators in the above formulas
are based on the following three indicators: tp (true positive) refers to the number of
account pairs that are correctly judged as the same user by this algorithm. fp (false
positive) is the number of account pairs incorrectly judged as the same user. fn (false
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negative) represents the number of account pairs that are judged to be different users
but are the same user. In our experiment, a threshold is required to be set to determine
whether two nicknames belong to the same user account. If the distance is greater than the
threshold, it is determined that the two nickname strings participating in the comparison
belong to the same natural person. If the distance is less than or equal to the threshold,
it is determined that the two nickname strings participating in the comparison do not
belong to the same natural person. Here, the paper needs to flexibly adjust the threshold
to balance the Precision and Recall. As shown in Fig. 3, Fig. 4 and Fig. 5, with the
increase of the judgment threshold, Precision of the three groups of data also increases
correspondingly, while Recall decreases obviously. The main reason for this result is
that when the threshold is increased, the more severe the judgment condition is set,
the number of username pairs that the algorithm judges to be a match also decreases. In
addition, the number of misjudged username pairs also increased, resulting in a decrease
in Recall.
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Through the trend analysis of the value, it seems that 0.5–0.55 is a reasonable
threshold range. Here, the paper defines 0.5 as the threshold for judging account
similarity.

6.3 Comparison of Methods

After the threshold is determined, Jaro distance and Jaro-Winkler distance are used
to calculate nickname similarity, About 7.07% of the data distance increases slightly,
but the influence degree does not change for judging whether they belong to the same
user, Therefore, the results of the two distance algorithms are consistent. The algorithm
proposed in this paper not only greatly improves the distance value, but also improves the
judgment accuracy by about 9.12%. This shows that the nickname similarity calculation
method proposed in this paper can better quantify user nicknames, and better identify
and discover different network accounts belonging to the same natural person in Chinese
environment (Table 4).

Table 4. F-Score of different algorithm

Algorithm F-Score

Data Set 1 Data Set 2 Data Set 3

Jaro 0.6085 0.6238 0.6262

Jaro-winkler 0.6085 0.6238 0.6262

Jaro-winkler-plus 0.6921 0.7082 0.7319

In this paper, the proposed nickname similarity calculation method is applied to
the user data of the three platforms of WeChat, Weibo and Alipay. Since the nickname
custom rules of each platform are quite different, this paper can distinguish account
similarity only by analyzing the character characteristics, indicating that this research
direction has good value potential. In the future, better judgment results will be obtained
by combining more platforms and larger-scale user data and extracting more feature
attributes that can be used to calculate similarity, such as gender, age, birthday, hobbies
and other features.



Research on the Relationship Between Chinese 155

7 Conclusion

In view of the difficulty in identifying multiple virtual identities of domestic social
network users, and the lack of data resources in domestic research on virtual identity
accounts, considering that account nicknames can reflect the naming habits and fea-
ture preferences of holders to a certain extent, and the nickname information is more
open and transparent than other information, this paper studies the similarity analysis
of online accounts First of all, the paper uses the “address book matching” and “friend
recommendation” functions of social software to collect nickname data from threemain-
stream apps in China; Secondly, the paper puts forward some common characteristics
of account nicknames, and makes statistics and consistency analysis on the nicknames
registered by the same user on three platforms, and determines the characteristic indexes
for calculating account similarity; Finally, Jaro distance algorithm is improved, and an
account similarity calculation method suitable for Chinese nicknames is proposed.

Through experimental data verification, it is concluded that the proposed similar-
ity calculation method based on account nickname character features is 9.12% more
effective than the traditional Jaro distance algorithm, which is better applicable to the
Chinese language environment dominated by Chinese characters and provides effective
support for the identification of domestic netizens. In the next step, we can make a more
in-depth study on the similarity determination of network virtual identity by combining
the characteristics of users in other aspects, such as gender, age, friend relationship and
other account attributes.
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