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Abstract. Completely Automated Public Turing Tests to Tell Computers and 
Humans Apart (CAPTCHA) is one of the important security mechanisms to 
avoid spamming and hacking on websites. This study focuses on identifying the 
usability dimensions of text-based CAPTCHA based on multi-method ap-
proach. Research methods of Think-Aloud protocol, factor analysis and equa-
tion modeling are applied. Analytical work shows that usability of CAPTCHA 
is formed of (i) content; (ii) format; (iii) distortion and (iv) services. The scale is 
used to evaluate the usability of ReCAPTCHA, JCAPTCHA and GIMBY. The 
main contribution of the study is constructing a scale, systematically, to quanti-
tatively evaluate the usability of text-based CAPTCHA.     
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1 Introduction 

Today, CAPTCHA is a widely used security tool to differentiate humans from 
automated agents by requesting a solution to a problem. Because text-based 
CAPTCHA is the most widely applied one [12], designers of text-based CAPTCHAs 
should give more attention not just to create robust ones, but also usable CAPTCHAs 
[7]. Recent studies underpins the necessity to focus on usability challenges in 
CAPTCHA [18,12] mainly for three reasons: (i) text-based CAPTCHA are the most 
common ones utilized by websites and the most ones preferred by web users [12] (ii) 
users do not necessarily share common cognitive backgrounds in which might affect 
their perception of the CAPTCHA and its usability [2]; and (iii) CAPTCHA 
generation is derived by an economic reasons to stop any abuse can be caused by 
automated agents [14], which make it an essential security tool. To my knowledge, no 
study has been dedicated to construct a scale to measure the usability of text-based 
CAPTCHA. This study is designed to cover this gap. 

2 Literature Review 

It is common knowledge that CAPTCHA should be secure and usable. Unlike the 
large number of studies on how to develop robust CAPTCHA, it is surprising to find 
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that there has been little number of attempts to understand CAPTCHA usability. For 
example,W3C Working Group listed some concerns to problems posed by 
CAPTCHA for users with disability and suggested some alternatives to text-based 
CAPTCHA[15]. Another study recognized the impact of different distortion 
techniques on the usability of CAPTCHA designed by Microsoft [3]. Others applied 
usability criteria of accuracy, response time and perceived difficulty to measure 
usability (e.g., [8]), but no criteria were proposed. Another study examined usability 
aspects of CAPTCHA in a form of proposed framework of three dimensions of 
distortion, content and presentation[16]. Although this study forms a serious attempt 
to understand CAPTCHA usability, its framework cannot be used to quantify 
usability. Similarly, the study of [14] analyzed different properties of text-based 
CAPTCHAs that might explain usability.  

3 Study and Findings  

In this study a multi-method approach is applied. First, think-aloud protocol is used to 
understand usability measures and dimensions. Second, a scale is constructed to 
measure text-based CAPTCHAs implementing factor analysis. Finally, equation 
modeling is implemented to confirm reliability and validity of scale [9]. 

3.1 Think-Aloud Protocol 

Think-aloud protocol is a well documented method in usability studies to understand 
cognitive processes. This method has been a proven way to highlight features and 
usability issues that can be improved [7].Six college students, participated in think-
aloud study. Their ages ranged from 21 to 29 years old with 50% females and one 
male student with English as a second language. Participants were provided with six 
different text-based CAPTCHAs to solve. Input from participants was matched with 
identified usability criteria found in literature (see Table 1). It is interesting to note 
66% of participants proposed issues related the “service” dimension. 

3.2 Scale Construction      

Several psychometric researchers have proposed different procedural models to 
develop better instruments. In general, scale construction follow the following 
pattern: (i) conceptualization; ii) operationalization; and (iii) purification; and 
(iv)testing psychometric properties of the scale. Dimensions conceptualization was 
made based on literature [14,16], and think-aloud study. The dimensions then, were 
opertionalized [6], and pilot tested generating 25 measures. The variable ease of use 
was adopted from literature [4]. CAPTCHA usability dimensions were treated as 
formative indicators of the second-order latent construct [5,6,9]. 
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Table 1. Proposed Dimensions of Text-based CAPTCHA  

Dimension Definition Source  

Content The extent the content embedded in CAPTCHA is 
understandable to users(e.g., character set, mea-
ningfulness of words, combination of lowercase 
and uppercase, friendliness of words to non-
English speakers, words are inoffensive, number 
of words) 

 [14],[16], 
think-aloud 
study 

Format The extent CAPTCHA content is formatted and 
presented to users (e.g., string length, font shape, 
font color, background color, background pattern, 
integration with website, uniformity of presenta-
tion, text box size)   

[14],[16], 
think-aloud 
study 

Distortion The extent CAPTCHA content is distorted (e.g., 
stray lines, collapsing, and level of distortion) 

[14], [16], 
think-aloud  

Services The solvers are provided with a number of servic-
es that make it easy to solve CAPTCHA (e.g., 
number of trials to solve, options to use other 
forms of CAPTCHA other than text, using appro-
priate symbols to indicate services  

Think-aloud 
study 

 
All items were measured using seven-point Likert-type scale ranging from (1) 

strongly disagree to (7) strongly agree. Data was collected from 135 participants with 
76% of them females, their ages range from 19-43 years old. Factor analysis was 
conducted following Hair et al.’s recommendations [9], to identify the number of 
factors that adequately represent the underlying dimensions of CAPTCHA usability. 
Factor analysis resulted in identifying four-factor solution of: (i) content; (ii) format; 
(iii) distortion and (iv) services (see Table 2). Following the recommendation of 
[5,6,9], equation modeling is performed to understand the links among the dimensions 
of CAPTCHA usability and the “ease of use“ variable. Conducting equation modeling 
reveals that identified factors relate significantly to overall ease of use. The developed 
scale demonstrated acceptable psychometric properties based on variety of reliability 
and validity indices drawn from exploratory factor analysis, and equation modeling, 
based on recommendations of [5],[6], and [13]. 

4 CAPTCHA Evaluation   

Three of the commonly used CAPTCHAs were evaluated using the developed scale. 
Total of 26 participants, more than 70% of them are females with ages range from 21-
30 years old, evaluated the text-based CAPTCHAs of ReCAPTCHA, JCAPTCHA 
and GIMBY. ReCAPTCHA scored the highest in terms of usability, then comes 
JCAPTCHA, to place GIMBY in the third place. Data Show that users find 
CAPTCHA with appropriate type of distortion that does not confuse them, supported 
with text of reasonable length and services that enable them to try again or switch to 
audio-based CAPTCHA make CAPTCHA easy to use by humans. 
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Table 2. Factor Solution for Usability of Text-based CAPTCHA  

Construct/ Measure  Factor 
Loading 

VIF 
 

Content: 
1. Text is clear and easy to solve 
2. Text is understandable  
3. Text is from dictionary 
4. Text is not offensive 
5. Text is appropriate for native language speakers 
6. Text is of appropriate number of words 
7. Text is of appropriate character set   

 
0.851 
0.834 
0.822 
0.820 
0.811 
0.811 
0.809 

 
1.20 
1.23 
1.18 
1.33 
1.54 
1.70 
1.61 

Format:  
1. Text is presented in an appropriate way 
2. Text is of appropriate length 
3. Text is of predictable length 
4. Text is of appropriate font shapes 
5. Text is of appropriate font sizes 
6. Text is of appropriate color 
7. Background is of appropriate color 
8. Background is of appropriate level of complexity 
9. Text is always presented in standard way 

 
0.901 
0.883 
0.667 
0.854 
0.848 
0.830 
0.829 
0.828 
0.822 

 
1.21 
1.65 
1.44 
1.271.
71 
1.34 
1.51 
1.89 
1.67 

         Distortion: 
1. Distortion applied does not make it hard to solve 

CAPTCHA 
2. Distortion is of appropriate level and do not stop 

me from solving CAPTCHA 
3. Noise added to text is of appropriate level and do 

not stop me from solving CAPTCHA 
4. Distortion type applied is appropriate and do not 

stop me from solving CAPTCHA 

 
0.877 
 
0.856 
 
0.833 
 
0.803 

 
1.38 
 
1.41 
 
1.34 
 
1.91 
 

         Services: 
1. CAPTCHA provides me with extra services and 

features that help me solve CAPTCHA 
2. CAPTCHA services improves my ability to solve  
3. CAPTCHA services enables me to choose other 

forms of CAPTCHA  such as audio CAPTCHA 
4. CAPTCHA is provided with appropriate symbols 

such as symbol  as an icon to try again 

 
0.846 
 
0.821 
 
0.799 
 
0.767 

 
1.71 
 
1.93 
 
1.89 
 
1.75 

5 Conclusion    

It has become a standard practice to employ CAPTCHA to differentiate between 
human users and automated agents. The purpose of this study is to present results of 
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an in-progress study, with the aim to construct a scale to measure text-based 
CAPTCHA. The next phase of the study aims into collecting another dataset and 
confirm the dimensionality of the scale and its properties. This study contributes to 
efforts related to usable security on the World Wide. 
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