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Abstract. Accessing Internet accounts can provide convenient services to users, 
regardless of age. However, these online services typically require that users en-
ter a username and password.  Forgetting one’s password, then, often results in 
the inconvenience of having to reset your password.  Although there has been 
research on the memorability of passwords, this research often focuses on 
younger adults.  Little research has taken older adults into consideration when 
designing password requirements. Older adults show cognitive decline in mem-
ory, which can make the task of remembering passwords especially difficult.  
However, older adults experience less difficulty in memory for familiar pic-
tures, making the use of pictures an ideal candidate for cuing passwords.  Par-
ticipants in this study were asked to generate passwords for five different  
fictitious online accounts using a text-based or image-based mnemonic tech-
nique.  Older adults were less likely to forget passwords that were generated us-
ing image-based mnemonic technique compared to the text-based one, implying 
that pictures can be used as cues for password recall for older adults. 

1 Introduction 

The advantage of relying on online services is quite clear in that it allows users to 
access web-based services at almost any time and from any place where there is an 
internet connection. However, accessing online accounts requires that users enter a 
username and password [1, 2]. With the increased use of the internet, the number of 
passwords per user has grown [3], making it a difficult task to remember unique 
passwords for each account. The use of unique passwords is preferred because re-
cycled passwords can result in unauthorized access to multiple accounts of a particu-
lar user if one account is compromised. Techniques for helping users to remember 
secure passwords are needed because even with the fast growth of alternative authen-
tication tools such as tokens, smart cards, and biometric devices, the username-
password technique has continued to be the main choice for security systems because 
of its ease of implementation [4]. 

Companies that use internet services have the option of providing users with a  
secure password to use.  However, these passwords tend to be random strings of  
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characters that are difficult for users to remember.  As a result, users tend to write 
these types of passwords down, decreasing their effectiveness in terms of security.  
Companies can also add password requirements to improve the security of user-
generated passwords. These password restrictions often require the use of both upper-
case and lowercase letters, digits and/or special characters, and a minimum password 
length [5]. Although the addition of these restrictions can also cause difficulty in 
password memorability for many users [2], these generated passwords tend to be 
more memorable than computer-generated ones. The forgetting of passwords is likely 
to be more pronounced among older adults due to the decline in memory that is  
associated with the normal aging process [6].  

This issue of increasing older adults’ ability to remember passwords needs to be 
examined promptly due to the rapidly increasing age of the American population [7]. 
According to a report from The United States Census Bureau entitled, “Expectation of 
Life and Expected Deaths by Race, Sex, and Age: 2006,” the average life span of 
adults has increased by eight years from 1970 to 2010. This means that adults are 
living longer than they were 40 years ago.  The number of older adults using the in-
ternet has also increased over the years. In 1996, only 2% of older adults age 65 and 
older used the internet, but this percentage increased to 22% by 2004 [8] and 53% of 
by 2012 [9]. Due to the escalating number of tasks that can be completed online, the 
number of accounts and passwords that need to be remembered can put a toll on older 
adults’ memory capabilities. Thus, it is vital to consider the population of older adult 
users when it comes to password recall. 

A couple of studies have shown that memorability of passwords can be improved 
with the use of mnemonic techniques [2, 10].  Mnemonic strategies encourage deeper 
processing of information by relating new knowledge with knowledge already estab-
lished in memory [11].  One of the most effective password generation mnemonic 
techniques is the image-based one [2]. The image-based mnemonic allows users to 
generate their own passwords using well-known pictures instead of generating com-
plex words or letter/character combinations to abide by required website guidelines. 
However, the effectiveness of the image-based mnemonic technique has been ex-
amined only with a sample of younger adults.  

Teaching older adults how to create passwords that are both secure and easier to 
remember is crucial for their ability to take advantage of the services provided by the 
online world.  Images can be stored in memory and retrieved more easily than words 
[12], a phenomenon known as the “picture superiority effect.” This is so, even with 
the deterioration of cognitive processing [12]. Thus, the image-based mnemonic me-
thod has the potential to be employed by both older and younger adults.  

The goal of the present study was to determine whether teaching older adults how 
to create passwords using image-based mnemonics can lead to better memory for 
those passwords. Teaching older adults how to memorize strong passwords through 
use of the image-based mnemonic technique will not only help them secure their  
accounts, but may also reduce the expense associated with resetting lost passwords.  
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2 Current Study 

This study examines the effectiveness of two different password generation methods 
for older adults (i.e., age 55 and over) and younger adults (age 18 to 30).  All partici-
pants in each group were responsible for creating their own passwords for each of five 
different fictitious online accounts. Participants were then tested on their ability to 
recall the passwords at a 10-min and 1-wk delay interval. Cracking software was used 
to analyze the strength of each password, and differences in password length and 
complexity were examined for each age group by password generation technique. 

2.1 Method 

Participants. Thirty-seven older adult participants and 40 younger adult participants 
were recruited from California State University Long Beach (CSULB) and its sur-
rounding communities. Older adult participants ranged from 55-86 years old (M = 
71.06, SD = 8.78; 25 female and 9 male).  Younger adult participants ranged from 18-
25 years old (M =19.3, SD = 1.57; 34 female and 6 male).  

Older adults were paid $15 to participate in the entire experiment, which consisted 
of two sessions lasting less than 1 hour each. The younger adults were recruited from 
the university’s Introductory Psychology Participant pool, and the students received 
experimental credits for participating in the study. At the time participants signed up, 
they were informed that they were taking part in a study examining password genera-
tion and memorability.  All participants were asked to bring to the first session of the 
experiment five different personal pictures that they knew well and could put into five 
different categories. For the older adult group, 18 participants were randomly as-
signed to the image-based mnemonic group and 19 to the text-based mnemonic group. 
For the younger adult group, 20 participants were randomly assigned to the image-
based mnemonic group and 20 to the text-based mnemonic group.   

Design, Apparatus, and Procedure. The methods and procedures were closely mod-
eled after Nelson and Vu [2]. A 2 (Password generation technique:  image-based 
mnemonic or text-based mnemonic) by 2 (Recall delay: 5-min or 1-wk delay) by 2 
(Age: Older adults or Younger adults) mixed design was used. Password generation 
technique and age were the between-subjects variables and recall delay was the with-
in-subject variable.   

A Java program was used to present the experiment on a laptop computer with a 
14” screen. Participants were presented instructions on what type of generation tech-
nique they were employing. The program also checked that each password met the set 
criteria for each generation technique. It also recorded the generated password and the 
amount of time it took the participant to recall their passwords at both the 10-min 
interval and the 1-wk interval.  

All participants were tested individually in a quiet, well-lit room. The experiment 
consisted of two sessions, held one week a part. The first session consisted of two 
parts, and the second session only consisted of one part. At the beginning of the first 
session, participants were introduced to the experiment, asked to sign a consent form 



 The Influence of Password Restrictions and Mnemonics 663 

 

and provided the five personal pictures to the experimenter.  The pictures were added 
to a multimedia storage device and kept for the duration of the experiment. In the first 
session, participants generated five different passwords that satisfied a set of pass-
word restrictions for five different fictitious accounts. The password restrictions  
included: being generated from a sentence that made sense; being at least eight cha-
racters; use of a capital letter; use of a special character (e.g. @, #, $, or %); use of a 
digit; being generated from a sentence that had the special character and digit embed-
ded in the way that it makes sense relative to the context of the sentence; being unique 
for each account.  The five different accounts consisted of: E-mail, bank, computer, 
social networking, and bookstore. 

Even though all participants provided the five personal pictures to the experimen-
ter, only those randomly assigned to the image-based mnemonic group used their 
pictures in the experiment. The image-based mnemonic group was taught how to use 
this technique by giving participants examples of two different pictures used to create 
two different passwords. One example used a picture of a skateboard with the phrase 
“I like to skateboard” written underneath the image (see Figure 1). The participant 
was given 10 s to look at the image and the statement. The participant was informed 
as to the relationship the picture might have with personal knowledge and how to 
incorporate that knowledge into a password. For example, the person likes to skate-
board so “I like to skateboard” could be used as a basis for the password.  

 

Fig. 1. Example picture shown to participants in the image-based mnemonic group 

As part of their training, the experimenter explained how pieces of information ga-
thered from the picture could become more complex and meaningful to the partici-
pant. The experimenter pointed out that the skateboard was red and reminded her of 
learning her first trick on the red curb at school. The experimenter then demonstrated 
how the red color could be translated into the password by replacing “I” with “Eye” 
and capitalizing it because the red curb really caught her eye when she first learned  
to skate. The word “to” could be changed to number “2” and “skateboard” could be 
changed to “sk8board” by transforming part of the sound associated with the word  
to the number “8.” The experimenter also pointed out that the letter “s” could be  
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substituted for “$” to denote the money she spent buying her skateboard. The final 
transformation of the combination of letters to create the complex password of 
“EyeLike2$k8board.” A second example was also provided to the participants. 

For the text-based mnemonic technique group, participants were instructed to gen-
erate passwords based on self-generated phrases using the same examples employed 
in the image-based mnemonic technique but without the added benefit of the personal 
pictures.  

After generating a password for each account, participants were tested for their re-
call of the passwords after a 5-min delay, and again after a 1-wk delay.  For the recall 
session, participants were asked to recall each of the five passwords they created. The 
participants were instructed to enter the correct password for each account name that 
was prompted. The fictitious account names were displayed on the computer screen in 
a random order for four times each. The number of passwords forgotten at each inter-
val was recorded as a measure of password memorability. 

3 Results 

3.1 Generation Time and Number of Attempts 

The amount of time (in seconds) taken by a participant to generate a password that 
satisfied the password restrictions for each of the five fictitious accounts was recorded 
and averaged across the five accounts to determine a mean password generation time 
for each participant. A 2 (Password generation technique: image-based mnemonic or 
text-based mnemonic) by 2 (Age: Older adults or Younger adults) mixed analysis of 
variance (ANOVA) was run on mean generation time as a function of password gen-
eration technique and age group. There was a significant effect of age, F(1,73) = 
13.48, p < .001 (see Figure 2).  Older adults took over 1-min longer to generate an 
acceptable password than did younger adults.  No other effects were significant for 
generation time.   

The number of attempts needed by a participant to generate an acceptable pass-
word was also recorded and then averaged across the five accounts.  The same two-
way ANOVA was conducted as for mean generation time on the mean number of 
attempts. However, this analysis did not yield any significant effects. 

 

Fig. 2. Mean Password Generation Time (in Seconds) for Older and Younger Adults 
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3.2 Memorability of Passwords 

The mean number of passwords forgotten by each participant was analyzed using a 2 
(Password generation technique: image-based mnemonic or text-based mnemonic) by 
2 (Recall delay: 10-min or 1-wk delay) by 2 (Age: Older adults or Younger adults) 
ANOVA. There was a significant main effect of delay on forgetting, F(1, 73) = 
12.08,  p < .01.  Participants forgot more passwords (M = 1.94) after the 1-wk delay 
when compared to the 10-min delay (M = 1.44).  There was also a main effect of age 
on forgetting, F(1, 73) = 13.40,  p < .01, where older adults forgot (M= 2.24) more 
passwords than younger adults (M = 1.14).  

Recall delay also interacted with age, F(1, 73) = 8.68, p = .004. Older adults 
showed a larger increase in the number of passwords forgotten from the 10-min to 1-
wk delay compared to younger adults (.91 vs. 0.18 increase, respectively).  This two-
way interaction was qualified by a significant three-way interaction between  
age, recall delay, and password generation technique, F(1, 73) = 4.25, p = .04 (see 
Figure 3).  

  

Fig. 3. Mean Number of Passwords Forgotten for Older and Younger Adults at the 10-Minute 
and 1-Week Interval 

To determine the nature of these differences, simple effects analyses of partici-
pants’ forgetting were conducted separately in the image-based mnemonic and text-
based mnemonic conditions. In the image-based mnemonic condition, there was no 
statistically significant interaction between age and delay, F < 1.0. In the text-based 
mnemonic condition, though, a significant age × recall delay interaction was obtained, 
F(1, 37) = 10.05, p = .003.  To characterize these differences, a comparison of the 
number of text-generated passwords forgotten by younger and older adults at each 
recall delay was performed. With a 10-min recall delay, there was no difference in 
older and younger adults’ short term forgetting, F(1, 38) = 1.16, p =  .29.  However, 
with a 1-wk delay older adults forgot significantly more text-based mnemonic pass-
words (M = 3.00) than did younger adults (M = 1.05), F(1, 38) = 15.77, p < .001. 
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3.3 Password Security 

The security of the generated passwords was assessed by the ability of the Cain and 
Abel software to crack the passwords. Each password was encrypted and turned into a 
HASH file. The document was then submitted to the Cain and Abel Cracking soft-
ware in an attempt to recover the password.  All passwords generated in this study 
were submitted to the cracking software for a 12-hour period. The software was not 
successful in cracking any of the passwords submitted.  Thus, the passwords generat-
ed in both the image based and text-based groups were somewhat secure. 

4 Discussion 

Since accessing online services is important for all age groups, using mnemonic tech-
niques to generate secure passwords can be very useful. The present study showed 
that older adults can generate passwords that are more resistant to being forgotten by 
using the image-based mnemonic technique compared to the text-based mnemonic 
technique. Although, older adults took longer to generate an acceptable password, 
they did not differ from younger adults in terms of the number of attempts needed to 
do so.   The longer generation time is expected due to decreased processing speed and 
slower rates of information activation [13, 14] experienced by older adults. Thus, the 
present study supports the notion that the image-based mnemonic technique could be 
used by older adults to generate passwords that are more resistant to forgetting than 
those generated by a text-based mnemonic technique. 

Consistent with the notion that passwords generated with both the text-based and 
image-based techniques are secure [2], Cain and Abel, a powerful password cracking 
system, was not able to crack any of the passwords submitted from both the image-
based and text-based groups for a 12 hour period. Since none of the passwords were 
successfully cracked, a viability test of Cain and Abel cracking software was per-
formed. Eight variations of the password “password” (password; Password; pass-
word1; Password1; p@ssword; P@ssword; p@ssword1; P@ssword1) were submitted 
to the Cain and Abel cracking software to test the cracking rate for each word.  All 
variations were cracked by the software, indicating that the software is viable crack-
ing tool. It is likely that the software needed more time for the brute-force attack to be 
successful in cracking passwords generated with the mnemonic techniques used in the 
present study. 

5 Limitations of the Study and Recommendations for Future 
Research 

The study was limited by a couple factors. The first factor was that the Java program 
used in this study was the same one we have previously used in our lab to study pass-
words generated by younger adults.  Many of the older adult users, though, were con-
fused by how the program functioned given its text-based interface.  Using a more 
graphic interface may have facilitated the older adult’s performance.  The second 
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limitation of the study was in regards to the use of the images for generating pass-
words. With limited directions to participants to bring in five significantly different 
images for five categories, some users reported not being able to make a good connec-
tion between the picture and account name. Many of the participants stated that they 
would have chosen different pictures for the study if they understood the significance 
of linking the pictures to the different accounts beforehand. Finally, participants also 
reported that there was some additional interference associated with having to gener-
ate five passwords for different accounts at the same time. Generally speaking, online 
account users are only responsible for generating one username and one password for 
an account at a time. The requirement to generate five unique passwords that met all 
the requirements at once may have been overwhelming to participants, especially  
the older ones. Despite these limitations, though, the older adults in this study  
still showed a benefit for generating passwords using the image-based mnemonic  
technique. 

Future research should focus on helping users make better connections with the 
images and the different accounts. Improving such connections would enable users to 
have a better understanding of the password technique as well as be able to process 
the pictures along with the account name at a deeper level.  
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