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Abstract. Recent developments in the field of cryptanalysis of hash func-
tions has inspired NIST to announce a competition for selecting a new
cryptographic hash function to join the SHA family of standards. One of
the 14 second-round candidates was CubeHash designed by Daniel J. Bern-
stein. CubeHash is a unique hash function in the sense that it does not
iterate a common compression function, and offers a structure which re-
sembles a sponge function, even though it is not exactly a sponge function.

In this paper we analyze reduced-round variants of CubeHash where
the adversary controls the full 1024-bit input to reduced-round Cube-
Hash and can observe its full output. We show that linear approxima-
tions with high biases exist in reduced-round variants. For example, we
present an 11-round linear approximation with bias of 272%% which al-
lows distinguishing 11-round CubeHash using about 27 queries. We
also discuss the extension of this distinguisher to 12 rounds using mes-
sage modification techniques. Finally, we present a linear distinguisher
for 14-round CubeHash which uses about 28'? queries.

Keywords: CubeHash SHA-3 competition, Linear cryptanalysis.

1 Introduction

Recent developments in the field of hash function cryptanalysis [IJI8/19/20] along
with new results targeted against commonly used hash functions [6,[11]26],27]
has urged the National Institute of Standards and Technology to announce a
competition for the development of a new hash standard, SHA-3 [25].

The National Institute of Standards and Technology has received 64 hash
function proposals for the competition, out of which 51 met the submission
criteria and were accepted to the first round of the competition. Following the
first round of analysis, in which the security and performance claims of the
submitters were challenged, 14 candidates were selected to the second round of
the SHA-3 competition. One of these 14 candidates was CubeHash designed by
Daniel J. Bernstein [4]. Although CubeHash did not pass to the third round of
the SHA-3 competition, it is still of interest to challenge its security.
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CubeHash is a family of cryptographic hash functions, parameterized by the
performance and security required. CubeHash has an internal state of 1024 bits,
which are processed by calling a transformation named T, a tweakable number of
times r, between introductions of new b-byte message blocks (b is also a tunable
parameter). At the end, after a final permutation, namely, T repeated 10r times,
h bits of the state are used as an output. By selecting different values of h, b, and
r, different security /performance tradeoffs are provided. Currently, several sets of
parameters are suggested, where the “normal” security values are r = 16,b = 32
(for h € {224,256,384,512}) [5]

In this paper we analyze the security of several variants of CubeHash against
linear cryptanalysis. Our analysis found a linear approximation for 11-round
CubeHash? with bias of i ézss = 27235 We limited the analysis to biases of no
less than 27256 as we felt that a hash function offering a 512-bit security (in its
strongest variant), should not be assessed with attacks taking more than 2512
queries. One can also extend the 11-round linear approximation into a 12-round
distinguisher using simple message modification techniques [27] (or a chosen-
plaintext linear cryptanalysis [22]).

We note that when removing this restriction, one can find 14-round linear ap-
proximations with bias of 27496, Exploiting this approximation requires querying
T about 2812 times, which is outside the security model. At the same time, if T
or CubeHash are ever used in different settings, this may provide some indication
concerning its security.

This paper is organized as follows: In Section 2] we describe CubeHash’s com-
pression function. In Section [Bl we describe the linear approximations found for
CubeHash. In Section [] we describe how bit fixing can be used to distinguish
more rounds than in the approximation. In Section[§ we quickly cover a possible
application of our results. Finally, Section [0l concludes this paper.

2 A Brief Description of CubeHash

As mentioned before, CubeHash is a tweakable hash function, where the shared
part of all its variants is the internal state (of 1024 bits), and the use of the same
round function 7.

To initialize the hash function, h (the digest size), r the number of times T is
iterated between message blocks, and b the size of the message blocks (in bytes),
are loaded into the state. Then, the state is updated using 107 applications of 7.
At this point, the following procedure is repeated with any new message block:
the b-byte block is XORed into the 128-byte state, and the state is updated
by applying T" (r times applying T') to the state. After processing the padded

1 'We note that there is a “formal” variant of CubeHash for which » = 16,b = 1 and
h € {384, 512}.

2 We note that CubeHash is a full hash function which is not easily defined in the
common settings. Hence, 11-round CubeHash stands for iterating 11 times the trans-
formation T. We remind the reader that our analysis usually assumes the adversary
can choose the full 1024-bit input to T and observe the full 1024-bit output from 7.
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message, the state is XORed with the constant 1, and is processed by applying
T10". The output is composed of the first h/8 bytes of the state.

The 1024 bits of the internal state are viewed as a sequence of 32 4-byte words
000005 £00001, - - - , 11111 €ach of which is interpreted in a little-endian form as
a 32-bit unsigned integer. The round function T' of CubeHash is based on the
following ten operations:

Add (modulo 23%) zqim into 1jkim, for all (j,k,1,m).
Rotate xojkim left by 7 bits, for all (4, k,1, m).

Swap Zookim With Zo1gim, for all (k,1,m).

XOR Z1kim into Tojrim, for all (5, k,1,m).

Swap 1kom With Z1,x1m, for all (4, k, m).

Add (modulo 23%) zqim into 1jkim, for all (4, k,1,m).
Rotate xojkim left by 11 bits, for all (4, k, 1, m).

Swap Tojoim With xoj1im, for all (7,1, m).

XOR 21 kim into zojrm, for all (5, k,1,m).

Swap 1,0 With 1.1, for all (4, k,1).
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The structure is represented in a little endian form, i.e., xggooo is composed
of the four least significant bytes of the state and x11111 is composed of the
most significant four. We note that the only nonlinear operations with respect
to GF(2) are the modular additions.

2.1 Previous Results on CubeHash

Following its simple structure, CubeHash has received a lot of cryptanalytic
attention. Some of the attacks, such as the ones of [7,[21], can be applied to
CubeHash, independent of the actual T' (as long as it is invertible). These at-
tacks target the preimage resistance of CubeHash, and exploit the fact that as
all components are invertible, and as the adversary can control b bytes of the in-
ternal state directly, it is possible to find a preimage in about 2°12=4% CubeHash
computations.

The second type of results, tried to analyze reduced-round variants of Cube-
Hash for collisions. In [2], a collision for CubeHash2/120-512 is given. Collisions
for CubeHash1/45 and 2/89 are given in [I4], and for CubeHash4/48 and Cube-
Hash4/64 are produced by [9,10]. A more general methodology to obtain such
collisions is described in [§], where variants up to CubeHash7/64 are successfully
analyzed.

A third type of attacks/observations concerning CubeHash deal with the sym-
metric structure of T'. For example, if at the input to T all gz, words are equal,
and all 15, words are equal (not necessarily equal to the value of the xq;kim),
then the same property holds in the output as well. The first analysis of this
type of properties is given in the original submission document [4]. In [3], several
additional classes of “symmetric” states are observed, and their use is analyzed.
Recently, these classes were expanded to include a larger number of states (and
structures) in [16].
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Despite all the above-mentioned work, CubeHash is still considered secure,
as no attack comes close to offer complexity which is significantly better than
generic attacks To the best of our knowledge this work is the first one that
succeeds to offer some non-trivial property of more than 10 rounds of T'.

3 Linear Approximation of CubeHash

Linear cryptanalysis [24] is a useful cryptanalytic tool in the world of block
cipher cryptanalysis. When using linear cryptanalysis, the adversary tries to
find a linear expression that approximates a non-linear function with probability
different than é

Once a good approximation is found for the relation between the plaintext,
the ciphertext and the key (by an expression that holds with some bias) the
adversary gains information concerning the key, by observing sufficient num-
ber of plaintext/ciphertext pairs until finding enough of them that satisfies the
approximation.

Since a good cryptosystem is expected to behave as a random function the
linear approximation is satisfied with probability ; regardles of the approxima-
tion correctness. Therefore, the bias induced by the approximation is of the form
é + €.

As we expect two rounds of a good hash function to be independent of each
other we can use the piling up lemma that states that the overall bias for two
approximations with biases ; + €1 and ; + €9 18 é + 2¢162 making the total
number of queries required to satisfy the approximation 22€1€2,

In the context of hash functions, linear cryptanalysis has received very little
attention, unlike differential cryptanalysis. The reason for that seems that while
differential cryptanalysis can be directly used to offer collisions or preimages,
linear cryptanalysis seems to be restricted to very rare cases (i.e., where the bias
is extremely high).

At the same time, the use of linear approximation to assess the security of
a hash function can shed some light on whether the underlying components
offer the required security. Even though hash functions are unkeyed cryptosys-
tems, the use of linear cryptanalysis supplies some information about the the
uniformity of the output distributions. Moreover, linear approximations of the
compression function might be useful when discussing MACs built on top of the
hash function (suggesting a detectable linear bias in the output).

3.1 Linear Approximation of Addition Modulo 232

CubeHash uses a mixture of XORs, rotations, and additions. While the first two
can be easily handled in the linear cryptanalysis framework, the approximation
of the modular addition possess several problems, mostly due to the carry chains.

3 We note that while the preimage attacks of [211[7] may offer a small speed-up with
respect to generic attacks, their memoryless variants are not much faster than ex-
haustive search. Moreover, as the submission document lists this as a known issue,
this flaw is not considered too harmful by many.
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One of the papers studying the cryptographic properties of modular addition
is [I2] which studies the carry effects on linear approximations. In the paper,
Cho and Pieperzyk show that approximating two consecutive bits can overcome
some of the inherent problems of carry chains. Namely, if A is a mask of two
consecutive bits (in any position) then: A - (z + y) = M(a @ y) with probability
3/4 (i.e., a bias of 1/4).

We analyzed several cases where A\ contains pairs of consecutive bits, e.g., two
pairs of consecutive pairs, and even when these pairs appear immediately after
each other (i.e., A is composed of four consecutive bits set to 1). Our analysis
shows that with respect to linear cryptanalysis, these pairs can be treated as two
separate independent instances. For example, the probability that A - (z +y) =
Az @ y) for A whose four most significant bits are 1, while the rest are 0, is
10/16 (suggesting the expected bias of 2 - (1/4)% = 1/8).

3.2 The Linear Approximation of the Round Function of CubeHash

Our first attempt in understanding the security of CubeHash against linear
cryptanalysis was a very simple experiment. We looked at all possible masks
which had only one pair of two consecutive bits active, and tried to extend this
mask as many rounds as possible in the forward direction. At some point, the
resulting mask had a divided pair of bits, i.e., a pair of bits that due to the
rotations used in CubeHash were sent one to the LSB of a word, and one to the
MSB of the same word. Such a mask does no longer fall under the type of masks
considered in [I2], and our experiments show that such a mask has a very low
bias when considering addition.

After performing the search in the forward direction, we repeated the experi-
ment, this time running the light mask in the backward direction (i.e., through
T—') as many rounds as possible. The results obtained in these experiments are
shown in Tables [[l and Bl which present the number of possible linear approx-
imations of that form in the forward and the backward directions (along with
the associated bias). The longest of which covers 10 rounds in any direction.

Following the surprisingly long approximations, we decided to explore pairs
of pairs (i.e., four active bits in the starting mask), repeating the process of
analyzing the forward direction as well as the backward direction. These results
are summarized in Tables [l and A

We also combined the forward and the backward approximations to form a
series of approximations for as many rounds as could, using the combination of
this type of approximations. In Table[l] we offer input/output masks of the best
approximations we found.

Following the fact that CubeHash aims to offer at most a 2°'? security, we
decided to concentrate at approximations of bias up to 272°¢ (as detecting
smaller biases requires more than 2512 queries). The longest possible approx-
imation which adheres to this restriction is of 11 rounds and has a bias of 2723
which is fully described in Table
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Table 1. Number of Linear Approximations Following the Consecutive Masks Ap-
proach (Starting from a Mask with One Consecutive Pair in the Forward Direction)

Rounds Bias Number of Approximations
1 110 =92 480
1 Lolt=9 16
1 112 oo 480
1 1132975 16
2 L.lM—o18 432
2 L1 =g 16
2 L.1PogowT 16
2 L.l oo 416
2 LT oo 16
2 L1 _ge2 16
3 1.1P o 384
3 1130 g 16
3 1.1% g 16
3 1.1 g 352
3 1. 1% —gss 16
3 1. 1¥ =g 16
4 1.1 gmes 336
4 11T =9m00 16
4 110 =om 16
4 11T oo 288
4 LT =T 16
4 1190 16
5 L.1Mog-us 272
5 1.1 _g-us 240
5 1.1MS_omut 16
50 1T =g 16
5 1.1 gm0 16
6 1-1%=omm 208
6 1 . ;17() _ o172 16
6 LoLT=omim 160
6 L.l gmim 16
6 L 1T =gmim 16
6 L. 1= 16
T L0 96
7 LT = 16
7 L1.1%8_g-20 144
7 1.1 g 16
7 1L 120 g2 16
7 1122 _g-am 16
g 1,130 g 32
8 }1 . ;347 _ 2_349 16
8 }l . ;350 — 9352 16
8 }1 . ;353 — 2,355 80
8 1 . ;354 _ 9—356 16
8 11T _go3% 16
9 3 M= gmT 16
9 1.1 =gmes 32
9 L1 g 16
10 j] . ;550 — 27552 16
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Table 2. Number of Linear Approximations Following the Consecutive Masks Ap-
proach (Starting from a Mask with One Consecutive Pair in the Backward Direction)

Rounds Bias Number of Approximations
1 11 =g 496
1 118 =975 480
1 1ot =gt 16
2 11— gm 448
2 L1 —o1s 16
2 L.1M_gm16 16
2 L1 _gmw 416
2 L.l g 32
3 1 1¥ o 368
3 11399 32
30 1.1 og® 16
3 loatoogs 336
30 1 P=a 48
4 110 —g62 304
4 1. 1% =g 16
4 11— 32
S Nl 256
4 L. 1% g8 48
50 1. 1100 gm0 240
5 1. 11089105 32
5 1.1 —gm0e 16
5 1.1 o136 224
5 1.1 gt 16
6 1.1 =g 192
6 1.1 9152 16
(I 16
6 1.1 =g 144
6 1. 119 =gm20 48
O 112
O R 32
T LMo gme 16
7 L= 80
A e 32
8 1 . ;308 _ 9—310 48
g 1.1 —gmen 16
8 L.1M0=gmam 32
g 1. 10T gm0 48
3 }1 . ;409 _ g-anl 16
9 L. 1S gma 32
10 1.1 =gmam 16
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Table 3. Number of Approximations with a Given Bias Starting from a Pair of Pair
of Active Bits (Forward Direction)

Rounds

—
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Bias
1 _
pat=a
1,13 _9-5
172 =2
1,15 _ -7
472 2
7 _
i'l — 99
1,18 —10
4'214 2 1
1 1 -
15 . 2 33
5 B .
; — 1Ty 1.1 9—35
1,123 9-25
4
1,125 —27
4'2,{5 2
37 ;;q 24771 7
=270} ) 277
45 _
‘1";5; 2 :
ita =2
1 1 —75
177 ) '75 _1 2 17149 151
=2""to , - =27
2 472
87 _
LT
1,194 _ 596
3 =

1

2

1
4
1
4
1
4
l.
4
l.
4
1
1
1
4

T2

T2
1983 _ 9985

12121 — 9123

42
1122 —124 11229 —231
. =2 o,y =2

123 —125
}1 . é =2
1 1139 _ 5—141
4" 2 =2
11179 _ o181
185 _* ' 2187 =’ 343 345
1185 5 1.1 _9—
g =2 0,5 =2
181 _1
RS
11201 _ 5-203
472 T 2
11249 _ 5-251
257 4 i 250 =2 477 479
1257 _ 5— 1.1 _o9—
o =2 to 4o =2
251 25
T
11288 _ 5-290
472 = 2
1, 1368 _ 5-370
360 4 i %n =2 693 695
1369 _ o— 1,169 _ 5—
C o =2 to 4,y =2
1,137 —373
42 =2
1,139 _ 5-397
4 2 = 2
11423 _ 5-425
481 472 =2 859
1 __ o—483 11859 _ 5-861
sy =2 to 4y =2
425 —
}1 1 9—427
1, 1571 9—573
4 2 -
1, 1597 _ 9599
1697 4 ggq 71 1993 99
_ 5—69¢ . _ 9—995
=2 to 4y =2

620 _6
. ; — 9622
L1663 9665

2

1681 _ 0—683
1737 _ 9-739
B =

786 —
; =9 788

1855 _ 9—857

2

Number of Approximations

115472
228128
113152
232
448
848
301480

208

384

352
188144

184

320

304
98288

160

256

128
61056

128
192
272
33632
96
128
64
14256
64
64
48
3120

32

16

16
336

16
32
16
48

32
16

32
32
32
32
32
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Table 4. Number of Approximations with a Given Bias Starting from a Pair of Pair
of Active Bits (Backward Direction)

Rounds Bias Number of Approximations
1 1.1%=2"2 464
1 Loit=om3 240
1 1ot =ot 448
1 113 =980 L. 1T =279 411040
2 1 %5 =277 216
2 PR 400
2 1o g1 368
2 LT 9719 o 1. 19T — 939 250224
3 1oL g 184
3 11290 g3 352
3 TR 304
3 L= 152
3 L1y 118 o8 136544
4 RN 152
4 1190 g6 528
4 IR 120
4 11T =g 144
4 11098y 11T _pmim 69664
5 PR e 120
5 1L g 96
5 ot gons 192
5 1IN pmuts 240
5 L1 gn1a g 11209 p-2m 43344
6 111y 96
6 11168 g6 168
6 1119 o g 176
6 1T gmis 112
6 L LT I8 g 11387 _ g8 18672
7 11100 g6 56
7 ‘11 . ém — 9225 24
7 ‘11 3 ;2128 — 9230 64
7 1. 128 gm0 112
7L LTS 0 4o 11590 gonil 5904
8 1,12 g 24
8 1199 o gmem 32
8 PR R 16
8 L. LHE_gniIs o 1L 1OIT gm0l 272
9 1ot gmas 32
9 L. 197 _ gm0 16
9 1. 10T g 32
10 11990 g2 32
10 11T g 16
11 11999 gmo01 16
11 1. 180% g6 16
12 11998 _ 995 16
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Table 5. A trade-off of biases and rounds. Each line shows the best bias in this setting

Rounds Input mask Output mask Bias

7 oooor = 0600 1806,z00011 = 0600 1806, w0000 = 0018 0606,z00010 = 0018 0606, L - 1% =273
woot01 = 00c0 3030, woo111 = 00c0 3030, To1101 = 0000 0060,zo1111 = 0000 0060,
o100 = 000¢ 0303,zo1011 = 000¢ 0303, w1000 = 0018 0606,10011 = 0018 0606,
10100 = 0000 0030,10110 = 0000 0030, 10101 = c0cO 0300,z 10111 = cOcO 0300,
11001 = 000¢ 0303,z 11011 = 000¢ 0303 @11101 = 6001 8060, 11111 = 6001 8060

8 T0ooooo = 0600 1806,:600010 = 0600 1806, T0ooooo = 0018 0606,9000010 = 0018 0606,
zo1101 = 6660 0060,z01111 = 6660 0060, zo1101 = 0000 0060,z01111 = 0000 0060,
10001 = 0600 1806,210011 = 0600 1806, 10001 = 0018 0606,z10011 = 0018 0606,
z10101 = 00c0 COOB,wIDHl = 00c0 (30037 10101 = c0c0 O300,$10111 = c0c0 0300,
z11101 = 6060 0180,z11111 = 6060 0180 211101 = 6001 8060,z11111 = 6001 8060

9 Toooo1 = 0018 1998,$00011 = 0018 1998, T0ooooo = 0018 0606,100010 = 0018 0606,
zoo101 = c0cc 00007100111 = cOcc 0000, zo1101 = 0000 0060,9001111 = 0000 0060,
201001 = 0cOc cc00,z01011 = 0c0c cc00, 10001 = 0018 0606,z10011 = 0018 0606,
10100 = 00c0 COO3,I]0110 = 00c0 6003, x10101 = c0c0 0300,110111 = c0c0 0300,
z11001 = 0cOc CCOO,mnon = 0c0c cc00 11101 = 6001 8060,m11111 = 6001 8060

L1121 9—123

L1155 9—157

N
o

-

10 Toooo1 = 0018 1998,z00011 = 0018 1998, 200001 = 0018 0606,200011 = 0018 0606, : - 1197 = 2-199

Too101 = cOce COOO,ﬁomn = cOcc COOO, Tool101 = c030 3000,100111 =030 3000,
zo1001 = 0cOc CCOO,xUlou = 0c0c CCOO, zo1001 = 0c03 0300,9001011 = 0c03 0300,
210100 = 00c0 COO3,.I10110 = 00c0 003 10100 = 0030 3330,$10110 = 0030 3330,
11001 = 0cOc 66007111011 = 0c0c cc00 11001 = 0c03 03007111011 = 0c03 0300

11 00001 = 0018 1998,200011 = 0018 1998, xoooo0 = 8199 8001,z00010 = 8199 8001,
zo0101 = c0ce €000,x00111 = cOcc 000, zo1101 = 1818 0060,z01111 = 1818 0060,
z01001 = 0cOc CCOO,wUlou = 0c0c CCOO, Z10001 = 8199 8001,110011 = 8199 8001,
10100 = 00c0 00037110110 = 00c0 0003, 10101 = 0030 3330,9010111 = 0030 3330,
T11001 = 0cOc CCOU,LEUOH = 0c0c cc00 T11101 = 1819 9800,$11111 = 1819 9800

-

L1233 9—235

12 Zooooo = 1819 9800,100010 = 1819 9800, Zooooo = 9980 0181,100010 = 9980 0181,
o101 = €799 9f81,x01111 = €799 9f81, xo1101 = 1800 6018,x01111 = 1800 6018,
T10001 = 1819 9800,210011 = 1819 9800, 10001 = 9980 0181,z10011 = 9980 0181,
x10101 = 0003 0333,z10111 = 0003 0333, z10101 = 3033 3000,110111 = 3033 3000,
11101 = 0181 9980,111111 = 0181 9980 11101 = 1998 0018,9011111 = 1998 0018

o
I

13 T0ooooo = 0666 0006,100010 = 0666 0006, Toooo1 = 6000 6066,9000011 = 6000 6066,
zo1101 = €667 e079,201111 = €667 €079, zoo101 = 0303 3300,z00111 = 0303 3300,
10001 = 0666 0006,210011 = 0666 0006, 01001 = 0030 3330,201011 = 0030 3330,
10101 = 00c0 ccc0,z10111 = 00c0 cecO, 10100 = 03cf 333f,z10110 = 03cf 333f,
11101 = 6066 6000,z11111 = 6066 6000 11001 = 0030 3330,111011 = 0030 3330

345 —
15 g 347

e

-

14 To0001 = 3cce feOf wooot1 = cce fOf, woooor = 3033 3000,z00011 = 3033 3000, 1. 140% — 9407

Zoo101 = 67e0 7966,x00111 = 67e0 7966, Zoo101 = 9980 0181,9000111 = 9980 0181,
To1001 = 667 0796,101011 = 667e 0796, Zo1001 = 1998 0018,101011 = 1998 0018,
Z10100 = 6660 0060,210110 = 6660 0060, x10100 = 999f 81e7,x10110 = 999f 8le7,
11001 = 667€ 079¢,211011 = 667¢ 079¢ 11001 = 1998 0018,211011 = 1998 0018
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Table 6. The 11-round linear approximation with bias 411 . 1283 _ 9-235

2
Round Mask Bias Hamming
(before the round) Weight

Input  zoo001 = 0018 1998, 00011 = 0018 1998 }1 . ;33 =273 76
zoo101 = c0ce 000, xoo111 = cOce 000,
zo1001 = 0c0c ¢c00, xo1011 = 0c0c cc00,
10100 = 00c0 c003, z10110 = 000 003,
z11001 = 0c0c ¢c00, x11011 = 0cOc cc00

1 @ooo00 = 0600 1806, zooo10 = 0600 1806, - ;39 =92 M 64

Zo1101 = 6660 00607 Zo1111 = 6660 00607
Z10001 = 0600 1806, x10011 = 0600 1806,
210101 = 00c0 003, z10111 = 00c0 003,
x11101 = 6060 0180, x11111 = 6060 0180

-

2 w001 = 0600 1806, xooor1 = 0600 1806, & - 17 =271 52
200101 = 00c0 3030, zoo111 = 00c0 3030,
xo1001 = 000c 0303, zo1011 = 000c 03037
Z10100 = 0000 0030, z10110 = 0000 0030,
T11001 = 000c 03037 T11011 = 000c 0303

3 Zooooo = 0001 8000, xooo10 = 0001 8000,
To1101 = 6018 1800, 01111 = 6018 1800,
x10001 = 0001 8000, x10011 = 0001 8000,
10101 = 0000 00307 z10111 = 0000 00307
z11101 = 0000 1800, z11111 = 0000 1800

4 Zoooo1 = 0001 80007 zooo11 = 0001 8000, l . 2‘ = 2_5 16
zoo101 = 0c00 0000, o111 = 0c00 0000,
zo1001 = 00c0 0000, xo1011 = 000 0000,
11001 = 00c0 0000, z11011 = 000 0000

AP =95 o8

N
©

5 Zo1101 = 0000 0006, zo1111 = 0000 0006 411 ;1 =273 4
6 Z10100 = 0000 0300, z10110 = 0000 0300 1 ;5 =277 4
7 zooooo = 0018 0000, zogor0 = 0018 0000, & - L' =277 16
10001 = 0018 0000, 10011 = 0018 0000,
x10101 = 0000 0300, x10111 = 0000 0300,
x11101 = 0001 8000, x11111 = 0001 8000
8 @oooo1 = 0018 0000, zooo11 = 0018 0000, } - ;21 =27 28

Zoo101 = c000 00007 zoo111 = c000 00007
xo1001 = 0c00 0000, zo1011 = 0c00 00007
10100 = c0c0 0300, z10110 = c0c0 0300,
11001 = 0c00 0000, z11011 = 0c00 0000

9 zoooo0 = 0018 0606, zoooro = 0018 0606, 1 - 1" =274 52
zo1101 = 0000 0060, xo1111 = 0000 0060,
10001 = 0018 0606, z10011 = 0018 06067
z10101 = c0c0 0300, z10111 = c0c0 0300,
z11101 = 6001 8060, z11111 = 6001 8060
10 o001 = 0018 0606, zoo11 = 0018 0606, L - 1*° =2737 64

zoo101 = ¢030 3000, zoo111 = 030 3000,
zo1001 = 0c03 0300, xo1011 = 0c03 0300,
10100 = 0030 33307 z10110 = 0030 3330,
T11001 = 0c03 0300, Tr11011 = 0c03 0300

11 Zooooo = 8199 8001, Zooo10 = 8199 8001, 76
zo1101 = 1818 0060, zo1111 = 1818 0060,
10001 = 8199 8001, x10011 = 8199 8001,
x10101 = 0030 3330, 10111 = 0030 3330,
11101 = 1819 9800, T11111 = 1819 9800



Table 7. The 14-round linear approximation with bias 411 .

Round

input

Linear Analysis of Reduced-Round CubeHash

Mask
(before the round)

oooo1 = 3cce fcOf,
Zoo101 = 67e0 79e6,
Zo1001 = 667e 079,
Z10100 = 6660 0060,
11001 = 667e 079,

Zooooo = 0003 0333,
zo1101 = f03c f333,
Z10001 = 0003 0333,
Z10101 = 6660 0060,
11101 = 3000 3033,

Zoooo1 = 0003 0333,
Zoo101 = 1819 9800,
Zo1001 = 0181 9980,
Z10100 = 6018 1800,
11001 = 0181 9980,

Zooooo = ¢0c0 0300,
zo1101 = Occe 000c,
210001 = ¢0c0 0300,
10101 = 6018 1800,
z11101 = 0cOc 0030,

o001 = ¢0c0 0300,
Zoo101 = 0018 0606,
Zo1001 = 6001 8060,
210100 = 0000 0006,
11001 = 6001 8060,

Zooooo = 0000 3000,
zo1101 = 0c03 0300,
Z10001 = 0000 3000,
210101 = 0000 0006,
11101 = 0000 0300,

Zoooo1 = 0000 3000,
Zoo101 = 0180 0000,
Zo1001 = 0018 0000,
z11001 = 0018 0000,

xo1101 = 000 0000,
210100 = 0000 0060,

Zooooo = 0003 0000,
210001 = 0003 0000,
10101 = 0000 0060,
11101 = 0000 3000,

Zooo11 = 3cce fclf, i “

zoo111 = 67€0 79¢6,
zo1011 = 667e 079,
10110 = 6660 0060,
T11011 = 667e 079%

Zooo10 = 0003 0333,

zo1111 = f03c f333,

z10011 = 0003 0333,
z10111 = 6660 0060,
11111 = 3000 3033

Zooo11 = 0003 0333,
zoo111 = 1819 9800,
Zo1011 = 0181 9980,
z10110 = 6018 1800,
z11011 = 0181 9980

zoo010 = c0c0 0300,
zo1111 = Ocee 000c,
z10011 = c0c0 0300,
r10111 = 6018 1800,
z11111 = 0c0c 0030

ooo11 = c0c0 0300,
zoo111 = 0018 0606,
zo1011 = 6001 8060,
z10110 = 0000 0006,
z11011 = 6001 8060

o010 = 0000 3000
zo1111 = 003 0300,
z10011 = 0000 3000,
10111 = 0000 0006,
z11111 = 0000 0300

Zooo11 = 0000 3000,
zoo111 = 0180 0000,
zo1011 = 0018 0000,
z11011 = 0018 0000

zo1111 = c000 0000
z10110 = 0000 0060

Zooo1o = 0003 0000,

z10011 = 0003 0000,
z10111 = 0000 0060,
z11111 = 0000 3000

-

-

-

-

2

Bias
160 _ 9—62
154 _ 9—56
y =
134 9—36
40 —
é _ g2
118 _ 9—20
114 _ 9-16
2
14 _ 9-6
2 _
2=
6 _
o=
116 _ 918

1405 _ 9—407

Hamming
Weight

160

100

76

64

28

16

16

473

rounds 1-9

For those interested in assessing the full security that might be offered by
the 1024-bit transformation 7', we note that there also exists a 14-round linear
approximation with a bias of 274%6. We outline the full 14-round approximation

in Tables [7 and
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Table 8. The 14-round linear approximation with bias

T. Ashur and O. Dunkelman

42

1 1405

= 2747 rounds 10-14

Round Mask Bias Hamming
(before the round) Weight
10 @oooor = 0003 0000, wooo11 = 0003 0000, } - 1% = 2724 28
zoo101 = 1800 0000, zpo111 = 1800 0000,
To1001 = 0180 0000, zo1011 = 0180 0000,
Z10100 = 1818 0060, 10110 = 1818 0060,
T11001 = 0180 0000, T11011 = 0180 0000
11 o000 = €003 00c0, Zooo10 = c003 000, |- 1 =274 52
zo1101 = 0000 000¢, xo1111 = 0000 000c,
z10001 = 003 00c0, 10011 = c003 00c0,
z10101 = 1818 0060, x10111 = 1818 0060,
T11101 = 0c00 3006, T11111 = 0c00 300¢
12 zoo001 = 003 00c0, Topor1 = c003 00c0, 1 - 1% =273 64
zoo101 = 1806 0600, zoo111 = 1806 0600,
zo1001 = 0180 6060, zo1011 = 0180 6060,
Z10100 = 0006 0666, T10110 = 0006 0666,
z11001 = 0180 6060, 11011 = 0180 6060
13 zoooo0 = 3033 3000, Zaooro = 3033 3000, 1 - 17 =279 76
zo1101 = 0303 000¢, xo1111 = 0303 000c,
10001 = 3033 3000, z10011 = 3033 3000,
z10101 = 0006 0666, 10111 = 0006 0666,
z11101 = 0303 3300, 211111 = 0303 3300
14 xo0001 = 3033 3000, xooo11 = 3033 3000, 100

Zoo101 = 9980 0181,
Zo1001 = 1998 0018,
T10100 = 999f 8167,
11001 = 1998 0018,

Zoo111 = 9980 0181,
Tolo11 = 1998 0018,
T10110 = 999f 8167,
T11011 = 1998 0018

4 Message Modification Techniques —
A Chosen-Plaintext Linear Approximations

Linear cryptanalysis relies on collecting a large number of input/output pairs,
and verifying whether they satisfy the approximation or not. In [22] Knudsen
and Mathiassen show that there are cases in which one can “help” the linear
approximation to be satisfied by properly selecting the inputs.

In the case of modular addition, the linear approximation which we use is
satisfied whenever one of the LSBs of the approximated bits is 0. This allows
preselecting inputs for which the approximation holds with probability 1. This
technique can be used either to increase the bias of our 11-round approximation
or to extend it to a 12-round approximation.

In order to fix the bits entering the first layer of addition in CubeHash it is
enough to fix the LSB of each pair of approximated bits. However, fixing the
bits for the next layer is a bit more tricky, as it requires to fix some internal
state bit (after an XOR or addition) to 0. This task is a bit harder due to carry
issues. More precisely, to fix bit ¢ of x1;m after the first five operations of T',
it is required that bit ¢ of x, kim 18 0 after the first operation of T'. This specific
bit depends on the corresponding carry chain.
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Table 9. The round that extends the 11-round approximation to 12 rounds (and the
bits to fix

Round Input mask Input bits fixed to 0

-1 Zooooo = 0018 1998, zooo10 = 0018 1998 x10001 = 0008 0888, T10011 = 0008 0888,
o101 = 81€7 999f, wo1111 = 81e7 999f 10101 = 1100 0101, x10111 = 1100 0101,

Z10001 = 0018 1998, x10011 = 0018 1998 11101 = ffff ffffo, x1vin = fFff ffffa
T10101 = 3300 0303, T10111 = 3300 0303
11101 = 8001 8199, z11111 = 8001 8199

-0.5 Too101 = fSOC 03001, Too111 = f3OC 03001 Toooo1 = 000c¢ OCCCE, Tooo11 = 000¢ OCCCE
zo1000 = 0c0c cc00, xo1001 = 0cOc cc00z  xoo101 = 6006 0001, o111 = 6006 0001,
To1010 = 0cOc 600017 01011 = 0c0c CCOOm 01000 = 0606 6600;r,, 01001 = 0606 GGOUm
zo1101 = 8001 8199, xo1111 = 8001 8199, xo1010 = 0606 6600, xo1011 = 0606 6600,
10001 = 0018 1998, 210011 = 0018 1998, 10001 = 000c Occe, x10011 = 000c Occey
10101 = ¢00c 0003z, 10111 = c00c 0003,  x10101 = 6006 0001, T10111 = 6006 0001,
z11000 = 0c0c cc00z, 11001 = 0cOc cc00z 11010 = 0606 6600z, 11011 = 0606 6600,
Tr11010 = 0c0c CCOOZ, 11011 = 0cOc CCOOQ; 10001 = 0006 0666;, 10011 = 0006 06661

0 Toooo1 = 0018 1998, Tooo11 = 0018 1998
Zoo101 = c0cc 000, zoo111 = cOce c000
zo1001 = 0c0c ¢c00, zo1011 = 0c0c cc00
z10100 = 00c0 003, x10110 = 00c0 c003
z11001 = 0c0c ¢c00, x11011 = 0cOc cc00

—0.5 stands for the mask that enters the second addition of the additional round.

A simple solution would be to fix one of the words T jkim OF T1jgim O zero,
ensuring no carrys are produced during the addition z, jktm < Tojkim T T1jkim-
By additionally fixing bit 7 of both Tojkim and Ty 1, 1O Z€To, we can guarantee
that the bit that enters the second layer of additions is indeed zero.

As the above approach sets many bits to zero we offer a more efficient ap-
proach. One can fix only bits i — 1,4 in Tojprm a0d 1 —1,0inx,,  to zero. Even
if there is a carry entering bit ¢ — 1, it does not produce carry that affects the
1’th bit, and we are assured that bit ¢ after the addition is indeed 0.

Consider our 11-round approximation suggested in table[6l To increase its bias
we can fix the bits masked by x19190 = 0040 4001, £19110 = 0040 4001, 11001 =
0404 4400, 11011 = 0404 4400, to 0 to ensure that our approximation holds for
the first layer of addition with probability 1. To ensure the approximation holds
for the second layer of the first round as well we fix the bits masked by 000c¢ Occc,,
in Z001015 001115 L10101 and T10111, the bits masked by 0060 6001m in Z00000
00010, 10000 and 19010 and the bits masked by 6066 6000, in 00101, T00011 5 £10001
and x19011 to 0. Fixing these 56 bits ensures that the first round of the approx-
imation holds with probability 1 hence increasing the bias by a factor of 234
making the total bias 2720,

When considering an extension of the linear approximation shown in Table
by calculating it one round backward as described in Table B we can fix 80
input bits to zero, thus ensuring that the approximation holds for the first layer
of additions with probability 1. These 80 bits are the ones masked by 19901 =
0008 0888337 10011 — 0008 0888337 10101 — 1100 0101337 10111 — 1100 010133 and
the whole words z11101 and z11111. We note that one can pick other sets of bits
(where any fixed bit from zg;xim can be exchanged for a bit in z1xm ).

To ensure that all the appropriate bits in 21k, are zero one needs to set
the mask bits masked by 000c Occe, of xoo001, Tooo11, 10001, and x1p011, the bits
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masked by c00c 0001, of zgo101, 00111, 10101, and 19111, and those masked
by 0c0c cc00 in xo1000, 01001, 010105 01011, £11000, L11001, 11010, and Z11011 to
zero. Fixing these 116 bits (10 of which are shared with the previous 80), assures
that all the additions in the first round of the 12-round approximation follow
the approximation, i.e., “saving” their “contribution” to the bias, and resulting
in a bias of } - ézss = 27235,

We note that the number of bits set to 0 is 186, leaving 838 bits to be randomly
selected. This is sufficient to generate the 2470 possible inputs to 72, needed for
using this chosen-plaintext linear approximation successfully, in a distinguishing
attack on 12-round CubeHash.

5 Distinguishing Reduced-Round Variants of the
Compression Function of CubeHash

Given the linear approximations presented in the previous sections, it is possible
to distinguish a black box which contains up to 12-round CubeHash from a
random permutation. Of course, for any unkeyed primitive this distinguishing
can be done by just comparing the input/output of a few queries to the black box
with the input/output produced by the publicly available algorithm. If we want
to offer some cryptographic settings in which distinguishing attacks make sense,
we either need to consider keyed variants (either of the round function T' or of
the hash function, e.g., in MACs) or to discuss known-key distinguishers [23].

Such possible “application” is an a Even-Mansour [15] variant of 11-round
T (or any other number of rounds), i.e., EM-T}!, (P) = T" (P ®© k1) ® k. If
11-round T is indeed good as a source of nonlinearity (for a linear T, the entire
security of CubeHash collapses), then XORing an unknown key before and after
these 11 rounds, should result in a good pseudo-random permutation. Using
our linear approximations, one can distinguish this construction from a random
permutation.

We emphasize that as our results are linear in nature, they require that the
adversary has access both to the input to the nonlinear function as well as its
output. To the best of our knowledge, there is no way to use this directly in a
hash function setting.

6 Conclusions

In this paper we presented a series of approximations for the SHA-3 former
candidate CubeHash. The analysis challenges the strength of CubeHash’s round
function, T, and shows that (from linear cryptanalysis point of view), offers
adequate security. At the same time, the security margins offered by 16 iterations
of T seems to be on the smaller side, as future works on CubeHash may find
better linear approximations.
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