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Abstract. In Crypto’95, Kurosawa, Obana and Ogata proposed a k-
out-of-n secret sharing scheme capable of identifying up to ¢ cheaters
with probability 1 — e under the condition ¢ < |(k — 1)/3]. The size of
share |V;| of the scheme satisfies |V;| = |S|/e"*2, which was the most
efficient scheme known so far. In this paper, we propose new k-out-of-
n secret sharing schemes capable of identifying cheaters. The proposed
scheme possesses the same security parameters t, € as those of Kurosawa
et al.. The scheme is surprisingly simple and its size of share is |V;| =
|S]/€, which is much smaller than that of Kurosawa et al. and is almost
optimum with respect to the size of share; that is, the size of share is only
one bit longer than the existing bound. Further, this is the first scheme
which can identify cheaters, and whose size of share is independent of
any of n, k and t. We also present schemes which can identify up to | (k—
2)/2], and | (k—1)/2] cheaters whose sizes of share can be approximately
written by |Vi| & (n-(t4+1)-2%71.|S])/e and |Vi| = ((n-t-2%)2.|S])/€%,
respectively. The number of cheaters that the latter two schemes can
identify meet the theoretical upper bound.

Keywords: Secret Sharing, Cheater Identification, Reed-Solomon Code,
Universal Hash.

1 Introduction

Secret sharing scheme is a cryptographic primitive in which a secret is divided
into shares and distributed among participants in such a way that only a qualified
set of participants can recover the secret. It is a fundamental building block for
many cryptographic protocols and is often used in the general composition of
secure multiparty computations. Because of their importance in cryptography it
has been studied actively for more than three decades since the seminal papers
by Shamir [23] and Blakley [3].

Cheating prevention is one of the main topics in secret sharing schemes.
Tompa and Woll first considered a secret sharing scheme capable of detecting
the presence of cheating when invalid shares are submitted in the secret recon-
struction phase [25]. For the problem of detecting cheating, the upper bound
of the size of share and efficient constructions have been actively studied so far
[12069/16/19].
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Secret sharing schemes that not only detect the presence of cheating but also
identify cheaters who submit invalid shares are also a hot topic in this area. Rabin
and Ben-Or proposed a k-out-of-n secret sharing scheme capable of identifying
cheaters [21]. The size of share |V;| of their scheme is |V;| = |S[*"~2 where
|S| denotes the size of secretl]. In [12], Kurosawa, Obana and Ogata showed
that when the number of cheater ¢ satisfies ¢ < |(k — 1)/3] the share size is
greatly reduced compared to that of [2I]. The size of share of their scheme is
[Vi| = |S|/€+2, which until now has been the most efficient scheme, despite the
fact that the bit length of their scheme is still linear to the number of cheaters.
The lower bound of share size is given by Kurosawa et al. as follows [12]:

Vil >

S| -1
"6 +1 (1)

where € denotes the successful cheating probability of cheaters. Though, the sizes
of shares of all the existing schemes are far from the above bound.

In this paper, we first present efficient k-out-of-n threshold secret sharing
schemes capable of identifying up to ¢ cheaters under the condition ¢ < |(k —
1)/3]. While this condition is the same as that of Kurosawa et al. [I2], the share
size is dramatically reduced compared to [12]. Namely, the share size of the
first scheme satisfies |V;| = |S|/e and is only one bit longer than the bound of
eq. (). We also present a scheme with the desired property that the successful
cheating probability of cheaters can be determined without regard to the size
of the secret, which is not the case in the first scheme. Further, we present
k-out-of-n threshold schemes capable of detecting up to t cheaters such that
t <|(k—2)/2] and t < |(k—1)/2], respectively. The numbers of cheaters these
two schemes can identify reach the theoretical limit when & is even and for any
k, respectively. The sizes of share of the schemes can be approximately written
by |Vi| = (n-t-2371.|S|) /e and |Vi| ~ ((n-t-2%)2-|S]|)/e2, respectively, which
are also much smaller than that of Kurosawa et al. despite the difference of their
cheater identifiabilities.

We note that secret sharing schemes against cheating are strongly related
to secure message transmission schemes as mentioned in [ITI3]. Therefore, we
believe that ideas used to construct proposed schemes will help to construct
secure message transmission schemes.

The rest of the paper is organized as follows. In Section Bl we briefly re-
view models of secret sharing schemes capable of identifying cheaters, and we
discuss related work. In Section [B] we present almost optimum schemes which
can identify up to |(k — 1)/3] cheaters. In Sections [l and Bl we give efficient
schemes which can identify up to |(k —2)/2] cheaters and | (k — 1)/2] cheaters,
respectively. In Section [6] we summarize our work.

! Throughout the paper, we use notations |X| and X to denote the cardinality of a set
X and a random variable over X, respectively.
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2 Preliminaries
2.1 Secret Sharing Schemes

In the model of secret sharing schemes, there are n participants P = { Py, ..., P, }
and a dealer D. The model consists of two algorithms: ShareGen and Reconst. The
share generation algorithm ShareGen takes a secret s € S as input and outputs a
list (v1,v2,...,v,). Each v; € V; is called a share and is given to a participant P;.
In a usual setting, ShareGen is invoked by the dealer. The secret reconstruction
algorithm Reconst takes a list of shares and outputs a secret s € S.

The set of participants who are allowed to reconstruct the secret is character-
ized by an access structure I' C 27; that is, participants P;, , ..., P;, are allowed
to reconstruct the secret if and only if {P,,,..., P, } € I' (for instance, the
access structure of a k-out-of-n threshold secret sharing scheme is defined by
I' ={A| AC 27 |A| > k}.) A secret sharing scheme is called perfect if the
following two conditions are satisfied for the output (v1,...,v,) of ShareGen($)
where the probabilities are taken over the random tape of ShareGen.

1. if{P,,,..., B} € I' then Pr[Reconst(v;,,...,v; ) = §] =1,
2. if {Pi17~-~7Pik} ¢F then PI‘[S =S ‘ Vi1 :’Uh,...,vik :Uik] :PI‘[S = S] for
any s € S.

We note that only perfect secret sharing schemes are dealt with in this paper.

2.2 t-Cheater Identifiable Secret Sharing Schemes

A secret sharing scheme capable of identifying cheaters was first presented by
Rabin and Ben-Or [21]. They considered the scenario in which cheaters who do
not belong to the access structure submit forged shares in the secret reconstruc-
tion phase. Such cheaters will succeed if they cannot be identified as cheaters in
reconstructing the secret.

As with ordinary secret sharing schemes, this model consists of ShareGen and
Reconst. The share generation algorithm ShareGen is the same as that in the
ordinary secret sharing schemes. Two types of secret reconstruction algorithms
have been defined so far depending on whether identification of the cheater is
done privately or publicly. We will use Reconst™ and Reconst®®® to denote
secret reconstruction algorithms which identify cheaters privately and publicly,
respectively. A secret reconstruction algorithm Reconst™) takes a share called
a base share and a list of shares as input and outputs a pair of a secret and a
set of cheaters; that is, if no cheater is identified Reconst®® outputs a pair (s,0)
where s is a secret reconstructed. If Reconst™ finds cheaters and the secret s
can be reconstructed from valid shares submitted, it outputs (s, L) (where s € S
and L # () is a set of cheaters submit invalid shares,) otherwise (i.e. if a secret
cannot be reconstructed from valid shares,) it outputs (L, L) where L(¢ S) is
a special symbol indicating that cheating was detected and, again, L is a set of
cheaters. In Reconst(pri)7 the base share becomes a basis for deciding whether a
participant submitting a share to Reconst® is a cheater. On the other hand,
Reconst™®) identifies cheaters without a trusted share: it takes a list of shares
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as input and outputs a pair of a secret and a set of cheaters. We require that
the algorithms ShareGen and Reconst satisfy the following correctness condition:

Pr[(v1,...,vn) < ShareGen(s); (8, L) < Reconst(vi,,...,v;,):s=8AL=0=1

for any s € S, for any iy, ...,%, such that m > k.

The security of the model can be formalized by the following simple game
defined for any k-out-of-n threshold secret sharing scheme SS = (ShareGen,
Reconst) and for any (not necessarily polynomially bounded) Turing machine
Al = (Agt)7 Aét)), where A® represents ¢ cheaters P;, , ..., P;, who try to cheat

honest participants F;, ., ,,..., F;, where m > k.

Game(SS,AM)
5« S; // according to the probability distribution over S.

(v1,...,0y,) < ShareGen(s);
(i1,...., i) — AP();
(U s oo Uity ey im) = A (03 03,);

Cheaters P;; succeeds in cheating if Reconst fails to identify P;; as a cheater
when a secret reconstructed is not identical to the original one. In the public
model, we will denote successful cheating probability of P;; against Ss(pub) by

e(SSPuR) A P;,) where e(SSPuR) A P;,) is define as follows:
e(SS(p”b),A(”, Pi) =Pr[(s',L) — Reconst(pUb)(U,{l, UL Vig sV i € L)
On the other hand, in the private model, successful cheating probability of
P;; is defined for each P, submitting base share. Therefore, we will define such
probability e(SS®Y A" P, | P,) by

e(SS(Pri),A(t>,Pij»Piz) ..
ig

= Pr[(s',L) « Reconst(pri)(vie, (Vfy s e ey Uiy Vig g5 -Y oy Vi) 2y & L

where the first argument v;, of Reconst® denotes a base share. The probabili-
ties are taken over the distribution of S, and over the random tapes of ShareGen
and A®. Note that the above game implicitly assumes simultaneous secret re-
construction; that is, all the participants submit their shares simultaneously to
secret reconstruction algorithm in reconstructing the secret. Therefore, so-called
“rushing adversary” who tries to forge its share after observing shares of honest
participants is not allowed in this model.

Cheaters in this model can be classified into two classes: non-critical cheaters
and critical cheaters. Non-critical cheaters only disclose their information to
other cheaters or forge their shares in such a way that their forgeries do not
cause the secret reconstruction algorithm to reconstruct a different secret from
the original one. On the other hand, critical cheaters submit forged shares which
cause the secret reconstruction algorithm to reconstruct a different secret from
the original one. In this paper we focus on identifying only critical cheaters since
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the goal of the cheaters in the models considered is to make other participants
reconstruct an invalid secret. The formal definition of a critical cheater for public
cheater identification models are given as follows:

Definition 1. Let (v1,...,v,) be output of ShareGen(p“b)(s). A participants P;
who submit v’; to ReconstP"?) s called a critical cheater if and only if there exist
11,12, ...,1k_1 Such that

Pr[(s’,L) « Reconst(p“b)(vil,...,vikfl,v;) 8 £sNs €8] #0.

In the case of private cheater identification model, a critical cheater may vary
according to a participant who submit base share.

Definition 2. Let (vi,...,v,) be output of ShareGen(pri)(s). A participants P;
who submit v} to ReconstP s called a critical cheater against P, if and only if
there exist 11,12, ...,1k_o such that

Pr[(s’, L) «— Reconst®? (v, (Viys ooy Vi _y,05)) 18 # s NS €S| #0.

Based on the above definition, we define the security of secret sharing schemes
capable of identifying cheaters for both public and private models as follows:

Definition 3. A (k,n) threshold secret sharing scheme SS®'®) = (ShareGen "),
Reconst(p”b)) is called a (t,€) cheater identifiable secret sharing scheme with pub-
lic cheater identification if e(SS(P”b),/—\(t),Pj) < ¢ for any AY representing set
of t or less cheaters P, for any critical cheater P; € P.

Definition 4. A (k,n) threshold secret sharing scheme SS®" = (ShareGen®™,
ReconstP™) is called a (t,€) cheater identifiable secret sharing scheme with pri-
vate cheater identification if e(SS("ri)7 AW, P;, Py) < ¢ for any A representing
set of t or less cheaters P, for any critical cheater P; € P and for any honest
participant Py.

We note that (¢, €) publicly cheater identifiable schemes for € < 1 exist only if
t < |[(k—1)/2] whereas (k—1, €) cheater identifiable scheme with private cheater
identification can be constructed. This is because cheaters can easily generate
arbitrary number of consistent shares by invoking ShareGen with forged secret s’
as input and distribute them among the cheaters in publicly cheater identifiable
schemes. In this case, it is impossible to identify cheaters unless we can determine
cheaters on a majority basis.

We also note that the model of (¢, €) cheater identifiable secret sharing scheme
is different from that of the verifiable secret sharing (VSS for short) in the sense
that the dealer is honest in the (¢, €) cheater identifiable secret sharing whereas
the dealer may cheat in the VSS.

2.3 Related Work

In this subsection, we briefly review a known bound and constructions of (¢, €)
cheater identifiable secret sharing schemes and related topics.
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The capability to identify cheaters in secret sharing schemes was first pointed
out by McEliece and Sarwate [15]. Namely, they observed that a list of shares of
Shamir’s (k,n) threshold secret sharing scheme constitutes a codeword of Reed-
Solomon code. Therefore, if k 4 2t + 1 shares containing up to ¢ invalid shares
are submitted in reconstructing a secret, the secret reconstruction algorithm
can identify all cheaters with probability 1. However, this observation does not
directly lead to constructing (¢,€) cheater identifiable secret sharing schemes
since k + 1 or more shares are required to identify cheaters.

(t,e) cheater identifiable (k,n) secret sharing scheme with private cheater
identification are presented in various literature. Here, we will briefly review
previous results. In [2122], Rabin and Ben-Or presented a scheme on which they
constructed a verifiable secret sharing scheme. The property of their scheme can
be summarized by the following proposition:

Proposition 1 [2122]. There exists (k—1,€) cheater identifiable (k,n) thresh-
old secret sharing scheme with private cheater identification with parameter
|S| = p, e = 1/p, and |V;| = p*"~2 where p is a prime power.

Carpentieri proposed a scheme in which the size of share is reduced compared
to [21122]:

Proposition 2 [5]. There exists (k — 1,€) cheater identifiable (k,n) threshold
secret sharing scheme with private cheater identification with parameter |S| = p,
e =1/p, and |V;| = p*+t2(*=1Y) where p is a prime power.

Ogata and Kurosawa proposed an elegant scheme in which the size of share is
independent of n:

Proposition 3 [18]. There exists (k — 1,¢€) cheater identifiable (k,n) threshold
secret sharing scheme with private cheater identification with parameter |S| = p,
e=(k—1)/(p—1), and |V;| = p***1 where p is a prime power.

We note that the schemes in [21I22] (Proposition ) and [5] (Proposition [2) are
secure even when cheater knows shares of n — 1 participants whereas the scheme
in [18] (Proposition[3]) ensures security against cheaters who know at most k — 1
shares.

With respect to a scheme with public cheater identification, Kurosawa, Obana
and Ogata presented an efficient scheme whose share size only depends on the
maximum number of cheaters [I2]. The properties of their scheme can be sum-
marized as follows:

Proposition 4 [12]. If ¢t < |(k — 1)/3], there exists (t,€) cheater identifiable
(k,n) threshold secret sharing scheme with public cheater identification with pa-
rameter |S| = p, e = 1/q and |Vi| = p-¢**? where p, q are prime powers satisfying
q>n-p— t.

In [I2], Kurosawa et al. also showed a lower bound of share size for (¢, €) cheater
identifiable secret sharing schemes with both publicly and privately cheater iden-
tification as follows:

2 Though this limitation is not addressed in [12], it follows directly from Bush bound
on orthogonal array of strength ¢ + 1.
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Proposition 5 [12]. The size of share for (t,€) cheater identifiable (k,n) thresh-
S|—1

old secret sharing schemes is lower bounded by |V;| > | +1.

However, share sizes of existing schemes are far from the above bound. Therefore,

it was not clear whether the above bound is tight.

3 Publicly Cheater Identifiable Schemes for ¢ < Lkglj

In this section, we present two efficient (¢, €) cheater identifiable (k,n) threshold
secret sharing schemes with public cheater identification under the condition
t < [(k—1)/3]. The first scheme is almost optimum with respect to the share
size; that is, the bit length of shares of the scheme is only one bit longer than the
lower bound of Proposition Bl The second scheme, even though the share size
is slightly larger than the first scheme, possesses a particular merit in that the
successful cheating probability of cheaters can be chosen without regard to the
size of the secret, which is the case neither in the first scheme nor in the scheme
of [12].

As with the scheme in [12], the proposed scheme uses Reed-Solomon code
to identify cheaters. The major difference between the scheme in [12] and the
proposed scheme is as follows. In [I2], a share of each participant consists of (1)
a share of Shamir’s (k, n) secret sharing for a secret, (2) a share of Shamir’s (¢,n)
secret sharing scheme for a key of strongly universal hash functions of strength
t + 1 (please refer to [24] for the definition,) and (3) a hash value of (1) under
the key (2). Here, Reed-Solomon code is used in (2) to make cheaters impossible
to alter the value of the key, which is used to examine the validity of shares
(as pointed out in [I5], (¢,n) secret sharing scheme is equivalent to codeword of
generalized Reed-Solomon code). Since the size of key of the strongly universal
hash function of strength ¢ + 1 is as large as 1/e'™! the share size of the scheme
in [I2] grows linear with the number of cheaters. On the other hand, a share of
the proposed scheme only consists of (1) a share of Shamir’s (k, n) secret sharing
for a secret, and (2) a hash value of (1) computed by a strongly universal hash
function of strength ¢+1. Interestingly, the key used to compute hash values is not
explicitly shared among the participants but is recovered from the hash values
in the secret reconstruction phase by utilizing the error correction capability
of Reed-Solomon code. This is made possible by choosing a strongly universal
hash family based on polynomials over a finite field. Since the size of hash value
is equal to 1/e in the proposed scheme, we see that the share size |V;| of the
proposed scheme satisfies |V;| = |S|/e, which is independent of any of k,n and
t. The detailed description of the first scheme is given in the next subsection.

3.1 An Almost Optimum Scheme

The share generation algorithm ShareGen and the secret reconstruction algorithm
Reconst of the first scheme are described as follows where p and ¢ are prime
powers such that ¢ > n-p and ¢ : GF(p) x {1,...,n} — GF(q) is an injective
function (e.g. ¥(z,y) = (y — 1) - p + « for prime numbers p, q.)
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Share Generation: On input a secret s € GF(p), the share generation algorithm
ShareGen outputs a list of shares (v1,...,v,) as follows:

1. Generate a random polynomial fs(z) € GF(p)[X] of degree k — 1 such that
Is (0) =s.

2. Generate a random polynomial C(z) € GF(q)[X] of degree t.

3. Compute v; = (f5(i), C(¥(fs(i),1))) and output (vy,...,v,).

Secret Reconstruction and Cheater Identification: On input a list of m (> k)
shares ((Vs.iys VCyi1)s -y (Usims VG )), the secret reconstruction algorithm
Reconst output a secret or a list of identities of cheaters as follows.

1. Reconstruct C(z) from (vo,, ..., v, ) using an error correction algorithm
of generalized Reed-Solomon Code (e.g. Berlekamp algorithm.)

2. Checkifvc;;, = C'(w(vsyij ,43)) holds (for 1 < j < m.) If ve, #C'(z/}(vmj ,15))
then ¢; is added to the list of cheaters L.

3. If |[L| <m — k then reconstruct fs(x) from (k or more) shares v;; such that
i; ¢ L using Lagrange interpolation, and output (f5(0), L) if deg(fs) < k—1,
otherwise Reconst output (L, L). Reconst also output (L, L) if |L| > m — k
holds.

Security of the proposed scheme can be summarized by the following theorem.

Theorem 1. If t < [(k — 1)/3] then the proposed scheme is a (t,€) cheater
identifiable secret sharing scheme with public cheater identification such that

IS|=p, e=1/q, q>n-p, Vil=p-q (=]S|/e).

Proof. First, we show that the scheme is perfect. It is well known that v, ,. ..,
Us,i,, do not reveal any information about the secret since each vs; is a share
of Shamir’s k-out-of-n secret sharing scheme. Further, it is easy to see that the
knowledge about vc; does not leak any information about the secret since the
polynomial C(x) is completely independent of the secret s.

Next we show that the scheme is (¢, €) cheater identifiable. The following two
facts are key to prove (¢, ¢) cheater identifiability of the scheme:

1. (C(z1),C(x2),...,C(xy)) is a codeword of the Reed-Solomon Code with
minimum distance k — ¢t. Therefore, if & —¢ > 2¢ (i.e. ¢ < [(k —1)/3]) then
C(z) can be reconstructed even when ¢ points are forged.

2. A family of functions {C(z) | C(z) € GF(q)[X], deg(C(z)) <t} is a strong
class of universal hash functions GF(q) — GF(q) with strength ¢ 4+ 1; that
is, the following equality holds for any distinct 1, ..., zt, 2:41 € GF(q) and
for any y1,...,9t, yr+1 € GF(q).

PriC(zi1) = yea1 | C@1) = w1, Clay) = ye] = 1/q. (2)

Without loss of generality, we can assume Py, ..., P, are cheaters who coopera-
tively try to fool the other participants by forging (part of) their shares. Suppose
that P; is a critical cheater who is told the values v, ...,v; (i.e. the shares of
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Py, ..., P;) and submits invalid share vy = (v{, X ve,p) such that v} | # vs1. Py is
not 1dent1ﬁed as a cheater only if he submits vg, such that vey = C(P(vg1,1))
since Reconst can recover the original C(z) even when t shares are forged. Fur-
ther, since {C(x) | C(z) € GF(q)[X], deg(C(x)) < t}is a strong class of universal
hash functions and v (v; ,1) is different from any of ¥ (vsi,4) (1 < i <t,) the
following equation holds:

Pr(C(ih(v 1,1)) = vey | C((vs,i,4)) = vy (for L<i<t)] =1/q

where the probability is taken over the random choice of C(z). Since the above
discussion holds for any critical cheater P; (1 < i < t,) we see that no critical
cheater can succeed in cheating without being identified with probability better
than 1/g. O

It should be noted that the size of share of the proposed scheme is independent
of any of n, k and ¢, though, there is an implicit limitation on the parameter that
e < 1/(n-|S|) must holds. This is similar limitation of Shamir’s secret sharing
scheme which implicitly requires |S| > n.

3.2 A Scheme with Flexible Parameter Choice

As we noted in the previous section, there is such a limitation in the first scheme
that the successful cheating probability of cheaters must be smaller than n-TS|'
This limitation is not desirable, especially when we want to share a secret with
large size. Consider the situation in which we want to share a 1M bit secret
(ie. |S] = 2220,) with the first scheme. In this case, the share size becomes as
large as 2M bit with a security level of € < 1/22” whereas ¢ = 1/2128 will
be sufficient in real life. The second scheme is useful in such a situation since
the successful cheating probability of cheaters can be chosen without regard to
the size of the secret and the share size can be made reasonable in the second
scheme. For example, when we share a 1M bit secret with the second scheme
with € = 1/2128 the share size is only (1M+282) bit.

The basic idea of the second scheme is same as the first scheme. We introduce
the following trick to the first scheme so that we can determine |S| and € flexibly.
In the first scheme, the random polynomial C'(z) must be chosen from GF(q)[X]
such that ¢ > n - |S| in order to ensure t¥(v;,4) # (v, ) for any distinct
(¢,v;) and (J,v;), which causes ¢ < n-TS|' In the second scheme, we introduce

almost universal hash function (e.g. [24]) ¢. : S — GF(p) (where S = GF(p))
and modify the input of C'(z) (Cs(x) in the second scheme) to ¥(¢e(vi), 1) where
¥ GF(p)x{1...,n} is an injective function. The use of ¢, allows ¥ (de(v;),7) =
(e (v}), i) with small probability, though, the limitation of € < n}5| can be
eliminated since the range of ¢, is chosen flexibly by choosing the parameter
p, N and introduce a universal hash family ¢.(zo,...,zn-1) = Zfi_ol x; - €l
defined over GF(p). The share generation algorithm and the secret reconstruction
algorithm of the second scheme are described as follows:
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Share Generation: On input a secret (so,...,sy_1) € GF(p"), the share gener-
ation algorithm ShareGen outputs a list of shares (vy,...,v,) as follows:

1. Generate a random polynomial fs(z) € GF(p™)[X] of degree k — 1 such that
fs(0) =s.

2. Generate e € GF(p) randomly and construct a random polynomial C.(x) €
GF(p)[X] of degree t such that C.(0) = e.

3. Generate random polynomials Cs(x) € GF(q)[X] of degree t such that ¢ >
n-p.

4. Compute vs; = (Vs;i,05---,0s,i,N—1) = fs(1) where v, ; € GF(p) (for 0 <
J<N=1),v0,5 = Celi) and ve, i = Cu((X g veij - €1,1)).

5. Compute v; = (vs4,Vc, ,i; Ve, i) and output (v, ..., vy,).

Secret Reconstruction and Cheater Identification: On input a list of m (m > k)
shares (Vs iy, U0, iys VCsir)s - -+ » (Usyin, s VCaim » UC,s . im )) thie s€CTEt TEconstruction
algorithm Reconst outputs a secret or a list of identities of cheaters as follows.

1. Reconstruct Cy(z) and C, (z) from (ve, iy, - - -, Ve, 4, ) and (Vo iy s - - -5 V0, 01 )
respectively using an error correction algorithm of Reed-Solomon code.

2. Check if ve, i; = C’e(ij) (for 1 <j<m.) Ifve,i; # C'e(zj) then i; is added
to the list of cheaters L.

3. Compute é = C'e(O).

4. Check if ve, i, = Co((X ey vsiye - €%5)) holds (for 1 < j < m.) ij is
added to the list of cheaters L if this is not the case.

5. If |L| <m — k then reconstruct f,(x) from (k or more) shares v;; such that
i; ¢ L using Lagrange interpolation, and output (fs(0), L) if deg(fs) < k—1,
otherwise Reconst output (L, L). Reconst also output (L, L) if |L| > m — k
holds.

Security of the proposed scheme can be summarized by the following theorem.
Note that the successful cheating probability € can be chosen without regard to
|S| by selecting the value of p appropriately.

Theorem 2. If t < [(k — 1)/3] then the proposed scheme is a (t,€) cheater
identifiable secret sharing scheme with public cheater identification such that

IS|=p", e=(N—-1)/p+1/q<N/p, q>n-p, |Vi|=p""-q.

Proof. As in the proof of Theorem [Il we can assume Pi,..., P, are cheaters
who cooperatively try to fool the other participants by forging (part of) their
shares. Suppose that P; is a critical cheater who submits invalid share vj =
(V5,1 V6, 15 Ve, 1) such that vy ; # vs 1. Since (ve, iy, - - -, Ve, i,,) 18 @ codeword
of Reed-Solomon Code capable of correcting up to ¢ errors, ¢ cheaters cannot al-
ter the value of e. Therefore, P; is not identified as a cheater only if he submits
(V4,06 v, 1) such that v 3 = Cs(¥(30 " vl -, 1)) where e is uniformly
and randomly distributed over GF(p). There are two cases to consider in com-
puting such probability. In the first case suppose that P; forged its share in a
way that v’Cs’l # ve, 1. In this case, successful cheating probability €; of P; who
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knows that ve, ; = Cs(3( é\:()l vsi0 - €4,4)) hold for 1 < i <t is computed as

follows (for simplicity we will denote Z?:OI Vs,if * e’ by e (vs,i)-)

&1 = Prfufs, 1 = Cu(tb(6e (1)), 1) | v s = CalW(@e (02,0, ) (for 1 < < 1)
= Pr[éf?e(vs,i) 7£ ¢>e(v;¢)]

VCeyi = Cs(w(gbe(vs,i), Z)) (fOI‘ 1< < t),

-Pr U,C’S,l = CS(ZZJ(@(U;J), 1)) ¢6(Us ) 7& ¢e(11/, )

<1/q

where the last inequality directly follows from the fact that {C,} is a family of
a strong class of strongly universal hash function with strength ¢ + 1 (see the
proof of Theorem [I] for details.)

Next we consider the second case in which P; forged its share in a way that
”L}'Cs’l = v¢, 1 holds. In this case €; is computed as follows.

e1 = Prlvg, 1 = Cs((¢e(vi 1), 1)) | ve,,i = Cs(¥(Pe(vs,),4)) (for 1 < i < )]
= PrPe(vs,i) = ¢e(vg ;)] + Pr(de (vs,i) # e vy ;)]
vey,i = Co(V(de(vs,i), 1)) (for 1 <i <t),
Pe(vs,1) # Pe(V5 ;)
< Pr(ge(vsq) = e(vi )] +1/¢ < (N—1)/p+1/q

where the last two inequalities follows from the property of a strong class of
universal hash functions and the well-known fact that a polynomial of degree
N — 1 (e.g. ¢e) has at most N — 1 roots. It is easy to see that the successful
cheating probability of any critical cheater is upper bounded by N/p since (N —
1)/p+1/q < N/p holds. u|

-Pr Ulcs’l - Cs(w(¢€(vg,1)7 1))

Note that the bit length of shares log [V;] is approximately log |S| 4+ 21og(1/€) +
2loglog |S| in the above scheme. Therefore, we can determine size of the secret
and successful cheating probability flexibly only by paying log(1/€) +2loglog |S]|
additional bits compared to the bound.

4 A Publicly Cheater Identifiable Scheme for ¢t < Lkgzj

In this section we show that we can construct a very efficient publicly cheater
identifiable scheme even when the number of cheaters ¢t does not satisfy ¢t <
|(k — 1)/3]. More precisely, we present a publicly cheater identifiable scheme
whose secret reconstruction algorithm can catch up to [(k — 2)/2] cheaters.
We note that the cheater identifiability of the scheme is nearly optimum since
t = |(k—1)/2] is the theoretical upper bound for public cheater identification.
Furthermore, the size of share |V;| of the proposed scheme is much smaller than
that of [I2] despite the difference of their cheater identifiabilities.

The share generation algorithm of the proposed scheme is exactly the same
as the one presented in §3J1 To identify more than (k — 1)/3 cheaters, the
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secret reconstruction algorithm examines the consistency of all the possible ( tf2)
subsets of k shares input to the algorithm. Here, the consistency of ¢ + 2 shares
(Vs,i;,vcy;) (1 < j < t+2) is examined by verifying whether ¢ 4+ 2 points
(Y(vsi;»15),ve,;) (1 < j <t+2)lie on a polynomial of degree ¢. The intuition
behind the idea is as follows. Suppose ¢ cheaters try to fool the reconstruction
algorithm by forging their shares. Since we assume ¢ < |(k —2)/2], there are at
least t + 2 unforged shares input to the reconstruction algorithm. Therefore, we
can guarantee that (1) there exists at least one subset of consistent shares of size
t + 2 (i.e. shares which does not contain a forged share,) and (2) any subsets of
size t + 2 contain at least two unforged shares. We will make use of these facts
to catch cheaters since t 4+ 2 shares containing both forged and unforged shares
can be consistent only with very low probability. The detailed description of the
proposed reconstruction algorithm is described as follows.

Secret Reconstruction and Cheater Identification fort < [(k—2)/2]: On input a
list of m (> k) shares ((Vs,iy, i1 )s - - -5 (Vs ims VC,iy ), the secret reconstruction
algorithm Reconst output a secret or a list of identities of cheaters as follows.

1. If t < (m —1)/3 holds, outputs (s, L) «— Reconst® V) ((v,;,, vai,), ...,
(Vssir,» VC.i,, ), where Reconst®*1) denotes the secret reconstruction algo-
rithm for ¢ < |(k —1)/3] (i.e. Reconst presented in §3.11)

2. Otherwise, let L < {i1,...,4,,} and repeat the following steps 2aH2H for all
subsets Z C {i1,...,im} such that |Z| =t + 2.

(@) Compute ez by ez = gz 10 TI4gE 0 0, Where ez s the
coefficient of 2'*1 of the polynomial C(x) constructed from the ¢ + 2
points (¥(vsi,%),vc,) (i € Z.)

(b) If ¢z = 0 holds, then L «— L\ Z (i.e. remove Z from the list of cheaters.)
Note that ¢z = 0 holds if all of ¢t 4+ 2 shares are unforged since we choose
random polynomial C(x) of degree t in the share generation algorithm.

3. If |[L] < m—Fk holds then reconstruct f(x) from (k or more) shares v, ;; such
that ¢; ¢ L using Lagrange interpolation, and output (fs(0), L) if deg(fs) <
k — 1, otherwise Reconst output (L, L). Reconst also output (L, L) if |L| >
m — k holds.

Security of the proposed scheme can be summarized by the following theorem.

Theorem 3. If t < [(k — 2)/2] then the proposed scheme is a (t,€) cheater
identifiable secret sharing scheme with public cheater identification such that

(t + 1) . 23t71

. 93t—1|g
Sl =p, €= ) L g>nep, Vil =p-q (x EDZTHSH,
Proof. As in the proof of Theorem [ we can assume P, ..., P; are cheaters who

cooperatively try to fool the other participants Pii1,..., P, by forging (part
of) their shares. Suppose that P; is a critical cheater who submits invalid share
v} = (vg 1, Ve ;) such that vy ; # vs 1. We will show that the probability that the

successful cheating probability of P; is upper bounded by € (= (tﬂ)shﬂ )
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From the proof of Theorem [I] it is easy to see that, if ¢ < (m — 1)/3 holds,
the successful cheating probability of P; is upper bounded by ¢(< €) since we
can apply error correction algorithm of the generalized Reed-Solomon codes to
(U,C,la R U,C‘7ta VC,t+1y- -+ UC',m)-

Now we will show the proposed reconstruction algorithm can catch cheaters
with probability better than 1 — e even against ¢ > (k —1)/3 cheaters. It suffices
to show that the probability that there exists at least one subset Z C {1,...,m}
such that (1) 1 € Z, (2) |Z| =t + 2, and (3) ¢z = 0, is lower bounded by e.

Toward showing the above, we will first show that the probability €(Z) that
¢z = 0 holds for given Z is lower bounded by (¢4 1)/p for any Z such that 1 € Z
and |Z| =t + 2. Without loss of generality, we can assume Z = {{1,0a,..., {112}
and Py, ..., P, (t' <t) are cheaters.

To evaluate €(7), we will analyze the structure of cz. Here, we will use the
notation ; to denote 9 (vs4,4) and the notation X’ to indicate the variable X
is owned and controlled by the cheaters.

t+2
cr =23 voe - [] Zvce H 11
LEeT €T Ye; — W we wz] =t we W
J;ez ]?57

t+2 t+2

+ D ves, H 11
j=t'+1 w 71%1 i=t/+1 wé 71“

i#£j

We will rewrite v, - H§/_1 i L v by A; where each A; is determined by
1“1 — o [’L 0

the shares submitted by the cheaters and is known to the cheaters. Furthermore,
to make the proof clearer, we replace vc,; by C(1;) where C(z) is a polynomial
chosen by the dealer in the share generation phase.

¢ t+2 t+2 ¢ 1 1o
C(p,) - 3
g PR L D | H PG

With the knowledge about shares owned by the cheaters, the number of possible
candidates for (¢, , .- -,%e,,,, C) becomes Pt 2 gt ="+ gince (1) 1y, (¢ +
1 < i <t+2) look randomly, uniformly and independently distributed over
the set Wy, = {(vse;,4i) | vs,e; € GF(p)} even with the knowledge of cheaters,

and (2) (Ye,,,,>v0,0, 1 )5 -+ (Yerys V00, ) uniquely determines the polynomial
C(z).
Now, we will estimate the upper bound of the number of (’(/Jet erre 7Wf+27 )

with which ¢z = 0. For any fixed (wgt,+1,...,w£t+l, C) = (Wturl’ .. .,WHI, ),
eq (@) is rewritten as follows:

t+1 Bj
Z %2 2

G=t'+1 ’(/}5‘ - ’(/Jef,JrQ

t+1
+ 1

wt+2 H wft+2 UJ@ H

i g=t/+1 Verpr — Yt



Almost Optimum ¢-Cheater Identifiable Secret Sharing Schemes 297

~ o t+1 1 A~ o ~ ~ t/ 1 t+1 1
where Az = A’L . Hj:t/+1 ¥, 77&@_ 5 Bj = C(w@) : Hi:l 121[_71% : Hi:t/+1 1[}[.7121[‘
i J ‘3 i 3 (i

are constant once 1 (1 <i <t'), JJ@. (' +1<j<t+1), and C are fixed. It
is easy to see that there are at most ¢ + 1 values of 1y,,, with which cz = 0.
Therefore, the upper bound of the number of zeros of eq. [@B) can be evaluated
as follows:

H(djfturla .- -a¢ft+23C) | cz =0 hOldS}‘
< \{(W”l’ .- -7w€t+1) ‘ ’(/}ei € y'/& (t, +1<i<t+ 1)}‘
x[{C(@) | C(the,) =vop, L <i <)} x (t4+1) = p' = H g7 (14 1)

’ ’
pt—t L gt +1-(t+1) _

Therefore, the lower bound of €(Z) is given as follows: €(Z) < pt— 42 gt 41

(t+1)/p.
From the above inequality and the fact that the number of subsets Z of
{1,...,3t} such that 1 € 7 and |Z| = ¢ + 2 is equal to (Stfl), the successful

t+1
cheating probability € is given as follows:

€ = Pr[there exists Z such that cz =0, 1 € Z, |Z| = ¢+ 2]
1€, t—1\ t+1 (t+1) 231
< I)=|4Z -€(Z) < . <
< ¥ =z 5@ s <t+1) p 5 b

{7,752 }

The size of share satisfies |V;| = p - ¢ and is approximately written by |V;| ~
7L.(t+1);23t*1|5| since g ~n -p and p < (t+1);23“1. 0
Though size of share grows exponentially with the number of cheaters, the size
of share is much smaller compared to Kurosawa et al. [I2] whose size of share is
as large as |S|/€!™? (note that ! > 2.) Even compared to the theoretical lower
bound of eq. (), the bit length of the proposed scheme is only 3t + logt + logn
bit longer. On the other hand, the drawback of the proposed reconstruction
algorithm is its computational inefficiency. In fact the reconstruction algorithm
requires to compute Lagrange interpolation (t?-:-tQ) times to identify cheaters.
However, in the usual setting, the cheater identification of the proposed scheme
is still feasible. Consider, for example, the situation where we want to catch up
to 10 cheaters (i.e. ¢ = 10). The number of Lagrange interpolation we have to
invoke is (‘;'(2)) = 4,118, 725, which is indeed feasible even by the current personal
computer.

We should note that the similar (brute force search) technique can be applied
to the scheme given in the section §3.21

5 A Publicly Cheater Identifiable Scheme for ¢t < Lkglj

The scheme presented in Section @l meets the theoretical upper bound ¢t = [ (k —
1)/2] on number of cheaters that a scheme can identify when the threshold k
is even. This is because |(k —2)/2| = |(k —1)/2] holds for even k. When k is
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odd, on the other hands, the scheme will fail to catch |(k—1)/2](> |[(k—2)/2])
cheaters. In this section we present a publicly cheater identifiable scheme which
can catch [(k —1)/2] cheaters. The size of shares |V;| of the proposed scheme is
not so small as the scheme for ¢t < |(k — 2)/2], though, the size of shares of the
scheme is still much smaller than that of [12].

Here, we will review the scheme presented in the previous section to explain
the idea behind the proposed scheme for ¢ < |(k — 1)/2]. The reconstruction
algorithm of the scheme for ¢ < |(k — 2)/2| identifies cheaters by checking the
degree of the polynomial reconstructed from ¢ + 2 points. Using this technique,
it can be ensured that (1) ¢ + 2 points containing forged share cannot construct
a polynomial with degree less than or equal to ¢ and, (2) ¢ + 2 points containing
no forged share construct a polynomial with degree less than or equal to t.
Unfortunately, we cannot apply this technique when ¢ = [(k — 1)/2] since any
t 4+ 2 shares contain at least one forged share and we cannot find set of honest
shares (and, therefore, cannot identify cheaters correctly.)

To make it possible to find honest shares by examining consistency of ¢ + 1
shares, a share v; of the proposed scheme consists of v; = (vs i, vey i, Vo i) Where
vs,; is a share of Shamir’s k-out-of-n scheme and v¢, s, vc, ;» are the points on the
polynomials Co(z) = Zf 0 a0, and Cy(z) = Zf o a1,;@" such that ag,o = ay ;.
Then we can verify the consistency of ¢t + 1 shares by exammmg the equahty
Go,t = G1,+ where ago and a;, are coefficients of 2% and z! of polynomials C’O
and C’17 respectively, where Cy and C; are polynomials reconstructed from ¢+ 1
shares. Since an additional element (i.e. v¢, ;) is required in the proposed scheme,
the size of share is larger than that of the scheme for ¢t < |(k —2)/2].

The share generation algorithm ShareGen and the secret reconstruction algo-
rithm Reconst of the proposed scheme are described as follows where p and ¢
are prime powers such that ¢ > n-p and ¢ : GF(p) x {1,...,n} — GF(q) is an
injective function.

Share Generation: On input a secret s € GF(p), the share generation algorithm
ShareGen outputs a list of shares (v1,...,v,) as follows:

1. Generate a random polynomial fs(z) € GF(p)[X] of degree k — 1 such that
fs(o) =

2. Generate random polynomials Cy(z) = Y'_ agx’, Ci(z) = Yi_y a7’ €
GF(q)[X] such that the ag o = a1

3. Compute v; = (f5(i), Co(v(fs(i),4)), C1(¥(fs(2),1))) and output (vy, ..., vp).

Secret Reconstruction and Cheater Identification: On input a list of m (> k)
shares ((Vs,iy , VUG izs VC1.i1)s - - - » (Us,im s UCoim s UChim ))» the secret reconstruction
algorithm Reconst output a secret or a list of identities of cheaters as follows.

1. If t < |(m — 1)/3] holds, outputs (s, L) — Reconst®*V((v,,, veya), - - -
(Us.is VCosin, ), Where Reconst®*1) denotes the secret reconstruction algo-
rithm for ¢ < |(k —1)/3] (i.e. Reconst presented in §3.11)

2. Otherwise, let L < {i1,...,im,} and repeat the following steps 2a-2H for all
subsets Z C {i1,...,4,,} such that |Z| =¢+ 1.
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(a) Compute az and az as follows:

— . ) —(vs,5.3)
az,0 = 3 gez VCo L H;Z $(vs,0,0)~(vs,5,9)

ar,1 = ZZGI VCy e - Hiif w(vs,l,é)iw(vs,j,j)
where a7 o and az ; are coefficients of 2% and 2! of the polynomials Cj (x)
and C1(z) constructed from the ¢+ 1 points (¢(vs, 1), vy ,i) (i € T) and
(Y(vs,4,%),v04 i) (4 € T), respectively.
(b) If az,0 = az1 holds then L «— L\ Z (i.e. remove Z from the list of
cheaters.)
3. If |L] < m—k holds then reconstruct f,(x) from (k or more) shares v ;; such
that ¢; ¢ L using Lagrange interpolation, and output (fs(0), L) if deg(fs) <
k — 1, otherwise Reconst output (L, L). Reconst also output (L, L) if |L| >
m — k holds.

Security of the proposed scheme can be summarized by the following theorem.

Theorem 4. If t < [(k — 1)/2] then the proposed scheme is a (t,€) cheater
identifiable secret sharing scheme with public cheater identification such that

3t

Sl=p e="" aznep Wl=peg® (v ),
Proof. The proof is similar to that of Theorem [B] except that we pay attention
to the 0-th and the t-th degree coeflicients of polynomials Cy(x) and Cy(z),
respectively, in analyzing the security of the proposed scheme.

As in the proof of Theorem B we can assume Pi,...,P; are cheaters who
cooperatively try to fool the other participants Pit1,..., Py, by forging (part
of) their shares. Suppose that P; is a critical cheater who submits invalid share
vy = (V5 1,V¢,.1,Vc, 1) Such that vy ; # vs1. We will show that the probability
that the successful cheating probability of P; is upper bounded by € (=

From the proof of Theorem [I] it is easy to see that, if ¢ < (m — 1)/3 holds,
the successful cheating probability of P; is upper bounded by ¢(< €).

Now we will show the proposed reconstruction algorithm can catch cheaters
with probability better than 1 —e even against t = | (k—1)/2] cheaters. It suffices
to show that the probability that there exists at least one subset Z C {1,...,m}
such that (1) 1 € Z, (2) |Z| =t + 1, and (3) az,o = az1, is lower bounded by e.

Toward showing the above, we will first show that the probability ¢(Z) that
az,0 = az,1 holds for given 7 is lower bounded by 2¢/p for any Z such that 1 €
and |Z| =t + 1. Without loss of generality, we can assume Z = {{1,0a, ..., 0111}
and Py, ..., P, (t' <t) are cheaters.

To evaluate €(Z), we will analyze the structures of az ¢ and az;. As in the
proof of Theorem [B] we will use the notation 1); to denote ¥ (vs;,4) and the no-
tation X’ to indicate the variable X is owned and controlled by the cheaters. By
the similar discussion to the proof of Theorem[3 az ¢ and az 1 can be rewritten
as follows:

93t
t?) )



300 S. Obana

S A T —r, . C 2 _wzz 0 —e;
czo=3 Ave I 70+ 30 cotwe)- 11, 70, T ™, @

j=t'+1 j=t'+1 i oi=t/41
i#j
t4+1 t4+1 t’ 1 t4+1 1
azl—zAu- II + 3 a1 Il 6
Jt+1w4 Y, vy e, _¢e ;+1wé — e,
i ]

With the knowledge about shares owned by the cheaters, the number of possi-
ble candidates for (¢, , ;.- ,%e,,,Co, C1) becomes pt=t L % g2(t=t)+1 gince
(1) ¢g, (' +1 <4 < t+1) look randomly, uniformly and independently dis-
tributed over the set Wy, = {¢(vse;,4i) | vs o, € GF(p)} even with the knowl-
edge of cheaters, and (2) (z/Jgt,+1 s UCo,byr 415 vchgt,H) oo (e, 0000, , V04 0,) and
(%e,115vC0 0,4, ) uniquely determines the polynomials Cy(x) and C(x) such that
ao,t = a1, holds.

Now, we will estimate the upper bound of the number of (’(/Jet NTEE ey, Co,

Cy) with which az ¢ = az,1. By the similar discussion to the proof of Theo-
rem [3, we can show that, for any fixed (¢, ,,...,%¢,Co,C1) = (e, s
%Z;zt, Co, C’l), eq. @) and eq. (Bl) are rewritten as follows:

. .
Z 7141 0 Ve, q N —Bjo Ve,

— ey, =t/ 41 e, — the,yy

" ‘ —e
+Co(Ye41) o o
H wét 1/141 i lt_[+1 1/)@t+1 1/)@1.

t A

Bjyl
Z %j >

j=t'4+1 Ye; — Versa
¢ - : !

+C1(Yee1) H le ¥y, i:lt_/[+1 Yoy s — Yy,
where Ai70,3j,0,4i71 and Bj,l are constant once wéi (1<i<t), ’(/AJej t+1<
Jj<t), C’o, and C; are fixed. We see that there are at most 2t values of Yo,y
with which az o = az1 since solving 1)y, , such that az o(r,,,) = az,1(e,.,) is
equivalent to solving the equation Az (1, ,) = 0 for a polynomial Az of degree
2t where Az is uniquely determined from az and az,;. Therefore, the upper
bound of the number of (1, ¥, ,Co,C1) such that az o = az1 can be
evaluated as follows:

‘{(wéturp DR Wt+17007 Cl) | aro=4az,. hOldS}‘
< H®Wey oo ¥e) [0, €W, (F +1< i < 1)}
Jo ot 961 =060 12000

ap,0 = a1t
’ ’
t—t .qQ(t—t )+1L 9

10t

X 2t

=P



Almost Optimum ¢-Cheater Identifiable Secret Sharing Schemes 301

Therefore, we see that €(Z) is lower bounded by €(Z) < 2¢/p since €(Z) <
P2 o Tolds,

pt—t’+1.q2(t—t’)+1
From the above inequality and the fact that the number of subsets Z of
{1,...,3t} such that 1 € 7 and |Z| = ¢t + 1 is equal to (*';"), the successful

t
cheating probability € is given as follows:

€ = Prlthere exists 7 such that Acz =0, 1 € Z, |Z| =t + 1]
lel 3t—1\ t _ t-2%
7| 5 Ul < <
IZ|=t+1 t D D

The size of share satisfies |V;| = p - ¢ and is approximately written by |V;| =~
(n-t-23%)2|5]
62

< Z e(Z) =

{I‘ \Illifjd

3
sinceq%nmandpgt'zt. a

6 Conclusion

In this paper, we present efficient (¢, €) cheater identifiable (k, n) threshold secret
sharing schemes under the conditions ¢ < [(k — 1)/3], t < [(k —2)/2] and
t < |[(k—1)/2], respectively. The schemes which can catch |(k —1)/3] cheaters
are the first schemes whose share size is independent of any of n, k and t. Further,
in one of these schemes, the share size is almost optimum in the sense that the
bit length of the share is only one bit longer than the bound given in [12]. The
schemes which can catch ¢t < |(k — 2)/2] cheaters and ¢ < |(k — 1)/2] cheaters
are, though the bit length of shares grows linear to the number of cheaters,
shown to be much more efficient with respect to the size of share compared to
[12] and the other schemes with private cheater identification.

In our future work, we will focus on finding an efficient scheme under the
condition ¢ < |(k — 1)/2] such that the size of share is independent of any of
n, k and t, and the computational cost for identifying cheaters is small.
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