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In 2004, Ben Green and Terry Tao [6] proved that, for every k, there are infinitely
many length-k arithmetic progressions made entirely of prime numbers. This
settled a very long-standing open question in number theory that had been
open even for the k = 4 case.

A key innovation in their proof is a “transference” or “dense model” theorem
that, described in a “computer science terminology,” states that if R is a “pseu-
dorandom” set of integers, and P C R is a subset of R that has positive density
within R, then there exists a set of integers M that has positive density within
all of N and that is “indistinguishable” from P in the sense that if a statistical
property of a certain type is true for M then it must also be true for P.

Green and Tao apply their theorem to the case in which: (i) R are the almost-
primes, integers with few, large, prime factors, which were known to have strong
pseudorandomness properties; and (ii) P are the primes, which are known to have
positive density in R, when the proper quantitative definition of Ris given. Because
of Szemerédi’s Theorem [I1, [12], M contains infinitely many arithmetic
progressions of any length and, in fact, the probability that a random length-% pro-
gression is entirely contained in M is within a constant factor of the probability
that are random k-tuple of elements is entirely contained in M. The notion of “in-
distinguishability” between M and P is such that this statistical property must
be true for P too, and so not only it follows that P contains infinitely many arith-
metic progressions of any length, but even the stronger statement that there are
21 (n?/(logn)¥) length-k progressions entirely composed of primes less than n.

A later paper of Tao and Ziegler [I3] presents a more abstract version of the
Green-Tao dense model theorem that, qualitatively, can be given the following
translation in computer science terminology: if R is a pseudorandom distribution
over a universe X, and D is a distribution that is c-dominated by R, in the sense
that D(z) < ¢- R(z) for a domination parameter ¢, then there is a model dis-
tribution M such that D and M are indistinguishable, and M is 2c-dominated
by the uniform distribution over X. In particular, M has very high entropy
log, | X| —logy ¢ + 1, and so D has very high pseudoentropy. Unfortunately, the
proof in [6[I3], which is based on the proof of the Szemerédi Regularity Lemma,
does not give the right quantitative result, because the complexity of the “se-
curity reduction” is exponential in the accuracy of the indistinguishability that
one wants to achieve.
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Reingold, Trevisan, Tulsiani and Vadhan [I0] provide an alternative proof
based on duality of linear programming, inspired by Nisan’s proof of the Im-
pagliazzo hard-core lemma [7], which has a security reduction of polynomial
complexity and hence works with “cryptographically strong” notions of pseu-
dorandomness and indistinguishability. This gave a new characterization of the
notion of pseudoentropy, which adds to the study of Barak, Shaltiel and Wigder-
son [I], who had proved equivalences between various computational analogs of
entropy. Gowers [3] independently discovered the same argument based on du-
ality of linear programming, which he has applied to other problems in additive
combinatorics in joint work with Wolfe [4.[5].

Dziembowski and Pietrzak [2] formulated the computational dense model the-
orem in independent work (not inspired by the number-theoretic analog), and
proved it based on a result that is attributed to [I], although it is actually first
proved in [10]. Dziembowski and Pietrzak apply the dense model theorem to the
task of designing cryptosystems that are resilient to key leakage, introducing an
approach that has been tremendously influential.

Mironov, Pandey, Reingold and Vadhan [9] give an application of the dense
model theorem to the study of computational differential privacy.

Impagliazzo [8] showed that the dense model theorem can be proved from a
weaker assumption, giving yet another new characterization of pseudoentropy; he
also showed that one can derive the dense model theorem in a black box way from
any proof of a sufficiently strong version of his hard-core set lemma. This implied
that a computational dense model theorem can be derived from an “iterative”
approach, which is different from both the original argument of Green and Tao
and from the argument based on duality of linear programming. The work of
Trevisan, Tulsiani and Vadhan [T4] gives a different way of “tying together” the
Szemerédi regularity lemma, the dense model theorem, the Impagliazzo hard-
core set lemma, and the use of iterative or linear-programming based techniques.

In this talk we will tell the number-theoretic side of this story, and give a
quick overview of the several different, but equivalent, ways in which this family
of results can be thought about.
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