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Abstract. This paper presents a theory of runtime enforcement based
on mechanism models called MRAs (Mandatory Results Automata).
MRAs can monitor and transform security-relevant actions and their
results. Because previous work could not model monitors transforming
results, MRAs capture realistic behaviors outside the scope of previous
models. MRAs also have a simple but realistic operational semantics that
makes it straightforward to define concrete MRAs. Moreover, the defi-
nitions of policies and enforcement with MRAs are significantly simpler
and more expressive than those of previous models. Putting all these
features together, we argue that MRAs make good general models of
runtime mechanisms, upon which a theory of runtime enforcement can
be based. We develop some enforceability theory by characterizing the
policies MRAs can and cannot enforce.
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1 Introduction

Runtime enforcement mechanisms work by monitoring untrusted applications,
to ensure that those applications obey desired policies. Runtime mechanisms,
which are often called runtime/security/program monitors, are quite popular
and can be seen in operating systems, web browsers, spam filters, intrusion-
detection systems, firewalls, access-control systems, stack inspection, etc. Despite
their popularity and some initial efforts at modeling monitors formally, we lack
satisfactory models of monitors in general, which prevents us from developing
an accurate and effective theory of runtime enforcement.

1.1 Related Work

It has been difficult to model runtime mechanisms generally. Most models
(e.g., [16,18,11,9,8,1,5]) are based on truncation automata [16,12], which can
only respond to policy violations by immediately halting the application being
monitored (i.e., the target application). This constraint simplifies analyses but
sacrifices generality. For example, real runtime mechanisms often enforce policies
that require the mechanisms to perform “remedial” actions, like popping up a
window to confirm dangerous events with the user before they occur (to con-
firm a web-browser connection with a third-party site, to warn the user before
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downloading executable email attachments, etc). Although real mechanisms can
perform these remedial actions, models based on truncation automata cannot—
at the point where the target attempts to perform a dangerous action, truncation
automata must immediately halt the target.

To address the limitations of truncation automata, in earlier work we pro-
posed edit automata, models of monitors that can respond to dangerous actions
by quietly suppressing them or by inserting other actions [12]. By inserting
and suppressing actions, edit automata capture the practical ability of runtime
mechanisms to transform invalid executions into valid executions, rather than
the ability of truncation automata to only recognize and halt invalid executions.
Edit automata have served as the basis for additional studies of runtime enforce-
ment (e.g., [19,17,4]).

Unfortunately, while truncation automata are too limited to serve as gen-
eral models of runtime mechanisms, edit automata are too powerful. The edit-
automata model assumes monitors can predetermine the results of all actions
without executing them, which enables edit automata to safely suppress any
action. However, this assumption that monitors can predetermine the result
of any action is impractical because the results of many actions are uncom-
putable, nondeterministic, and/or cannot tractably be predicted by a monitor
(e.g., actions that return data in a network buffer, the cloud cover as read by a
weather sensor, or spontaneous user input). Put another way, the edit-automata
model assumes monitors can buffer—without executing—an unbounded number
of target-application actions, but such buffering is impractical because appli-
cations typically require results for actions before producing new actions. For
example, the echo program x=input(); output(x) cannot produce its second
action until receiving a result, which is unpredictable, for the first. Because the
echo program invokes an action that edit automata cannot suppress (due to its
result being unpredictable), this simple program, and any others whose actions
may not return predictable results, are outside the edit-automata model.

1.2 Contributions

This paper presents a theory of runtime enforcement based on mechanism mod-
els called MRAs (Mandatory Results Automata). Their name alludes to the
requirement that, unlike edit automata, MRAs are obligated to return a result
to the target application before seeing the next action it wishes to execute. In
the MRA model, results of actions may or may not be predeterminable.

Conceptually, we wish to secure a system organized as in Figure 1a, with
an application producing actions, and for every action produced, the underlying
executing system (e.g., an operating system, virtual machine, or CPU) returning
a result to the target application. Results may be exceptions or void or unit
values, so all actions can be considered to produce results. For simplicity, this
paper assumes all actions are synchronous; after the application produces an
action a, it cannot produce another action until receiving a result for a. In
contrast, the edit-automata model can be viewed as one in which all actions
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Fig. 1. In (a), an untrusted application executes actions on a system and receives
results for those actions. In (b), a security monitor interposes on, and enforces the
validity of, the actions executed and the results returned.

are fully asynchronous (because edit automata can buffer, without executing, an
unbounded number of actions).

Figure 1b shows how we think of a monitor securing the system of Figure 1a.
In Figure 1b, the monitor interposes on and transforms actions and results to
ensure that the actions actually executed, and the results actually returned to
the application, are valid (i.e., satisfy the desired policy). The monitor may or
may not be inlined into the target application.

The ability of MRAs to transform results of actions is novel among general
runtime-enforcement models, as far as we are aware. Yet this ability is cru-
cial for enforcing many security policies, such as privacy, access-control, and
information-flow policies, which may require (trusted) mechanisms to sanitize
the results of actions before (untrusted) applications access those results. For
example, policies may require that system files get hidden when user-level appli-
cations retrieve directory listings, that email messages flagged by spam filters do
not get returned to clients, or that applications cannot infer secret data based
on the results they receive. Because existing frameworks do not model monitors
transforming results of actions, one cannot use existing models to specify or
reason about enforcing such result-sanitization policies.

The semantics of MRAs enables simple and flexible definitions of policies
and enforcement—significantly simpler and more flexible than those of previous
work. In particular, the definition of executions presented here allows policies
to make arbitrary requirements on how monitors must transform actions and
results. Consequently, this paper’s definition of enforcement does not need an
explicit notion of transparency, which previous work has considered essential
for enforcement [7,9,12]. Transparency constrains mechanisms, forcing them to
permit already-valid actions to be executed. The MRA model enables policies
to specify strictly more and finer-grained constraints than transparency, thus
freeing the definition of enforcement from having to hardcode a transparency
requirement.

After defining MRAs and the precise circumstances under which they can be
said to enforce policies, this paper briefly characterizes the sets of policies MRAs
can enforce soundly, completely, and precisely.
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Summary of Contributions. This paper develops a theory of runtime enforce-
ment, in which monitors may transform both actions and results. It contributes:

– A simple but general model of runtime mechanisms called MRAs. MRAs ap-
pear to be the first general model of runtime mechanisms that can transform
results and enforce result-sanitization policies.

– Definitions of policies and enforcement that, because they can reason about
how monitors transform actions and results, are significantly simpler and
more expressive than existing definitions.

– A brief analysis of the policies MRAs can enforce soundly, completely, and
precisely.

2 Background Definitions and Notation

This section briefly lays out some basic definitions of, and notation for specifying,
systems and traces. The definitions and notation presented here are extended
versions of definitions and notation in previous work (extended to include results
of actions) [2,16,12].

We define a system abstractly, in terms of (1) the actions it can execute
to perform computation and (2) the possible results of those actions. The sys-
tem’s interface determines its action set; for example, if the executing system
is an operating system then actions would be system calls; if the executing
system is a virtual machine then actions would be virtual-machine-code instruc-
tions (e.g., bytecode, including calls to API libraries integrated with the virtual
machine); and if the executing system is machine hardware then the actions
would be machine-code instructions. We use the metavariable A to represent
the (nonempty, possibly countably infinite) set of actions on a system and R
(disjoint from A) to represent the (nonempty, possibly countably infinite) set of
results. An event is either an action or a result, and we use E to denote the set
of events on a system; E = A ∪ R.

An execution or trace is a possibly infinite sequence of events; it is the sequence
of events that occur during a run of a monitored application and executing
system. Adopting a monitor-centric view of Figure 1b, executions include events
related to the monitor (1) inputting an action from the target, (2) outputting
an action to the executing system, (3) inputting a result from the executing
system, and (4) outputting a result to the target. To be explicit about exactly
how a monitor is behaving, we subscript every event in an execution with i or o
to indicate whether the monitor has input or output that event. When writing
executions, we separate events by semicolons. For example, an execution could
be:

shutdowni ; popupConfirmo ; OKi ; shutdowno

This execution represents the sequence of events in which an application at-
tempts to execute a shutdown action (so that action gets input to the monitor),
to which the monitor responds by outputting a window-popup action that, when
executed (e.g., by an operating system), confirms the shutdown with the user.
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The user OKs the shutdown, so an OK result gets input to the monitor, allowing
the monitor to then output the shutdown action after all. This example illus-
trates the alternating input-output nature of monitors that arises from their role
as event transformers [12].

The set of all well-formed, finite-length executions on a system with event
set E is E∗; the set of all well-formed, infinite-length executions is Eω; and
E∞ = E∗ ∪ Eω. The special symbol · refers to the empty execution, that is, an
execution in which no events occur. In general, we use · to refer to an absence
of events; at times we use · to denote the absence of a single action or result.
The metavariable e ranges over events, a over actions, r over results, x over
executions, and X over sets of executions (i.e., subsets of E∞). Sometimes it will
also be convenient to use α to refer to a “potential action”, that is, either · or an
action. Similarly, ρ ranges over {·}∪R. The notation x; x′ denotes concatenation
of two executions x and x′, the result of which must be a well-formed execution
(in E∞). Finally, when x is a finite prefix of x′ we write x � x′.

3 Mandatory Results Automata

We model monitors that behave as in Figure 1b as MRAs.

3.1 Definition of MRAs

An MRA M is a tuple (E, Q, q0, δ), where E is the event set over which M
operates, Q is the finite or countably infinite set of possible states of M , q0

is M ’s initial state, and δ is a (deterministic) transition function of the form
δ : Q × E → Q × E, which takes M ’s current state and an event being input to
M (either an action the target is attempting to execute or a result the underlying
system has produced) and returns a new state for M and an event to be output
from M (either an action to be executed on the underlying system or a result to
be returned to the target). In contrast to earlier work [12], we do not require δ
to be decidable; δ may not halt on some inputs. This ability of MRAs to diverge
accurately models the abilities of real runtime mechanisms.

We call
αi

ρo

∣
∣
∣q

∣
∣
∣

αo

ρi

a configuration of MRA M , where q is M ’s current state, αi

is either · or the action being input to M (by the target program), αo is either ·
or the action being output by M (to the executing system), ρi is either · or the
result being input to M (by the executing system), and ρo is either · or the result
being output by M (to the target program). Because MRAs process events one
at a time, at most one of αi, αo, ρi, and ρo will ever be nonempty. Our notation
for writing configurations mimics the graphic representation of monitors’ inputs
and outputs in Figure 1b.

We do not bother writing dots in configurations, so
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cuting in its initial state with no events yet input or output.
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Fig. 2. Single-step semantics of mandatory results automata

We define the operational semantics of MRAs with a labeled single-step judg-
ment whose form is C

e−→M C′. This judgment indicates that MRA M takes
a single step from configuration C to configuration C′ while extending the cur-
rent trace by event e (which will be tagged as either an input or output event).
Because M will always be clear from context, we henceforth omit it from the
judgment.

The definition of MRAs’ single-step semantics appears in Figure 2. Six infer-
ence rules define all possible MRA transitions:

1. Input-Action enables the MRA to receive a new input action from the target
(nextT is the next action generated by the target). Because ρ ranges over
{·} ∪ R, the MRA can receive a new input action when in its initial config-
uration

∣
∣
∣q0

∣
∣
∣ or when in a configuration of the form

r

∣
∣
∣q

∣
∣
∣ (in which case the

MRA has most recently returned a result r to the target, so it is ready for
another input action).

2. Output-Act-for-Act enables the MRA, immediately after inputting action a,
to output a possibly different action a′.

3. Output-Res-for-Act enables the MRA, immediately after inputting action a,
to return a result r for a to the target.

4. Input-Result enables the MRA to receive a new input result r for its most
recent output action a (nextS is the next result generated by the system).

5. Output-Act-for-Res enables the MRA, immediately after inputting result r,
to output another action a.

6. Output-Res-for-Res enables the MRA, immediately after inputting result r,
to return a possibly different result r′ to the target for the action it most
recently tried to execute.

Although many alternatives exist for defining MRAs’ semantics (e.g., process
calculi and other deductive systems, some of which can be compressed into
four inference rules), we carefully selected the rules in Figure 2 based on their
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simplicity—not just in the rules themselves but also in the transition functions
of MRAs that step according to those rules.

Several observations about the operational semantics:

– MRAs can “accept” an input action a by outputting it (with Output-Act-
for-Act), receiving a result r for a (with Input-Result), and then returning r
to the application (with Output-Res-for-Res).

– MRAs can “halt” an application by outputting an action like exit, if the
underlying system can execute such an action, or by entering an infinite loop
in its transition function to block additional inputs and outputs from being
made.

– MRAs are indeed obligated to return results to applications before inputting
new actions. No transitions allow an MRA to input another action until it
has discharged the last by returning a result for it.

– MRAs can avoid or postpone executing dangerous actions while allowing
the target to continue executing (with Output-Res-for-Act). For example,
an MRA could avoid executing a dangerous port-open input action by out-
putting an error-code or exception result in response. Alternatively, the MRA
could quietly postpone executing the port-open action by immediately out-
putting a void result and then observing how the target uses the port; if
the target uses the port securely then the MRA could output the original
port-open action followed by the secure port-use action(s) (with Output-Act-
for-Act and Output-Act-for-Res). By postponing (i.e., buffering) dangerous
actions until they are known to be secure, MRAs can operate as edit au-
tomata; however, such buffering is only possible when the valid results of
buffered actions are predictable (such as void results of some port-open
actions).

– We make no assumptions about whether and how the executing system gen-
erates results for actions; the executing system may produce results nonde-
terministically or through uncomputable means (e.g., by reading a weather
sensor or spontaneous keyboard input). This design captures the reality that
monitors can only determine the results of many actions (e.g., readFile, or
getUserInput) by having the system actually execute those actions. Hence,
the Input-Result transition, and the single-step relation for MRAs in general,
may be nondeterministic. Similarly, MRAs have no knowledge of whether
and how the target generates actions, so the Input-Action transition may be
nondeterministic as well.

These observations, and the semantics of MRAs in general, match our under-
standing of how real program monitors behave. For example, in the Polymer
enforcement system [3], policies can make insertion suggestions to output arbi-
trary actions in response to an input action, can make exception or replacement
suggestions to output an arbitrary result for the most recent input action, can
monitor results of actions, and must return a result for the most recent input
action before inputting another. PSLang and LoPSiL policies, and aspects in
many languages (e.g., AspectJ), behave similarly [7,14,10].
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Limitations. Nonetheless, because MRAs are models, some gaps do exist between
the possible behaviors of MRAs and what real monitors can do in practice. MRAs
share two standard limitations with other general runtime-enforcement mod-
els: (1) MRAs can interpose on and make decisions about all security-relevant
actions and results, but in practice some events may be imperceptible to the
monitor (e.g., monitoring every “clock-tick” action is possible in our model but
impractical); this is a problem of complete mediation [15], and (2) by executing
transition functions, MRAs may delay the processing of time-sensitive events,
which prevents MRAs from enforcing some time-sensitive policies (this issue
is inherent in runtime monitoring). Besides these standard limitations, MRAs
have another: for simplicity in this paper, MRAs treat all actions as synchronous
(i.e., they finish processing, and return a result for, one input action before in-
putting another). This limitation prevents MRAs from effectively monitoring ap-
plications whose correctness depends on some security-relevant action(s) being
asynchronous. However, as mentioned in Section 1.2, the edit-automata model
already provides a semantics for monitoring asynchronous actions.

3.2 Example MRAs

We next consider a couple example MRAs exhibiting simple, everyday sorts of
behaviors found in practical monitors. The behaviors are so simple that they may
seem trivial; nonetheless, the behaviors are outside existing runtime-enforcement
models because they involve monitors acting on unpredictable results of actions
(something neither truncation nor edit automata can do).

Example 1: Spam-Filtering MRA. This MRA M sanitizes the results of
getMessages actions to filter out spam emails. M ’s state consists of a boolean
flag indicating whether M is in the process of obtaining email messages; M
begins in state 0. M ’s transition function δ is:

δ(q, e) =

⎧

⎨

⎩

(0, e) if q = 0 and e �=getMessages
(1, e) if q = 0 and e =getMessages

(0, f ilter(e)) if q = 1

That is, M outputs its inputs verbatim and does not change its state as long
as it does not input a getMessages action. When M does input getMessages,
it sets its boolean flag and allows getMessages to execute. If M then inputs a
result r for getMessages, it outputs the spam-filtered version of r and returns
to its initial state. With similar techniques, M could sanitize results in other
ways (e.g., to remove system files from directory listings).

Example 2: Dangerous-Action-Confirming MRA. Our second example
MRA pops up a window to confirm a dangerous action d with the user before
allowing d to execute. We assume d has a default return value r, which must be
returned when the user decides not to allow d to execute (r would typically be a
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null pointer or a value indicating an exception). We also assume a popupConfirm
action that works like a JOptionPane.showConfirmDialog method in Java, re-
turning either an OK or cancel result. M uses a boolean flag, again initially set
to 0, for its state, and the following transition function.

δ(q, e) =

⎧

⎪⎪⎨

⎪⎪⎩

(0, e) if q = 0 and e �= d
(1, popupConfirm) if q = 0 and e = d

(0, r) if q = 1 and e =cancel
(0, d) if q = 1 and e =OK

This function works as expected: M outputs non-d input events verbatim. Once
M inputs a d action, it outputs a popupConfirm action and waits for a result.
If the user cancels the execution of d, M outputs result r; otherwise it outputs
action d.

Summary: Because of the simplicity in MRAs’ operational semantics, and in
concrete MRA transition functions, plus the fact that MRA behaviors match
our understanding of the essential behaviors of real runtime monitors, we believe
MRAs serve as a good basis for developing a theory of runtime enforcement.

3.3 Generalizing the Operational Semantics

Before we can formally define what it means for an MRA to enforce a policy, we
need to generalize the single-step semantics to account for multiple steps. First,
we define the (finite) multi-step relation, with judgment form C

x−→* C′, in the
standard way as the reflexive, transitive closure of the single-step relation. The
trace above the arrow in the multi-step judgment gets built by concatenating, in
order, every event labeled in the single-step judgments. Hence, C

x−→* C′ means
that the MRA builds execution x while transitioning, using any finite number
of single steps, from configuration C to configuration C′.

We also define a judgment M⇓x to mean that MRA M , when its input events
match the sequence of input events in x, in total produces the possibly infinite-
length trace x. To define M⇓x formally, there are two cases to consider: First,
when x ∈ Eω, M⇓x iff for all prefixes x′ of x, there exists an M -configuration

C such that C0
x′−→* C (where C0 is M ’s initial configuration). Second, when

x ∈ E∗, M⇓x iff there exists an M -configuration C such that (1) C0
x−→* C and

(2) if x ends with an input event then M never transitions from C (otherwise,
x would not be the entire trace produced on x’s input events).

4 MRA-Based Enforcement

This section defines what it means for an MRA to enforce a policy.

4.1 Policies and Properties

A policy is a predicate on sets of executions [16]; a set of executions X ⊆
E∞ satisfies policy P iff P (X ). Some policies are also properties. Policy P
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is a property iff there exists a predicate P̂ over E∞ such that ∀X ⊆ E∞ :
(

P (X ) ⇐⇒ ∀x ∈ X : P̂ (x)
)

. There is a one-to-one correspondence between a

property P and its predicate P̂ , so the rest of the paper uses P̂ unambiguously
to refer to both.

Intuitively, policies can determine whether a set of target executions is valid
based on the executions’ relationships with one another, but properties cannot
take such inter-execution relationships into account. It is sometimes possible
for runtime mechanisms to enforce nonproperty policies: a monitor could refer
to earlier traces (e.g., saved in files) when deciding how to transform the cur-
rent execution, or it could monitor multiple executions of a program concurrently
[6]. For simplicity, though, this paper analyzes only the properties MRAs can en-
force; we assume monitors make decisions about a single execution at a
time.

There are two important differences between this paper’s definition of poli-
cies and the definitions in previous models. The differences arise from the way
executions are modeled here: instead of modeling executions as just the actions
a monitor outputs, the MRA model also includes (1) output results, and (2)
all input events, in executions. Because policies here may take output results
into account, they can specify constraints on which results may be returned
to targets; policies here may require results to be sanitized. For example, the
spam-filtering MRA from Section 3.2 enforces a policy requiring all results of
getMessages actions to be filtered (this policy is a property because it is sat-
isfied iff every execution in a set X has exactly zero spam-containing results of
getMessages actions).

Moreover, because policies in the MRA model can take input events
into account, policies here can require arbitrary relationships to hold
between input and output events. For example, a property P̂ could be
dissatisfied by execution shutdowni (i.e., ¬P̂ (shutdowni)) but be satisfied by
shutdowni ; popupConfirmo. To enforce this P̂ , an MRA may have no choice but
to output popupConfirm upon inputting a shutdown action. Policies in previous
models (e.g., truncation and edit automata) could not specify such relationships
between input and output events because the policies were predicates over output
executions only. The only relationship allowed between input and output events
in previous models was transparency, which was hardcoded into the definition
of enforcement [9,12] and required monitors to output valid inputs unchanged.
Transparency can be encoded in policies in the MRA model (by defining policies
to be satisfied only by executions in which valid inputs get output unchanged),
but policies here are strictly more expressive than transparency be-
cause they can specify arbitrary input-output relationships. For example, the
popup-confirmation policy above specifies a relationship that is outside the scope
of transparency (because there is no requirement for shutdown to be output
unchanged).
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4.2 Enforcement

We define enforcement in terms of standard principles of soundness and com-
pleteness. MRA M is sound with respect to property P̂ when M only produces
traces satisfying P̂ ; M is complete with respect to P̂ when it produces all traces
satisfying P̂ ; and M is precise with respect to P̂ when it is sound and complete
with respect to P̂ .

Definition 1. On a system with event set E, MRA M :

– soundly enforces P̂ iff ∀x ∈ E∞ : ((M⇓x) =⇒ P̂ (x)),
– completely enforces P̂ iff ∀x ∈ E∞ : (P̂ (x) =⇒ (M⇓x)), and
– precisely enforces P̂ iff ∀x ∈ E∞ : ((M⇓x) ⇐⇒ P̂ (x)).

Definition 1 is significantly simpler and more flexible than definitions of enforce-
ment in related work, because it (1) does not hardcode transparency require-
ments, and (2) defines complete and precise, in addition to sound, enforcement.

For an example of MRA enforcement, we reconsider the dangerous-action-
confirming MRA M of Section 3.2 (recall that M pops up a window to get
user confirmation before executing action d; if the user cancels execution of d,
a result r gets returned to the target in place of executing d). Let us use ei; eo

as shorthand for any two-event sequence in which a non-d event is input and
then immediately output. Then M precisely enforces a property P̂ satisfied by
exactly those well-formed executions matching the pattern:

(ei; eo | di; popupConfirmo(canceli; ro | OKi; do))∞ (di; popupConfirmo)?

This pattern exactly characterizes the executions M builds. M outputs its input
events verbatim until no additional inputs arrive or a d action is input. Once M
inputs a d action, it immediately outputs the popupConfirm action. Execution
stops at this point if the user never selects whether d should be allowed; the pat-
tern above therefore allows executions to optionally end with di; popupConfirmo.
However, if M inputs a cancel or OK result for the popupConfirm action, it must
output the appropriate event in response (either r or d) and continue executing.
Note that this policy disallows executions from just ending with, for example,
an OK result being input to confirm a d action; the policy requires execution
to continue after the OK input by allowing d to execute. The policy therefore
specifies a non-transparency relationship between input and output events (un-
related to outputting inputs unchanged), which cannot be expressed in previous
enforcement models.

4.3 Wanted: Auxiliary Predicates, Dead and Alive

Given a property P̂ and a finite execution x, we often find it useful to know
whether x can be extended into a valid execution. We introduce two predicates
for this purpose: when x can be made valid by extending it with some sequence
of events, we say x is alive; otherwise, x is dead. Formally, aliveP̂ (x) ⇐⇒ (∃x′ ∈
E∞ : P̂ (x; x′)) and deadP̂ (x) ⇐⇒ ¬aliveP̂ (x).
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Because P̂ will always be clear from context, we omit it as a subscript in future
alive(x) and dead(x) judgments. Also, because properties in practice generally
have predicates P̂ and alive that are decidable over finite-length inputs, and
because only considering such properties simplifies the theorems in Section 5,
this paper limits its scope to properties with predicates P̂ (x) and alive(x) that
are decidable over finite x.

5 Analysis of MRA-Enforceable Policies

Theorems 1–3 characterize the properties MRAs can soundly, completely, and
precisely enforce. Although space limitations prevent us from getting into any
details, interested readers may consult our technical report [13] for discussions
and proofs of the theorems.

Notation. The theorems use the notation ∃(x′; ei) � x : F to mean that there
exists a prefix of x having the form x′; ei such that F holds. Similarly, the nota-
tion ∀(x; ei) ∈ E∗ : F means that F is true for all well-formed finite executions
x; ei. We also use uniqueness quantification of the form ∃1e ∈ E : F to mean
that there exists exactly one event e in E such that F is true. Finally, we assume
conjunction (∧) binds more tightly than disjunction (∨).

Theorem 1. Property P̂ on a system with event set E can be soundly enforced
by some MRA M iff there exists recursively enumerable predicate R over E∗ such
that all the following are true.

1. R(·)
2. ∀(x; ei) ∈ E∗ :

(

¬R(x) ∨ P̂ (x; ei) ∨ ∃e′ ∈ E :
(

R(x; ei; e′o)
∧ P̂ (x; ei; e′o)

))

3. ∀x ∈ Eω :
(

¬P̂ (x) =⇒ ∃(x′; ei) � x : ¬R(x′)
)

Theorem 2. Property P̂ on a system with event set E can be completely
enforced by some MRA M iff:

∀(x; ei) ∈ E∗ :
( ∀e′ ∈ E : dead(x; ei; e′o)
∨ ¬P̂ (x; ei) ∧ ∃1e

′ ∈ E : alive(x; ei; e′o)

)

To learn which policies MRAs precisely enforce, we can intersect the policies
soundly enforceable with the policies completely enforceable, and then simplify
the result. Doing so produces Theorem 3.

Theorem 3. Property P̂ on a system with event set E can be precisely enforced
by some MRA M iff all the following are true.
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1. P̂ (·)

2. ∀(x; ei) ∈ E∗ :

⎛

⎜
⎜
⎝

¬P̂ (x)
∨ P̂ (x; ei) ∧ ∀e′ ∈ E : dead(x; ei; e′o)
∨ ¬P̂ (x; ei) ∧ ∃1e

′ ∈ E : P̂ (x; ei; e′o)
∧ ∃1e

′ ∈ E : alive(x; ei; e′o)

⎞

⎟
⎟
⎠

3. ∀x ∈ Eω :
(

¬P̂ (x) =⇒ ∃(x′; ei) � x : ¬P̂ (x′)
)

6 Conclusions

We have presented MRAs as general models of runtime enforcement mechanisms.
MRAs do not suffer from the primary problems of previous models because they
(1) allow monitors to transform actions and results and (2) do not assume that
monitors can predetermine results of actions. MRAs are the first general models
of runtime enforcement we know of in which result-sanitization policies can be
reasoned about, and we have seen some examples of how MRAs with simple
transition functions can enforce result-sanitization, and other result-dependent,
policies. Also, the definitions of policies and enforcement with MRAs are sig-
nificantly simpler and more expressive than existing definitions because they
allow policies to require arbitrary (including non-transparency) relationships be-
tween input and output events. Finally, after defining MRAs and enforcement,
we have characterized the policies they soundly, completely, and precisely en-
force, so for example, security engineers should never waste effort attempting to
use MRA-style mechanisms to precisely enforce policies outside the set defined
by Theorem 3.

These contributions, and theories of runtime enforcement in general, are im-
portant because they:

– shape how we think about the roles and meanings of policies, mechanisms,
and enforcement,

– influence our decisions about how to specify policies and mechanisms (in-
cluding designs of policy-specification languages),

– enable us to reason about whether specific mechanisms enforce desired poli-
cies, and

– improve our understanding of which policies can and cannot be enforced at
runtime.

We hope that with continued research, enforceability theory will benefit the
security community in similar ways that computability theory has benefited the
broader computer-science community.
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