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Abstract. This paper presents a fully secure functional encryption
scheme for a wide class of relations, that are specified by non-monotone
access structures combined with inner-product relations. The security is
proven under a well-established assumption, the decisional linear (DLIN)
assumption, in the standard model. The proposed functional encryp-
tion scheme covers, as special cases, (1) key-policy and ciphertext-policy
attribute-based encryption with non-monotone access structures, and
(2) (hierarchical) predicate encryption with inner-product relations and
functional encryption with non-zero inner-product relations.

1 Introduction

1.1 Background

Although numerous encryption systems have been developed over several thou-
sand years, any traditional encryption system before the 1970’s had a great
restriction on the relation between a ciphertext encrypted by an encryption-key
(ek) and the decryption-key (dk) such that ek and dk should be equivalent. The
innovative notion of public-key cryptosystems in the 1970’s relaxed this restric-
tion, where ek and dk differ and ek can be published.

Recently, a new innovative class of encryption systems, functional encryption
(FE), has been extensively studied. FE provides more sophisticated and flexible
relations between the ek and dk where the ek and dk are parameterized by x
and v, respectively, and dk, can decrypt a ciphertext encrypted with ek, :=
(ek,z) iff R(x,v) holds for some relation R. FE has various applications in the
areas of access control for databases, mail services, and contents distribution
[2I7RIT6IT 7221231242527 .

When R is the simplest relation or equality relation, i.e., R(x,v) holds iff
x =, it is identity-based encryption (IBE) [BIAGIGITOT2/T3ITH].

As a more general class of FE, attribute-based encryption (ABE) schemes
have been proposed [2ITITETTI2223I24)2527], where either one of the param-
eters for ek and dk is a tuple of attributes and the other is a access struc-
ture or (monotone) span program M along with a tuple of attributes, e.g.,
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x = (x1,...,12q) for ek and v := (M, (v1,...,vq)) for dk, or v := (vy,...,vg) for
dk and z := (M, (z1,...,z4)) for ek. Here, some elements of the tuple may be
empty. The component-wise equality relations for (non-empty) attribute com-
ponents, e.g., {T+ = V¢}se(1,...,a}, are input to (monotone) span program M,
and R(z,v) holds iff the truth-value vector of (T(z1 = v1),..., T(xq = vq)) is
accepted by M, where T() :=11if ¥ is true, and T(¢) := 0 if ¢ is false (For
example, T(z =v) :=1if 2 = v, and T(z = v) := 0 if 2 # v). If M is embedded
into decryption-key dk, (e.g., v := (M, (v1,...,vq)) for dk and = := (21,...,2q)
for ek), it is called key-policy ABE (KP-ABE). If M is embedded into a ci-
phertext (e.g., # := (M, (x1,...,24)) for ek and v := (vy,...,vq) for dk), it is
ciphertext-policy ABE (CP-ABE).

Inner-product encryption (IPE) [I7] is also a class of FE, where each parameter
for ek and dk is a vector over a field or ring (e.g., @ := (71,...,7,) € F; and
vV o= (v1,...,0,) € F,' for ek and dk, respectively), and R(Z, ) holds iff
T -0 =0, where 7 - ¥ is the inner-product of 2 and ¥’. The inner-product
relation represents a wide class of relations including equality, conjunction and
disjunction (more generally, CNF and DNF) of equality relations and polynomial
relations.

There are two types of secrecy in FE, attribute-hiding and payload-hiding [17].
Roughly speaking, attribute-hiding requires that a ciphertext conceal the asso-
ciated attribute as well as the plaintext, while payload-hiding only requires that
a ciphertext conceal the plaintext. Attribute-hiding FE is called predicate en-
cryption (PE) [I1]. Anonymous IBE and hidden-vector encryption (HVE) [9] are
a class of PE and covered by predicate IPE, or PE with inner-product relations.

Although many ABE and IPE schemes have been presented over the last sev-
eral years, no adaptively-secure (or fully-secure) scheme has been proposed in
the standard model except [18]. The ABE scheme in [I§] supports monotone
access structures with equality relations and is secure under non-standard as-
sumptions over composite order pairing groups. The IPE scheme in [I8] supports
inner-product relations and is secure under a non-standard assumption, whose
size depends on some parameter that is not the security parameter.

No adaptively-secure (or fully-secure) ABE (even for monotone access struc-
tures) or IPE scheme has been proposed under a well-established assumption in
the standard model, and no adaptively-secure (or fully-secure) ABE scheme with
non-monotone access structures has been proposed (even under non-standard as-
sumptions) in the standard model. In addition, to the best of our knowledge,
no FE scheme (even with selective security) has been presented that supports
more general relations than those for ABE, i.e., access structures with equality
relations, and those for IPE, i.e., inner-product relations.

1.2 Our Result

— This paper proposes an adaptively secure functional encryption (FE) scheme
for a wide class of relations, that are specified by non-monotone access struc-
tures combined with inner-product relations. More precisely, either one of the
parameters for ek and dk is a tuple of attribute vectors and the other is a
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non-monotone access structure or span program M := (M, p) along with a
tuple of attribute vectors, e.g., x := (7'1,..., Tq) € Fpit+nd for ek and

v = (M,(V1,...,0aq) € Foittna) for dk. The component-wise inner-
product relations for attribute vector components, e.g., {@; - ¥’y = 0 or not

}teq1,....a}, are input to span program M, and R(z,v) holds iff the truth-

value vector of (T(Z'y- 21 = 0),...,T(T; - v = 0)) is accepted by span
program M.

Similarly to ABE, we propose two types of FE schemes, the KP-FE and
CP-FE schemes. Although this paper focuses on the KP-FE scheme, similar
results are obtained for the CP-FE scheme (see the full version of this paper).
Note that in Section [l parameter x for encryption is expressed by I' :=

{(t, ;) | 1 <t < d} in place of a tuple of vectors (7'1,..., Tq), where

1 <t < d means that ¢ is an element of some subset of {1,...,d}, and

parameter v for the decryption key is expressed by S := (M, p) (not by

M := (M, p) along with (U'1,..., 0 4) as described above), where p in S is

abused as p in M combined with (7'1,..., 0 4) (see Definition M.

Since the class of relations supported by the proposed FE scheme is more
general than that for ABE and IPE, the proposed FE scheme includes the
following schemes as special cases:

1. The (KP and CP)-ABE schemes for non-monotone access structures
with equality relations. Here, the underlying attribute vectors of the
FE scheme, {7t}te{1,...,d} and {7t}te{1,...,d}7 are specialized to two-
dimensional vectors for the equality relation, e.g., @'y := (1,2;) and
V= (vg, —1), where T’y - vy = 0 iff 2y = vy.

2. The IPE and non-zero-IPE schemes, where a non-zero-IPE scheme is a
class of FE with R(Z, @) iff © - ¥ # 0. Here, the underlying access
structure S of the FE scheme is specialized to the 1-out-of-1 secret shar-
ing. The IPE scheme is ‘attribute-hiding,’ i.e., it is the PE scheme for
the inner-product relations (see the full version for the proof).

In addition, if the underlying access structure is specialized to the d-out-
of-d secret sharing, our FE scheme can be specialized to a hierarchical
zero/non-zero IPE scheme by adding delegation and rerandomization
mechanisms (see the full version for the construction and proof).
The proposed FE scheme with such a wide class of relations is proven to
be adaptively secure (adaptively payload-hiding against CPA) under a well-
established assumption, the decisional linear (DLIN) assumption (over prime
order pairing groups), in the standard model.
Note that even for FE with the simplest relations or the equality relations,
i.e., IBE, only a few IBE schemes are known to be adaptively secure under
well-established assumptions; the Waters IBE scheme [26] under the DBDH
assumption, and the Waters IBE scheme [28] under the DBDH and DLIN
assumptions.
The DLIN assumption is considered to be the simplest decisional assumption
regarding pairing group G, since the DLIN assumption is defined only over
G, the DDH assumption does not hold in G, and the DBDH assumption is
defined over two groups G and Grp.
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— To prove the security, this paper elaborately combines the dual system en-
cryption methodology proposed by Waters [28] and the concept of dual pair-
ing vector spaces (DPVS) proposed by Okamoto and Takashima [20021], in
a manner similar to that in [I8]. See Section 2] (and the full version of this
paper) for the concept and actual construction of DPVS.

This paper also develops a new technique to prove the security based on the
DLIN assumption. This provides a new methodology of employing a simple
assumption defined on primitive groups to prove a complicated scheme that
is designed on a higher level concept, DPVS.

In our methodology, the top level of the security proof (based on the dual
system encryption methodology) directly employs only top level assump-
tions (assumptions by Problems 1 and 2), that are defined on DPVS. The
methodology bridges the top level assumptions and the primitive one, the
DLIN assumption, in a hierarchical manner, where several levels of assump-
tions are constructed hierarchically. Such a modular way of proof greatly
clarifies the logic of a complicated security proof.

— The efficiency of the proposed FE scheme is comparable to that of the ex-
isting ABE and IPE schemes. For example, if the proposed FE scheme is
specialized to the IPE scheme, the key and ciphertext sizes are (4n+5) - |G|,
while they are (2n + 3) - |G| for the IPE scheme in [I8], where n is the di-
mension of the attribute vectors, and |G| denotes the size of an element of
pairing group G, e.g., 256 bits.

— It is easy to convert the (CPA-secure) proposed FE scheme to a CCA-secure
FE scheme by employing an existing general conversion such as that by
Canetti, Halevi and Katz [11] or that by Boneh and Katz [8] (using additional
8-dimensional dual spaces (Baqy1,B},,) with ngy1 := 2 on the proposed FE
scheme, and a strongly unforgeable one-time signature scheme or message
authentication code with encapsulation). That is, we can present a fully
secure (adaptively payload-hiding against CCA) FE scheme for the same
class of relations in the standard model under the DLIN assumption as well as
a strongly unforgeable one-time signature scheme or message authentication
code with encapsulation (see the full version of this paper for the construction
and security proof).

1.3 Notations

When A is a random variable or distribution, y & A denotes that y is randomly

selected from A according to its distribution. When A is a set, y & A denotes
that y is uniformly selected from A. y := z denotes that y is set, defined or
substituted by z. When a is a fixed value, A(z) — a (e.g., A(z) — 1) denotes
the event that machine (algorithm) A outputs a on input z. A function f : N — R
is negligible in A, if for every constant ¢ > 0, there exists an integer n such that
FA) < A€ for all A > n.

We denote the finite field of order ¢ by Fy, and F, \ {0} by Fx. A vector sym-
bol denotes a vector representation over Fy, e.g., 7 denotes (z1,...,2,) € Fg.
For two vectors Z = (x1,...,2,) and ¥ = (vy,...,v,), @ - v denotes the
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inner-product Z?:l z;v;. The vector ﬁ is abused as the zero vector in IF‘(;‘
for any n. XT denotes the transpose of matrix X. I, and 0, denote the £ x ¢
identity matrix and the ¢ x £ zero matrix, respectively. A bold face letter de-
notes an element of vector space V, e.g., © € V. When b; € V (i = 1,...,n),
span(by,...,b,) C V (resp. span(Z1,..., T ,)) denotes the subspace gener-
ated by by,...,b, (resp. T'1,..., Tp). For bases B := (by,...,by) and B* :=
(by,....b%), (z1,...,zN)B = Zf\il x;b; and (y1,...,yN)B> = Zf\il y;by.

2 Dual Pairing Vector Spaces by Direct Product of
Symmetric Pairing Groups

Definition 1. “Symmetric bilinear pairing groups” (q,G,Gr,G,e) are a tuple
of a prime q, cyclic additive group G and multiplicative group Gr of order q,
G # 0 € G, and a polynomial-time computable nondegenerate bilinear pairing
e:GxG— Gr ie, e(sG,tG) = e(G,G)*" and e(G,G) # 1.

Let Gupg be an algorithm that takes input 1* and outputs a description of
bilinear pairing groups (q,G,Gr, G, e) with security parameter .

In this paper, we concentrate on the symmetric version of dual pairing vector
spaces [2002T] constructed by using symmetric bilinear pairing groups given in
Definition [I}

Definition 2. “Dual pairing vector spaces (DPVS)” (q,V,Gr, A, e) by a direct
product of symmetric pairing groups (¢,G,Gr,G,e) are a tuple of prime q, N-
N

)
dimensional vector space V := @ X +ee X @ over Fg, cyclic group Gr of order g,

i—1 N—i
A~ A

canonical basis A := (a1,...,an) of V, where a; := (6, .. .,6, G, 6, e ,6), and
pairing e : VXV — Gr.

The pairing is defined by e(x,y) := Hfil e(G;, H;) € Gp where x := (Gq, .. .,
Gn) € V oand y := (Hy,...,Hy) € V. This is nondegenerate bilinear i.e.,
e(sx,ty) = e(x,y)* and if e(x,y) = 1 for all y € V, then * = 0. For all
i and j, e(a;,a;) = e(G,G)%i where §;; = 1 if i = j, and O otherwise, and
e(G,G) #1 € Grp.

DPYVS also has linear transformations ¢; ; on'V s.t. ¢; j(a;) = a; and ¢; ;(ax)

i—1 N—i
A~ P

=0 if k # j, which can be easily achieved by ¢; ;(x) = (6,...,0,Gj,0,...,6)
where x := (G1,...,GnN). We call ¢;; “distortion maps”.

DPVS generation algorithm Gapys takes input 1* (A € N) and N € N, and
outputs a description of paramy = (q,V,Gr, A, e) with security parameter A
and N-dimensional V. It can be constructed by using Gupg.

For the asymmetric version of DPVS, (¢, V,V* G, A, A* e), see the full version
of this paper. The above symmetric version is obtained by identifying V = V*
and A = A* in the asymmetric version.
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We describe random dual orthonormal bases generator G, below, which is
used as a subroutine in the proposed FE scheme.
R u
gob(]-)\v ﬁ = (da ny,... and)) L paramg = (q»GaGTa Ga 6) — gbpg(lA)a ¢ — F();v
No:=5, Ny:=dny fort=1,...,d,
fort =0,...,d, paramy, :=(¢,Vy,Gr,As,€) := de\,s(l’\, Ny, paramg),

u _
X = (Xt,ij)ij & GL(Nt, Fy), (i )i = (X571,
N
bri = (Xti1s- - Xt,i,N )y = Djq Xt,inj@t,js Be := (b1, ... by ),
b= e, Dein)a, = Yooy Veigae, B = (bfy,....bf x,),

gr = e(G, G)w, param; := ({paramy, }i—o,....d, 97)
return (paramsy, {B:, B} }+=o,...d)-

We note that gr = e(by i, b;;) for t =0,...,d;i=1,..., N;.

3 Functional Encryption with General Relations

3.1 Span Programs and Non-monotone Access Structures

Definition 3 (Span Programs [1]). Let {p1,...,pn} be a set of variables. A

span program over Fy is a labeled matriz M = (M, p) where M is a ({xT) matriz
over Fy and p is a labeling of the rows of M by literals from {p1,...,pn, D1, ..,

—pn} (every row is labeled by one literal), i.e., p: {1,...,£} = {p1,...,Pn, D1,
s =pa}.

A span program accepts or rejects an input by the following criterion. For
every input sequence 6 € {0,1}" define the submatriz Ms of M consisting of
those rows whose labels are set to 1 by the input §, i.e., either rows labeled by
some p; such that §; = 1 or rows labeled by some —p; such that §; = 0. (i.e.,
v {L ) — {0,1} ds defined by v(j) = 1 if [p() = pi] A6 = 1] or
[p(3) = =] A 0s = 0], and ~(j) = O otherwise. M5 := (Mj)(j)=1, where M; is
the j-th row of M.)

The span program M accepts 8 if and only sz € span(Ms), i.e., some linear
combination of the rows of Ms gives the all one vector T. (The row vector has
the value 1 in each coordinate.) A span program computes a Boolean function f
if it accepts exactly those inputs § where f(0) = 1.

A span program is called monotone if the labels of the rows are only the positive
literals {p1,...,pn}. Monotone span programs compute monotone functions. (So,
a span program in general is “non”-monotone.)

We assume that the matrix M satisfies the condition: M; # 0 fori= 1,...,¢.

We now introduce a non-monotone access structure with evaluating map v by
using the inner-product of attribute vectors, that is employed in the proposed
functional encryption schemes.
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Definition 4 (Inner-Products of Attribute Vectors and Access Struc-

tures). U, (t=1,...,d and Uy C {0,1}*) is a sub-universe, a set of attributes,

each of which is expressed by a pair of sub-universe id and ny-dimensional vector,
e, (t, V), where t € {1,...,d} and ¥ € Fre\ {6}}

We now define such an attribute to be a variable p of a span program M =
(M, p), i.e., p:= (t,7). An access structure S is span program M = (M, p)
along with variables p == (t,vV),p’ := (t',v’),..., i.e., S := (M, p) such that
p:{l,. . 0= {(t, V), (t,0),..., =(t,7V),~(t,D),...}.

Let I be a set of attributes, i.e., I' := {(t, Z¢) | @y € Tt \ {6)}, 1<t <d},
where 1 <t < d means that t is an element of some subset of {1,...,d}.

When I is given to access structure S, map v : {1,...,¢} — {0,1} for span
program M = (M, p) is defined as follows: For i = 1,...,¢, set v(i) = 1 if
[0i) = (6T 3)] Allt, T1) € I A[T:- T = 0] or [pli) = ~(t, T2)] Allt, T0) € I
AV Ty #0]. Set v(i) = 0 otherwise.

Access structure S := (M, p) accepts T’ zﬁT € span((M;)(i)=1)-

We now construct a secret-sharing scheme for a non-monotone access structure
or span program.

Definition 5. A secret-sharing scheme for span program M = (M, p) is

1. Let M be ¢ X r matriz. Let column vector fT = (fi,.., )T

Then, sg = T 7 = > iy [k is the secret to be shared, and ST o=
(s1,...,80)7T = f 1s the vector of £ shares of the secret so and the
share s; belongs p(7).

2. If span progmmM (M, p) accept &, or access structure S := (M, p) accepts
I ie, 1€ span((M;)~(iy=1) with v : {1,...,£} — {0,1}, then there exist

constants {a; € Fy | i € I} such that I C {i € {1,...,£} | v(i) = 1} and
> icr @isi = so. Furthermore, these constants {a;} can be computed in time
polynomial in the size of matriz M .

3.2 Key-Policy Functional Encryption with General Relations

Definition 6 (Key-Policy Functional Encryption : KP-FE). A key-policy
functional encryption scheme consists of four algorithms.

Setup. This is a randomized algorithm that takes as input security parameter
and format W = (d;ni,...,nq) of attributes. It outputs public parameters
pk and master secret key sk.

KeyGen. This is a randomized algorithm that takes as input access structure
S:=(M,p), pk and sk. It outputs a decryption key sks.

Enc. This is a randomized algorithm that takes as input message m, a set of
attributes, I := {(t, @¢)| 7y € F \{6)},1 <t < d}, and public parameters
pk. It outputs a ciphertext ctp.
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Dec. This takes as input ciphertext ctp that was encrypted under a set of at-
tributes I', decryption key sks for access structure S, and public parameters
pk. It outputs either plaintext m or the distinguished symbol L.

A KP-FE scheme should have the following correctness property: for all
(pk, sk) i Setup(1*,7), all access structures S, all decryption keys skg A
KeyGen(pk, sk, S), all messages m, all attribute sets I', all ciphertexts ctp &
Enc(pk, m, I'), it holds that m = Dec(pk, sks, ct;) with overwhelming probabil-
ity, if S accepts I

Definition 7. The model for proving the adaptively payload-hiding security of
KP-FFE under chosen plaintext attack is:

Setup. The challenger runs the setup algorithm, (pk,sk) i Setup(1*, 7), and
gives public parameters pk to the adversary.

Phase 1. The adversary is allowed to adaptively issue a polynomial number of
queries, S, to the challenger or oracle KeyGen(pk,sk,-) for private keys, sks
associated with S.

Challenge. The adversary submits two messages m®©, m() and a set of at-
tributes, I, provided that no S queried to the challenger in Phase 1 ac-

cepts I'. The challenger flips a coin b A {0,1}, and computes ctgf) K

Enc(pk,m(®, I"). It gives ctgf) to the adversary.

Phase 2. The adversary is allowed to adaptively issue a polynomial number of
queries, S, to the challenger or oracle KeyGen(pk,sk,-) for private keys, sks
associated with S, provided that S does not accept I'.

Guess. The adversary outputs a guess b’ of b.

We note that the model can easily be extended to handle chosen-ciphertext attacks
by allowing for decryption queries in Phases 1 and 2.

The advantage of adversary A in the above game is defined as AdvﬁP'FE’PH(/\)
= Pr[t/ =b] — 1/2 for any security parameter \. A KP-FE scheme is secure if
all polynomial time adversaries have at most a negligible advantage in the above
game.

Similarly we can define a ciphertezt-policy FE (CP-FE) scheme (see the full
version of this paper).

4 Assumption

Definition 8 (DLIN: Decisional Linear Assumption). The DLIN problem
is to guess B € {0,1}, given (paramg, G,EG, kG, wEG,vkG,Y3) i QﬁDL'N(lA),
where

QBDL'N(l)‘) : paramg := (¢, G,Gr, G, €e) &K Gbpg (1),

Kawagvry(_u]qu }/0 = (W‘F’Y)G, Yl <_UGa
return (paramg, G,¢G, KG,wEG, V7RG, Yp),
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for B A {0,1}. For a probabilistic machine £, we define the advantage of £ for
the DLIN problem as:

AdvBIN()) .= ’Pr [5(1& 0)—1 ]g R QEL'N(l’\)} —Pr [5(1& 0)— 1‘9 <—RgPL'N(1’\)} ] .

The DLIN assumption is: For any probabilistic polynomial-time adversary £, the

advantage Adv?L'N()\) is negligible in \.

5 Proposed KP-FE Scheme

We define function p : {1,...,¢} — {1,...,d} by p(i) := t if p(i) = (t, V) or
p(i) = —(t, @), where p is given in access structure S := (M, p). In the proposed
scheme, we assume that p is injective for S := (M, p) with decryption key sks.
We will show how to relax the restriction in the full version of this paper.

In the description of the scheme, we assume that input vector, 7'y := (24,1, ...,
Zt.n,), is normalized such that z;; := 1. (If T, is not normalized, change it to
a normalized one by (1/x¢1) - T, assuming that Z¢1 1s non-zero).

Setup(1*, 7 = (d;ny,...,nq)) :  (param=, {By, B }imo...a) & Gop(1*, ),
Bo := (bo,1,b0,3,b05), Bi:= (br1,.-,b¢n,,bt 30,41, btan,) fort=1,..4d,
By = (bé,lvbé,?ﬂbéA)v By == ( :,17 - by :,2nt+17 gt :,Snt) fort=1,..d,
—(

t,ne

1%, param, {Bi}i=o,...a), sk :={B} }i=o, ...
return pk, sk.
KeyGen(pk, sk, S:= (M,p)):

pk :

N
f (_UIF(;v ?T = (817"'aSZ)T ::M'7T’ S0 ::T'7Ta UO(E]qu
k; = (—S0,0, 1777070)]337

fori=1,...,7,

. . - U
if p(i) = (t, V= (i1, .- vin,) €FF\{0}), OisMi1s s Nine < Fo,
nt Nt ne nt
~ -~ ~~  ~r -~ ~~ -~ =

kf:=( s;i +0;vi1,0v2,..,0:vin,, 0™, M1y Mine s ore )B:

. . U
if p(l) :_‘(ta 72)7 MNi1y -5 Ming (_]an

Nt n¢ e ne
~ -~ ~~ N~ Nr -~ ~~ 7~ =
* L (0 . nt . . nt )
ki = ( Sz(vz,lv “avz,nt)v 0 5 N1y -3 Mingy 0 By

return sks := (S, kg, k7, - - .. k7).

Enc(pk, m, I:={(t, T¢ = (21,20, ) EFLN{O}) [ 1 <t < dyyy:=1}) :

U
6a ©Yo, P15 - - ~,<Pt,n“(: — IF(I for (t’ ?t) € F’
Co ‘= (57 07 Ca 07 QOO)IBO’
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ne ne Nt ne
-~ -~ N~ N NN N -~ ~
Ct'_(6($t,17"axt,7u)’ 0 fa 0 fv Pt 1y -5 Pt,ng )Bt for (t7 $t)EF7

Cd+1 = Q%ma ctr = (F7 Co, {ct}(t,?t)el"a Cd+1)'
return ctp.
Dec(pk, sks := (S, kg, k7, ..., k), ctr = (I',co, {¢t} 4,7 ,)er Cd+1))
If S:= (M, p) accepts I' := {(t, 7'+)}, then compute I and {c;};c; such that

50 = ) ;er iSi, and

IC{ie{l,....0} | [pli)=(tVi) A T el A V- Tr=0
Vo lp(d) =t T A (LT el A 0i-Ti 40}
K :=e(co, k) 11 e(cy, ki)™ e(cy, k)i/ (T
i€l A p(3)=(t,v;) i€l A p(i)=—(t,7;)

return m’ := cq41/K.

[Correctness]
e(cos ko) ILier n piy= ) €€ K™ Tlier n gy €l k@ 7070
—ds0+C dais; daisi (Vi @)/ (Vi @)
7 [Licr A p(i):(t,m)gTa “ILier o p(i):ﬁ(t,T’i)gTa ST
S(—=0+ ser @isi)+<
— gT S0 crI ;S — g%

6 Security

The proofs of Lemmas [[HAl and [6H8, and Claim [I] are given in the full version of
this paper.

6.1 Theorem

Theorem 1. The proposed KP-FE scheme is adaptively payload-hiding against
chosen plaintext attacks under the DLIN assumption.

For any adversary A, there exist probabilistic machines SO,S;[,EhH (h =
0,...,v — 1), whose running times are essentially the same as that of A, such
that for any security parameter A,

v—1
AV TEPH () < AN O) + D (AVREN () + AV (V) + e,
h=0

where v is the mazimum number of A’s key queries and € := (2dv+12v+d+7)/q.

6.2 Lemmas

We will show three lemmas for the proof of Theorem [
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Definition 9 (Problem 1). Problem 1 is to guess (3, given (paramﬁ,ﬁo,fﬂ\ié,

es,0,{B:, B, et,iti=1,.. di=1,..n.) & Pl(l’\ ), where

ggl(l)\, %}) : (paramﬁa {Bta Br}t:O,...,d) <_R gob(]-Av W)v

201

Bo := (bo,1,b0,3,b0,5), Bt := (be1,..,bem,, be3ni+1, ., btan,) fort=1,.,

- * X X A* —— * * * X _
= (bo,labo,?,abo,4)a Bt = ( t, 15 bt e Ot 2ns+10 "abt,?mt) fort=1,.,

U

d,
d,

Uy < F;, 5, (50 <—U ]Fq, (ut,i’j)i’j:Lm’nt <— GL(nt,]Fq) fOI‘ t= ]., ..,d,
€0,0 : = (5707070750)307 €1,0 ‘= (57 u07070750)ﬂ307
fort=1,...,d; i=1,...,n4

U .

Oy — Fq for j=1,...,n,
ng ng ng on
- -~ ~ - -~ ~~ 7 ~r -~ ~

R i—1 ne—1u n¢ T . .
€0,t,i = ( 0 a57 (U ) 0 fa 0 fa 6t,z,17 3} 5t,z,nt )Bta

— i—1 nt—1 ) ] e ) )
€1t = ( 0 , 0,077, Ut 5,155 Ut ingy 0ne, 5t,z,17 i) 5t,z,nt )IB%”

return (params B07B07eﬁ Oy{BtaBtveﬁtz}t 1oy d=1,me)s

for B A {0,1}. For a probabilistic machine B, we define the advantage of B as
the quantity

AdviH(N)

::‘Pr[B(lA, 0)—1 ‘Q <—Rggl(1Aﬁ’)} _Pr{5(1A7 0)—1 ’Q (_Rglljl(lA7ﬁ>)} ‘ _

Lemma 1. For any adversary B, there exists a probabilistic machine &, whose
running time is essentially the same as that of B, such that for any security

parameter X, Advig-(\) < AdvE"'™N()\) 4+ 5/4.

Definition 10 (Problem 2). Problem 2 is to guess (3, given (paramﬁ,@o,]ﬁs,

S R 5p> —
hj o €0, {Be. By h i eritimt, o dii=t,ne) < G5° (1Y, ), where

* R
gﬁP2(1>\7 n) : (param—n {Btht }t:(),m,d) — gob(lkvﬁ)v
]Bo = (bo,1,b0,3,b0,5), B, := (bt,1s 2 btmy s bt 3n, 415, bran,) fort=1,..d,
= (bo.1,-b0.4)s E: = (by 1507 s O 2, 15 B gp,) fort=1,..d,
T, U <—U ]F , W, 0,7 & Fy, wo := 7/uo,
U _
(Zt,i,j)@j:lwmt = Zt «— GL(nt, ), (ut i j)iyj:L--JLt Z:(Zt l)T fOI‘ tzl, ..,d,

hé,O = (wvoaov’yovo)BSv hl 0 - (w wOvoa’YOvO)]BSv €p = (57 anovoao)IBov

fort=1,...,d; i=1,...,ny
U .
(wt’iaj )i,j:L---,m =T 2 Vtiig < ]Fq forj=1,.,m
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¢ nt nt e

~ -~ ~- -~ ~- -~ ~~ N
hg,t,i = ( Ozj_l,w, Ont—z:, 0m, Yt i, 1s o0 Vtyines om )]B;‘
Ry = (07w, 0™ Wi, oy Weings  Vaids - Yeiones 0" ey
et’i = ( 0171, 5, Ontiz, ut,i,la cey Ut,i’nt, Ont, Ont )BH

-V -
return (paramﬁ'v BOv BOv hﬁ,07 €, {Bta IBt ) h’ﬁ7t,ia et,i}t:L..,d;i:l,“,nt)7

for B & {0,1}. For a probabilistic adversary B, the advantage of B for Problem
2, AdviZ(N), is similarly defined as in Definition 3.

Lemma 2. For any adversary B, there exists a probabilistic machine &, whose
running time is essentially the same as that of B, such that for any security
parameter \, Advig(\) < AdvE"™N()\) 4 5/¢.

Lemma 3. Forp € Fy, let C, := {(Z,V)|7 - v } - V* where V is
n-dimensional vector space Fr, and V* its dual. Fo r all ( ) € Cyp, for all
(7, w)€Cp, Pr[TU =7 A UZ:w]zl/ﬁC’p,whereZ GL(n,F,),U =
(Zz=HT.

V x
— —
T, v

9

6.3 Proof of Theorem [1]

Proof Outline : At the top level of strategy of the security proof, we follow the
dual system encryption methodology proposed by Waters [28]. In the method-
ology, ciphertexts and secret keys have two forms, normal and semi-functional.
In the proof herein, we also introduce another form called pre-semi-functional.
The real system uses only normal ciphertexts and normal secret keys, and semi-
functional /pre-semi-functional ciphertexts and keys are used only in a sequence
of security games for the security proof.

To prove this theorem, we employ Game 0 (original adaptive-security game)
through Game 3. In Game 1, the target ciphertext is changed to semi-functional.
When at most v secret key queries are issued by an adversary, there are 2v game
changes from Game 1 (Game 2-0), Game 2-07, Game 2-1 through Game 2-
(v —1)* and Game 2-v. In Game 2-h, the first h keys are semi-functional while
the remaining keys are normal, and the target ciphertext is semi-functional. In
Game 2-h*, the first h keys are semi-functional and the (h + 1)-th key is pre-
semi-functional while the remaining keys are normal, and the target ciphertext
is pre-semi-functional. The final game with advantage 0 is changed from Game
2-v. As usual, we prove that the advantage gaps between neighboring games are
negligible.

For sks := (S, k¢, ki, ..., k;) and ctr == (I, co, {€t} 4, 7,)er Ca+1), we focus

on E}g = (ki kt,...,k}) and €1 := (co, {et} 4, 7,)er), and ignore the other
part of sksg and cty (and call them secret key and ciphertext, respectively) in
this proof outline. In addition, we ignore a negligible factor in the (informal)
descriptions of this proof outline. For example, we say “A is bounded by B”
when A < B+ ¢(\) where €(\) is negligible in security parameter .
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N

A normal secret key, k& "™ (with access structure S), is the correct form of
the secret key of the proposed FE scheme, and is expressed by Eq. (). Similarly,
a normal ciphertext (with attribute set I"), }"rm, is expressed by Eq. @)). A

— .
semi functional secret key, k& %™, is expressed by Eq. (), and a semi-functional

ciphertext, ¢ %M is expressed by Eqs. @)-(@). A pre-semi-functional secret key,

?* pre-semi —>pre semi

s , and pre—semi—functional ciphertext, ¢ , are expressed by Eq.

() and Egs. @), ([ and (&), respectively.
To prove that the advantage gap between Games 0 and 1 is bounded by the

advantage of Problem 1 (to guess 8 € {0,1}), we construct a simulator of the
challenger of Game 0 (or 1) (against an adversary .A) by using an instance with

164 & {0,1} of Problem 1. We then show that the distribution of the secret
keys and target ciphertext replied by the simulator is equivalent to those of
Game 0 when 8 = 0 and Game 1 when § = 1. That is, the advantage of
Problem 1 is equivalent to the advantage gap between Games 0 and 1 (Lemma
M). The advantage of Problem 1 is proven to be equivalent to that of the DLIN
assumption (Lemma [).

The advantage gap between Games 2-h and 2-h™ is similarly shown to be
bounded by the advantage of Problem 2 (i.e., advantage of the DLIN assump-

tion) (Lemmas[Bland 2]). Here, we introduce special forms of pre-semi-functional

Al
keys and ciphertexts, kg spec.pre-semi. 1 q g Spec-presemi. rebpectively7 such that
they are equivalent to pre-semi-functional keys and ciphertexts, k x presemi ond
e semi respectively, except that wore = ag = > req 9k and o a ]Fq (note that
—

5 presemi and €P*%™). These forms of keys and ciphertexts,

—>spec pre-semi

u
ro,wo < F, for k
?; spec.pre-semi

and ¢ , are simulated by using Problem 2 with § = 1.

* spec.pre-semi

>
From the definition of these forms, kg can decrypt € P semi for

* spec.pre-semi

any I when S accepts I, i.e., it is hard for simulator l’)’+ to tell (k ,

gepecpresemy for Game 2-ht from (k:* norm - “grsemi) for Game 2-h under the
assumption of Problem 2. On the other hand7 ao(= worp) is independently dis-
tributed from the other variables when S does not accept I (shown in Proof of
Claim [ by using Lemma [3]). That is, the joint distribution of k x presemi and

—> pre-semi * spec.pre-semi —>spec.pre-semi
ch pec-p and ¢FP

is equ1valent to that of k , When S does
not accept I" (i.e., B ’s simulation using Problem 2 with § = 1 is the same

distribution as t that of Game 2-h* from the adversary’s view). In other words,

—} . . . .
wo and rg in k % specpressemi ,nd eepre emi(given by B;’s simulation using

Problem 2 with ﬁ =1) are correlated for the case that S accepts I" or for simu-
lator B,ﬁf’s view, but adversary A cannot notice the correlation since A’s queries
should satisfy the condition that S does not accept I

The advantage gap between Games 2-h* and 2-(h+1) is similarly shown to be
bounded by the advantage of Problem 2, i.e., advantage of the DLIN assumption
(Lemmas [l and [)).

Finally we show that Game 2-v can be conceptually changed to Game 3
(Lemma [7]).
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Proof of Theorem [I]: To prove Theorem [l we consider the following (2v + 3)
games. In Game 0, a part framed by a box indicates coefficients to be changed
in a subsequent game. In the other games, a part framed by a box indicates
coefficients which were changed in a game from the previous game.

Game 0 : Original game. That is, the reply to a key query for S := (M, p) with
¢ X r matrix M is:

kg := (=50, 0,1,m0,0)m:,

fori=1,...,¢,

i p(@):(t,m),k*. (si+0:vi,1, 0052, ., 050, O™ i1,y Wiy 0™ By,
if p(i) :_‘(tv?i)v ki = (s:(vi1, Vi), 0™, mis s m’"”om)mz’

(1)

Where?<—U]F’“ ST = (51,...,50)7 ::M~7T,so :zT-?T, 0i,M0,Mi 1y -
Niny & Fq, and V' == (vi1,...,Vin,) € FJ \{6}} The target ciphertext for
0)

challenge plaintexts (m/ m(l)) and I' := {(t T |1 <t<d}is:

Cp = (67 0 7Ca07300)B07
Ct = (5(%}71, ey xtmt), ome , 0™, Pt 1y wtynt)]Bt for (t, ?t) el (2)
Cd+1 = Q%m(b),

U U
where b — {0,1};0,¢, 00,061, -, Pt.n, < Fq, and T = (Xt 1y Tm,) €

N

Fre\{0}.

Game 1 : Same as Game 0 except that the target ciphertext is:
Co ‘= ((5, To ,470,900)]307 (3)
Ct = (6($t,1a "7$t7nt)7 Tt,15 -5 Tt,n 7Onta Pt,15 - (pt,nt)Bt for (t? ?t) € F7 (4)
Cda1 = g%m(l’)7 (5)

u
where ro,7¢1,..., Tt n, — Fq.

Game 2-hT (h =0,...,v—1) : Game 2-0 is Game 1. Game 2-h™ is the same
as Game 2-h except the reply to the (h + 1)-th key query for S := (M, p) with
¢ x r matrix M, and ¢; of the target ciphertext are:

ki == (—s0, wo ,1,70,0)s:,
fori=1,...,¢,
if p(i) = (t,0)
kj = (si 4 0;vi1,0ivi2, ., 0iVin, s Wiy oo, Wiing 5115 5 Mine, 07 )Bs
if p(i) = —(t, V)

R . n
ki = (8i(vi1s s Vimn, )y Wily o, Wiing 5715+ Ming, 0By,

Ct = (6($t,1a -~7$t,nt)7 Tt, 15 Tt,n, 7Onta Pt,155 5, wt,nt)Bt for (t’ ?t) € Fa (7)
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U — U —T . T . —T U .
where wo — Fy, ¢ < F;, a" = (a1,...,a0)" =M -g~, 7« F,(i=

1,...,0), Z < GL(n,Fy), Uy == (Z; YT fort=1,....d,

(Wi, 15+ s Wi, ) = (@i + Ti0i1, TiVi2s - - o s TiVim, ) - Zt,
(wm, ey wivnt) = ai(vivl, . 7’Ui7nt) . Zt,
(’rt,la ey Ttﬂlt) = (l’tJ, e 7$t,nt) . Ut-

Game 2-(h+1) (h=0,...,v —1) : Game 2-(h + 1) is the same as Game
2-hT except the reply to the (h + 1)-th key query for S := (M, p) with £ x r
matrix M, and ¢; of the target ciphertext are:

kg := (—s0,wo, 1,70, 0)B;,
fori=1,...,¢,

. (8)
if p(’L) = (t,?i), k:( = (Si—|—9i’l}i71, 9{0@2, e 9ivi7nt, om s M1y oy Mimg ,Ont)B:,
if p(i) ==, 0 5), K := (83 (Vi,15 - Vi, )y O™ L7150y iy s O™ )z

C; = (5($t71, Ceey xtmt), Tty Ttn, ,Ont,(ptl, ey (pt,nt)Bf, for (t, ?t) S F,

where 741, ..., Ttn, Y F,.
Game 3 : Same as Game 2-v except that ¢y and c¢411 of the target ciphertext
are

Cp ‘= (57 To, C/ 7074100)15307 Cd+1 = g%m(b)a

where ¢’ & F, (ie., independent from ¢ A a)-

Let Adv®(\), Adv(P (), Adv™ (1), Adv®" () and Adv®)(\) be the ad-
vantage of A in Game 0,1,2-h,2-h* and 3, respectively. Advf)(/\) is equivalent

to Adv E\P FEPH()\) and it is clear that Advf)(/\) = 0 by Lemma [§

We will show four lemmas (Lemmas BH7) that evaluate the gaps between
pairs of Adv(? (1), Adv(P (1), AdvE™ (1), AdvZ" (1), Adv D (A for b =
0,...,v—1and Advf)(/\). From these lemmas and Lemmas III and 21 we obtain
AGSTTEPR (L) = AV (V) < ’Advf? A) — Advl (A )‘ n ZZ‘é‘Advff‘h)(A)—
Advff‘h+>(x)]+z;;é AdvE (1) — AdyZ D) (y MAdv(2 Y0 = Adv (\)
FAVE (A) < AdVEE(A) + V20 AdvE2 2\ )+ SO AdvRE | (N) + (2dy + 20+ d +

2)/q < Advg-™N(\) + 34 (AdvDL'N()\) +Adv2HN ()\)) (2dv +12v+d+7)/q.

Ent1

This completes the proof of Theorem [l a

Lemma 4. For any adversary A, there exists a probabilistic machine By, whose
running time is essentially the same as that of A, such that for any security

parameter A, |Adv52)()\) — Advfi)(/\)\ < AdVngi N+ (d+1)/q
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Lemma 5. For any adversary A, there exists a probabilistic machine B,f[, whose
running time is essentially the same as that of A, such that for any security

parameter X, |Advf'h)(/\) — Advf_h+)()\)| < Advii (V) + (d+1)/q.
h

Proof. In order to prove Lemma Bl we construct a probabilistic machine B;{
against Problem 2 by using an adversary A in a security game (Game 2-h or
2-h™T) as a black box as follows:

*

1. B, is given a Problem 2 instance, (paramﬁ,@o,]ﬁé,hao,eo, {I@t,]@f,h&m,
€rji=1, dij=1,..n.).
. B) plays a role of the challenger in the security game against adversary A.
. At the first step of the game, B,‘f provides A a public key pk := (1%, param;,
{Bt}t=0,....a) of Game 2-h (and 2-h™), that is a part of the Problem 2 in-
stance.
4. When the t-th key query is issued for access structure S := (M, p), B,f[
answers as follows:
(a) When 1 < ¢ < h, B} answers semi-functional key (kg,...,k}) with Eq.
@), that is computed by using {Bj }+=o.... 4 of the Problem 2 instance.
(b) When ¢ = h+ 1, B; calculates (kf, ..., k;) by using
(h5.0:{Pj 4 t=1,...d;j=1,...,n,) of the Problem 2 instance as follows:

W DN

,ut,l,ﬁk,“—UIFq fort=1,...,d; k=1,...,r; 1 =1,2,

Pho = Sher (ki + fik2by )
fort=1,...,d; k=1,...,r; j=1,...,ny4
Py = peahpe ;s +pesbi Pl = Hiihie; + Heebi;,
ko == —ppo+bos
fori=1,...,¢,
if p(i) = (t,0), k=31 0iPh, ;+ > ee1 MikB s m,»
if p(i) = (¢, ?2)’ ki = Z?Ll Ui, j (2221 Mi,kﬁz,t,k,j)’
where (M; i )i=1,....0k=1,...r := M.
(¢) When ¢ > h+2, B,f[ answers normal key (k§,...,k;) with Eq. (), that

is computed by using {I/Bgf}tzov__’d of the Problem 2 instance.
5. When B;{ receives an encryption query with challenge plaintexts (m(9), m(1))
and I":= {(t, Z¢) | 1 <t < d} from A, B;f computes the challenge ciphertext
(cos{et} i,z ,)er> ca+1) such that for (¢, T er,

co:=eo+Cbos+qo, cii=0 il et Qa1 = ggm®),

Where C <_U ]an b (_U {Oa 1}7 qo0 (E span<b075>, qt (E 5P3n<bt,3nt+17 ey bt,4nt>7
and (bo 3, €0, {€tj =1, .d;j=1,.n,) is & part of the Problem 2 instance.

6. When a key query is issued by A after the encryption query, B;[ executes
the same procedure as that of step @l

7. A finally outputs bit &'. If b = ', B outputs 3’ := 1. Otherwise, B; outputs

8 =0.
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Claim 1. The distribution of the view of adversary A in the above-mentioned
game simulated by B,f given a Problem 2 instance with 8 € {0,1} is the same
as that in Game 2-h (resp. Game 2-h™) if 3 =0 (resp. 3 =1).

The proof of Claim [is given in the full version of this paper. This completes
the proof of Lemma O

Lemma 6. For any adversary A, there exists a probabilistic machine Bypy1,
whose running time is essentially the same as that of A, such that for any secu-

rity parameter A, |Advf'h+)()\) - /—\dvf_(hﬂ))()\ﬂ <AVE . (A 4+ (d+1)/q.

Bhi
Lemma 7. For any adversary A, Advf)()\) < Advf‘y)()\) +1/q.

Lemma 8. For any adversary A, Advf)()\) = 0.
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