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Abstract. Tiger is a cryptographic hash function with a 192-bit hash
value. It was proposed by Anderson and Biham in 1996. Recently, weak-
nesses have been shown in round-reduced variants of the Tiger hash
function. First, at FSE 2006, Kelsey and Lucks presented a collision
attack on Tiger reduced to 16 and 17 (out of 24) rounds with a com-
plexity of about 2** and a pseudo-near-collision for Tiger reduced to 20
rounds. Later, Mendel et al. extended this attack to a collision attack on
Tiger reduced to 19 rounds with a complexity of about 2°%. Furthermore,
they show a pseudo-near-collision for Tiger reduced to 22 rounds with
a complexity of about 2**. No attack is known for the full Tiger hash
function.

In this article, we show a pseudo-near-collision for the full Tiger hash
function with a complexity of about 27 hash computations and a pseudo-
collision (free-start-collision) for Tiger reduced to 23 rounds with the
same complexity.

Keywords: Cryptanalysis, hash functions, differential attack, collision,
near-collision, pseudo-collision, pseudo-near-collision.

1 Introduction

Tiger is a cryptographic iterated hash function that processes 512-bit blocks and
produces a 192-bit hash value. It was proposed by Anderson and Biham in 1996.
Recent results in the cryptanalysis of Tiger show weaknesses in round-reduced
variants of the hash function. At FSE 2006, Kelsey and Lucks presented a colli-
sion attack on 16 and 17 (out of 24) rounds of Tiger. The attack has a complexity
of about 2%* evaluations of the compression function. Furthermore, they present
a pseudo-near-collision for a variant of Tiger reduced to 20 rounds with a com-
plexity of about 248, These results were later improved by Mendel et al. in [3].
They show that a collision can be found for Tiger reduced to 19 rounds with a
complexity of about 22 evaluations of the compression function. Furthermore,
they present a pseudo-near-collision for Tiger reduced to 22 rounds with a com-
plexity of about 2%4. However, so far no attack is known for the full Tiger hash
function.

* The work in this paper has been supported by the Austrian Science Fund (FWF),
project P18138.
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In this article, we present a 1-bit circular pseudo-near-collision for the full
Tiger hash function with a complexity of about 2*7 hash computations and a
pseudo-collision (free-start-collision) for a variant of Tiger reduced to 23 rounds
with the same complexity. The attack is based on previous attacks presented
in [2] and [3]. Note that in the attacks of Kelsey and Lucks and Mendel et al. on
round-reduced variants of Tiger, the S-boxes of the hash function are addressed
wrongly (big endian instead of little endian). However, this error can be fixed
easily, because there is really a large amount of freedom in these attacks on
round-reduced variants of Tiger.

The remainder of this article is structured as follows. A description of the Tiger
hash function is given in Section 2. In Section 3, we describe the basic attack
strategy on Tiger based on the work of Kelsey and Lucks on round-reduced
Tiger. We follow this attack strategy in Section 4 to construct a 1-bit circular
pseudo-near-collision for Tiger with a complexity of about 247. In Section 5, we
show a pseudo-collision for Tiger reduced to 23 rounds with the same complexity.
Finally, we present conclusions in Section 6.

2 Description of the Hash Function Tiger

Tiger is a cryptographic hash function that was designed by Anderson and Biham
in 1996 [1]. It is an iterative hash function that processes 512-bit input message
blocks and produces a 192-bit hash value. In the following, we briefly describe the
hash function. It basically consists of two parts: the key schedule and the state
update transformation. A detailed description of the hash function is given in [1].
For the remainder of this article, we will follow the notation given in Table 1.

Table 1. Notation

Notation Meaning
AB B addition of A and B modulo 254
AB B subtraction of A and B modulo 2%
AKX B multiplication of A and B modulo 2%*
A @ B bit-wise XOR~operation of A and B
—A  bit-wise NOT-operation of A
A < n Dbit-shift of A by n positions to the left
A > n Dbit-shift of A by n positions to the right
X;  message word 7 (64 bits)
Xileven]| the even bytes of message word X; (32 bits)
Xi[odd] the odd bytes of message word X; (32 bits)

2.1 State Update Transformation

The state update transformation of Tiger starts from a (fixed) initial value IV
of three 64-bit words and updates them in three passes of eight rounds each. In
each round one 64-bit word X is used to update the three state variables A, B
and C' as follows:
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C=CaqX

A= AHBeven(C)
B = BBodd(C)
B = BXmult

The results are then shifted such that A, B, C become B, C, A. Fig. 1 shows one
round of the state update transformation of Tiger.
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Fig. 1. The round function of Tiger

The non-linear functions even and odd used in each round are defined as
follows:

even(C') = Ti[co] @ Ta[ca] ® Ts[ca] ® Tulce)
Odd(C) = T4[01] SY Tg[Cg] SY T2 [65] @ T1 [67]

where state variable C' is split into eight bytes c7,...,co with c¢7 is the most
significant byte (and not c¢p). Four S-boxes T1,...,Ty : {0,1}% — {0,1}5* are
used to compute the output of the non-linear functions even and odd. For the
definition of the S-boxes we refer to [1]. Note that state variable B is multiplied
with the constant mult € {5,7,9} at the end of each round. The value of the
constant is different in each pass of the Tiger hash function.

After the last round of the state update transformation, the initial values
A_1,B_1,C_1 and the output values of the last round As3, Bogz, Ca3 are com-
bined, resulting in the final value of one iteration (feed forward). The result is
the final hash value or the initial value for the next message block.

Aoy = A1 @ Ags

Boy = B_1 HBos
Coy = C_1 H Cys
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2.2 Key Schedule

The key schedule is an invertible function which ensures that changing a small
number of bits in the message will affect a lot of bits in the next pass. While the
message words Xy, ..., X7 are used in the first pass to update the state variables,
the remaining 16 message words, 8 for the second pass and 8 for the third pass,
are generated by applying the key schedule as follows:
()(g7 . 7)(15) = KeySchedule(Xo, . 7)(7)
(X167 . ,ng) = KeySchedule(Xg, . 7)(15)

The key schedule modifies the inputs (Yp,...,Y7) in two steps:

first step second step

Yo =Yy B (Y7 © ASASASASASASASAS) Yo=Y BY;

Yi=Y1Y, Yi=YiHd (Yb D ((ﬁY7) < 19))
Yo=YHY; Yo=Yo8Y;

Y; =Y3H (Y2 ((-Y1) < 19)) Y5 =Y;HY,

Yi=YiDY; Yy =YiB (Y@ ((mY2) > 23))

Y =Y;HY, Ys=Y;s8Y,

Ys :YGEl(Y%@((ﬁYa) >>23)) Ys =Y HY;

Y:=Y:®Ys Y=Y Hd (YYG ©® 0123456789ABCDEF)

The final values (Yo, ..., Y7) are the output of the key schedule and the message
words for the next pass.

3 Basic Attack Strategy

In this section, we briefly describe the attack strategy of Kelsey and Lucks to
attack round-reduced variants of the Tiger hash function. A detailed descrip-
tion of the attack is given in [2]. For a good understanding of our attack it is
recommended to study it carefully. The attack can be summarized as follows.

1. Find a characteristic for the key schedule of Tiger which holds with high
probability. In the ideal case this probability is 1.

2. Use a kind of message modification technique developed for Tiger to con-
struct certain differences in the state variables, which can then be canceled
by the differences of the message words in the following rounds.

These two steps of the attack are described in detail in the following sections.

3.1 Finding a Good Characteristic for the Key Schedule of Tiger

To find a good characteristic for the key schedule of Tiger, we use a linearized
model of the key schedule. Therefore, we replace all modular additions and
subtractions by an XOR operation resulting in a linear code over GF(2). Finding
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a characteristic in the linear code is not difficult, since it depends only on the
differences in the message words. The probability that the characteristic holds
in the original key schedule of Tiger is related to the Hamming weight of the
characteristic. In general, a characteristic with low Hamming weight has a higher
probability than one with a high Hamming weight.

For finding a characteristic with high probability (low Hamming weight), we
use probabilistic algorithms from coding theory. It has been shown in the past
(cryptanalysis of SHA-1 [4]) that these algorithms work quite well. Furthermore,
we can impose additional restrictions on the characteristic by forcing certain
bits/words to zero. Note that this is needed to find suitable characteristics for
the key schedule of Tiger. For an attack on the Tiger hash function we need
many zeros in the first and last rounds of the hash function.

3.2 Message Modification by Meet-in-the-Middle

In order to construct a collision in Tiger reduced to 16 rounds, Kelsey and Lucks
use a message modification technique developed for Tiger. The idea of message
modification in general is to use the degree of freedom one has in the choice of
the message words to fulfill conditions on the state variables. In the attack on
Tiger this method is used to construct a certain differential pattern in the state
variables, which can then be canceled by the differences of the message words in
the following rounds. This leads to a collision in a round reduced variant of Tiger.
In the following we will briefly describe this message modification technique
according to Fig. 2.

Assume, we are given A; 1, B;—1, C;—1 and A} ,, B ;, C, as well as
A®(X;) and A®(X,,1). Then the modular difference A®(C;;;) can be forced
to be any difference § with a probability of 27! by using a birthday attack.
We try out all 232 possibilities for X;_1[odd] to generate 232 candidates for
AB(odd(B;)). Similarly, we try out all X;[even] to generate 232 candidates for
AB(even(B;;1)). Subsequently, we use a meet-in-the-middle approach to solve
the following equation:

AB(Ci) = mult R [AB(B,_)) B A®(0dd(B)))] B AB(even(Biy1)) =6 . (1)
The method can be summarized as follows:

1. Store the 232 candidates for A®(odd(B;)) in a table.

2. For all 232 candidates for A®(even(B;, 1)), test if some A®(odd(B;)) exists
in the table with

AF(odd(B;)) = (A®(even(Bi41)) B6) Kmult ' B AF(B,_,) .
This technique needs about 23 bytes of storage and takes 233 evaluations of

each of the functions odd and even. This is equivalent to about 22 evaluations
of the compression function of Tiger.
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A B;, Cia

Xiti

0
Fig. 2. Message Modification by Meet-in-the-Middle

4 A Pseudo-near-collision for Tiger

In this section, we will present a 1-bit circular pseudo-near-collision for the Tiger
hash function. Note that the difference in the final hash value is the same as in
the initial value. In other words, we have a pseudo-collision in the compression
function of Tiger after 24 rounds, but due to the feed forward the collision
after 24 rounds is destroyed, resulting in a 1-bit pseudo-near-collision for the
Tiger hash function. The attack has a complexity of about 247 evaluations of the
compression function. In the attack, we extend techniques invented by Kelsey
and Lucks in the attack on round-reduced variants of Tiger.

We use the characteristic given below for the key schedule of Tiger to construct
the pseudo-near-collision in the hash function. This characteristic holds with a
probability of 271 which facilitates the attack.

(0,1,0,0,0,1,1',0) — (0,1,0,1,0,0,0,0) — (0,1,0,0,0,0,0,0) (2)

I denotes a difference in the MSB of the message word and I’ := I > 23. Note
that the XOR-~difference (denoted by A®) equals I if and only if the modular
difference (denoted by A®) equals 1.

In order to have a pseudo-collision in the compression function of Tiger af-
ter 24 rounds, it is required that there is a pseudo-collision after round 17. Hence,
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Table 2. Characteristic for a 1-bit pseudo-near-collision in the Tiger hash function
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the following differences are needed in the state variables for round 14 of Tiger
(see Table 2).

AP(Ay) =0, A%(By)=1, A®(Cn)=0 (3)

Constructing these differences in the state variables for round 14 is the most
difficult part of the attack. We use the message modification technique described
in Section 3.2 for this. In the following sections, we will describe all steps of the
attack in detail.

4.1 Precomputation

The precomputation step basically consists of 2 parts. First, we have to find a
set L of possible modular differences L™ which are consistent to a low weight
XOR-difference L®. A modular difference L™ is consistent to L® if there exist
p and p* such that p* @ p = L® and p* Bp = LT. Let £ be the set of modular
differences L™ which are consistent to the XOR-difference L® then we define the
set L of possible modular differences as follows:
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L= {LJr el : Lt = Odd(Bl4 D I) = 0dd(B14)}

Note that the size of the set £’ is related to the Hamming weight of L®, namely
L] = 2HW(L®) I order to optimize the complexity of the meet-in-the-middle
step used in the attack, we need an L® with low Hamming weight. In [2], the
authors assume that an L® with Hamming weight of 8 exists. However, the best
Hamming weight we found for L® is 10.

L® = 0220108044020104 (4)

In total we found 502 = |L£]| possible modular differences (out of 1024 = |£’|)
which are consistent to the XOR-difference L?® given above. This facilitates the
attack in the following steps.

Second, we need a set K of possible modular differences K+ which are consis-
tent to a low weight XOR-difference K.

K={KTeK': K" =0dd(B3 ® L?) Bodd(Bi3)}

where K’ is the set of modular differences K+ which are consistent to the XOR-
difference K®. Of course, the choice of L® and the number of possible modular
differences L™ € L restricts our choices for Biz[odd]. Nevertheless, we found
2 = |K| possible modular differences K+ (out of 256 = |K’|) which are consistent
to the XOR-difference K® given below.

K® = 0880020019000900 (5)

Note that the precomputation step of the attack has to be done only once. It
has a complexity of about 2 - 23? round computations of Tiger. This is approxi-
mately about 228° evaluations of the compression function of Tiger.

4.2 Compute Bg, Cy, and Cig

In this step of the attack, we have to compute Bg, Cy and C1¢. Therefore, we first
choose random values for By and By and compute As = (ByHodd(B5)) Xmult.
Since there is a difference in the MSB of X5 and no differences in B4 and Cy, we
also get A®(Bs) = I and A®(A5) = Af B As. Note that there is no difference
in Cj, since there are no differences in A4 and Bsleven).

Second, we choose a random value for Bg. Since there is a difference in
A%(Xg) = I' and no difference in Cs, we also know the modular difference
of AB(Bg) = (Bs @ I') B Bs. Once we know Bg and B = Bs B A®(By),
we can calculate Bg, Cg,C1o (and B§,Cq, Cyy) by choosing random values for
X7,...,X9 and Xjoleven]. This step of the attack has a complexity of about
12 round computations of Tiger and fixes the message words X7,..., X9 and
Xipleven].

4.3 Constructing the XOR-Difference A®(C;;) = K®

To construct the XOR-difference K® in round 11, we use the message modifica-
tion technique described in Section 3.2. For all modular differences K € K', we
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do a message modification step and check if A®(C};) = K®. Since the Hamming
weight of K@ is 8, this holds with a probability of 278, Furthermore, the mes-
sage modification step has a probability of 27!, Hence, this step of the attack
succeeds with a probability of 278 .271. |[K’| = 27! and determines the message
words X1g[odd] and X, [even)].

Finishing this step of the attack has a complexity of about (12 + 232 + 2% .
232) . 2 ~ 24 round computations of Tiger. This is approximately about 236-5
evaluations of the compression function of Tiger.

4.4 Constructing the XOR-Difference A®(Cy2) = L®

Once we have fixed X109[odd] and X1, [even], we can calculate the state variables
Big, Cho, C11 (and Bjy, Cio, Ciy). To construct L in round 12, we use the
same method as described before. For all modular differences Lt € L', we do
a message modification step and check if A®(C}3) = LP. Since the Hamming
weight of L® is 10, this equation holds with a probability of 27'°. Hence, this
step of the attack has a probability of 2719271 .|£/| = 27! and determines the
message words X11[odd] and Xjo[even]|. Finishing this step of the attack has a
complexity of about (24 4 (232 + 232 . 210)).2 ~ 243:6 round computations of
Tiger. This is approximately about 23° evaluations of the compression function
of Tiger.

4.5 Constructing the XOR-Difference A®(C;3) =1

Once we have fixed X7;1[odd] and X;s]even], we can compute By1, C11 and Cia
as well as the according modular differences. In order to construct the needed
difference A®(A;3) = I in round 13, we apply again a message modification step.
Since the XOR-difference and the modular difference is the same for differences
in the MSB, we do not need to compute the list of modular differences that are
consistent to the XOR-difference I for the message modification step. This step
of the attack succeeds with a probability of 27! and determines the message
words Xis/odd] and X;3[even].

Once we have fixed the message words, we can compute Bis, C12 and C3 as
well as the according modular differences. In order to guarantee that A®(B,)
can be canceled by A®(odd(B3)), we need that AT(Bj,) € K. Since the number
of modular differences A®(B;;) = KT consistent to K@ is || = 2% and |K| =
2, the probability that A®(Bjy) € K is 2-7. Hence, we have to repeat the
attack about 2 - 27 times to finish this step of the attack. This determines the
message words Xjs[odd], Xjs[even] and Xi3jodd] and has a complexity of
about (2436 + (232 + 232)) . 28 ~ 2516 round computations of Tiger. This is
about 247 evaluations of the compression function of Tiger.

Once we have fixed Xj3[odd] and X;3, we can compute A3, B1s and C3 as
well as the according modular differences. In order to guarantee that A®(B;3)
can be canceled in round 14 by A®(odd(B14)), we need that A®(Bi3) € L.
Due to the choice of L® and K?® in the precomputation step this holds with
probability 1.
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Hence, we can construct a pseudo-collision in the compression function of
Tiger after 17 rounds, respectively after 24 rounds with a complexity close to
247 evaluations of the compression function of Tiger.

4.6 Computing the Message Words Xg,..., X7

The attack fixes the message words X7, ..., X153 and X14[odd]. To compute the
message words Xy, ..., X7 we use the inverse key schedule of Tiger. Therefore,
we choose a random value for X14[even] and compute X5 as follows:

X5 = (X7 ® (X148 X13)) B (X14 ® 0123456789ABCDEF)

This guarantees that X7 is correct after computing the key schedule backward.

Since the characteristic we use for the key schedule of Tiger has a probability
27! to hold, we expect that we have to repeat this step of the attack (for a
different value of Xj4[even]) about two times such that the characteristic holds
in the key schedule of Tiger. This adds negligible cost to the attack complexity.

4.7 Computing the Initial Value I'V

Once we have computed the message words Xy, ..., X7, we can run the rounds
6,5,...,0 backwards to get the initial value I'V. Since there is a difference I
induced in round 1 by X7, we have to inject the same difference in the initial
value to cancel it out, namely

A®(A_) =1 .

Since the difference is in the MSB, this happens with probability 1. Of course,
the feed forward destroys the pseudo-collision. After the feed forward we get the
same output differences as in the initial values.

A®(A24) = A@(A_l D Agg) =1

Hence, we get a 1-bit circular pseudo-near-collision for the Tiger hash function
with a complexity of about 247 evaluations of the compression function of Tiger.
Note that for an ideal hash function with a hash value of 192-bit one would
expect a complexity of about 2°° to construct a pseudo-near-collision with a
1-bit difference.

5 A Pseudo-collision for 23 Rounds of Tiger

In a similar way as we construct the pseudo-near-collision for the full Tiger
hash function, we can also construct a pseudo-collision (free-start-collision) for
Tiger reduced to 23 rounds by using another characteristic for the key schedule.
For the attack we use the key schedule differences given below. It holds with
probability 1.

(0,0,0,1,0,0,0,1) — (0,1,0,0,0,0,0,1) — (0,0,0,0,0,0,0,1) (6)
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This characteristic for the key schedule of Tiger can be used in a similar way
(as in the pseudo-near-collision for the full Tiger hash function) to construct
a pseudo-collision in Tiger reduced to 23 rounds. The attack has a complexity
of about 247 evaluations of the compression of Tiger. It can be summarized as
follows:

0. Precomputation: First, find a set of possible modular differences L™ with a
low Hamming weight XOR-difference L® which can be canceled by a suitable
choice for Bj,. Second, we have to find a set of possible modular differences
K™ with a low Hamming weight XOR-difference K% which can be canceled
out by a suitable choice for By;. Note that we use in the attack the same value
for L® and K as in the pseudo-near-collision attack on the full Tiger hash
function. This step of the attack has a complexity of about 22%° evaluations
of the compression function of Tiger.

1. Choose random values for Ay, Ba, Co and X3, ..., X7 and Xg[even]| to com-
pute Br7, C7 and Cg. This step of the attack has a complexity of about 12
round computations of Tiger.

2. Apply a message modification step to construct the XOR-difference K% in
round 9. This has a complexity of about 235 and determines the message
words Xglodd] and Xg[even].

3. Apply another message modification step to construct the XOR-difference
L® in round 10. Finishing this step of the attack has a complexity of about
239 and determines the message words Xg[odd] and Xio[even)].

4. To construct the XOR-difference I in round 11, we apply again a message
modification step. This step has a complexity of about 2%° and determines
the message words X1o[odd] and X1;[even].

5. Once we have fixed the message words, we can compute Big, C19 and C
as well as the according modular differences. Since the difference in B1y can
be cancel out with a probability close to 277 (cf. Section 4.5), we have to
repeat the attack about 27 times. Hence, finishing this step of the attack has
a complexity of about 247 hash computations.

6. Determine X1;[odd] and X;2[odd] according to the result of the precompu-
tation step. This adds no additional cost to the attack complexity.

7. To compute the message words X, ..., X7, we have to choose suitable values
for Xisleven] and Xis,..., X15 such that X5, X¢ and X7 are correct after
computing the key schedule backward. Note that X3 and X4 can be chosen
freely, because we can modify Cs and C3 such that Co & X3 and C3 & X4
stay constant. In detail, we choose arbitrary values for Xy3 ,X14, X15 and
calculate X3, ..., X715 as follows.

X1z = (X5 + (X2 + (X11 & (=X10 > 23)))) & X2
Xia=(Xe — (X132 X128 (~(X12 + (X11 & (= X10 > 23))) > 23))) + Xi3
Xi5 = (X7 @ (X14 — X13)) — (X14 ©® 0123456789ABCDEF)

This adds negligible cost to the attack complexity and guarantees that Xs,
X and X7 are always correct after computing the key schedule backward.
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8. To compute the initial chaining values A_1, B_; and C_; run the rounds 2,
1, and 0 backwards.

Hence, we can construct a pseudo-collision (free-start-collision) for Tiger reduced
to 23 rounds with a complexity of about 247 applications of the compression
function.

6 Conclusion

In this article, we have shown a 1-bit circular pseudo-near-collision for the full
Tiger hash function with a complexity of about 247 evaluations of the compres-
sion function of Tiger. This is the first attack on the full Tiger hash function.
Furthermore, we show a pseudo-collision for Tiger reduced to 23 (out of 24)
rounds with the same complexity. Our attack is based on the attack of Kelsey
and Lucks on round-reduced variants of the Tiger hash function. This work
shows that the security margins of the Tiger hash function are not as good as
one would expect.
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A Collision Attack on Tiger Reduced to 16 Rounds
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attack the same characteristic is used for the key schedule of Tiger as in the
original attack. The characteristic is shown below.

(I,1,1,1,0,0,0,0)— (I,1,0,0,0,0,0,0) (7)

It has a probability of 1 to hold in the key schedule of Tiger, which facilitates
the attack. The attack can be summarized as follows.

0. Precomputation: Like in the pseudo-near-collision attack on Tiger described
before, we have to find a set of possible modular differences L+ with a low
Hamming weight XOR-difference L® which can be canceled out by a suitable
choice for Bg.

L={Lt el : LT =odd(Bs & I) B odd(Bg)}

Second, we have to find a set of possible modular differences K with a
low Hamming weight XOR-difference K% which can be canceled out by a
suitable choice for By.

K={KTeK': K" =o0dd(Bs ® L?)Bodd(Bs)}

Note that we assume in the attack that we can find a XOR-difference L® with
Hamming weight of 10 and a XOR-difference K with Hamming weight of 8
(as in the pseudo-near-collision attack on the full Tiger hash function). The
precomputation step of the attack has a complexity of about 2285 evaluations
of the compression function of Tiger.

1. Choose random values for Xy, ..., X; and Xs[even] to compute By, C; and
C5. This step of the attack has a complexity of about 6 round computations
of Tiger.

2. Apply a message modification step to construct the XOR-difference K% in
round 3. This step has a complexity of about 2365 hash computations and
determines the message words Xs[odd] and Xs[even)].

3. Apply a second message modification step to construct the XOR-difference
L® in round 4. Finishing this step of the attack has a complexity of about
239 and determines the message words X3[odd] and X4[even)].

4. To construct the XOR-difference I in round 5, we apply again a message
modification step. Finishing this step has a complexity of about 240 and
determines the message words X, [odd] and X5[even)].

5. Once we have fixed the message words, we can compute By, C4 and C5 as
well as the according modular differences. To cancel the difference in By we
need that A®(By) € K. Since we assume that the Hamming weight of K®
is 8, this has (in the worst case) a probability of 277.

In order to guarantee that the difference in By is canceled, we need that
A® (Bs) € L. Since L? has a Hamming weight of 10, this has a probability
(in the worst case) of 279. Hence, we expect that we have to repeat the
attack about 26 to finish this step. However, by choosing L® and K® care-
fully this can be improved. Form our analysis (for the pseudo-near-collision
for the full Tiger hash function), we expect that this probability can be im-
proved by a factor of 22, resulting in an attack complexity of about 247 hash
computations.



Cryptanalysis of the Tiger Hash Function 549

6. Determine X5[odd] and Xs[odd] according to the results of the precompu-
tation step. This adds no additional cost to the attack complexity.

Hence, a collision can be constructed in Tiger reduced to 16 rounds with a
complexity close to 247 evaluations of the compression function. Note that the
other attacks on round-reduced variants of Tiger can be adjusted in a similar
way.

B Collision Attack on Tiger Reduced to 19 Rounds

In this section, we show how the collision attack on Tiger-19 presented in [3] has
to be modified to work with the correct S-boxes. The complexity of the attack
is close to 2% evaluations of the compression function of Tiger. To construct
a collision in Tiger-19 the key schedule difference given in (8) is used. It has
probability 1 to hold in the key schedule of Tiger which facilitates the attack.

(0,0,0,1,1,1,1,0)— (0,0,0,1,1,0,0,0) — (0,0,0,1,1,1,1,1) (8)

Since the key schedule difference from round 3 to 18 is the 16-round difference
used in the attack on Tiger-16, the same attack strategy can be used for the
collision attack on Tiger-19 as well. The attack can be summarized as follows:

1. Choose arbitrary values for Xy, ..., X, and compute the state variables Az,
337 and B4.

2. Employ the attack on 16 rounds of Tiger, to find the message words X, ...,
X7 and Xg, Xg[odd] such that the output after round 18 collides.

3. To guarantee that Xg, Xglodd] are correct after applying the key schedule,
we use the degrees of freedom we have in the choice of Xj,..., Xs. Note
that for any difference injected in Xy and X7 one can adjust Xs, X3, X4
accordingly such that A3, By = Cy @ X3 and By = C3 & X4 stay constant.
Furthermore, we get the following equations for Xg and Xg from the key
schedule of Tiger.

Xs=Yy HY?
Xg=Y1H (Xg o (Yr < 19))

where

Yy = Xo B (X7 @ A5A5A5A5A5A5A5AS)

Yi=X19Y
Yo=XoHY
Ys = X358 (Y2 @ (=Y <« 19))
Yi=X,0Y;3
Ys =XsHBY,

Ys = X6 B (Y5 @ (mYs > 23))
Yr=X:0Ys
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To solve these equations the following method is used:

(a) Choose a random value for Yy. This determines Y7 and Xj.

(b) Choose a random value for Xg[even|. This determines Xj.

(¢) Adjust X9, X3, X4 accordingly such that As, B3 = Cy @ X3 and By =
C3 & X4 stay constant.

(d) Once we have fixed X5, X3, and X4, we have to check if Y7 is correct
(this holds with a probability of 274). After repeating the method about
264 times for different values of Yy, we expect to find a match.

Hence, this step of the attack has a complexity of at about 264 key schedule
computations and 4 - 254 round computations of Tiger. This is equivalent to
about 252 evaluations of the compression function of Tiger.

Thus, we can construct a collision in Tiger reduced to 19 rounds with a complex-
ity of about 262 + 247 ~ 262 evaluations of the compression function of Tiger.



	Cryptanalysis of the Tiger Hash Function
	Introduction
	Description of the Hash Function Tiger
	State Update Transformation
	Key Schedule

	Basic Attack Strategy
	Finding a Good Characteristic for the Key Schedule of Tiger
	Message Modification by Meet-in-the-Middle

	A Pseudo-near-collision for Tiger
	Precomputation
	Compute B_9, C_9, and C_10
	Constructing the XOR-Difference Δ⊕(C11) = K⊕
	Constructing the XOR-Difference Δ⊕(C12) = L⊕
	Constructing the XOR-Difference Δ⊕(C13) = I
	Computing the Message Words X0, . . .,X7
	Computing the Initial Value IV

	A Pseudo-collision for 23 Rounds of Tiger
	Conclusion
	References
	Collision Attack on Tiger Reduced to 16 Rounds
	Collision Attack on Tiger Reduced to 19 Rounds



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (ISO Coated)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.3
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 524288
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.01667
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 600
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.01667
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 2.00000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /SyntheticBoldness 1.000000
  /Description <<
    /DEU ()
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [595.000 842.000]
>> setpagedevice


