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Abstract. End user development has grown in strength during the last decades.
The advantages and disadvantages of this phenomenon have been debated over
the years, but not extensively from an information security culture point of
view. We therefore investigate information security design decisions made by
an end user during an end user development project. The study is interpretative
and the analysis is structured using the concept of inscriptions. Our findings
show that end user development results in inscriptions that may induce security
risks that organizations are unaware of. We conclude that it is a) important to
include end user development as a key issue for information security
management, b) to include end user developers as an important group for the
development of a security-aware culture, and c) to address information security
aspects in end user development policies.
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1 Introduction

End user development grew strong during the 1990s [1, 2]. During this decade end
users received powerful desktop tools, such as spreadsheets and easy-to-use databases
was used to develop local information systems. This kind of development is highly
intertwined with the end users’ work. It is, for example, apparent in Brancheau’s and
Brown’s [1] definition of end user development: ‘the adoption and use of information
technology by personnel outside the information systems department to develop
software applications in support of organizational tasks.” Today end user development
is a wide spread phenomenon, which exists in almost every organization, although it
is not always explicitly recognized, or sanctioned by management or information
security specialists. End users are rarely skilled systems developers, and generally
lack knowledge about information security practices. End user developed information
systems is an important part of many organisations’ plethora of information systems,
thus making end user development a key issue also when managing information
security. In order to develop secure information systems where the organisation’s
information assets are protected, a security-aware culture, or information security
culture, needs to be developed [3]. Information security culture can be viewed as ‘the
way things are done in the organisations to protect information assets’ [4], it is of vital
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importance to include all types of user groups when addressing information security
culture. The end user development process and its results are despite this, neither
discussed nor addressed as an important issue for an organization’s information
security culture.

Against this backdrop, the objective of this paper is thus to investigate the role of
end user development for an organization’s information security culture. We address
this objective through the following research questions: (1) does end user(s) make
design decisions regarding information security during end user development? and (2)
what kind of information security consequences do end users’ design decisions result
in? Using a case from an international company where an end user developed an
information system for price simulation, we illustrate information security
consequences that occurred from end user development. This illustration is structured
through the use of inscriptions [5] to centre on design decisions (or lack thereof) that
have had information security consequences. The conclusions contribute to research
on information security culture. Our research acknowledges that end user
development has security consequences, illustrating the importance of including end
user development as a key issue when working with information security culture. The
information security culture becomes an important way of managing information
security because end user development is hardly ever controlled as promoted in
systems development methods [6]. We also contribute to the end user development
field by including information security issues in the on-going debate on pros and cons
of end user development.

2 Related Research

2.1  End User Development

The advantages and disadvantages of end user development have been debated. As
end users are rarely skilled systems developers they do not have knowledge about
‘best practices’ in systems development [2] — not on methods, technical solutions or
risks. Also, information security risks resulting from end user development are at best
discussed briefly in existing research [e.g. 7, 8]. Most of the criticism to date has
focused on the quality of the information systems developed [e.g. 9, 10, 11]. Attention
has especially been devoted to spreadsheet models and logical errors in these models,
since spreadsheets tools are the most commonly used end user development tool [12].
For example, Edberg and Bowman [13] found in a laboratory experiment that end
users were outperformed by information systems students on technical quality. Panko
and Sprague Jr. [14] confirmed earlier studies on error rates when building
spreadsheet models. While concluding that systems developers have much the same
error rate as end users, they do however use extensive time for planned test
procedures. While these, among others, may be important discoveries, they are
limited in terms of understanding end user development from an information security
point of view.
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2.2  Information Security and Information Security Culture

An important issue for managing information security is the development of an
information security culture where employees have the ability to ‘integrate acceptable
information security practices into their everyday behaviour’ [15], i.e., apply a
security-aware behaviour to their work [3]. Previous research on information security
culture has mainly focused on how to develop or foster ‘regular’ employees’ security-
aware behaviour [e.g. 3, 15] or how to improve the systems development processes
with regard to information security [e.g. 16, 17, 18]. Information security literature
does not explicitly relate to end user development. Instead, this literature either targets
end users as consumers of information and information systems or how professional
systems developers’ work with information security during systems development. In
order to make a distinction between use and development we align with Cotterman’s
and Kumar’s [19] definition of development: ‘the performance of any or all tasks of
the systems development process’. Hence, an end user performing this type of activity
differs from end users that consume information and information systems. This means
that end user development has to be treated as an activity in its own right. End user
developers are thus an important group to address when developing an information
security culture, as the end user developed systems could have major information
security consequences.

3 Research Design

3.1  Case Description

The empirical base is an end user development project undertaken in an international
industrial company. One major challenge for the company was price analysis and
simulations. This had become very time consuming since the company was working
on many markets. Information had to be retrieved from several enterprise resource
planning systems (ERPs) and quite a large amount of manual work had to be done.
For example, each time they calculated new sales prices, they had to remove
duplicated information since they were using data from several systems. Considering
that they have several thousands product items this was a tedious and error-prone task
which took a lot of time. The developed information system was supposed to simplify
this task, and integrated different information for price analysis and simulation. One
example was the possibility to simulate and compare effects from monetary
developments in different countries.

The end user initiated this project based on the problems he had experienced. He
was working as area sales manager for several markets and had almost 20 years of
experience from the companies’ products. As an end user he was very experienced in
using spreadsheet software, such as Microsoft Excel. Hence, it was a natural choice
for him to build a price analysis and simulation system in Excel. The construction of
the system followed the common end user development pattern. It means that the end
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user’s current understanding of the problem and the design evolved together with his
day-to-day work, and was not structured by any systems development method. The
end user made major revisions every other month after using it to analyse current
prices. However, since the development work was highly integrated in the end user’s
daily work it is not possible to tell how many person-hours that were spent on this
system. The end user developed information system grew from a simple spreadsheet
where calculations could be made using multiple currencies, to a solution that
integrated several workbooks using Visual Basic for Application (VBA) scripts. The
final version of his system used spreadsheets exported from the ERPs. These files
were linked manually to the end user’s spreadsheet model where automated scripts,
for example, removed duplicates based on product number. The end user developed
the information system using his laptop, which was not encrypted. All information
that was needed for this application was downloaded from the ERPs to this computer
and used locally. Price lists, for the markets within the end user’s responsibility, were
produced from his system and e-mailed to the sales personal in different countries.
Hence, this system contained information about the company’s margins with regard to
specific markets. Since the development work was done as part of his day-to-day
work it meant that it was carried out during extensive traveling.

3.2 Data Collection

Data sources included one logbook, semi-structured interviews, the information
system developed by the end user, and the company’s information security policy.
Triangulation of data sources provided multiple perspectives [20] on the end user
development process, and how to interpret the design decisions. The end user was
instructed to write a logbook during his development work. The logbook contained
what the end user considered as major design decisions, fulfilment of requirements,
and arguments for why these requirements were important. The logbook provided us
with a time line of these decisions, but also became an effective means for collecting
data and cross-checking the informant’s interviews. Four semi-structured interviews
were carried out with the end user, during various stages of his development work.
We used the end user’s log book and the functionality of the end user developed
information systems as input for the interviews [20]. Questions addressed the design
decisions described in the logbook, and the design rationale behind them. This
provided the end user perspective on the development processes. We also obtained
access to the end user developed information system. It provided an effective means
to validate the informant’s logbook during data collection. In particular, it allowed us
to identify functionality and security mechanisms that had not been mentioned in the
logbook or during the interviews. Finally, we had access to the company’s
information security policy. It provided information on how to interpret the design
decisions made during the end user development process in the light of information
security. Furthermore, we concluded that the company did not have a policy
concerning end user development.
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3.3  Data Analysis

The purpose of this paper was to investigate the occurrence of information security
consequences resulting from end user development, and to investigate what kind of
information security design decisions that an end user make during end user
development. It means that we are interested in what types of requirements that are
implemented during the development process and why these implementations were
made, which makes an interpretative study useful [21, 22]. During the case we
unfolded the implementation of requirements through the process of translating [23]
design decisions into inscriptions [5, 24]. Inscriptions can be described as a concrete
representation of interests and values [25]. The notion of inscription is often used in
relation to designers’ anticipation of end users’ use of a certain technology [24],
where the designer delegates patterns of actions, roles, and competencies to future
users [26] in for instance an information system. In this study our use of inscription is
instead directed towards the end user, and his own vision of future needs and usage.
We are interested in a specific type of inscriptions — design decisions concerning
information security — taken by the end user. In general terms we define a design
decision as an inscription that changes the current version of the end user’s
information system. As stated above, these decisions are anchored in the end user’s
interests, what he wanted to achieve through the inscription, which may or may not
have been information security related.

The analysis was done in four steps. First we identified design decisions based on
the logbook, interviews, and the end user developed information system. For
example, the end user added a product name column in the Excel spreadsheet to be
able to identify unique products during price analysis and simulations. During the
second step we elicited design decisions that had information security consequences.
These design decisions could either be implemented as a security mechanism that
enhance information security or something that induced security risk/breaches.
During this step we used confidentiality, integrity, and availability of information
[27], commonly known as the CIA-triad, to classify design decisions as information
security related. During the third step we analysed the end user’s interest behind
each information security-related design decision, i.e. what he intended to achieve
from his perspective. Finally, we compared the information security consequence
with the company’s information security policy in order to analyse if these actions
were compliant or non-compliant with the policy. The analysis is presented in Table
1 in Section 4.

4 Inscriptions of Information Security

In this section we take a closer look at the inscriptions made by the end users during
his nine months of development work, by analysing the final version of the end user
developed information system. In total we identified 253 inscriptions made by the
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end user. We selected design decisions with information security consequences (see
Table 1). The leftmost column in Table 1 contains the number of the design decision,
the second column presents the design decision, the third column presents the end
users’ interest, the fourth column shows the information security consequence, and
the rightmost column shows whether or not the design decisions were compliant with
the information security policy. When searching for implemented security
mechanisms in the end user developed information systems we only identified two.
However, we found additional inscriptions that had information security
consequences for the organization. These were design decisions that in different
ways exposed confidential information for increased risk.

Design decisions 23, 37 and 155 concern downloading information from different
ERPs in order to use that information as input in the new system. This information is
classified as business critical since it is about current product lines, prices and
customers. It was therefore protected in the ERPs using different security
mechanisms, such as authorization controls, to keep the information confidential.
When accessing these systems from a remote location, i.e. when out traveling, a
virtual private network was needed. When the end user downloaded this information
as Excel spreadsheet files these security mechanisms became useless. The new
information system did not provide any security mechanism to prevent unauthorized
access to these files. Moreover, since the laptop was not encrypted these files had no
protection at all, beside the login procedure in the Windows operating system.

Table 1 contains six inscriptions (number 28, 65-68 and 74) concerning the
margin that the company has on different regions/markets. These design decisions
were included in the application to create the simulation functionality and to be able
to produce new price lists. Design decisions 189 and 192-193 have a similar
purpose in the information system. They were used to create volume discount for
different customer segments. Hence, these breakpoints were based on the strategic
importance of specific customers. As the developed information systems did not
have security mechanisms, and the laptop was unencrypted, it meant that this
information was unprotected. The end user used this application in his daily work.
The application produced a unique spreadsheet per country (design decision 186).
These spreadsheets contained no formulas on how the prices had been calculated;
instead they were produced from a second workbook using VBA-scripts. Due to
geographic distances the end user e-mailed the relevant price list to the sales
personal in each country (design decision 187). Hence, this way of working meant
that the end-user implemented a manual security mechanism where a price list for a
specific country was treated as confidential information. However, e-mailing the
price lists also meant that they were distributed to personnel within the organization
that had various, to the end user, unknown security solutions. There is also the risk
of entering an incorrect e-mail address, thus disclosing sensitive information to
unauthorized people.
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Table 1. End user’s design decisions

No  Design Interest Information security Compliance with
decision consequence information security

policy

23 Download To have access This information is The end user has the
product to up-to-date protected by the secur-  authority to use this
information data for the ity mechanisms setup  information, but not
from ERPs to analysis by the security on an unencrypted
integrate in the adminis-trator. computer.
new system. Extracting this

information to the
unencrypted laptop
decreases the
protection.

28 Adding margin ~ Necessary for Exposing the The end user has the
for region 1. carrying out company’s current authority to use this

simulation margin/markup. information.

37 Download To have access This information is The end user has the
product to up-to-date pro-tected by the authority to use this
information data for the security mechanisms information, but not
from ERPs to analysis set up by the security on an unencrypted
integrate in the administrat-or. computer.
new system. Extracting this

information to the
unencrypted laptop
decreases the
protection.

65 Adding margin ~ Necessary for Exposing the The end user has the
for region 2. carrying out company’s current authority to use this

simulation margin/markup. information.

66 Adding margin  Necessary for Exposing the The end user has the
for region 3. carrying out company’s current authority to use this

simulation margin/markup. information.

67 Adding margin  Necessary for Exposing the The end user has the
for region 4. carrying out company’s current authority to use this

simulation margin/markup. information.

68 Adding margin  Necessary for Exposing the The end user has the
for region 5. carrying out company’s current authority to use this

simulation margin/markup. information.

74 Adding margin  Necessary for Exposing the The end user has the
for region 6. carrying out company’s current authority to use this

simulation margin/markup. information.

155 Download To have access This information is The end user has the
customer to up-to-date protected by the secur-  authority to use this
information data for the ity mechanisms setup  information.
from ERPs to analysis by the security admini-
integrate in the strator. Extracting this
new system. information to the

unencrypted laptop
decreases the
protection.
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Table 1. (continued)

186  Producing one  Keeping Price information is The policy does not
unique price confidentiality kept confidential for state that one
list/country sales people belonging  country’s price

to the specific country  information should
be kept confidential

187  E-mailing price  Keeping Price information is The policy does not
lists to each confidentiality kept confidential for state that one
country sales people belonging  country’s price

to the specific country  information should
be kept confidential

190 Adding Incorporating Exposing the The end user has the
breakpoint for  the company’s company’s discount authority to use this
first volume price strategy in ~ model and how it is information.
discount the simulation used.

193  Adding Incorporating Exposing the The end user has the
breakpoint for the company’s company’s discount authority to use this
second volume  price strategy in ~ model and how it is information.
discount the simulation used.

194  Adding Incorporating Exposing the The end user has the

breakpoint for
third volume
discount

the company’s
price strategy in
the simulation

company’s discount
model and how it is
used.

authority to use this
information.

5 Discussion

Our analysis shows that the end user made 14 design decisions information security
consequences. We only found two design decisions, 186 and 187 in Table 1, that were
conscious information security design decisions. The most interesting aspect of design
decisions 186 and 187 is that the end user introduced a security mechanism, to keep the
price lists separated for each country, which was not necessary according to the
information security policy. As we continue examining the design decisions in Table 1
we find inscriptions made into the end user developed information system that decreased
information security in existing ERPs. The end user downloaded information about
existing products, prices and customers to his laptop, which was stored unencrypted and
only protected by a Windows login. Hence, the information was stored in a less secure
environment compared to the ERPs. This did not mean that the ERPs as such were
compromised. The end user had not disclosed information on how to access them;
instead he had moved data outside these systems. From the end user’s point of view this
was compliant with the information security policy since the Excel exports ‘functionality
was available in these systems’. According to the information security policy the end user
had authorization to use this information, however employees were not allowed to
download sensitive information to unencrypted computers. Furthermore, the end user (or
any developer) needed clearance from top management in order to combine information
from the three ERPs into a new information system. However, this information was only
found in the part of the information security policy distributed to systems developers, and
hence the end user never made such a request.
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From Table 1 we can tell that the end user’s design decisions were mainly driven by
his needs to solve his current work problems — in this case doing price analysis and
simulations when ‘creating new or updated price lists’. For example, he added product
information from the ERPs to ‘have a complete and fresh starting point’ in his system.
Customer information was downloaded to use the ‘different customer categories in the
calculations’. The decision to download information as Excel files and linking them
manually to his system was preferred ‘based on my knowledge of these systems.’
However, the end user expressed a concern that this solution was sensitive to ‘how these
files were created. You end up with nothing but errors if the right data is not found in
the right columns’. Hence, this shows that he reflected on the drawbacks of manually
extracting data from the ERPs, but not from an information security perspective.

Our findings show that some of the end user’s design decisions were non-compliant
with the company’s information security policy. It means that end user development is
not only a quality problem due to end user’s limited skills in systems development, which
has been the main concern in existing end user development research [e.g. 10, 11, 28,
29], but that end user development also can create information security risks. This
illustrates the importance of including end user development as a key issue for a security-
aware culture. As we have shown some of the design decisions resulted in increased or
new information security risks, exposing information found in the end user developed
information system, and information from other, presumed, secure information systems.
One problematic aspect of end user development is that it is common in today’s
organizations, but management rarely controls the development of such applications [6].
Consequently, as end user development results in insecure information systems it means
that many organizations, today, have security-compromised systems that they might not
even be aware of. When it comes to the information security field it has prioritized end
users’ use of information and information systems, and how professional systems
developers’ handle information security during systems development. However, we have
identified another area that needs attention: end users’ development of information
systems. It means that end users are not only consuming information and information
systems; they are creating new information and information systems. What complicates
matters is that end users have limited knowledge of systems development methods (as in
our case), and often do not apply any explicit methods in their endeavors. Consequently,
existing contributions in research [e.g. 16, 17, 18, 30] on integrating systems
development methods and information security may have limited impact on the situation.
It should be acknowledged that an end user (often) develops something only he/she is
supposed to use. To some extent this makes the end user’s thinking and decisions
different from the thinking/decisions made by a professional systems developer. In the
former case, when the end user acts as the developer, he/she knows how the ‘end user’
thinks and reacts to various events since it concerns him/her. This fact may allow the end
user to mitigate the need for explicit security measures to some extent, as he/she
implicitly rely on the ‘end user’ to work properly even if no explicit measures are made.
On the contrary, professional systems developers lack such luxury and their assumptions
on abilities of the ‘end user’ are naturally limited to some low common denominator, and
consequently explicit security measures have to be considered. However, this does not
mean that end users, when carrying out end user development, are allowed to violate the
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information security policy of the organization. Our findings on end user development
should have impact on how organizations work with their information security culture, as
well as on how they address end user development. Furthermore, our findings should
have an impact of the research agenda in both end user development and information
security. When it comes to end user development policies existing research [e.g. 31, 32,
33] does not reveal whether or not these policies address information security. Of course,
existing research might not have looked into this area, but it should also be
acknowledged that end user development policies seem to be rare in practice in the first
place. From an information security point of view end user development is not dealt with
as a specific area [e.g. 34, 35-37]. Hence, when end users develop information systems
they are governed by the general instructions found in the information security policies
and the existing information security culture.

6 Conclusion

End user development is a common phenomenon today, where end users develop their
own information systems to solve day-to-day problems. Although being extensively
researched, the end user development process and its result are neither discussed nor
addressed in detail in research on information security culture. In this paper we have
therefore investigated the role of end user development for an organisation’s
information security culture. We address this objective through the following research
questions: (1) does end user(s) make design decisions regarding information security
during end user development? and (2) what kind of information security consequences
do end users’ design decisions result in? We traced the inscriptions made by an end user
when developing an information system. Only two out of 253 design decisions made by
the end user concerned conscious implementation of security mechanisms. However,
we did find inscriptions that might cause security breaches. Hence, one could in this
case describe them as de-inscriptions from a security point of view. Based on the case
findings we propose following tentative propositions:

1. The information security field needs to acknowledge that end users develop
information and information systems and explicitly address this as a key issue in
information security management, including end user developers as an important
group for the development of a security-aware culture.

2. The end user development field needs to acknowledge that end user development
has information security as well as information quality consequences, and the
former needs to be explicitly addressed in end user development policies.

Every research design has limitations, which should be viewed as opportunities for
further research. This study is no exception. Our analysis is based on data from one
single case study. Although we triangulated data from one logbook, semi-structured
interviews, and code reviews we cannot, and do not claim, that we have identified the
complete set of inscriptions of information security requirements. Subsequently,
attempts to generalize our results to other end user development projects may not be
warranted. However, based on the limited amount of data we have still been able to
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show lack of conscious information security related design decisions during end user
development. We therefore see interesting avenues for future research on the
information security consequences of end-user development. We welcome, for instance,
future studies mapping the risks of information security breaches in relation to end user
development. We have also found that previous research on information security culture
commonly view users as a homogenous group, generally as ‘employees’. We believe
that a lot would be gained if we in future research could differentiate between different
user groups and adjust information security measures accordingly.
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