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                                     Abstract
There are several new efficient approaches to decreasing trust in the CRS creators for NIZK proofs in the CRS model. Recently, Groth et al. (CRYPTO 2018) defined the notion of NIZK with updatable CRS (updatable NIZK) and described an updatable SNARK. We consider the same problem in the case of QA-NIZKs. We also define an important new property: we require that after updating the CRS, one should be able to update a previously generated argument to a new argument that is valid with the new CRS. We propose a general definitional framework for key-and-argument-updatable QA-NIZKs. After that, we describe a key-and-argument-updatable version of the most efficient known QA-NIZK for linear subspaces by Kiltz and Wee. Importantly, for obtaining soundness, it suffices to update a universal public key that just consists of a matrix drawn from a \(\mathrm {KerMDH}\)-hard distribution and thus can be shared by any pairing-based application that relies on the same hardness assumption. After specializing the universal public key to the concrete language parameter, one can use the proposed key-and-argument updating algorithms to continue updating to strengthen the soundness guarantee.
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                             Notes
	1.To show incomparability, 
[4] constructed a contrived persistent Sub-ZK argument where the simulator first uses a knowledge assumption on the language parameter to extract witness, and then uses this witness as input to the honest prover. Such an argument is obviously not black-box Sub-ZK.


	2.Groth et al. 
[26] proved that in the case of multiplicative updating, each element of \(\textsc {pk}\) must be a monomial in secret trapdoors. Since we update various elements of \(\textsc {pk}\) either multiplicatively or additively, it is unclear whether this impossibility result holds. We leave this is an interesting open question.


	3.Auxiliary-string non-black-box ZK means that definitions hold even if any  is given as an additional input to \(\mathcal {A}\) and \(\mathsf {Z}_{\textsc {pk}}\) (and \(\textsf {Ext}_{\mathsf {Z}}\)).


	4.Intuitively, we require the family \(\nu \) of probability distributions to be an ideal of a convolution semigroup: \(\nu _s * \mu = \nu _t\), for some t, for any element \(\mu \) of the semigroup.


	5.Technically, \(\textit{\textbf{A}}\) comes from a \(\mathrm {KerMDH}\)-hard distribution, not \(\varvec{\bar{A}}\). However, in the case of some distributions (like DLIN-related distributions), \(\textit{\textbf{A}}\) has an extra constant column compared to \(\varvec{\bar{A}}\). The knowledge of \([\textit{\textbf{A}}]_{2}\) and \([\varvec{\bar{A}}]_{2}\) is equivalent in such a case.
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