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   Definition

   
    The Android Smartphone platform is a product of the Google-led Open Handset Alliance (OHA) designed to be open and customizable [1]. It enforces a permission-based security policy composed of individual policies specified by system and third-party applications.

    Circa the mid to late 2000s, improved hardware and cellular network technologies provided the base for affordable and widespread adoption of advanced mobile phones commonly referred to as “smartphones.” Smartphones are often characterized by their ability to run downloaded third-party software, in contrast to the similar “feature-phones,” which do not. The Android smartphone platform was officially released in October 2008. It quickly became popular amongst the developer community for its open source nature and adoption by telecommunications providers worldwide.

    The OHA designed Android to be open and customizable (“all applications are created equal”). While Android is based on Linux, the middleware presented to...
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