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1 Introduction 

It is infeasible in large networks for every individual to have his own key. In a 
group oriented society, public keys are needed for communications between one or- 
ganization and another. The organization might also want the supervisors to read 
some of the messages received by the employees. In the case of urgent messages, 
the organization may want any member to be able to read it [3]. This paper pro- 
poses a method in which individuals at separate organizations can communicate 
without the advance coordination of keys between the individuals. Thus, reduc- 
ing the number of keys needed to communicate between two organizations. Also, 
the destination company can create its own policy on who can read messages and 
the type of public. or conventional, key system used within organization, without 
any involvement with the sending organization. This system will solve one of the 
many problems presented in [3]. 

In this system, an individual sends parts of messages to clerks(devices) who 
proceed to transmit messages to destination organizations using public keys. The 
clerks need to know key(s) for the source and the destination organization(s), 
not the individuals within the organizations. These clerks, when not acting in 
collusion, cannot recover the message but can only determine the destinations. 

At the destination organization, clerks do some calculation to the messages 
using their private keys and send the result to the destination(s). The individuals 
at the destinations combine the messages received from their clerks to recover 
the original message. The clerks at the destination must also act in collusion to 
recover the original message. 

Public key cryptosystems [5] can be used in large communication networks. 
However as the size of the network increases, the quantity of keys increases to the 
point where key management becomes a major problem. A system that does not 
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require that a message sender know the key(s) of the intended recipients offers a 
considerable advantage. 

Threshold schemes [l, 81 prevent a (small) number of individuals from acting 
in collusion to view a message. then the threshold. These schemes are used in 
this paper to provide protection against collusion on the part of clerks and against 
communication failures. 

Tamper proof devices have been used to show relationships between classes 
of cryptosystems [4] and to simplify implementations of protocols [2]. In the 
following, tamperproof devices can be used to replace the clerks, therefore further 
reducing the collusion problem. 

2 Basic System 

The general concept is that the sender breaks a message into separate parts. Half 
of the message pieces will be encrypted and go to one of the clerks and the key will 
go to the other clerk. The same will be done with the other half of the message. 
The clerks will not be able to understand the pieces of the message that they 
receive since the other clerk will have the key needed to decrypt the message that 
he/she receives. Each clerk will then transmit the message using the destination 
company’s public key. Since keys are only needed between the companies rather 
than the individuals in the company, the number of keys is drasticly reduced. 

Both of the clerks at the destination organization will receive the message 
and do some calculations on it. For example, they will both receive an encrypted 
version of one of the keys sent by the source organization’s clerk. They, however, 
will not be able to know the key after they do the calculation. The destination 
clerks will both give the result of their calculation to the destination. J -hen  the 
individual(s) receive the message from the clerks, he/she will multiply the two 
results together to get the key. The rest of the message pieces will be received in 
the same manner. but the destination will use the key that he/she received earlier 
to decrypt the message. 

Four distinct tasks are necessary for the protocol’s operation. These tasks are 
described in greater detail in the following. 

2.1 Source 

The source partitions the message stream into sequence Mi i = 0 , 1 , 2  . . . of non- 
overlapping packers. The source will then generate two keys K1 and It-? in which 
K1 will be used to encrypt the odd numbered messages and 1(2 the even numbered 
messages using a conventional cryptosystem of required strength. 
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and 
C(M2i, K2) = C2i where i = 0 ,1 ,2 , .  . . . 

It will become clear that the keys can be selected as often as needed and the 
source and eventual destination(s) do not need to choose the keys in advance, 
only the cryptosystem. 

Next K1 and all the even number Ci’s are signed and then encrypted using the 
key of one of the clerks, and transmitted to the clerk. Similarly K2 and the odd 
number Ci’s are signed, encrypted using key of other clerk, and then transmitted 
to the otherclerk. 

The cryptosystem protecting the channel between source and clerk is selected 
at  the discretion of the company’s security manager. There is no necessity for 
coordination between companies in the selection of this system. 

2.2 Clerks at Source Company 

When a source clerk receives a message, he/she decrypts it using his/her key and 
recovers K2 and C2i+l’s, or K1 and the C2i’s. 

At this point the Ki’s are exposed. Note however that each clerk sees the 
key  of the other clerk’s C’s, not the key  necessary to decrypt the cipher text an 
his possession To compromise this system the clerks must act together or both 
clerks must be bugged. 

Then the clerk authenticates the sender and encrypts the result using the 
public key of the destination company. 

c~~ = (Kl)”modn, C,v2,+, = (:M2i+i)”modn 

and ‘ 

(?I.* = (K2)&modn, divfzi = (M2i)amodn where i = 0 , 1 , 2 , .  . . . 
Each clerk broadcasts his messages to the destination company. 

In this system: the transform 6 is the RSA cryptosystem [7] with modulus n. 
The a and n form the public key of the destination organization and are generated 
by a trusted key distribution center or the destination organization. 

2.3 Clerks at Destination Company 

Each clerk receives and performs a calculation (described below) on their copy of 
of every packet received by the organization. It does not matter which clerk sent 
the message from the sending organization. 

To do the calculations: each clerk is given a private key which will not decrypt 
the packet “completely”. That is, the clerks will not be able to read the packet 
since they did not use the key, but they have done part of the calculations needed 
to decrypt the message without getting any information about the message or 
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key. The calculation is the same as if one would decrypt a message using RSA 
with his private keys. 

Cj = ((?p)tmodn, C; = (Cp)smodn, 

where p is a packet received by the destination company. 

If the private keys of the clerks (at destination) are s and t then the following 
relation holds: 

at + a s  = 1 mod q+(n). 

Barring collusion between the destination clerks, not even K1 or K2 are ex- 
posed. Each clerk transmits the packet he did calculations on (i.e. q), encrypts, 
signs and transmit it to the destination. If the organizations policy states that 
certain individual must read the message also, the clerk will also send message 
to them. If the clerks want to collude, they must transmit both parts to an 
unauthorized individual or the other clerk. 

The public key system protecting the channel between the clerks and the 
destination is selected at the discretion of the destination company's security 
manager. There is no necessity of cooperation between companies in the selection 
of this system. 

2.4 Destination 
The destination decry.pts the incoming packets (Ci, t.",) which are the result of 
the computation done by destination clerks, and multiplies the packets together 
to recover the K1, K2 and the Ci's. This is possible since, 

Ci * Ci = (Cp)"s * (&p)afmodn 
= (&p)Gt+asmodn 
= (CP)' = MporKp. 

The destination then can easily recover the M i ' s  using 1i-1 and Ii-2. 

3 Proofs of Equivalence to  Existing Cryptosys- 
terns 

It is easy to show that this cryptosystem is equivalent to RSA. The approach 
is similar to the method of Kranakis [6] ,  but is slightly different. However, our 
system is more secure than [6 ] .  Since if there exists public keys e;, e j  in the Krankis 
method such that gcd(ei, e j )  = 1, it is trivialy breakable. 

Since t + s = a-1 mod 4 ( ~ )  and t is chosen randomly, finding s is equivalent 
to calculating Q-' . 



60 

4 Extending the Basic System 

The total dependence of the trustworthyness of the source clerks is a weak point 
of the basic system. To remove this deficiency and to increase the reliability, 
multiple source clerks can be employed. The cryptosystem C above is expanded 
to require M keys, and the number of source clerks is increased to N .  Each clerk 
has sufEicient numbers of keys and the copies of the keys are distributed in such 
a fashion that any set of I< clerks have all N keys. 

C(M,-, Kj )  = Ci where i = 0 , 1 , 2 , .  . . and j = 0,1, 2,. . . , fM. 

Since the above key distribution will operate in the face of N minus K inoperative 
clerks, the partitioned message stream can distributed to the clerks such that every 
message block is sent to exactly N - K + 1 clerks. If the Ad keys are randomly 
generated and are exclusive or7d to  form a single key as part of the encipherment 
C the the knowledge of any &I minus 1 keys given an enemy no knowledge of the 
actual key. This method becomes impractical due to message expansion. 

In the scheme presented in section 2, collusion on the part of the two destina- 
tion clerks, in the basic system results in compromising the message. To prevent 
this more clerks can be employed but as the number grows the reliability of the 
system degrades. Each destination clerk j posses k keys such that 

k 

i= 1 
a C xj,i c 1 mod $(n) wherej = 1,. . . , n. 

No clerk possess more than one xj,i from the same congruence. When a clerk 
receives a message he generates k messages by raising the message to the power 
of each key mod n. The destination can choose any k messages that resulted from 
the same message (that the destination clerks received) provided that the keys are 
from the same congruence. 

Tamper proof devices can be used to replace the clerks by performing all their 
duties. These devices must have at their disposal an authenticated routing table 
and public/private key database. 

5 Conclusion 

This protocol is a method in which one can use RS-4 in a large network. Since 
our society is organized into groups, this system is not only practical but repre- 
sents a robust method since the techniques allow a single sender or receiver to 
communicate with a company rather than require companies to commincate only. 
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