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Abstract .  B lum,  M i c a l i  (1982),  Yao  (1982). Goldreich,  Go ldwassa r  a n d  M i c a l i  

(1984). a n d  L u b y ,  R a c k o f f  (1986) have  constructed r a n d o m  n u m b e r  g e n e r a t o r s ,  
r andom f u n c t i o n  g e n e r a t o r s  a n d  r a n d o m  pe rmuta t ion  generators  t h a t  a r e  p e r f e c t  i f  

c e r t a i n  c o m p l e x i t y  a s s u m p t i o n s  hold.  We propose random n u m b e r  g e n e r a t o r s  t h a t  

pass a l l  s t a t i s t i c a l  t e s t s  t h a t  d e p e n d  on a small  f r a c t i o n  of  t h e  b i t s t r i n g .  T h i s  does 

not  r e ly  on a n y  u n p r o v e n  hypo thes i s .  We propose improved  r a n d o m  f u n c t i o n  

gene ra to r s  w i t h  s h o r t  f u n c t i o n  names  a n d  wh ich  m i n i m i z e  t h e  n u m b e r  of 

p seudo- random b i t s  t h a t  a r e  necessary f o r  t he  e v a l u a t i o n  of p seudo- random 
func t ions .  We a n n o u n c e  a n e w  v e r y  e f f i c i e n t  pe r f ec t  r andom n u m b e r  g e n e r a t o r .  

1. R a n d o m  g e n e r a t o r s  without  unproven assumptions 

I 
Let  I, = (0,l)". H, = 1; = " t h e  set  of  a l l  func t ions  f : I, -, I,". A r a n d o m  f u n c t i o n  

gene ra to r  i s  a n  e f f i c i e n t  a l g o r i t h m  F t h a t  generates  f r o m  names  x E I, a f u n c t i o n  

Fm,x E Hk(,) f o r  s o m e  f u n c t i o n  k(m);  when given f o r  i n p u t  m,x.y t h e  a l g o r i t h m  

computes  Fm,Jy ) .  W e  a s s o c i a t e  w i t h  f E H, a f u n c t i o n  F,,f E H2, d e f i n e d  b y  

Fn , f ( l , r )  = ( r , l  @ f ( r ) )  f o r  a l l  I,r E I , .  (1) 

T h e  f u n c t i o n  F,,f r o u g h l y  c o r r e s p o n d s  to a l aye r  i n  the DES-a lgo r i thm.  We c o n s i d e r  

$1 = Fn,f F,,f Fn,f as a r a n d o m  f u n c t i o n  gene ra to r  f o r  the f u n c t i o n s  Fg1 i n  Hzn a n d  

wi th  n a m e s  f E H,. T h e  f u n c t i o n s  F g i  a r e  permutat ions,  a n d  F g l  i s  c a l l e d  a random 

permutat ion g e n e r a t o r .  L u b y  a n d  R a c k o f f  h a v e  considered t h e  r a n d o m  f u n c t i o n  

gene ra to r  Fn , fg  Fn,f2  Fn,fl  w h e r e  i n d e p e n d e n t  r andom f u n c t i o n s  f l , f 2 , f s  E H, a r e  used 

a t  e a c h  s tage.  We o b s e r v e  t h a t  t h e  ana lys i s  of Luby  a n d  R a c k o f f  r e m a i n s  v a l i d  f o r  

the case t h a t  f l  = f 2  = f s .  T h i s  y i e lds  the  fol lowing version o f  t h e  m a i n  t h e o r e m  in  
L u b y ,  R a c k o f f  (1986) .  

Theorem 1. ( L u b y ,  R a c k o f f  (1986))  For random / E Hn the  f u n c t i o n  F t , i  = Fn,f F n , f  
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F,,f passes  a l l  s t a t i s t i c a l  func t ion  t e s t s  that are res t r ic ted  t o  2 ° ( n )  orac le  quer i e s .  

T h e  c o n c e p t  o f  s t a t i s t i c a l  f u n c t i o n  t es t  has been in t roduced  by  G o l d r e i c h ,  
Goldwasser;, M i c a l i  (1984). A tes t  T is  a p robab i l i s t i c  a lgo r i thm w i t h  O,l-outPut ,  

wh ich  i s  e n d o w e d  w i t h  a n  o r a c l e  0 ,  f o r  eva lua t ing  the  f u n c t i o n  g a t  i n p u t s  Y 

computed  b y  t h e  tes t  T; t h e  v a l u e  g ( y )  is  computed  by a s ingle  s t ep  us ing  t h e  o rac l e .  

One a s soc ia t e s  t h e  f o l l o w i n g  p r o b a b i l i t i e s  to a s t a t i s t i ca l  tes t  T a n d  a r a n d o m  

f u n c t i o n  g e n e r a t o r  F. L e t  p," ( p f ,  resp.)  be the p robab i l i t y  t h a t  T w i t h  o r a c l e  0,  

gives  o u t p u t  1 w h e n  g E H, i s  chosen  a t  r andom w i t h  un i fo rm p r o b a b i l i t y  ( g  E Hn i s  

chosen a t  r a n d o m  f r o m  F, resp.) .  T h e  p r o b a b i l i t y  space is  the set  of a l l  i n t e r n a l  co in  

tosses of  T a n d  o f  a l l  c h o i c e s  f o r  g. I n  the  proof  of Theorem 1 L u b y  a n d  R a c k o f f  

have  shown  t h a t  t h e  a b o v e  g e n e r a t o r  FZ] sa t i s f i e s  

f o r  eve ry  s t a t i s t i c a l  f u n c t i o n  tes t  T t h a t  is  l imi t ed  to  a t  most m o rac l e  que r i e s .  

One d e f i n e s  t h a t  a f u n c t i o n  g e n e r a t o r  F passes t he  f u n c t i o n  test  T i f  

A r a n d o m  f u n c t i o n  g e n e r a t o r  i s  ca l l ed  perfec t  if  i t  passes a i l  s t a t i s t i c a l  f u n c t i o n  

tests w i t h  p o l y n o m i a l  t i m e  b o u n d  no(11. T h e  f u n c t i o n s  gene ra t ed  by  a p e r f e c t  

r andom f u n c t i o n  g e n e r a t o r  a r e  c a l l e d  pseudo-random.  

Theorem 1 i s  s t r o n g  i n  t h e  sense t h a t  t he re  is  no t ime  bound f o r  t h e  s t a t i s t i c a l  tes ts  

a n d  the  b o u n d  2"") on t h e  n u m b e r  of  o rac l e  que r i e s  is  supe rpo lynomia l  i n  n.  O n  t h e  

o the r  h a n d  t h e  name f E H, f o r  t h e  f u n c t i o n  FZ1 E H,, is  n2" b i t s  long w h e r e a s  

Go ld re i ch ,  Go ldwasse r ,  M i c a l i  (1984) cons t ruc t  pseudo-random f u n c t i o n s  i n  H, w i t h  
names i n  I,. T h e  p r o o f  o f  T h e o r e m  1 fo l lows  f r o m  t h e  ana lys i s  of t h e  L u b y ,  R a c k o f f  

(1986) r a n d o m  p e r m u t a t i o n  g e n e r a t o r .  T h e  t echn ica l  proof is  q u i t e  i nvo lved .  

A random number genera tor  is  a n  e f f i c i e n t  a lgo r i thm which  t r a n s f o r m s  s h o r t  r a n d o m  

seeds i n t o  long p s e u d o - r a n d o m  s t r i n g s .  Eve ry  random f u n c t i o n  gene ra to r  g i v e s  r ise  
to a c o r r e s p o n d i n g  r a n d o m  n u m b e r  gene ra to r  a n d  vice-versa .  T h e r e  is a n a t u r a l  
b i j ec t ion  0, : H, + InZn w h i c h  m a p s  f u n c t i o n s  f E H, in to  the c o n c a t e n a t i o n  @,(f)  = 

f ( x )  w h e r e  x r a n g e s  o v e r  a l l  s t r i ngs  x E I, in a l p h a b e t i c a l  o rde r .  BY t h i s  
XEI, 

b i j ec t ion  t h e  a b o v e  f u n c t i o n  FCI y i e l d s  a f u n c t i o n  

We g ive  a m o r e  c o n c r e t e  d e s c r i p t i o n  of t he  r andom number  gene ra to r  
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We w r i t e  t h e  i n p u t  s t r i n g  x E I n a s  conca tena t ion  of  2n s t r ings  i n  I,, a n d  w e  

e n u m e r a t e  these 2n s u b s t r i n g s  o f  x us ing  ind ices  i n  I,: 
n2 

We l ikewise  p a r t i t i o n  t h e  o u t p u t  s t r i n g  y E I a n  : 
ant  

For  e v e r y  s t r i n g  y E I z n  let L ( y ) ,  R ( y )  be  t h e  l e f t  a n d  r i g h t  ha l f  s t r i ng  i n  I,: 

Ian 3 Y = L(Y)  R ( Y )  €(In)' . 

Algori thm f o r  Gn 
input X =  n K i .  

iEI,  
0 

1. yi := i f o r  a l l  i E 12, . 
2.  Fo r  j = 0,1,2 d o  

yi+'  := R ( y i )  ( L ( y i )  @ XR(,,:)) . 
output ys = y; 

iE12, 

Each  i t e r a t i o n  s t e p  s w i t c h e s  t h e  l e f t  a n d  r i g h t  p a r t  of y E I z n  a n d  a d d s  t o  the  new 
r i g h t  p a r t  t h e  s u b s t r i n g  X R ( ~ )  of  t h e  i n p u t  x; here  @ i s  t h e  vec to r  a d d i t i o n  m o d u l o  2. 

Accord ing  t o  t h e  b i j e c t i o n s  4, , .@za T h e o r e m  1 t r ans l a t e s  i n t o  Theorem 2. 

Theorem 2 .  

s ta t i s t i ca l  number t e s t s  tha t  depend o n  at most  2"") b i t s  of Gn(x) .  

The r a n d o m  number  genera tor  ( G n ) n ~ ~ ,  G, : I n - I z n 2 z n ,  passes  a l l  
n 2  

A s ta t i s t i ca l  number t e s t  T is a p r o b a b i l i s t i c  a lgo r i thm which  t akes  f o r  i n p u t  a 

b i n a r y  s t r i n g ,  a n d  g i v e s  a 0 , l - o u t p u t  (Yao ,  1982). O n e  associates  w i t h  T a n d  a 

r andom n u m b e r  g e n e r a t o r  G t h e  f o l l o w i n g  p robab i l i t i e s .  L e t  pk ( p k ,  resp.)  b e  t h e  

p r o b a b i l i t y  t h a t  T o u t p u t s  1 w h e n  g i v e n  f o r  i n p u t  a r a n d o m  s t r i n g  x E I k  w i t h  

u n i f o r m  d i s t r i b u t i o n  (a s t r i n g  y E I k  chosen a t  random f r o m  G,  resp.). T h e  n u m b e r  
gene ra to r  G passes t h e  t e s t  i f  

I G  

l p i  - pFl  = O ( k - t )  f o r  a l l  t > 0 . 
A r a n d o m  n u m b e r  g e n e r a t o r  i s  cal led perfec t  i f  i t  passes a l l  p o l y n o m i a l  t i m e  

s t a t i s t i c a l  n u m b e r  t e s t s .  T h e  b i t  s t r i ngs  generated by a p e r f e c t  r a n d o m  n u m b e r  
gene ra to r  a r e  c a l l e d  pseudo-random.  

Theorem 2 m e a n s  t h a t  e v e r y  se l ec t ion  of a t  most m = 2"(") bits  f r o m  G,(x) passes  a l l  

s t a t i s t i c a l  n u m b e r  t e s t s  T ( e y e n  tes ts  w i t h  a r b i t r a r y  t ime  bounds)  p r o v i d e d  t h a t  x E 
Inan i s  r a n d o m  w i t h  u n i f o r m  p r o b a b i l i t y .  T h e  b i t  s t r ings G,(x)  a re ,  f o r  r a n d o m  seed 
x E Inan, c o m p l e t e l y  r a n d o m i z e d  local ly .  Eve ry  s t a t i s t i ca l  n u m b e r  t e s t  t h a t  

d i s t i ngu i shes  t h e  d i s t r i b u t i o n  o f  G n ( x )  E I a n Z a n  f r o m  the u n i f o r m  d i s t r i b u t i o n  on 
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Iznzan depends  on  a t  least  a po lynomia l  f rac t ion  of the bi t  s t r ing G,(x).  

So f a r  we have  seen t h a t  t h e  a b o v e  number generator G, is  based on a powerfu l  

construct ion p r i n c i p l e  f o r  local randomizat ion.  I t  is an impor tan t  quest ion whether  
this  construct ion p r i n c i p l e  also yields  good global random properties. We n e x t  prove 

that  a l l  s t r ings t h a t  a r e  local ly  randomized sat isfy the law of large numbers. 

Theorem 3 Let  (€,),EN be  a r a n d o m  number generator c, : I, -., Ian such that  

G,(x), for random x E I, p a s s e s  a l l  s ta t i s t i ca l  tes t  that depend o n  a t  most 2 ° ( n )  bits 
of G n ( x ) .  Then the  f r e q u e n c y  of ones  and zereex  in G,(x) is a p p r o x i m a t e l y  I / 2 .  

- 

Proof .  Consider  t h e  s t a t i s t i c a l  test tha t  selects m = 2"(,) independent  random bi ts  

y1, ..., y m  f r o m  the  b i t  s t r i n g  E,(x) and computes #I(y)  = "the number of  ones i n  

these bits". These b i t  s t r ings  y pass a l l  s ta t is t ical  tests. B y  Chebyshev's inequal i ty  
this impl ies  

1 
prob[ (#t(y) /m - 1 1  t E] _i l / (eam) + O(m-t)  f o r  a l l  E > 0 a n d  a l l  t > 0 . 

The probabi l i ty  space  i s  the  set of a l l  seeds x E I, and of a l l  possible select ions of 

substr ings y.  Note t h a t  t h e  expected value of #I(y)/m and of # l ( ~ , ( x ) ) / 2 "  coincide.  

Therefore  we o b t a i n  f o r  E - (l/m)'" and  m = 2"""' ' 

We next  show t h a t  t h e  upper  bound 2'("), l imit ing the number of oracle queries .  i n  

Theorem 1 is sharp .  We associate  to f E H, the  funct ion generator 

F g )  = F,,f F,,f .... Fn,f v-times. 

Theorem 4 .  There  i s  a s t a t i s t i c a l  funct ion tes t  that r e j e c t s  the funct ion g e n e r a t o r s  

f o r  a l l  u E W, u s i n g  0(2") o r a c l e  quer ies .  

P r o o f .  We have f o r  a l l  r ,  1 E I, : 

F n , d L r )  - ( r , l  @ f ( r ) )  

Fi:f(l,r) = ( r  @ f ( l ) , l )  . 

F&)(l,r) = F t f "  ( r  @ f ( l ) ,  1) , 

This impl ies  t h a t  f o r  a l l  Y t 1 

and thus  

L Fgl(1.r)  = R F g )  ( r  @ f ( l ) ,  I )  . (2 )  

A s ta t i s t ica l  test f o r  v e r i f y i n g  the  relat ion ( 2 )  f ixes  r a n d  I a n d  tries f o r  f(1) E In 

all b i t  s t r ings y E I,. Once f(1) has been found the relation (2 )  holds f o r  a l l  r. T h e  
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stat is t ical  test requi res  a t  most O(2") oracle queries i n  o rder  to  f i n d  f(1); i t  

evaluates  F g ) ( l , r )  and F t )  ( r  0 y ,  I )  f o r  a l l  strings y E In . 0 

The above  s ta t i s t ica l  tes t  does not  re ject  funct ion generators 

Fn,fS Fa,fZ Fn,r1 

where d is t inc t  f u n c t i o n s  f l .  f 2 ,  fS a r e  used a t  each stage. 

2 .  Improved random f u n c t i o n  generators 

Goldreich,  Goldwasser  a n d  Mica l i  (1984) show that  every perfect  random number  

generator  (G,),EIN, c, : I, - Izn,  can be transformed in to  a per fec t  random 

funct ion  genera tor  (F,),SN, F n a x  E H, with x E I,, such tha t  func t ions  F,,x E H n  

have names x of  length n a n d  can  be evaluated using O(n2) pseudo-random bi ts  

generated by Gn. We improve  th i s  construction via the Luby, Rackoff  permuta t ion  
generator. 

- 

Theorem 5 .  For e v e r y  e > 0 every  p e r f e c t  random number generutor  (G, ) ,EN,  with 

G, : I, -+ Ian, can b e  t r a n s f o r m e d  in to  a perfec t  random function genera tor  (Fn),~IN 
such that  

(1) F n , x  E Hn has numes  x o f  Iength  (log n)'". 

( 2 )  eva lua t ion  of F,, can  be  d o n e  using O(n(1og n)"') pseudo-random b i t s  genera ted  
f r o m  C,. 

Ske tch  of  proof .  By the  construct ion of Goldreich, Goldwasser, Mica l i  (1984) w e  
generate ,  f r o m  pseudo-random bi t s  obtained from G,(X), a pseudo-random f u n c t i o n  

00) f E Hm(c) ,  m(e)  = (log n)'+', t h a t  passes a l l  funct ion tests with t ime bound n , 

These func t ions  f E Hm(.) h a v e  names in  Irn(*) a n d  can be evaluated using ( log  n )  

pseudo-random bi ts .  I t  fol lows f r o m  Theorem 1 and since n t  = 2°("0g n ) l + r )  f o r  a l l  t 

> 0 a n d  a l l  e > 0 , t h a t  t h e  func t ions  Fc),),f E Hzm(.) pass a l l  s ta t i s t ica l  func t ion  

tests t h a t  have  t i m e  bound no('). 

2+2r  

In a way s imi la r  to  (1) we associate  with f E Hrn(.) a funct ion p,,r E H, d e f i n e d  by 

for  a l l  B1, ..., Bk E Im(s)  with  k = n/m(E). By the same argument tha t  proves Theorem 

1, we can show t h a t  
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passes a l l  s t a t i s t i c a l  f u n c t i o n  t e s t s  w i t h  t i m e  bound  no(*’. 0 

3 .  New e f f i c i e n t  a n d  p e r f e c t  p seudo- random number g e n e r a t o r s  

S. M i c a l i  a n d  C.P. S c h n o r r  (1988)  i n t r o d u c e  new random number  g e n e r a t o r s  ( R N G )  

t h a t  a r e  p e r f e c t  u n d e r  a r e a s o n a b l e  complex i ty  a s sumpt ion  a n d  t h a t  a r e  n e a r l y  a s  

e f f i c i e n t  a s  t h e  p o p u l a r  l i n e a r  c o n g r u e n t i a l  gene ra to r  wh ich  is  k n o w n  t o  be  

imper fec t .  

A R N G  i s  p e r f e c t  i f  i t  passes  a l l  po lynomia l  t ime  s t a t i s t i ca l  tests,  i.e. t he  
d i s t r i b u t i o n  of  o u t p u t  s e q u e n c e s  c a n n o t  be  d i s t ingu i shed ,  by  p r o b a b i l i s t i c  

p o l y n o m i a l  t i m e  a l g o r i t h m s ,  f r o m  t h e  u n i f o r m  d i s t r i b u t i o n  of sequences of t h e  s a m e  

length.  So f a r  t h e  p r o o f s  o f  pe r f ec tness  a r e  a l l  based on u n p r o v e n  c o m p l e x i t y  
assumptions.  T h i s  is  b e c a u s e  w e  c a n n o t  p rove  supe rpo lynomia l  c o m p l e x i t y  lower 
bounds.  

Pe r fec t  r a n d o m  n u m b e r  g e n e r a t o r s  h a v e  been establ ished f o r  e x a m p l e  based  o n  t h e  

d i sc re t e  l o g a r i t h m  b y  B lum,  M i c a l i  (1982),  based on q u a d r a t i c  r e s iduos i ty  b y  B lum,  
Blum, S h u b  (19861, b a s e d  on o n e  w a y  f u n c t i o n s  by Yao (1982), based  o n  RSA 

e n c r y p t i o n  a n d  f a c t o r i n g  b y  A l e x i ,  C h o r ,  Go ld re i ch  a n d  Schnor r  (1984). A l l  these 

RNG’s  a r e  less e f f i c i e n t  t h a n  t h e  l i nea r  congruen t i a l  g e n e r a t o r .  T h e  
R S A / R A B I N - g e n e r a t o r  is the most e f f i c i e n t  of these generators .  I t  successively 

gene ra t e s  log n p s e u d o - r a n d o m  b i t s  b y  o n e  modu la r  mul t ip l i ca t ion  w i t h  a m o d u l u s  N 

t h a t  i s  n b i t s  long.  

T h e  R S A - g e n e r a t o r  c a n  b e  e x t e n d e d  a n d  acce le ra t ed  in  v a r i o u s  ways .  A new 

p o w e r f u l  c o m p l e x i t y  a s s u m p t i o n s  y i e lds  more e f f i c i e n t  generators .  L e t  N = p q  be 

p r o d u c t  o f  t w o  l a r g e  r a n d o m  p r i m e s  p a n d  q a n d  let  d be a n a t u r a l  n u m b e r  t h a t  is  

r e l a t ive ly  p r i m e  t o  p ( N )  = (p - l ) (q - I ) .  I t  is con jec tu red  t h a t  t h e  f o l l o w i n g  
d i s t r i b u t i o n s  a r e  i n d i s t i n g u i s h a b l e  by  e f f i c i e n t  s t a t i s t i ca l  tests: 

t h e  d i s t r i b u t i o n  o f  x d  ( m o d  N )  f o r  r a n d o m  x E [I,NZ’dJ. 

the  u n i f o r m  d i s t r i b u t i o n  on [1,N].  

T h i s  hypo thes i s  is  c lose ly  r e l a t e d  to  the  secu r i ty  of t he  RSA-scheme.  U n d e r  th i s  
hypo thes i s  t h e  t r a n s f o r m a t i o n  

[ l ,N”d]  3 x - xd(mod  N)  E [1,N] 
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d s t re tches  s h o r t  r a n d o m  seeds  x E [ l , N a l d ]  i n t o  pseudo-random numbers  x ( m o d  N )  in 
t h e  i n t e r v a l  [ l ,N] .  V a r i o u s  r a n d o m  n u m b e r  generators  can  be b u i l t  on t h i s  

t r a n s f o r m a t i o n .  T h e  s e q u e n t i a l  p o l y n o m i a l  gene ra to r  generates  f r o m  r a n d o m  seed  x E 

[1,N ] a sequence  o f  n u m b e r s  x = x l ,xz  ,..., x, ,... E [l,N"']. T h e  n ( l - 2 / d )  l ea s t  

s i g n i f i c a n t  b i t s  of t h e  b i n a r y  r e p r e s e n t a t i o n  of  x!(mod N )  a r e  the  o u t p u t  of xi a n d  

t h e  2n /d  most  s i g n i f i c a n t  b i t s  f o r m  t h e  successor x i + l  of  x i .  

2 / d  

I t  fo l lows  f r o m  a g e n e r a l  a r g u m e n t  of  Go ld re i ch ,  Goldwasser,  Mica l i  (1984) a n d  t h e  

above  hypo thes i s  t h a t  a l l  t hese  g e n e r a t o r s  a r e  p e r f e c t ,  i.e. t he  d i s t r i b u t i o n  of  o u t p u t  

s t r ings  is  i n d i s t i n g u i s h a b l e ,  b y  p o l y n o m i a l  t i m e  s t a t i s t i ca l  tests, f r o m  t h e  u n i f o r m  

d i s t r i b u t i o n  of  b i n a r y  s t r i n g s  o f  t h e  s a m e  length.  T h e  sequen t i a l  gene ra to r  i s  n e a r l y  

as e f f i c i e n t  a s  t h e  l i n e a r  c o n g r u e n t i a l  gene ra to r .  Us ing  a modulus N ,  t h a t  i s  n b i t  
long, i t  Outputs  n ( l - 2 / d )  p s e u d o - r a n d o m  b i t s  p e r  i t e r a t ion  s tep.  T h e  costs  o f  a n  

i t e r a t ion  Step x - x d ( m o d  N )  w i t h  x E [1,N2'd] corresponds to the  costs of  a b o u t  o n e  

f u l l  m u l t i p l i c a t i o n  m o d u l o  N.  T h i s  is  because t h e  eva lua t ion  of  x (mod  N )  o v e r  

numbers  x 5 N21d cons i s t s  a lmos t  e n t i r e l y  of  mul t ip l i ca t ions  wi th  small  n u m b e r s  t h a t  
d o  no t  r e q u i r e  m o d u l a r  r e d u c t i o n .  

d 

Mica l i  a n d  S c h n o r r  e x t e n d  t h e  s e q u e n t i a l  po lynomia l  gene ra to r  to a p a r a l l e l  

po lynomia l  g e n e r a t o r  (PPG) .  T h e  P P G  gene ra t e s  f r o m  random seed x E [l,N"dl a 

tree.  T h e  nodes  o f  t h i s  i t e r a t i o n  t r e e  a r e  pseudo-random numbers  i n  [1,N2ld] w i t h  
ou tdegree  a t  most d /2 .  To c o m p u t e  t h e  successor nodes y(l), ...,y( s)  a n d  t h e  o u t p u t  

s t r ing  of  n o d e  y one s t r e t c h e s  y i n t o  a pseudo- random number  yd(mod N )  t h a t  is n 
b i t s  long. T h e n  t h e  successors  y ( l ) ,  ...,y( s) o f  y a r e  ob ta ined  by p a r t i t i o n i n g  t h e  most 

s i g n i f i c a n t  b i t s  o f  y d ( m o d  N )  i n t o  s -< d j 2  b i t  s t r i ngs  of length L 2 n / d J .  T h e  o u t p u t  

of node  y consis ts  o f  t h e  r e m a i n i n g  least  s i g n i f i c a n t  bi ts  of  yd (mod  N).  A n y  

col lect ion of  s u b t r e e s  o f  t h e  i t e r a t i o n  t r e e  c a n  be  independen t ly  processed i n  p a r a l l e l  

once the  c o r r e s p o n d i n g  r o o t s  a r e  g i v e n .  In  t h i s  way  m paral le l  processors c a n  speed  

the  g e n e r a t i o n  of  p s e u d o - r a n d o m  b i t s  b y  a f a c t o r  m. These pa ra l l e l  processors  need  

n o t  to c o m m u n i c a t e ;  t h e y  a r e  g i v e n  pseudo- independen t  i n p u t  s t r ings  a n d  t h e i r  

o u t p u t  s t r i n g s  a r e  s i m p l y  c o n c a t e n a t e d .  T h e  conca tena ted  o u t p u t  of a l l  nodes  Of t h e  
i t e r a t ion  t r ee  i s  p s e u d o - r a n d o m ,  i.e. t h e  pa ra l l e l  generator  is  pe r f ec t .  T h e  PPG 

enables  f a s t  r e t r i e v a l  of s u b s t r i n g s  of  t h e  pseudo-random o u t p u t .  T o  access a node  

of the i t e r a t i o n  t r ee  w e  f o l l o w  t h e  p a t h  f r o m  the  root  to this  node. A f t e r  r e t r i e v i n g  

a b i t  t he  s u b s e q u e n t  b i t s  i n  t h e  o u t p u t  c a n  be  gene ra t ed  a t  f u l l  speed.  I t e r a t i o n  t rees  

of  d e p t h  a t  mas t  60 a r e  s u f f i c i e n t  f o r  p rac t i ca l  purposes;  t h e y  g e n e r a t e  

pseudo-random s t r i n g s  o f  l e n g t h  lo2* ( f o r  ou tdegree  2 )  such t h a t  i n d i v i d u a l  b i t s  can  
be r e t r i eved  w i t h i n  a f e w  seconds .  

T h e  pa ra l l e l  g e n e r a t o r  i s  based  on a me thod  t h a t  has  been i n v e n t e d  by G o l d r e i c h ,  
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Goldwasser a n d  

Schnorr observe 
M i c a i i  ( 1 9 8 4 )  f o r  t h e  construction of random funct ions.  M i c a l i  a n d  

t h a t  t h i s  cons t ruc t ion  can be applied to speed every p e r f e c t  random 
number generator  by a f a c t o r  m using m parallel processors. Using this  p r i n c i p l e  and  

suff ic ient ly  many p a r a l l e l  processors we can generate pseudo-random bits with 

almost a n y  speed. T h i s  i m p o r t a n t  method of parallekization appl ies  to  a l l  Perfect  

random number  genera tors  b u t  t h e  RSA-generator is  par t icular ly  sui ted f o r  this  

method. T h e  method of para l le l iza t ion  does not apply to imperfect  random number  

generators l ike t h e  l i n e a r  congruent ia l  generator since this method c a n  f u r t h e r  

detor ia te  a weak genera tor .  
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