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About two and a half thousands of years ago the antique philosopher
HERACLIT has stated that "The war is the father of all things". He
was right also for cryptography till to the recent past. Naw since
some decades business and computer application are perhaps a stronger
propulsion for cryptography than military and diplomatic require-
ments, Therefore on should not waonder that the central figures men-
tioned here living near the turn of this century were both officers.
Eduard B. FLEISSNER with the full name Eduard Freiherr(baron) von
FLEISSNER von WOSTROWITZ, son of an Austrian cavalry captain was born
on January 25, 1825 in Lemberg, today capital of Ukrainian Soviet
Socialist Republic, at his time part of the Austrian Monarchy. After
his education as officer in the famous Theresian Military Academy in
Wiener Neustadt (50 km south of vienna), founded 1752 by the empress
Maria Theresia and still even now the academy for Austria officers,
he became second lieutenant of the Imperial-Royal Austrian Army in
1843. He advanced continuously, was finally appointed commander of a
schoel for brigade commanders in 1870 and additionally division
commander in 1872. In 1874 he retired and moved in 1880 to Vienna
where he died on April 29, 1888.

During his work as commander of different military wunits and
especially as teacher on the schocl for brigade commanders he came in
contact with cryptographic means and measures. After his retirement
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he finished his book on cryptography described later for which he
has felt an urgent requirement and which has been published 1881 in
vienna entitled "Handbuch der Kryptographie" (Manual of Cryptography)
/1/ (Figure 1). Figure 2 shows the first page of FLEISSNER's per-
sonnel file kept in the Austrian Public Record 0Office/War Record
0ffice (Staatsarchiv/Kriegsarchiv) /2/.

Andreas FIGL was born in vienna on June 22, 1873 fifteen years before
FLEISSNER died. He got his officers education in the cadet school in
Trieste, also in the Austrian Monarchy at his time and became lieute-
nant in 1893, On January l, 1910 he retired as captain because of
defective vision on one eye. Figure 3 shows the first page of his
personnel file from this time /2/. One and a half years later he be-
came recommissioned for special services in 1911 and started his
career as deciphering officer and cipher specialist. At this time the
General Staff of the Austro-Hungarian Army was just establishing a
Cryptoanalytic Bureau in the so called Evidenzbiiro, an intelligence
of fice, where FIGL was appointed head of this Cryptoanalytic Bureau.
After some years at the front during World war I where he was again
working in cipher services he became head of the Supreme Army Command
Cipher Group from January 1917 till to the end of World War I with an
continuous advancement to 1lieutenant colonel of the Imperial-Royal
Austrian Army. After the end of World War I he worked in the new
built Staatsamt fOr Heerwesen (State Agency for Armed Forces Affairs)
and advanced 1920 to a colonel. Some time later he changed to civil
service in the Federal Police Direction and finally in the Bundes-
kanzleramt (Federal Chancellor Agency) also responsible for Foreign
Affairs where he was working in the cipher group till up to his reti-
rement in July 1937. Nearly ninety-five years old he died on Novem-
ber 11, 1967 in Salzburg, Austria, where he spent the years after his
retirement. Socon after World War I new needs for basic cryptographic
literature arose. Because FLEISSNER's Book, which fulfilled this task
in the past, was sold out FIGL decided to write also a book on cryp-
tography. Entitled "Systeme des Chiffrierens" (Systems of Ciphering)
this book was published 1926 in Graz, Austria /3/ (Figure 4).

What are now the contributions of FLEISSNER and FIGL for today's
cryptography? The main contributions were their work itself which
finds visible expression in the books containing all experience they
have collected during their services. Having a look to bibliographies
of cryptography like Galland /4/ or Shulman /5/ for the last decades
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of the 19 and the first of 20 century there are not to find
so much comprehensive manuals like these from FLEISSNER and FIGL,
Both books have some in common especially their most impressive qua-
lity namely the clear and systematic way in which the authors have
mentioned all matter and particular systems as well as they bhave
worked out the difference between ciphering, deciphering and decryp-
ting (unauthorized deciphering) today knawn as cryptography and cryp-
toanalysis respectively. Furthermore both authors have announced a
second volume of their books but non was ever published. This second
volume should mention the area of cryptoanalysis and there FLEISSNER
and FIGL found their boundaries, boundaries not in knowledge but in
political and military environment. Their time was not yet ready for
public scientific cryptoanalysis.

Looking to FLEISSNER's book, about one hundred years old, it is very
surprising that his preface translated in today's colloquial language
is still true (Figure 5). For example in the first break

"By the introduction of Post-Correspondence-Cards and the
circumstance that encrypted telegrams are allowed in private
traffic cryptography or the art of ciphering and deciphe-
ring, till now science for few classes, has won significance
and interest also for a broader public®

it needs only to exchange the expressions "Pgst-Correspondence-Cards"
and "encrypted telegrams" perhaps by "Credit Cards" and "data commu-
nications" respectively and this paragraph will fit for a book on
cryptography of the 80s in this century.

Similar is true for the third break where FLEISSNER says that know-
ledge on cryptography generally is insufficient despite frequent
application alsc in public authorities and professions which should
be familiar with cryptography. Therefore they often use cipher
methods useless for protecting the secret.

FLEISSNER divided his book in three parts:
I. General on cryptography and preferenced methods,

II. A new grille/transposition cipher (Patronen-Geheimschrift),
III. The art of unauthorized deciphering (cryptanalysis).



The first and third part give a detailed overview on means and
methods in these areas based on the knowledge of that time, From the
viewpoint of today the second part with the proposed new transposi-
tion cipher called "Patronen- Geheimschrift" (Stencil Cigher) is of
interest. As "Patrone" (stencil) is to understand a sguare of card-
board with holes in such an arrangement that by turning 90 degrees
around the center to the four possible positions the holes are never
on the same place (figure ). The four sides - proposed with a length
of fifteen fields - are designated with 1 to 4 or A to D and on the
reverse surface with 5 to 8 or £ to H respectively. The character of
the cryptogramm in the center hole shaws surface and side for star-
ting the encipherment and decipherment. Some complications for
security reasons are also described. In the introduction of part II
FLEISSNER schedules nine advantages of his new cipher and in number
five especially, that this cipher

"is of extreme security like best other cipher methods only.
Science and art are not able to find the key except by a
favourable accident what is possible for any cipher®.

Furthermore he emphasized the huge variety of possible keys: As known
today FLEISSNER is wrong with his new cipher twefold., First the
variety depends very on the length of square sides and is additio-
nally limited by the strong regularity necessary to allow turning the
square around the center. A further limitation is given with respect
to equivalent and weak keys. Second key and cipher device is nearly
the same and therefore this "Patrone" has to be kept secret, a condi-
tion which hurts very hard the cryptologic axiom that a cipher device
must not be secret.

In modesty FLEISSNER stated in his preface that he has written the
book as layman for laymen and users and not for specialists. Not so
speaks FIGL. Self-confident he believed that a new comprehensive book
on cryptography is necessary because all available literature was
some decades old, incomplete and unsystematic. Therefore his inten-
tion was to collect all his knowledge and practical experience gained
in the years of his cryptographic occupation and form it with a
strong systematic and scientific structure to a book.

The structure of his book looks like follows:



e Introduction
- Visible and invisible secret writings,
- Boundaries and structure of the matter,
- Special terms,
-~ Literature,
e Part I: Letter-Methads
- Transpositions,
- Substitutions,
- Mechanical Methods,
- Screening,
- Hiding of writings,
e Part II: Syllable- and Word-Methods
- Special methods,
- Key tables (command tables),
- Book methods.

It is to say that FIGL has not only structured the content very
strong he has also worked out all details extremely deep and systema-
tic. Many ancient and at his time more or less well-known methods are
described with scientific precision together with their advantages,
disadvantages and week points. FIGL described for example already the
Enigma.cipher machine and in this connection he stated that not the
cipher device but only the cipher key is the real cryptographic
secret, an axiom hurted by FLEISSNER's "Patronen-Geheimschrift®.

Despite the fact that FIGL's book is no longer up-to-date it is cited
often also in recent literature because cof its fundamental character.
Therefore it is not astonishing that the question for his second
volume is asked. As already mentioned earlier neither FIGL's nor
FLEISSNER's anncounced second volume were published. Maybe for
FLEISSNER the time was to short because he died seven years after
publishing the first volume or there was no interest for a second
valume on "The Patronen-Geheimschrift (grille/transposition cipher)
as word cipher and cryptoanalysis in foreign languages". In case of
FIGL the reason is obvious and well documented: The edition of the
second volume has been interdicted officially by the same agency
where FIGL was working as government official. In 1926 as his book
has been published he was with the cipher group in the department for
foreign affairs of the Federal Chancellor Agency and he dedicated one
copy of his book to the head of this cipher group with a personal
inscription. The reaction was horror. The reascn is to find in the



way of thinking on secrecy at this time. Some of the methods
described by FIGL with its advantages and weaknesses were obviously
still in governmental use. Now they are reacting like an oistrich:
they rather wanted to keep a week method secret haping that nobody
will detect the weakness than to look for a secure new method. So
they were shocked that now the weakness was public. But it was
impossible to bring the started arrow back, i.e. to eliminate the
already published first volume. Therefore after a contact with the
Federal Ministry for Armed Forces Affairs (Bundesministerium fur
Heerwesen) it was decided to interdict at least the publication of
the announced second volume entitled "Systeme des Dechiffrierens"
(Cryptoanalysis of Systems). It is known that the second volume was
already prepared for printing and that the publisher has been indem-
nified for the lost copyright. Figure 7 shows the first page of this
official document /6/. Furthermore it is said that a typed manuscript
should exist based on FIGL's manuscript, written, rearranged and
supplemented in some points by a pupil of FIGL.

Concluding the matter mentioned previously it is to ask what can be
learned from the work of FLEISSNER and FIGL and the ocutcome they have
initiated with their books. There are three main points worthy to
note here:

1. DON'T THINK CRYPTOGRAPHIC NEEDS AND REQUIREMENT ARE KNOWN, UNDER-
STOGD AND ACCEPTED EVERYWHERE,

The remarks in FLEISSNER's preface and the interdiction of FIGL's
second volume should illustrate this clear enough.

2. DON'T OVERESTIMATE THE SECURITY OF YOUR OWN SYSTEM,

FLEISSNER's "Patronen-Geheimschrift" is a splendid negative
example. Studying FIGL's book one can find a lot of similar grille
ciphers and can be sure that his second volume would have shown a
salution.

3. LOOK CAREFULLY WHAT IS 7O KEEP SECRET FOR SECURITY REASONS AND
WHAT NOT.

Here again two examples are to count. First FLEISSNER's "Patrone"®
(stencil): it must not be secret because it is not only a key it



is also a cipher device, second the already mentioned interdiction
of FIGL's second volume. Week cipher methods will not become more
secure if they will kept secret.

Remembering this points in all situations the work of FLEISSNER and
FIGL is not wasted and their contribution for today's cryptography
will bear fruits.
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HANDBUCH

der

KRYPTOGRAPHIE.

Anleitung zum Chiffriren
und

Dechiffriren von Geheimschriften.
Yon

EDUARD B. FLEISSNER v. WOSTROWITZ

k. k. Oberst.

Mit XIX Tafeln und einer Patrone.

WIEN.
3z Seibstbrrlage des Oerfussers. — ¥n Commission bei ¥ T, Feidel & Fobn,
1881.
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Wissenschaftliche Verdffentlichungen des Krimina-

listischen Laboratoriums

der Polizeidirektion Wien

(Wissenschaftl. Vorstand: Dozent Dr. Siegiried Tirkel).
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