
Daily Digest happens in cases where all incoming email is collected and sent
out in one message to each user on a list covering a 24-hour period (see also
Listserver and Moderated Listserver).

Damages are difficult to define in the context of the internet and bytes and
data. However, the Swiss made a first attempt in coming up with a legal
instrument which should help in protecting one’s data as well as informa-
tion. Swiss legal infrastructure about data safety / security and computer
viruses changed when article 144bis—Damaging of data was becoming part
of the country’s criminal code while coming into force on Jan 1995 which
states:

1. Anyone, who without authorization deletes, modifies or renders useless elec-
tronically or similarly saved or transmitted data, will, if a complaint is filed, be
punished with imprisonment for a term of up to 3 years or a fine of up to 40,000
Swiss Francs.

If the person charged has caused considerable damage, the imprisonment will be
for a term of up to 5 years. The crime will be prosecuted ex officio.

2. Anyone who creates, imports, distributes, promotes, offers, or circulates in any
way programs that he / she knows or has to presume to be used for purposes
according to item 1 listed above, or gives instructions to create such programs,
will be punished with the imprisonment for a term of up to 3 years or a fine of
up to 40,000 Swiss Francs.

If the person charged acted for gain, the imprisonment will be for a term of up to
5 years (English translation by Claudio Figerio, who was instrumental in the
legislative process, presented at EICAR 1995, Rüschlikon / Zurich, p. 2).

77
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While the above provides a quite comprehensive legal framework for dam-
ages, to quantify these in monetary terms is often difficult (e.g., hours of work
lost, and potential lost sales). A possible framework helping one structure
these issues is outlined in Tables 2A, 2B, and 2C, as well as Tables 7A–7B.

Nonetheless, Damages are from a legal standpoint not measured purely in
terms of adverse changes to systems. Damage can also be measured in terms
of the time and costs needed to respond to Worm or Virus infections.

Legal Issues—Viruses means that various states handle criminal acts dif-
ferent including the distribution of software viruses or software piracy. For
instance, May 1, 2002, a district court judge in New Jersey sentenced David
L. Smith to 20 months in federal prison for writing and releasing the no-
torious Melissa virus. Smith’s judgement required him to serve 3 years of
supervised release, during which he could not use the Internet, computer
networks, or bulletin boards unless authorized by the court. May 6, 2002 he
was sentenced in a New Jersey court to 10 years in prison on state charges,
but he will serve only a 20-month federal sentence handed down May 1 (see
above). Smith had pleaded guilty in 1999 to a state charge of computer theft
and to a federal charge of sending a damaging computer program (see also
Cyberpunk, Damages, Virus)

The author of the Kournikova virus was appealing his sentence of 150
hours of community service given to him by a Dutch court, nonetheless,
ultimately he served. Regardless, the two verdicts do raise such issues as:

1)

2)

the lack of severity exhibited in the sentencing imposed by the NL judge makes
a mockery out of the law but, worse

if being ‘clueless’ as he claims is a valid defence for overt acts, then the law in
The Netherlands is not even worth the paper it was written on.

If we compare the Kournikova case to David Smith’s Melissa verdict (20
months in Federal prison, 20 years in state prison, latter one he does not have
to do, plus community service and supervision after jail sentence and $5,000
fine), the Dutch verdict is very light indeed.

Legal Issues–Damages—While these two verdicts are very different, in both
cases millions of Euros of damages were caused by these acts. For instance,
some estimates claim that the Melissa worm caused more than $80 million
in damages (see also Asset, Tables 2A–2C, Table 7A).

But in case of software violations, judges seem to have less difficulty in
setting rather draconian verdicts to prevent others from doing the same. For
instance, Barry Erickson, a former Symantec software engineer, was sen-
tenced to nearly three years in prison for providing copy protection removal
technology to a software piracy group known as DrinkOrDie in early May
2002. As apart of his plea, Erickson agreed that his action caused damages
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of $2.5–$5 millions. Following his prison sentence, Erickson began to serve
two years of supervised release.

The above illustrates drastically that at least in the US, software piracy
with relatively small damages compared to those caused by computer viruses,
results in quite severe jail sentencing.

During Spring 2002, a court in the USA threw out a case about virus
damages, stating that the firm (i.e. victim) could not really prove that it
had incurred any damages from a virus spread by an ex-employee. The
court approved the costs for having to clean the hard-drives but felt that
this did not go beyond $5,000, hence no damages could be awarded (what
about lost employee time). This raises two issues for the USA, EU and other
countries:

1)

2)

3)

Why is a criminal act such as writing and distributing a computer virus dealt with
less severely than copyright or property right infringements caused by software
piracy;

How can it be that countries and judges look at software outcomes so differently
in Netherlands than in the USA, and

how can judges come to the conclusion that damages caused from a Virus attack
are minimal—do we have difficulty in measuring these in economic terms (see
also Asset Value, Costs, Damagers, Measurement, Validity, and Tables 2A, 2B,
and 2C)

Hence, the EC’s current attempts to set a clearer stage for sentencing
concerning cybercrime and criminal acts involving IT appears needed (see
Appendix 4 for links to regulatory EU documents on cybercrime). Nonethe-
less, putting much greater value on software property rights versus malicious
acts causing millions of damages is somewhat strange (see also, Asset Value,
Jurisdiction, Malware, Virus).

Table 7A outlines what steps are needed to provide the information and
data required to convince a judge or other parties about the possible damages
an unauthorized Inrusion or a Virus may have caused the organization (see
also Asset Value and Tables 2a–2C, 6).

However, since September 2001, anti-terrorism legislation has been
strengthened. For instance, in Switzerland, the following article is now part
of its anti-terrorism laws:

“Whilst conducting business or activities that are part of an organization’s purpose,
illegal activity or a crime may be undertaken and due to organizational difficulties
this act may not be attributable to a particular person, than the illegal activity or
the crime will be attributed to the organization itself. The fine can be up to Sfr.
5 million” (Art. l00quater StGB) (English translation by author, no warranties
whatsoever) (law was put into force October 2003, see also Appendix 5 for link
to law in German, French and Italian).
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Table 7A: Damages — Using the Asset and Policy Document Approach to Quantify Losses

Factors

Value of Data

Policies

Copyright and
Property Rights

Audit Trail

All else considered
equal (ceteris
paribus)

Description of Factor

Below are some suggestions on what the firm should have
documented in one way or another.

This includes soft and hard costs (see Table 1, Tables 2A – 2C) as well
as Return on Investment (ROI) (see Table 15C).

Which policies may have been violated by the stakeholder and/or
employees, could this result in liability (see Table 6 & 21 A).

Software inventory permits control over who uses which software,
while check-ups permit the tallying up of licenses used versus
purchased ones (see Table 6)

Database rights for information collected must not go beyond what
could be considered fair use, while the facts taken have to be
transformed into something new and useful to clients.

Disk Caching may infringe upon another party’s copyright or
property rights. Since most large Internet Service Provider’s
(ISP’s)cache highly popular webpages to reduce traffic while
increasing access for their subscribers (e.g., news pages), this issue is
an international one that awaits a solution that is practical and sensible
(see also Tarif 22, Table 16).

Is organization able to produce audit trail indicating when, where, how
and by whom data, information or IT resource was being used (see
Tables 4A, 4B & 5D)

Hence, policy compliance must be documented by having data
about when and how audits were conducted and how violations where
dealt with.

The greater the Value of Data (see Tables 2A- 2C, 7A) the more likely
the number of parties wanting to justify their access (e.g., medical
records — health professionals, insurance carriers, employers and so
on). In turn, the potential Risk for a Threat culminating into a
violation of the CIA-UAA of these data increases substantially.

Accordingly, the higher the value of data, the more resources must
be used effectively to reduce the Risks for having these data’s
CIA-UAA violated.

Note. Unless a firm can produce detailed answers to the above issues it will be difficult to claim damages
caused by others affecting critical infrastructure in the IT domain.

The above suggests that in the Swiss context, if a firm’s servers are being
misused for a Distributed Denial-of-Service (DDoS) Attack and the origina-
tor cannot be found, it will be held liable and possibly have to pay a large fine.
Nonetheless, what can be expected as satisfactory standard and reducing of
risk of having one’s servers or information technology misused for illegal
acts by a third party still requires that such a standard is known, judges un-
derstand the issues at hand and so on (see Appendix 5—Swiss Law for full
text of this legislation).
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Dark Web Site is typically hosted off-site but is only activated under certain
circumstances. Hosting off-site eliminates the Vulnerability produced by a
building casualty. This serves many purposes, including customer relations,
public relations, emergency communications, and situational awareness.

Darknets are a collection of networks and technologies used to share digital
and other content or objects (e.g., software programs, songs, movies, and
books) and have substantial non-infringing uses. The darknet is not a separate
physical network but an application and protocol layer riding on existing
networks.

Darknets offer distributed object storage, whereby today’s Darknets do not
rely upon any centralized server or service—a peer just needs the IP address
of one or a few participating peers to be able to reach any host on the Darknet.

Also important is that with the open protocol, anyone can write a client
application for a particular Darknet. Second, Gnutella is not really “run”
by anyone: it is an open protocol and anyone can write a Gnutella client
application.

Members-only darknets are popping up to protect file sharing from pry-
ing eyes. Innovation in Darknet technology is coming from many different
directions.

How do darknets work? People who want to build a Darknet will start
by installing on their computers specialised software, which they can buy or
often download free on the Internet.

Then individuals who want to form their own group swap passwords of
digital keys so their computers can communicate with each other. The data
shuttling between computers are often encrypted, a security feature similar
to that used for online credit card transactions, making darknets more secure
than typical corporate intranets.

Microsoft has been using the name ‘darknet’ to refer to the overlay net-
works of point to point filesharing in their Digital Rights Management (DRM)
position papers in conferences.

In cases of infringing uses and sharing of digital content such as music, an
MP3 file purchased on a Website is as useful as the version acquired through a
Darknet. A securely DRM-wrapped song is, however, less attractive. Hence,
selling unprotected objects is more attractive for the user and requires that
vendors need to rethink their revenue models.

Convenience and low cost is a more likely succeeding revenue model than
additional security from vendors making the use of content more cumbersome
for users only (see Spoof, Copyright, Jurisdiction).

DARPA see Department of Defense Advanced Research Projects Agency
(DARPA)
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Data are the collection of items of information such as the representations
of facts, concepts, or instructions in a manner suitable for communication,
interpretation, or processing by employees or by automatic means. Data can
be in the form of files in a computers volatile or non-volatile memory, in a
data storage (see Bit) device (e.g., tape), or in the form of data in transit across
a transmission medium (see also Data Classification, Reliability, Validity).
Note: The singular of data is datum. A writer’s sloppiness can result in that
the plural noun is accompanied by a singular verb.

Data Aggregation is the case when combining seemingly innocuous data
to get confidential information.

Database is a large collection of data organized for rapid search and re-
trieval for indexing, updating, and retrieval purposes (see also Copyright—
Databases).

Data Capture is the process of entering data into a computer manually
(e.g., keyboard or by scanner) or automatically (e.g., system is receiving
transmission from another program or server)

Data Classification means that the owner has assigned a level of sensitivity
to data being created, amended, enhanced, stored, or transmitted. The clas-
sification of data should then determine the extent to which these data need
to be controlled / secured. It may also be indicative of the value of data in
terms of assets (see also Asset Value) from:

highly secret (highly sensitive such as pending mergers, new designs, strategies)
where loss of information would seriously damage the firm,
highly confidential (critical to firms ongoing operations),
proprietary (loss may endanger know-how and patents),
internal use only (workers only), and
public documents (for clients)

Data Dictionary is a list and description of all the files, fields, and variables
used in a computer system.

Data Diddling is the altering of data in an unauthorized fashion before, dur-
ing, or after input into a computer system. (see also Data Interference, Table
5, Confidentiality)

Data Driven Attack is a form of attack that is encoded in innocuous seeming
data that is executed by a user or a process to implement an attack. Such an
attack could go through a firewall in data form and then launch an attack
against a system behind the firewall, (see also Trojan)
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Data Encryption Standard (DES)  has been the most popular encryption
algorithm of the past twenty-five years. Originally developed at IBM Cor-
poration, it was chosen by the US’ National Bureau of Standards (NBS) as
the government-standard encryption algorithm in 1976. Since then, it has be-
come a domestic and international encryption standard, and has been used in
thousands of applications. Concerns about its short key length have dogged
the algorithm since the beginning, and in 1998 a brute-force machine capable
of breaking DES was built. Today, modifications to DES, such as triple-DES,
ensure that it will remain secure for the foreseeable future (see also Rijndael
and AES, Table 11A & 11B).

Data in Transit are packets of data that are being transmitted across the
network.

Data Interference (Council of Europe, Convention on Cyber Crime 22 Nov
2001)
Article 4—Data interference

“... when committed intentionally, the damaging, deletion, deterioration,
alteration or suppression of computer data without right.”

Data Leakage could be described as a case whereby an none-Authorized
party downloads information to some storage-type technology (e.g., USB
drive or memory stick) and than takes it out of the building (see also Security
Breach)

Data Mart is a database of information collected from operational and other
systems, made available to a group of users. The presence of a Data Mart
often suggests the presence of a Data Warehouse. A Data Mart is introduced
for tactical reasons and directed at meeting an immediate business need (see
also Data Warehouse).

Data Mining a term coined by IBM means gathering information from vari-
ous data sources such as:

1)

2)

looking for relationships and correlations still to be discovered based on customer
data, cookies, accounting information and many more available in corporate
databases, and
finding the information by using the Web.

Data Protection requires that the organization safeguard its organizational
records to meet confidentiality, integrity, availability and accountability of
data and their use by authorized system users (see also Confidentiality,
Integrity, Availability, and User Accountability,—CIA-UAA, Security of
Media)
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Data Safe is made of heavy, fire-resistant, tamper-resistant, magnetically in-
ert, materials, usually dual controlled. They are designed for the safe keeping
of computer media, including master program media, ‘mission critical’ soft-
ware, and top security data files.

Safes come with a rating such as “30TL”-30 minutes, tools or “60TLTR”-
60 minutes, tools and torch. This indicates that a professional safecracker,
with safecracking tools and an oxyacetylene torch, will need an hour to
break open the safe. If the alarm doesn’t sound, bringing the guards within
that timeframe, the safe is worthless. Accordingly, while the safe buys time,
the latter must be spent wisely to protect data from thives.

Data Safety see Data Protection

Data Scope see Data

Data Storage see Bit

Data Tap is a device external to a network that can ‘listen’ to the traffic on that
particular network by detecting and reading the bit-patterns of data passing
down the communication line and interpreting / translating these patterns
into readable alphanumeric characters.

Some devices are capable of detecting / reading the electromagnetic radia-
tion emitted directly by computers without the need to ‘tap’ a communications
line (see also TEMPEST, “Van Eck Radiation”).

Data Transmission Rate is the speed by which data is being transferred from
point a to b. If one where to compare technologies according to how much
time it would take to transfer a Mega Byte (MB) in seconds, transmission of
1 MB from A to B would take the following number of seconds:

163 for GPRS cellular/mobile phone,
146 for analogue phone modem,
128 for ISDN card,
4 with a UMTS mobile phone,
1.5 with a W-Lan card using the 802.11b standard,
0.08 with a Fast Ethernet,
0.008 with a Gigabit Ethernet, and
less than 0.001 seconds using a Gigabit Ethernet fiberoptics cable.

Data Transmission Rates will further improve with fibre optics whereby
each fibre can carry up to 160 different wave lengths.

Early 2004, transmission standards of 10 Gigabits per second are common,
while 40 are technically feasible. In tests, several terabits (1 terabit = 1,000
Gigabits) have already been transferred during each second. One Terabit is
comparable to the content of 1,200 CDs.
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Data Warehouse is a database whose sole purpose is to store and execute
searches upon, substantial volumes of corporate data. A data warehouse is
not, or should not be, a larger version of the organization’s current transaction
processing system. A Data Warehouse should be a separate data store that is
optimised for the type of data and queries envisaged (see also Data Mart).

DDoS see Distributed Denial of Service Attack (see also Denial of Service
Attack).

Debugging illustrates the tracing and fixing of faults (bugs) in computer soft-
ware and, occasionally, hardware (see also Bug).

Decoupling means thanks to the internet, business processes can be decou-
pled in order to create large efficiency gains. The internet not only connects
systems, processes and companies to each other but possibly, more important,
is that system and business processes can be decoupled. Hence different types
of functionality and expertise will be decoupled or separated from each other
and relocated to make the most of specialization. While some firms may pro-
vide IT infrastructure and services, highly focused informational appliances
for end-users may also emerge.

Decoupling can mean that processes are centralized in a location that
provides certain advantages, such as lower labor costs to provide software
maintenance remotely (e.g., India). Front-end activities are than managed
closer to the local market. Moreover, disaggregation of industry value chains
into networks of specialized firms called business webs or value networks.
Hence, a large such as Cisco may offer a family of products and augments
these with specialized products and services from a network of partners.
The internet allows firms to resolve the debate between

specialization versus generalization,

centralization versus decentralization and, finally,

scale versus focus

by giving firms the opportunity to decouple systems, processes and di-
visions. Decoupling helps us to go beyond these seemingly irreconcilable
conflicts and unlock new value for the organization (see also E-Commerce).

Outsourcing and Decoupling allows a firm to outsource certain IT se-
curity, software maintenance or processing related activities. For instance,
updating software according to alerts and advisories relevant to the systems
used by the firm could be done remotely by experts. How such an approach
might reduce Risks and Threats from cumulating into damages should be
shown by Metrics and a Cost Benefit Analysis (see Tables 2A–2D, Table 6
& Tables 15A–15C). While this approach might not be cheaper at first,
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reduced Risk should be worth the initially higher price, often for Small and
Medium-Sized Enterprises (SMEs), it is impossible to keep abreast all the
new vulnerabilities while installing the relevant patches quickly enough.

In turn, the firm continues focusing on its specialized mission, such as
providing a service that is perceived as giving high quality at good value by
customers, while being quite profitable.

Security and Decoupling also means that vital systems must be kept sep-
arate from others, such that if one part is affected by a disaster such as a
computer Worm or Virus, the others work without being affected. Hence,
when the Sobig Virus on a PC at the Swiss National Post Office affected the
system on October 7, 2003, it not only forced the email system down to a
crawl but much worse, the online banking system was also affected including
many money machines all across the country and preventing customers from
paying their bills at the service counters in post offices. Not having a system
that checks and Audits if all PCs are patched for Vulnerabilities was the first
mistake but much worse seems that the Post Office forget the basic rule to
separate Critical Cystems from each other.

Decryption: Denotes the process of retrieving the plain text from the cipher-
text (see also Encryption, also Tables 10A and 10B).

Default is the standard setting a system or software package comes with and
most likely to be chosen by most users if they had to, thereby allowing
software to work ‘out of the box’ without requiring users to first figure
out many options. But as Microsoft has shown, too many options set at
defaults that ignore standard security precautions can be a nightmare for
users and system administrators alike (e.g., Microsoft Outlook—things got
better during 2002 though).

Default Password see Password

Defense in IT security is also linked to the baseline of IT security. Once
the standards have been established (see Table 7A), the firm also needs to
determine how to put into place the checks and balances.

Table 7B outlines how defenses could be used starting from passive defense
moving toward active defense. As Clausewitz, a famous German general is
attributed of having said something to the effect that if you entrench your-
self behind strong fortifications, you compel the enemy to seek a solution
elsewhere. Accordingly, defense must be able to cope with a moving target
otherwise attacking forces may circumvent the fortification as happened with
the Maginot line during the World War in Europe (German’s went around
the French fortified trenches via Belgium and the rest is history).

Table 7B outlines what defense might entail to thwart an attack (see
also Table 2D and Attack Figures 2a–2c). Of particular intrest are also the
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Table 7B: Defense—What it Might Entail

Factors

Passive Defense or
Maginot type
Defense

Active Defense

Description of Factor

The military’s notion of defense distinguishes between passive and
active defense, as well as counter attack. Below these terms are
described and their link to critical infrastructure protection (CIP) and
information technology resources and data are outlined. Defense is
closely linked to the issues addressed in Table 6A.

The Maginot Line was built between 1929 and 1940 in order to
protect France from her longtime enemy, Germany, and to defend the
traditional invasion routes across her Eastern frontier. With the
Maginot Line France hoped to gain time for the French army to
mobilize and to make up for a potentially disastrous shortfall of
manpower predicted for the late 1930s. Most of all, it was built to
provide a place behind which the French army could hide, a so-called
“Great Wall” of France where the nation could feel secure in its
doctrine which would become known as the “Maginot” mentality.

Putting into place some type of defense in the information
technology sector (e.g., anti-virus software and spam filter) is a
requirement but may not be good enough to fend off an attack by a
group of hackers.

Most of us must rely at least to a large extent on passive defenses.
We carry our gas masks, we move in the dark and we encrypt our
communications. We also make sure that every notebook or home PC
has updated anti-virus software, as well as a firewall installed.
Naturally, the latter is configured to reveal the minimum amount of
information about our PC or corporate networks.

This type of defense is designed to take out the attacker. Anti-tank gun
fire that eliminates attacking tanks might be one way. This is harder
than passive defense, but can be much more effective if it
encompasses a technical and behavioral dimension.

Intrusion Detection Systems (IDSs) and Honeypots provide alarms
that can alert defenders of an attack in progress. Managed Security
Monitoring services can filter these alarms and provide expert
response when a network is under attack. Vigilant, adaptive,
relentless, expert intelligent network defense is far more effective than
static security products.

Active-defense also focuses on Social Engineering by training users
accordingly. Information Security is a job for all not just management,
hence it requires that employees do their share such as refraining from
opening attachments without making sure that it was sent by the
individual who is in the Sender field. Moreover, providing others
system access under one’s password is a not acceptable.

How much information really ought to be made public in one’s
email such as phone number, snail mail address as well as if the firm’s
web site should list a directory of employees is an issue, especially
considering the increasing occurrence of Identity Theft. In most
instances, it is not necessary to provide such data, while increasing the
Risk for misuse of such information.

(Cont.)
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Table 7B: (Cont.)

Factors Description of Factor

This type of defense also requires the use of a Demilitarized Zone
(DMZ).

Pro-Active Defense Pro-active defense builds on the above and tries to address issues such
as Social Engineering by educating users accordingly by raising
awareness and putting policies in place for improving prevention.
One example might be getting users to refrain from opening
attachments without beforehand confirming that the known sender
actually mailed this document. Not installing unauthorized
Screensavers and other software on machines and understanding
Security Policy while being able to follow it as an employee is vital
for an effective Pro-Active Defense.

Put into place mechanisms that permit fast response against attacks
from within and outside the firm, automatic if possible.

Policies must be developed, implemented and enforced, whilst
audits provide the organization with information about the weakest
links and appropriateness of measures taken.

Guidelines, benchmarks and other key indicators are developed,
deployed and regularly reported when testing defense mechanisms.
Such information is than also used as feedback for further improving
pro-active security-related behavior by employees and home users.

Note. Many firms and government organizations focus on Active Defense while Pro-Active Defense appears
the minimum acceptable level to protect data. Moreover, awareness raising sometimes requires training or
communicating security to employees, thereby necessitating resources beyond just hardware and software.

definition of Passive, Active, pro-Active defense as well as Counter Attack
in Table 7B.

Table 7C outlines how an escalation of defense efforts might look like such
as Counter Attacks and Strikeback. Ethical and policy concerns regarding
such approaches are discussed as well.

Defense Advanced Research Projects Agency (DARPA) originally pro-
vided the resources for the launch of the internet (see also ARPA for a
definition) (see Department of Defense ARPA).

Defense In-Depth (see Table 6A and Multi Layered Security)

Definition and Exchange Format(s) (DEF) is a common data format and
common exchange procedures being used for sharing information required
for handling incidents. Such format permits exchanging information involv-
ing known and new types of incidents. DEF permits exchange of data to be
formatted and shared in machine-readable form.

Appendix 6 B outlines the various efforts that are currently being un-
dertaken by various constituencies regarding the improvement of DEFs for
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Table 7C: Defense— Possible Escalations

Factors Description of Factor

Counter Attack This type of attack means turning the tables and attacking the attacker.
Against the tank assault, it could involve attacking the tanks by air before
they reach the deployment area. It may even involve the bombing of their
fuel and repair depots, and ammunition storage facilities. Hence, the
defender is trying to remove the attacker’s tools to launch.

In the information technology (IT) domain, prosecution is currently the
only way to use counter attack legally against a system perpetrator. Hence,
it is used after the attack for putting the accused and subsequently found
guilty party into jail. Unfortunately, it can only be done after the fact such
as web site defacement has already occurred and resulted in damages for
the attacked.

Counterattack and vigilante justice are wrong, both legally and morally
(see also Table 16B). While victims of attack are allowed to defend
themselves, they are not permitted to take the law into their own hands and
attack back. This has to be addressed by a country’s legal system (e.g.,
police, prosecutors and legislation).

Strikeback In system engineering terms, strikeback could occur in a situation with a
positive loop whereby each component responds with an increased reaction
to the response of the other component, and so the problem gets worse and
worse.

For instance, a firewall may have an option for a_finger_attack. Hence, if
one were to enable such an option, the firewall might recognize an attack.
For instance, an employee from a supplier A visiting firm B and trying to
log onto the system of his employer, firm A, thinking he or she was
authorized to do so. Firm A’s firewall would than initiate a retaliatory
finger attack against the supposed originator of the attack, firm B’s system.

In this example, the firewall A initiating the finger attack is waiting for
the other firewall B to stop. The problem cannot be resolved by the firewalls
themselves; termination requires external intelligence and intervention.

Finally, in a sense, the problem is a kind of race condition, since it does
not occur unless the communicating systems have the misfortune to pick
partners with the same configuration. For instance, all you need is a
message to be sent by someone who happens to turn on their own
out-of-office auto-reply and you have a mailstorm brewing.

Your autoreply sparks their autoreply which sparks another autoreply
from your mailbox and so on until a server crashes or someone notices the
flurry of useless email.

In the strikeback firewall option, the internet pipe may be filled with
attack and counterattack data, effectively cutting both companies off the
Net until an administrator at one of the companies shuts down their
firewall, ending the data storm.

The above suggests that setting a system to strikeback if certain
conditions are met is likely to be counter-productive,

Note. The line between defense and offense can blur, as some counterattack targets are less clearly associated
with a specific attack on a specific target and more geared toward denying the attacker the ability to wage war
in general.



90 Degaussing

sharing data about software, web and system Vulnerabilities (see also Re-
porting Format, Reporting Mechanism).

Degaussing see Security of Media

Demilitarized Zone (DMZ) is a separate and shielded or ‘cut off’ system
from the main corporate network, containing technical equipment such as
the Webpage. This further protects the main system from being accessed by
external parties or via the Internet

The term comes from the buffer zone that was set up between North Korea
and South Korea following their war in the early 1950s. A DMZ is not a single
security component; it signifies a capability. Within the DMZ one can find:

firewalls,

choke and access routers, and also

front-end and back-end servers.

Essentially, the DMZ provides multi-layer filtering and screening to com-
pletely block off access to the corporate network and data. And, even where
a legitimate and authorised external query requests corporate data, no direct
connection will be permitted from the external client, only a back-end server
will issue the request (which may require additional authentication) from
the internal corporate network. How much data may be accessible from the
outside is also depending on asset values that may be represented by these
data (see also Asset Value).

Demon Dialler (also called War Dialler) is a program that repeatedly calls the
same phone number. While it is benign and legitimate for access to a BBS,
it can be malicious when being used as a Denial of Service (DoS) Attack.

Sometimes a Demon Dialler may also be used for automatically dialing
large banks of phone numbers and collecting details. The purpose of this
activity is to hack/break into dial-up, PBX and other systems. It is worth note
that Demon Dialling is outlawed in many countries.

Denial of Service (DoS) Attack is considered to take place only when access
to a computer or network resource is intentionally blocked or degraded as a
result of malicious action taken by another user. While these attacks could
damage data directly or permanently they do not have to. However, they
intentionally compromise the availability of the resources. An attacker carries
out a denial-of-service attack by making a resource inoperative, by taking up
so much of a shared resource that none of the resource is left for other users,
or by degraded the resource so that it is less valuable to users. Those shared
resources are reached through processes and can include other processes,
shared files, disk space, percentage of CPU, modems, etc.
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DoS is an attack based on the principles of the TCP Three-way Handshake
exploitation. It was very popular in late 1990s. Flooding system by specially
crafted packets from one host could disable its networking capabilities and
in some cases even force it to reboot. Majority of the exploitable holes were
patched and this form of attack is nowadays nearly impossible

DoS Attacks over the internet can be directed against three types of targets:
a user, a host computer, or a network. An attacker must begin a denial-of-
service attack by using tools to exploit vulnerabilities and then either obtain
unauthorized access to an appropriate process or group of processes, or to
use a process in an unauthorized way. The attacker then completes the attack
by using some method to destroy files, degrade processes, degrade storage
capability, or cause a shutdown of a process or of the system.

Denial of service tools, such as Trin00, Tribe Flood Network and Stachel-
draht, are readily available on the internet and that they are easy to use. Given
the apparent number of script kiddies that have the ability to break into ma-
chines and install these tools, getting an army of zombie machines together
is becoming child’s play.

DoS on the 13 Internet Root Servers occurred October 2002. These root
servers run the master directory for lookups that match domain names with
their corresponding IP addresses. Below the root servers are the servers that
support top-level domains such as .com, .net and .org, and below the top-level
domain servers are hosts of Web sites

During a Distributed DoS attack, a hacker hijacks machines across the
Internet and uses them to send a flood of requests to a server until it becomes
overwhelmed and stops functioning.

October 2002 the root servers were under a Distributed DoS attack for
about an hour, causing several servers to stop being available to regular In-
ternet traffic. However, the remaining root servers withstood the attack and
ensured that the Internet’s overall performance was not degraded. Nonethe-
less, this was the most serious hacker attack ever on this key piece of the
Internet infrastructure, and it was an eye-opener for the root-server operators.

Without the root servers, the Internet cannot function. Named by the letters
A through M, the root servers are operated by U.S. government agencies,
universities, nonprofit organizations and companies such as VeriSign. Of the
original 13 root servers, 10 are located in the U.S., one in Asia and two in
Europe.

With Anycast, a routing technique, the root server operators are replicating
these servers around the world.

Four of the root-server operators—including the Internet Software Con-
sortium and VeriSign—have mirrored their root servers. There are now 34
locations worldwide with root servers or replicas deployed.
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Using this technique, Internet addresses are more like 800 numbers that
get routed to call centers. There are...more root servers scattered around the
network than there used to be. It’s not necessarily that the servers are more
available but that these data are more distributed.

As extra root servers are deployed using Anycast, the root server system
acquires additional capacity if another Distributed DoS attack occurs. Today
the root server system is much better equipped to respond to this type of attack
than it was in October 2002, because of Anycast and concurrent hardware
and software upgrades.

Denial of Service through Psychological Manipulation (PsychoDoS) chips
away at corporate resources and confidence, thereby undermining an orga-
nization’s ability to use the resources on which it relies on.

For instance, Spring 2002 hackers sent messages telling victims that their
systems were infected (not true), and instructing the victim to go to a certain
website and download the software or risk being banned from the Instant
Messaging system. Users downloading as asked were actually tricked and
got malicious software onto their computers that could then be used to launch
a Distributed Denial of Service (DDoS) attack. (see also Distributed Denial-
of-Service Attack, Social Engineering, Virus—Virus Hoax).

Department of Defense Advanced Research Projects Agency (DARPA) is
the USA Department of Defense’s (DoDs) research agency that funded,
through their Information Processing Techniques Office (IPTO), the devel-
opment of the original Internet.

DARPA manages and directs selected basic and applied research and de-
velopment projects for DoD, and pursues research and technology where risk
and payoff are supposed to be high, while success may provide advances for
traditional military roles and missions.

Derf is the act of exploiting a terminal that someone else has left logged on
while being away from one’s desk.

DES see Data Encryption Standard

Design Vulnerability see Vulnerability of Design

Desktop Personal Computer—also called Desktop is a term normally used to
distinguish it from notebooks, portable PCs and palm tops.

In Windows, the screen visible on the computer monitor is known as the
desktop (your working place) and can be used to store programs and data
as if it were a normal directory / folder. It is generally considered better
practice to use the desktop as a place to store links to files and programs,
rather than the files and programs themselves. This is partly because of the
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risk of accidental deletion, but—more importantly to companies—to avoid
such files being visible to any curious passer-by.

Development Library is an area of the computer systems’ fixed storage space
that is set aside for the development of software, thereby helping in minimiz-
ing or even avoiding the possibility of conflict between an existing program
and a new version.

Development Machine is a smaller system than the main one with simi-
lar configuration used for creating new or amending software, testing such
software to ensure reliability and avoiding possible security effects on the
main system being compromised by conflict between different versions of
the same program. If no such machine is available, the Development Library
may serve a similar purpose.

DHTML see HyperText Markup Language

Dial-up is using a computer modem to dial up an internet connection via
the phone lines (see also Asymmetrical Digital Subscriber Line–ADSL or
Digital Subscriber Line—DSL, Broadband and Cable).

Dial-Back see Auto Dial-Back

Digital Certificates is the electronic version of an ID card that establishes
one’s credentials and authenticates a person’s connection when performing
e-commerce or e-government transactions.

To obtain Digital Certificate an organization or individual must apply to
a Certifications Authority which is responsible for validating and ensuring
the authenticity of requesting organization. The Certificate will identify the
name of the organization, a serial number, the validity date (“from / to”) and
the organization’s Public Key where encryption to / from that organization
is required.

In addition, the Digital Certificate will also contain the Digital Signature of
the Certification Authority to allow any recipient to confirm the authenticity
of the Digital Certificate.

A global standard (X. 509 Public Key Infrastructure for the Internet) de-
fines the requirements for Digital Certificates and the major Certificate Au-
thorities conform to this. Such standards, and the integrity of the Certificate
Authorities are vital for the establishment of ‘digital trust’, without which
e-Commerce will never attain its full potential.

Digital Divide see Market

Digital Forensics also called Computer Forensics was supposedly coined
back in 1991 in the first training session held by the International Associa-
tion of Computer Specialists (IACIS) in Portland, Oregon. Forensics is the



computer AND information network, infrastructure as well as information
and data evidence that the findings can be used in a court of law.

Tools used to accomplish the above are usually software. To assure Reli-
ability of results, different tools should be used by different investigators to
allow cross-validation of data. Validity and Sampling issues are very impor-
tant for assuring and maintaining the integrity of the results.

Some of the tools that stand out are Firewire, faster machines and Gig E.
In 1999, the common practice to image a single drive machine was to turn off
the computer, boot from a controlled floppy disk and send the image to a 2GB
Jaz drive. In practice, an 8 GB HDD would have taken about 8–10 hours.
Using Firewire, one may now image the same drive in 15–20 minutes. The
major choke point of imaging single drive machines is the speed of the hard
drive being imaged.

Accordingly, Forensics is more than getting data off the hard disk of a PC
or server (see also Network Forensics below).

Immature Science means that the discipline’s Paradigm, vocabulary,
Methodology and so on are not yet well defined nor shared by all ‘experts.’
This certainly applies to Computer Forensics, whereby two experts most
likely define the discipline in different ways and, as importantly, using dif-
ferent Methodology, approaches, tools and standards when doing their work
(see also EpiSystemiology, Securmatics).

However, Digital Forensics can borrow much of its methodology or sys-
tematic approaches from such well established areas as Criminal Forensics as
well as Environmental Forensics. Hence, while much is different information
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extension of the techniques used in audit and police investigations to the world
of bits. It will gain in importance as Information Security is recognized as a
threat to organizations, governments and citizens.

Digital Forensics deals with the application of law to computer science
and some refer to it as Forensic Computer Science. Computer forensics has
been somewhat naively been described as the autopsy of a computer hard
disk drive because specialized software tools and techniques are required to
analyze the various levels at which computer data is stored after the fact.
The discipline deals with the:

—preservation,
—identification,
—acquisition,
—extraction,
—documentation,
—safeguarding and
—analysis of
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produced must convince a judge of the merit of the case and for this, it is not
always necessary to re-invent the wheel.

Microsoft Word documents are notorious for containing private informa-
tion in file headers, therefore a bonanza for Forensic experts. The British
government of Tony Blair learned this lesson the hard way.

During the week of June 23, 2003 Alistair Campbell, Blair’s Director
of Communications and Strategy, was in the hot seat in British Parliament
hearings explaining what roles four of his employees played in the creation of
a plagiarized dossier on Iraq which the UK government published in February
2003.

The names of these four employees were found hidden inside of a Mi-
crosoft Word file of the Iraq dossier which was posted on the 10 Downing
Street web site for use by the press.

The “dodgy dossier” as it became known in the British press raised serious
questions about the quality of British intelligence before the second Iraq war.
Worst was that the same document was used by USA intelligence sources
to prepare a paper for President Bush which the latter used during a press
conference to justify the country’s stance on the Iraq war.

Nonetheless, the lack of extensive use of Computer Forensics in the evi-
dence published by the UK’s independent inquiry (chaired by Judge Powell)
into the presumed suicide of David Kelly again suggests that Computer Foren-
sics still lacks credibility. This might be related to its maturity level (see also
Evidence, Immature Science, Jurisdiction).

Network Forensics is much more complex than just “the autopsy of a
computer hard disk drive.” For instance, Forensics tools for Windows are
different than those required for networks. One may be able to handle lim-
ited analysis of DOS/Windows-based desktop and laptop PCs, but managing
forensics on an HP 9000 with a terabyte of RAID-5 disk attached is out of the
question. What about clustered disk farms and, even, servers with very large
disks attached. Basically, examining a 2TB server requires a 2+TB server to
examine the data and much patience.

Accordingly, Forensics has become a buzzword, but many forensic ‘ex-
perts’ have limited understanding what an attack looks like on a victim com-
puter. They may neither know much about the attack itself nor how to manage
an Intrusion Detection System (IDS).

Forensics is more than getting data off the hard disk of a PC or server.
Comprehensive Forensics includes, but is not limited to Network Forensics
and studying an entire attack from the attacker to the victim and beyond,
while collecting the evidence accordingly.

Methodology is still such that neither a common body of knowledge nor
training does allow investigators to use similar methods when investigating
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a case. Lacking are:

testable theories,
peer reviewed methodologies and tools, and
replicable empirical research.

These standards that are the characteristics of an established or mature sci-
entific discipline are not being met by today’s Forensics. Unfortunately, a lack
of standards and training can result in bad case law, guilty parties escaping
prosecution and innocent parties being ‘railroaded ’ into incarceration.

To illustrate, in one instance a USA federal investigator was told to image
a single drive Windows 2000 server. Instead of creating a digital image of the
physical drive, the individual converted the file system from Fat 32 to NTFS,
then made a logical backup of the drive. Accordingly, this act had destroyed
the original evidence and damaged the court case. Standard procedure would
have been to boot from a controlled floppy, create a physical image of the
drive and send it to another hard drive without writing a thing to the victim
drive. But than again, established standards are the characteristic of a mature
science, which Forensics is not.

Digital Information Management see Digital Rights Management (DRM)

Digital Privacy see Privacy

Digital Pseudonym is defined as the public key used to verify the signature
done by the anonymous holder of the correspondent private key.

Digital Pseudonyms are certified by an authority upon users’ requests.
Certified pseudonyms are inserted in a list called roster. An authority receives
the requests of certification of digital pseudonyms and inserts the pseudonyms
that are accepted in the roster. Every request encloses a special message with
no source address but a return address containing the proposed public key
(pseudonym).

Digital Rights Management (DRM) (sometimes also called Digital Infor-
mation Management) lets a document owner define how recipients can handle
documents in terms of forwarding, copying, and printing them. Also allows
the DRM holder to determine expiration dates for those permissions. A doc-
ument owner can also designate sections of a document that only certain
people can change, force the use of revision marks for changes, and force the
use of certain formatting and styles. Microsoft has integrated the same type
of functionality into Office Excel 2003 and Office Outlook 2003.

To enable users to take advantage of DRM features in Office 2003, Win-
dows Rights Management Services (RMS) for Windows Server 2003 has
to be implemented first on the network. RMS is based on the Extensible
Rights Markup Language (XrML), which is a method for defining rights and
policies.
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Digital Signature uses public-key algorithm to generate a digital signature,
which is a block of data used to create some authentication (see also Sig-
natures). When a judge sees a digital signature, he or she does not know
anything about the signatory’s intentions. He doesn’t know if the person
agreed to the document as one being presented with a notarized signature.
Nor do we know if the signatory ever saw the signed document. The problem
is that:

1)

2)

while a digital signature authenticates the document up to the point of the signing
computer,

it does not authenticate the link between that computer and the individual.

Digital signatures prove, mathematically, that a secret value known as the
private key was present in a computer at the time the person’s signature was
calculated. It is a small step from that inferring that the individual entered
that key into the computer at the time of signing. But it is a much larger
step to assume that the individual actually intended a particular document
to be signed. And without a tamperproof computer trusted by the signing
individual, one can expect “digital signature experts” to show up in court
contesting a lot of digital signatures (see also Tables 10A and 10B).

Public Key (PKI) is used to verify that the signature was really generated
using the corresponding private key. Public keys are often registered with
a third party and can be downloaded so the person can check if the key is
genuine. (See also Digital Signatures).

Public Key Infrastructure is needed as a means of generating and man-
aging the encryption keys is required. It is the use and management of cryp-
tographic keys-a public key and a private key-for the secure transmission and
authentication of data across public networks. Vendor systems do, however,
differ (Key Recovery, Encryption-Authorization).

Private key: The party initiating the sending of the document with the
signature generated this key; it is needed to generate the digital signature.
(See also Encryption and Tables 11A and 11B).

Digital Subscriber Line (DSL) is offered by phone companies to primarily
private subscribers to achieve higher speeds than offered by a Asymmetrical
Digital Subscriber Line—ADSL (see also Broadband and Cable, Satellite
Broadband Access, Wireless Local Loop).

Digital Versatile Disk (DVD) is a technology using both sides of the disk,
thereby being able to store a full length feature movie on a single CD size of
up to approximately 17GB (see also Archive)
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Digital Watermark is a unique identifier being part of a digital document.
The watermark is invisible to the human eye but a computer can ana-
lyze the document and extract the hidden data. The watermark cannot be
removed.

The primary use of such marks is to allow different marks to be used when
the document is copied to different persons and thereby establish an Audit
Trail should there be any leakage of information.

Disable means preventing hardware or software from functioning properly
by, for instance, switching of a piece of equipment, or disconnecting power.
Shareware or a trail version of promotional vendor software may come
‘crippled’ by, for instance, not permitting printing or saving of created files.

Disassembly is the process used by anti-virus technicians to convert a virus
into recognizable patterns that will permit the anti-virus programs to detect
new malicious codes.

Disaster Recovery Plan deals with the immediate crisis and tries to secure
critical IT infrastructure by preventing further spread or continuation of the
crisis such as a computer virus or a denial of service attack (see also Business
Continuity Plan, Critical Infrastructure Protection).

The Disaster Recovery Plan is needed to make sure that when the disaster
strucks, people are being taken to safety quickly, or the further spread of a
Virus or Trojan horse can be prevented. Also, with the help of the Business
Continuity Plan, systems can go online again immediately if need be or else
within the time frame planned and agreed upon beforehand (see also Asset
Value, Disruption Management).

Disclaimer is often attached to every mailed out email message, similar to
a signature and may look like this:

SEULS LES DOCUMENTS SIGNES PAR LE CONSEIL DE L’IBPT OU UN DE
SES DELEGUES ENGAGENT L’INSTITUT.

ENKEL DE DOCUMENTEN DIE DOOR DE RAAD VAN HET BIPT OF
DOOR EEN VAN DE GEVOLMACHTIGDEN ERVAN ONDERTEKEND ZIJN
VERBINDEN HET INSTITUUT.

NUR DIE DOKUMENTE DIE DURCH DEN RAT DES BIPT ODER EINER
SEINER VERTRETER UNTERZEICHNET WERDEN BINDEN DAS INSTITUT.

ONLY THE DOCUMENTS SIGNED BY THE BIPT COUNCIL OR BY ONE OF
ITS REPRESENTATIVES COMMIT THE INSTITUTE

The above is short as far as disclaimers go. Nonetheless, having to have
the disclaimer added to every single email in four languages makes getting
messages from an employee working for this firm longer than need be.
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However, the above disclaimer as compared to the one below (German
and English) can still be seen as short:

Diese Information ist ausschliesslich fuer die adressierte Person oder Organisa-
tion bestimmt und koennte vertrauliches und/oder privilegiertes Material enthal-
ten. Personen oder Organisationen, fuer die diese Information nicht bestimmt
ist, ist es nicht gestattet, diese zu lesen, erneut zu uebertragen, zu verbreiten,
anderweitig zu verwenden oder sich durch sie veranlasst zu sehen, Massnahmen
irgendeiner Art zu ergreifen. Sollten Sie diese Nachricht irrtuemlich erhalten
haben, bitten wir Sie, sich mit dem Absender in Verbindung zu setzen und das
Material von Ihrem Computer zu loeschen.

Sie haben uns gebeten, mit Ihnen ueber das Internet per E-Mail zu korre-
spondieren.

Unbeschadet dessen ist allein die von uns unterzeichnete schriftliche Fassung
verbindlich.

Wir weisen darauf hin, dass derartige Nachrichten mit und ohne Zutun von
Dritten verloren gehen, veraendert oder verfaelscht werden koennen. Herkoemm-
liche E-Mails sind nicht gegen den Zugriff von Dritten geschuetzt und deshalb
ist auch die Vertraulichkeit unter Umstaenden nicht gewahrt. Wir haften deshalb
nicht fuer die Unversehrtheit von E-Mails nachdem sie unseren Herrschafts-
bereich verlassen haben und koennen Ihnen hieraus entstehende Schaeden nicht
ersetzen. Sollte trotz der von uns verwendeten Virus-Schutz-Programmen durch
die Zusendung von E-Mails ein Virus in Ihre Systeme gelangen, haften wir nicht
fuer eventuell hieraus entstehende Schaeden. Dieser Haftungsausschluss gilt nur
soweit gesetzlich zulaessig.
English:
The information transmitted is intended only for the person or entity to which it is
addressed and may contain confidential and/or privileged material. Any review,
retransmission, dissemination or other use of, or taking of any action in reliance
upon, this information by persons or entities other than the intended recipient is
prohibited. If you received this in error, please contact the sender and delete the
material from any computer.
You have asked us to correspond with you via the internet per email.
However, the written version signed by us is the only authoritative version.
We draw your attention to the fact that such messages can be lost, changed or
falsified, with or without any interference by third persons. Normal email s are
not protected against access by third persons and, therefore, their confidentiality
may not be assured in certain circumstances. We cannot be responsible for the
integrity of emails after they have left our sphere of control. We shall not, therefore,
indemnify you for any damages resulting out of these circumstances. If, despite
our use of anti-virus software, a virus enters your systems in connection with the
sending of the email, you may not hold us liable for any damages that may possibly
arise in that connection. We will accept liability which by law we cannot exclude.

The above seems like overkill but it comes from a law office which might
explain it. Easier might be just to have something similar to:

Disclaimer applies to this message—see http://disclaimer.XYZ.com
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The above option takes one line and saves space and bandwidth. For further
details on this issue see also Warranty Disclaimer, and Jurisdiction and Email
Signature.

Discontinuous Innovation see Invention

Discrete Multi-Tone (DMT) modulation is offered for Very high-speed Dig-
ital Subscriber Line (VDSL) applications. It presents a number of advantages
for the VDSL environment, including but not limited to:

—Excellent performance, even under extreme channel and noise conditions,
—Robust performance when line conditions change, and
—Interoperability with ADSL, the most widely deployed DSL.

But some suggest that using Quadrature Amplitude Modulation (Qam)-
VDSL, instead of DMT is more advantageous regarding protecting against
channel and noise conditions as well as cost and speed considerations.

Disinfection describes the killing of infectious agents outside the body (or
program) by direct exposure to chemical or physical agents. In computer
virus terminology this means removing a virus Code from the infected file
or system.

Because standard conventions do not exist about what constitutes disin-
fection in the IT security field and amongst vendors, deletion of the infected
object is usually considered the best form of disinfection.

Problems may occur when one anti-virus program deletes the last few
digits of a computer virus for making it inoperable versus another a few at
the beginning (see also EICAR Test File). Hence, while

program A cleans the last digits of a virus,

program B may clean the first few digits/characters of a virus.

Hence, program A may claim that a virus has been cleaned while program
B may claim the machine has been infected by a virus.

Generic Disinfection represents using heuristics rather than virus-specific
techniques for disinfection.

Generic Scan String matches more than one virus and while sometimes
being questioned, these can detect an unknown virus very effectively (see
also Signature)

Disk Cache see Cache

Disk Compression works by creating a “virtual disk” that is a large file that
contains the compressed file(s). Unfortunately, scanning a compressed disk
or file without the compression software running will typically hide viruses
from a scanner (see also File Compression).
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Disposal of Media see Security of Media

Disruption Management can be defined as a scenario, whereby a particular
situation requires a sufficiently large deviation from normal procedures or
plans, that they have to be changed substantially. I can be seen as part of
a comprehensive Disaster Recovery Plan and Business Continuity Plan to
secure quick reinstalling of services afer a disaster (e.g., 9/11 or earthquake).

Disruption management requires that a plan is designed in such a way that
during the day of disruption, it can be adjusted to take last-minute changes
into account. Else the plan incorporates and outlines the implementation steps
of alternatives well ahead of potential problems.

A plan, such as coping with the possible Y2k disruption required that
the plan was adjusted to take into account changing circumstances. This is
typically called the tracking process. On the day of operation, the plan is im-
plemented and the operation is monitored during execution. If the observed
situation deviates marginally, no immediate action may be required to con-
tinue the operation. A substantial deviation (e.g., due to unfeasibility of plan
or costs and benefits of running operation according to the plan changes),
however, a disruption has occurred.

Intervention may be needed to resolve the inconsistencies resulting from
the disruption or to decrease costs while improving benefits or revenues.

Consequence analyzers are tools based on software that may help decision-
makers to simulate the effect of potential strategies. Also they help in de-
veloping a better understanding of the effect of different types of strategies
(e.g., keep database running by all means, return to plan as fast as possible,
or shut down the virtual private network for 24 hours)

Interventions can be expected or unexpected when a higher password is
needed to perform a task or an error message informs a user about a printer
error stopping a print job. A log of unexpected interventions should be main-
tained and reviewed at intervals to check if a pattern is developing with a
particular program, user, or piece of equipment, which may require some
repair, fix, or other corrective action.

Distributed Denial-of-Service Attack (DDoS) is a distributed version of
DoS. Many hosts are used to send packets to a target host. This way the host
is flooded by a high amount of traffic and similar results to DoS are achieved
(see also Denial-of-Service Attack—DoS).

Administrators should check any systems connected to the internet fre-
quently for the presence of DDoS software that could be used to attack other
networks by following the steps as outlined in Table 8.

Moreover, unnecessary ports should be closed. For instance, during Au-
gust 2003 MSBlaster took advantage of known vulnerable network ports in
Windows, ports that should have been closed.
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Table 8: Distributed Denial-of-Service Attack (DDoS)—Tools to Reduce the Risk for a Suc-
cessful DDoS

Name of Category

Frequency

Scanners

Host-Based System

Integrity Tool

Monitoring Traffic

Firewalls

Vulnerability Testing
Tool

Vulnerability Testing
Tool–Web Page
Programming

Definition

Use updated anti-virus software enabling the detection of file
signatures on gateways, servers or PCs. However, updating once a
week may be sufficient, whilst daily updates may not warrant the
disruption or work services required considering the possible gains.

Even during a new virus attack, an anti-virus scanner’s heuristics
may detect a new version of a virus in the wild. Hence, while a
subsequent update of virus signatures is advisable, panic and
immediate update is not necessary. However, some programs may
require an immediate update because heuristics do not yet detect a
newly detected virus in the wild (e.g., Bugbear was such an
example).

DDoS network scanners such as the Remote Intrusion Detection
Tool to check networks for the presence of DDoS file signatures (see
also Resources—Software and Tools)

Having installed a host based system for intrusion detection to detect
the possible host compromise and the installation of Malicious
Software

Using a file system integrity tool to check for changes made to key
system files that could have been altered by Trojan Horse software

Software enabling monitoring of network traffice including intrusion
detection systems (see Resources—Tools and Software)

Installed Firewalls enabling the blocking and logging of any
communications to or from any DDoS software and Trojan Horse
programs such as.

1. activity on TCP ports 1524, 6665-6669, 16600, 27444, 27665,
31,335, 65000, or

2. ICMP Echo and Echo Reply packets

Using a tool that permits testing of network and internet gateways
including servers for vulnerabilities that are known to exist but that
can be eliminated.

Automatic testing of web-page scripts that might be updated several
times a day for programming mistakes that might inadvertently
increase the system’s vulnerability for attacks.

Note. The above Table provides an overview. What is becoming an increasing problem is to assure that
scripts on web pages are not allowing hackers to exploit errors that might harm the firm’s Critical Information
Infrastructure (CII). See also Tables 13A–13C.

Blaster made use of Internet port 135 to spread itself and so many ISP’s
followed advice from the US Department of Homeland Security (DHS) to
shut down incoming traffic on this port. A good interim measure except that
port 135 is also used by Outlook and Exchange Server to communicate.

Unfortunately, if a firm uses the Microsoft Exchange Server, blocking port
135 may result in its road warriors being unable to collect Outlook mail while
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on the road. Outlook does not provide an error message about the problem,
instead one simply fails to connect very inconvenient for Microsoft Outlook
customers and Exchange Server administrators.

During Fall 2003 Microsoft started to recommend blocking port 135 but,
unfortunately, failed to combine that new recommendation with a note about
the effect for existing customers.

The above illustrate that system complexity or inter-linkage (see Systems)
can trigger side-effects due to security measures that cause interruptions.

Distributed Tools are distributed to multiple hosts that care then coordinated
to perform an attack on a target host simultaneously after some delay.

Distributed Processing means two or more computers in geographically sep-
arate locations. For instance, mirroring between sites is a contingency plan
for sudden disaster. If one computer fails or is disabled, the remaining com-
puter(s) can still carry the load without disruption to users and without loss
or corruption of data.

DDL see Dynamic Link Library

DMZ see Demilitarized Zone

DNS see Domain Name System

DNS Spoofing see Domain Name System

Document represents information regardless of physical form or charac-
teristics. Often it is used interchangeably with record. A document could
be an individual record or an item or non-record materials or of personal
papers.

Documentary Materials encompasses records and non-record materials. It
refers to all media on which information is recorded, regardless of the nature
of the medium or the method or circumstances of recording.

Domain is a name is associated with an organization to help identify systems
uniquely—also a sub-tree under a location in a domain name tree.

Domain Name is a part of the fully qualified domain name (FQDN) after
first dot in the name. Fore example is hosts name is foo.mydomain.net then
domain name is mydomain.net.

Domain Name System (DNS)  is the internet system that relates domain
names with IP addresses

Domain Name System (DNS) Database  is a distributed database used to
map IP address to host names and vice versa. For example one host can be
identified by numerical address IP address 130.227.165.197 and symbolic
host name conference.eicar.org
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Doman Name System (DNS) Interrogation  is a process of exploring DNS
database.

Domain Name System (DNS) Spoofing  means that by corrupting the name
service cache of an attacked system or else by compromising a domain name
server for a valid domain, the attacking system assumes the DNS name of
the compromised/victimized system.

Domains of Information Security Space (DISS) see Securematics, Table
23D

DOS (Disk Operating System) was Microsoft’s first operating system for PCs.
It was massively used until about 1995 when it began to be substituted by
more complex operating systems, such as Windows 95/98 and 2000.

DoS see Denial-of-Service Attack (DoS)

Down Time is the amount of time a system is down during a given period due
to crashes, system problems and scheduled maintenance work. The downtime
log lists when, why and what system was not available to users, enabling at
regular intervals the identifying of any recurring problems and failure patterns
(see also Patch, User Acceptance Testing).

System crashes with Windows including XP and later versions are regular
resulting in unnecessary Down Time. For instance, while writing the dic-
tionary, several times files got corrupted and when trying to reload the file,
Word shut down asking me if I wanted to send a report to Microsoft (see also
Stability).

The reports obviously accumulate in some database. We hope that if one
bin piles up with similar crash memos, the coders get to work.

Exactly how many notifications does Microsoft get? Nobody knows for
sure, but based on comments Bill Gates made at a July 2003 meeting for
analysts, the number must be astronomical. Some facts:

Gates said that 5% of Windows machines crash, on average, TWICE DAILY
10% of Windows machines crash DAILY or any given machine will crash about
THREE X a month.

According to StatMarket.com, as of March 2003, Windows XP had:

33.41% of global market share among operating systems, if we assume

35% for simplicity’s sake, this works out to a minimum of 30 billion Windows
system crashes per year.

a)

b)

This is the SAME number as:

gallons of fresh water California wastes because of mismanagement,

the dollar total for the Enron scam, and
worldwide cost of SARS.
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We are partial to the number ZERO, and think that maybe that should be
the target for Microsoft.

Finally, after sending in a report, one usually gets provided with some
information what might have caused the crash—but more often than not, the
report is useless for the user or why should a driver have to be replaced (as
requested by Windows) when until last night it worked properly?

Incidentally, after you replaced the driver, guess what, Windows crashes
again… claiming the driver must be replaced as happened to me last
week… hmm… its always a driver or maybe Windows:-(

Downing the System is usually done for maintenance, installation of new
hardware, loading new software or other work required to keep the system
run smoothly. This should be done during times were the system is unlikely
to be used, such as during weekends or public holidays (see also Capacity
Planning, Load and Resilience).

Driver is a small interface program that permits a computer to communicate
with a peripheral device, such as a printer or a scanner. The driver will be
automatically installed when one connects the device to the PC; hence the
need for a CD-ROM or floppy disk when installing such peripherals.

Dropper is a program that has been modified in order to install the virus on
the system under attack.

DSA see Digital Signature Algorithm

DVD see Digital Versatile Disk

Dual Control is based on the premise that for a breach to be committed, both
parties would need to be in collusion since both are required to complete the
process

Nested Dual Control Access means that, for instance, two pairs of people
are required to enable access for higher level authorization password required
to permit the entry of data created or amended by another person.

Some vendors have started to sell ‘trusted operation systems’ that enforce
requirement for dual control and the separation of duties, to provide substan-
tially greater Information Security.

Dumb Terminal or Visual Display Terminal (VDT) is a terminal that consists
of a keyboard and display screen being used to enter and transmit data to, or
display data from, a computer or server to which it is connected. In contrast to
a PC, it has no independent processing or storage capability, hence it cannot
function as a stand-alone device.

Dynamic Link Library (DLL) is an exectuable file containing routines that
can be accessed by one or more Windows executables.


