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D iagnostic errors result in an estimated 40,000 to 80,000
US hospital deaths annually1; they are the most com-

mon type of medical error cited in malpractice claims and
result in the largest payouts2; they lead to more patient
readmissions than other types of errors3; and autopsy studies
confirm the ubiquity of missed diagnoses.4 Although not all
diagnostic errors result in harm, many do.5 Typically these
mistakes represent either cognitive errors, such as those
resulting from a lack of knowledge, or communication errors,
such as those resulting from poor handoffs and follow-up.6,7

Differential diagnosis (DDX) generators have the potential to
assist in the former, while other types of clinical decision
support can address the latter.

In this issue of JGIM, Bond and colleagues examine the
features and performance of four DDX generators.8 They
identified these tools through a systematic search, compared
each tool against a set of consensus criteria, and tested each
tool using diagnostic conundrums from the New England
Journal of Medicine (NEJM) and the Medical Knowledge Self
Assessment Program (MKSAP) of the American College of
Physicians. The best tools demonstrated sensitivities as high
as 65% and a number of features which advanced their
usability, including direct links to evidence resources, the ability
to input multiple variables including negative findings, the
potential to be integrated with electronic health records (EHRs)
to obviate the need for manual data entry, and mobile access.

Unfortunately, the performance results were not much better
than programs examined in a similar study published in the
NEJM nearly 20 years ago by Berner and colleagues.9 In that
study, four DDX generators were evaluated, two of which are no
longer on the market, and only one of which met the inclusion
criteria of the current study. Berner and colleagues concluded
that on average the tools had a relatively mediocre sensitivity of
approximately 50-70% for the correct diagnosis, and a compan-
ion editorial by Kassirer gave the tools a grade of C.10

The current study by Bond and colleagues has many
strengths. First, their search for DDX generators was system-
atic and comprehensive, including searches of the internet and
medical literature databases, as well as expert consultation.
The appendix includes a list of programs which were identified

but did not meet inclusion criteria. The only major tool type
that was not considered for inclusion in their study was the
internet search engine (such as the generic Google or the
medically targeted WebMD). Evidence suggests that these
search tools can lead to the correct diagnosis in over 50% of
cases, similar to the sensitivities of the DDX generators in this
study.11 Thus, head-to-head comparisons of DDX generators
with internet search engines will be critical to demonstrating
the incremental value of the proprietary, specialized software.
Of note, at least one of the tools examined in Bond’s study
offered structured Google searching of pre-selected medical
websites.

A second strength of the study is the consensus-based
evaluation template developed by the authors. The attributes
had real-world face validity, and included critical measures
like: 1) the potential for EHR integration, 2) Health Level 7
(HL7) interoperability, 3) options for mobile access, 4) the types
of data inputs allowed (for example, labs, drugs, images,
geographic location, and negative findings), 5) use of natural
language for queries, 6) source of knowledge content, 7) links
to Pubmed and other evidence-based content, 8) frequency of
content updates, and 9) the potential for usage tracking. The
only downside of this list of attributes is that the authors
assessed some of the attributes using manufacturer’s claims
rather than direct testing of the DDX generators. This is a
particularly important limitation for an attribute like EHR
integration, which would require testing in one’s local setting
to verify manufacturers’ claims.

Another strength of the study lies in the methods used to
test the DDX generators. Diagnostic cases were appropriately
varied and challenging, and included pheochromocytoma,
stress cardiomyopathy (Takotsubo), amyloidosis, Goodpas-
tures syndrome, and copper deficiency, among others (see
Appendix 2 of Bond’s study for the complete list). The selection
of cases is important as physicians are unlikely to resort to a
DDX generator for ‘routine’ cases such as community acquired
pneumonia. The authors also ensured that the researchers
choosing the findings to enter from each case and entering the
findings into the DDX generator were blinded with regards to
the case diagnosis. Moreover, the 5-point performance-scoring
system included gradations of “correctness” or “helpfulness”,
from a 5 (in which the correct diagnosis was included in the top
20 diagnoses generated) to a 0 (in which no diagnosis in the top
20 was relevant to the target diagnosis).

Despite these strengths, the study by Bond and colleagues
suffers from a critical limitation: there is no assessment of thePublished online December 13, 2011
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impact of these products on true clinical outcomes.12 Thus, we
are left to wonder whether use of the examined tools would
decrease diagnostic error, or more importantly misdiagnosis-
related harm.1 In addition, we are left to wonder if use of DDX
generators might increase diagnostic testing, with the potential
for associated complications and costs. Another potential
hazard is false-confidence: providers might become more
attached to their initial diagnosis merely because it appeared
on a generated list of diagnoses. As a result, they might be less
inclined to get a consult when necessary. There is also no
assessment of how DDX generators might affect workflow,
length of stay, readmissions, patient satisfaction, and costs.

The impact of these tools might also be affected by the
patient care setting in which they are applied. For example,
one could imagine that academic medical centers, with their
mix of diagnostic dilemmas, patient complexity, and young
trainees, might benefit more from DDX generators than
community hospitals with more “bread and butter” presenta-
tions. On the flip side, maybe such products would be
dangerous in the hands of young trainees for the reasons
noted above. Providers in cognitive fields like internal medicine
might benefit more than surgical colleagues. Cognitive fields
suffer more from diagnostic error than surgical fields, so a
differential impact of these tools by specialty might well be
expected.3

Another limitation of the study by Bond is the lack of usability
testing in the real-world. The question of whether DDX gener-
ators would actually be used, and if so when and by whom, is of
paramount importance. An assessment of the ease of use of
these programs and user satisfaction with the interface would
be a first step to understanding program usability. But more
importantly, studies need to assess whether those who need
assistance from these programs would actually use them.
Studies suggest that provider overconfidence13,14 and prema-
ture closure15 are both associated with diagnostic error. So it is
unclear if DDX generators can reduce misdiagnosis-related
harm if we simply rely on providers to use these programs when
they deem necessary, or if more active interfaces or prompts
would be necessary to have an impact on clinical outcomes. At
the heart of all of these questions is the provider’s perception of
the incremental value of such tools.

A 2006 study by Ramnarayan and colleagues represents a
good first step to examining the impact of DDX generators in
the real world.16 The study examined the use by pediatric
housestaff of a DDX generator over a 5-month period in four
outpatient pediatric clinics. As part of the study, users were
compelled to enter the differential diagnoses, tests and treat-
ments they were considering before engaging the tool. They
were again asked to record their management plans following
use of the DDX generator. The study showed that housestaff
“attempted” to use the tool on 595 occasions (about 9% of all
patient encounters), but only “examined” the diagnostic advice
from the tool in 177 episodes (or 30% of the encounters for
which use of the tool was “attempted”). For the 104 episodes of
care for which complete medical records were available, an
expert panel found a significant reduction in “unsafe” diagnostic
workups (defined in the study as a deviation from a “minimum
gold standard”), from a staggering 45% of episodes to a still
concerning 33% of episodes. Median time spent on the DDX
generator was about one and a half minutes. User satisfaction
with the tool was low, which may have been due to the onerous
requirements of the study protocol.

Importantly, none of the DDX generators examined in the
current study by Bond address non-cognitive causes of
diagnostic error like failures in information transfer. Given
the increasing number of patient handoffs in today’s medical
environment, perhaps electronic solutions targeting this area
could reduce misdiagnosis-related harm even more than the
ideal DDX generator.2,17–19 Potential solutions to address
these system errors include EHRs with fail-safe communica-
tion for test ordering and results tracking, such that important
test results don’t fall through the cracks. Automated feedback
loops including patients as well as primary and specialty
physicians may also help to address errors of information
transfer.

Despite the nearly 20 years that have passed between the
study by Berner and the current study by Bond, little evidence
has justified raising the grade of C that Kassirer originally gave
to computer-assisted diagnosis. Given the times, with rampant
diagnostic testing and exploding medical costs, one might even
claim that currently the potential risks of using DDX gener-
ators are greater than in the past, particularly since we still
lack any evidence of benefit in clinical outcomes.20,21 Yet, given
some of the potential improvements these programs have
made in the areas of EHR integration, mobile access, allowable
data inputs, and links to comprehensive evidence-based resour-
ces, we feel compelled to raise the initial grade of C to a C+.
Call it grade inflation.
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