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Abstract The paper presents an analysis of performance
features of the HICCUPS (HIdden Communication system
for CorrUPted networkS) including the efficiency and the
cost of the system in WLANs (Wireless Local Area Net-
works). The analysis relies on the original CSMA/CA (Car-
rier Sense Multiple Access with Collision Avoidance) 802.11
Markov chain-based model and proves that the HICCUPS
is the efficient steganographic method with the reasonable
cost.
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1 Introduction

The HICCUPS (HIdden Communication system for Cor-
rUPted networkS), introduced by the author in [6], is a
steganographic system for WLANs (Wireless Local Area
Networks). The main innovation of the system is usage
of frames with intentionally wrong checksums to establish
covert communication. The HICCUPS was recognized [1]
as the first steganographic system for WLAN.

The analysis presented in this paper focuses on some per-
formance features of the HICCUPS, including the efficiency
and the cost of the system usage in WLAN. For the purpose
of this analysis the Markov chain-based model was used
which is dedicated for 802.11 CSMA/CA (Carrier Sense
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Multiple Access with Collision Avoidance; [2–5, 7]). The
cost of system usage (κ) is defined as a decline of WLAN
throughput that results from the HICCUPS operating in the
corrupted frame mode [6]. The efficiency of the system (ε) is
defined as a throughput of the system in the corrupted frame
mode.

The evaluation was performed for the saturated condi-
tion i.e. when all stations involved in communications have
no empty queues. Saturation throughout (S) is an efficiency
measure of maximum load in saturated conditions.

2 The analysis of saturation throughput
for the corrupted frame mode—SH

2.1 Calculation of SH

First we evaluate the saturation throughput for the HIC-
CUPS in the corrupted frame mode (SH ). The analysis is
similar to effort done for the 802.11 CSMA/CA networks in
[2–5, 7].

Figure 1 illustrates four states of the channel that could
occur during the corrupted frame mode. In this mode all
802.11 frames have incorrect value of CRC-32 code deliber-
ately set in the FCS field (Frame Checksum Control). Thus,
there are no positive acknowledgments through ACK (AC-
Knowledgment) frames, and therefore “ACK error” state is
omitted [2–5, 7]. The “success” of the transmission in the
HICCUPS, not defined in the same way as for the 802.11
network, means that during transmission there were no col-
lisions and no data errors. The mechanism of frame integrity
for the HICCUPS is separate from 802.11 FCS.

The duration of four states are as following (Fig. 1):
TI_H —idle slot,
TS_H —successful transmission,
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Fig. 1 States of the channel

TC_H —transmission with collision,
TE_DATA_H —unsuccessful transmission with data frame

error.
So we have:

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

TI_H = σ

TS_H = TPHYhdr + TDATA + δ + TEIFS

TC_H = TS_H

TE_DATA_H = TS_H

(1)

Probabilities corresponding to states of the channel are
denoted as follows:

PI_H —probability of idle slot,
PS_H —probability of successful transmission,
PC_H —probability of collision,
PE_DATA_H —probability of unsuccessful transmission

due to data frame error.
Let τH be a probability of frame transmission in the cor-

rupted frame mode, pe_data a probability of data frame error
(see the formula (22) in [3]). These are related to channel
state probabilities as follows (see (12) in [3]):
⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

PI_H = (1 − τH )n

PS_H = nτH (1 − τH )n−1(1 − pe_data)

PC_H = 1 − (1 − τH )n − nτ(1 − τH )n−1

PE_DATA_H = nτH (1 − τH )n−1pe_data

(2)

We use the same assumptions as stated in Chap. 2.1 of [3]
so we could express SH (similar to (6) in [3]):

SH = PS_H Lpld

TI_H PI_H + TS_H PS_H + TC_H PC_H + TE_DATA_H PE_DATA_H

,

(3)

where Lpld is a length of data in frame with FCS field, ex-
pressed in bps. SH could be normalized to R—the rate of
the 802.11 network (see formula (7) in [3]):

SH = SH

R
(4)

2.2 Probability of frame transmission in the corrupted
frame mode—τH

Based on the model presented and evaluated in [2–5, 7]
let us consider a model of the 802.11 CSMA/CA backoff
procedure in corrupted frame mode. From a WLAN per-
spective of the HICCUPS, communication always fails, be-
cause of absence of proper checksums. Hence transmission
of steganograms is performed in every step of the backoff
procedure, so we could describe the HICCUPS behaviour
with the Markov chain-based model as presented in [2–5, 7]
with probability of the failure pf = 1 (means “always fail-
ure”).

The state of the two-dimensional process (s(t), b(t)) will
be denoted as (i, k) [2–5, 7], bi,k is a probability of this state.
The one-step conditional state transition probabilities will be
denoted by P = (·, ·|·, ·).

Non-full transition probabilities are determined as fol-
lows:
⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

P(i, k|i, k + 1) = 1 − pcoll,

0 ≤ i ≤ m,0 ≤ k ≤ Wi − 2

P(i, k|i, k) = pcoll,

0 ≤ i ≤ m,1 ≤ k ≤ Wi − 1

P(i, k|i − 1,0) = 1/Wi,

0 ≤ i ≤ m,0 ≤ k ≤ Wi − 1

P(0, k|m,0) = 1/W0,

0 ≤ k ≤ W0 − 1

(5)

where pcoll is a probability of collision, W0 is an initial size
of th contention window and m′ is a maximum number by
which the contention window may be doubled; m′ may be
both greater and smaller than m and also equal to m. Wi is
the maximum value of a backoff timer at the i backoff stage:

Wi =
{

2iW0, i ≤ m′

2m′
W0 = Wm, i > m′ (6)

With transition probabilities as above (5) and justifica-
tions as in [2, 3, 7], Markov chain transitions is presented
in Fig. 2. Let us notice that differences between this dia-
gram and the 802.11 CSMA/CA diagram [2–5, 7] of re-
turns to states (0, k) for 0 ≤ k ≤ W0 − 1 and (i,0) for 0
≤ i ≤ m − 1—this is a graphical interpretation of “always
failure” from the perspective of WLAN.

For 0 ≤ i ≤ m we have:

bi,k =
{

Wi−k
Wi(1−pcoll)

b0,0, 0 < k ≤ Wi − 1
b0,0, k = 0

(7)

Because

m∑

i=0

bi,0 = b0,0(m + 1) (8)
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and (7) we get:

1 =
m∑

i=0

Wi−1∑

k=1

bi,k +
m∑

i=0

bi,0

= b0,0

1 − pcoll

m∑

i=0

Wi − 1

2
+ b0,0(m + 1) (9)

and

b−1
0,0 =

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

W0(2m+1−1)−(m+1)
2(1−pcoll)

+ (m + 1),

m ≤ m′
W0(2m′+1−1)−(m+1)+(m−m′)W02m′

2(1−pcoll)
+ (m + 1),

m > m′

(10)

Having b0,0 we may calculate (similar to [2–5, 7]) prob-
ability of frame transmission in the corrupted frame mode:

τH =
m∑

i=0

bi,0

=

⎧
⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎩

(
W0(2m+1−1)−(m+1)

2(1−pcoll)
+ (m + 1))−1(m + 1),

m ≤ m′

(
W0(2m′+1−1)−(m+1)+(m−m′)W02m′

2(1−pcoll)

+ (m + 1))−1(m + 1), m > m′

(11)

Probability pcoll, similar to the formula (25) in [3] is:

pcoll = 1 − (1 − τH )n−1. (12)

Equations (10) and (11) form a system with two unknown
variables τH and pcoll which may be solved numerically.

Fig. 2 Markov chain transitions

3 The cost—κ

According to the definition of the cost (κ), introduced in
the first part of this paper, the cost is the difference between
S, for frame error rate without the HICCUPS, and S, with
frame error rate as a result of the HICCUPS in the cor-
rupted frame mode. In other words κ is a decline of WLAN
throughput grabbed by HICCUPS hidden channels.

Let us assume that the HICCUPS increases frame error
rate by the constant value �FER (Fig. 3) and frame error
rate of the networks without the HICCUPS equals FER′. We
could notice that 0 ≤ �FER ≤ 1 − FER′. So we could ex-
press the cost as:

κ = S(FER′) − S(FER′ + �FER) (13)

and normalized to R:

κ = κ

R
. (14)

The curves of the cost are based on S(FER) and they look
almost linear [7], so for small values of �FER we could use
the following approximation formula (Fig. 4):

κ ≈ �FER

1 − FER′ RPNWLAN(FER′). (15)

In Tables 1 and 2 the values of the cost κ for n = 5 and
n = 10 are presented for IEEE 802.11g (ERP-OFDM) 54
Mbps—[4, 5]. These results, for L = 1000 bytes, come from
(15), and were calculated for FER′ ∈ {0;0.0769;0.5507}

Fig. 3 Interpretation of �FER

Fig. 4 Graphical presentation of the cost (κ)
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Table 1 Normalized values of the cost κ (in brackets expressed in
Mbps)—N = 5 and L = 1000 bytes

FER′ �FER

0.01 0.02 0.03 0.04 0.05

0 0.0048 0.0097 0.0145 0.0194 0.0242

(0.26) (0.52) (0.78) (1.05) (1.31)

0.0769 0.0049 0.0097 0.0146 0.0194 0.0243

(0.26) (0.52) (0.79) (1.05) (1.31)

0.5507 0.0047 0.0093 0.0140 0.0186 0.0233

(0.25) (0.50) (0.75) (1.01) (1.26)

Table 2 Normalized values of the cost κ (in brackets expressed in
Mbps)—N = 10 and L = 1000 bytes

FER′ �FER

0.01 0.02 0.03 0.04 0.05

0 0.0046 0.0092 0.0138 0.0184 0.0230

(0.25) (0.50) (0.75) (1.00) (1.24)

0.0769 0.0046 0.0093 0.0139 0.0186 0.0232

(0.25) (0.50) (0.75) (1.00) (1.25)

0.5507 0.0047 0.0095 0.0142 0.0190 0.0237

(0.26) (0.51) (0.77) (1.02) (1.28)

(that corresponds to three bit error rates: BER ∈ {0,10−5,
10−4}). For these conditions five typical values of �FER
were taken into account (0.01; 0.02; 0.03; 0.04; 0.05).

4 The efficiency—ε

According to the definition of the efficiency (ε), as stated
in the introduction, the efficiency is the SH in conditions
that result from physical channel (especially its BER) and
amount of frames used by the HICCUPS in the corrupted
frame mode. These conditions enable different view on
frame error rate from the HICCUPS perspective: the proper
frames for the HICCUPS are corrupted for WLAN, and of
course the good ones for WLAN in the meaning of the HIC-
CUPS are wrong. So we will use FERH to emboss this dif-
ference, and define ε as follows:

ε = SH (FERH ) (16)

SH , evaluated in the first part of the paper, allows to cal-
culate the upper boundary of HICCUPS throughput. In the
normal use of the HICCUPS the corrupted frame mode oc-
curs very rarely.

To estimate efficiency we might consider two scenarios.
In the first scenario: all stations are in the corrupted frame

Fig. 5 Graphical interpretation of the efficiency ε

mode only (the HICCUPS is always on): S in the function
of FER equals 0 (because S(1) = 0), and SH in the func-
tion of FER equals SH (FER′). Because 0 ≤ �FER ≤ 1 −
FER′,�FER = 1 − FER′. In the second scenario: the HIC-
CUPS is off (�FER = 0, only normal transmission is per-
formed, so SH = 0 (because SH (1) = 0), S equals S(FER′).

On the base of the two scenarios presented above we
could estimate the hypothetic point of the HICCUPS oper-
ation for (FER′ + �FER) as combination of the translation
and the reflection (Fig. 5). The SH curve is reflected and then
translated in FER domain to keep S(1) = 0 and SH (FER′)
together as well as S(FER′) and SH (1) = 0. After this oper-
ations we could observe that FERH = 1 − �FER. Finally:

ε = SH (1 − �FER) (17)

and could be normalized to R:

ε = ε

R
. (18)

Similarly to the analysis of the cost we consider an IEEE
802.11g (ERP-OFDM) 54 Mbps network with 1000 bytes
frames, n ∈ {5,10}, and the same values of �FER (0.01;
0.02; 0.03; 0.04; 0.05). The results are presented in the Ta-
ble 3.

5 Conclusions and future work

The analysis presented in this paper focuses on the perfor-
mance features of the HICCUPS including the efficiency
and the cost of system usage in WLAN. The analysis re-
lies on the original Markov chain-based model. The cost de-
pends on the frame error rate, and the efficiency depends
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Table 3 Normalized values of the efficiency ε (in brackets expressed
in Mbps)—N ∈ {5,10} and L = 1000 bytes

n �FER

0.01 0.02 0.03 0.04 0.05

5 0.0042 0.0085 0.0127 0.0169 0.0212

(0.23) (0.46) (0.69) (0.91) (1.14)

10 0.0047 0.0094 0.0141 0.0188 0.0235

(0.25) (0.51) (0.76) (1.01) (1.27)

only on �FER. As an example for an IEEE 802.11g (ERP-
OFDM) 54 Mbps network with 10 stations and �FER =
0.05, the efficiency ε equals 1.27 Mbps and the cost κ is
1.28 Mbps. The analysis proves that the HICCUPS is the
efficient steganographic method with the reasonable cost.

Future work will focus on the simulation analysis of the
HICCUPS to evaluate features of the systems in different
scenarios and cover a versatile assessment of the HICCUPS
security.

Open Access This article is distributed under the terms of the Cre-
ative Commons Attribution Noncommercial License which permits
any noncommercial use, distribution, and reproduction in any medium,
provided the original author(s) and source are credited.
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