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Abstract Radio frequency identification (RFID) is a form
of wireless communication that is used to identify assets
and people. RFID has significant benefits to the medical
environment. However, serious security threats are present
in RFID systems that must be addressed in a medical
environment. Of particular interest are threats to patient
privacy and safety based on interception of messages,
interruption of communication, modification of data, and
fabrication of messages and devices. This paper presents an
overview of these security threats present in RFID systems
in a medical environment and provides guidance on
potential solutions to these threats. This paper provides a
roadmap for researchers and implementers to address the
security issues facing RFID in the medical space.
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Introduction

Radio frequency identification (RFID) is one form of
wireless communication that is often used to locate and
track objects and people. RFID provides a wireless
connection between a RFID tag and a RFID reader
(sometimes referred to as a RFID interrogator). RFID offers
many benefits in the medical environment, such as reducing
hospital costs, increasing quality of care, and increasing
patient safety [1–10]. However, the wireless tag-reader link
introduces a number of new security concerns not present
with the current barcode based systems.

Most hospitals employ a barcode patient management
system to identify patients and assets. The patient is
typically given a wristband containing a barcode that
provides a link to the patient in the hospital’s central
database. There are a number of issues with the barcode
system. First, the barcode requires a line-of-sight between
the barcode scanner (reader) and wristband. This can cause
difficulty if the patient needs to be identified while they are
sleeping if the barcode is not visible. In this case, the staff
member must wake the patient to identify them. Second,
the barcode scanner uses optical sensors to read the barcode
and if the wristband becomes dirty the barcode cannot be
read or worse read incorrectly. If the barcode is read
incorrectly, the patient may be identified as another patient.
This is problematic because a major use of the barcode is to
match a patient’s medication to the patient. RFID offers
solutions to both of these issues. RFID is a wireless
technology and does not require a line-of-sight to be read.
Some RFID systems can even be read through the human
body (e.g. systems similar to those used with an implant-
able chip that identifies pets). Because a line-of-sight
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between the RFID tag and RFID reader is not required there
is no problem if the RFID tag is dirty. However, care must
be taken to ensure that the data stored on the RFID is
correct and error free, but standard solutions such as
reading the data after writing (verification) and error
detection address this issue. Error detection information,
e.g. a checksum or cyclic-redundancy-check (CRC), can be
included with the identifier in the RFID tag to flag any read
errors. Currently, RFID systems are being used in conjunc-
tion with barcodes in hospitals today. In these deployments
the barcode provides a backup for the RFID system. Many
systems incorporate both an RFID tag and a barcode into
the patient’s wristband. The barcode offers a fallback
position in the event that the RFID tag cannot be read due
to interference or failure.

RFID tags fall into one of three categories depending on
how they are powered. The first category is passive RFID
where the tag has no on-board battery and harvests the
energy it needs to operate from the reader’s transmission.
The ability to deliver the required amount of energy to
the tag is critical and is directly related to performance.
The environment plays a major role in this and care
must be taken to place the tag in a radio frequency (RF)
friendly environment. The second category is battery-
assisted-passive (BAP) RFID where the tag has an on-
board battery to power some intelligence (e.g. a micro-
processor) or a sensor. The battery is not used for
communication purposes, but enables the tag to record
sensor readings when it is not being read (interrogated).
The third category is active RFID where the tag has an on-
board battery that powers the entire tag, including the
communication system.

RFID readers fall into two categories, fixed and
handheld. Fixed readers are placed in a set position and
are not typically moved after installation. They are
typically powered from a dedicated electrical connection,
although some may be battery powered. Handheld RFID
readers are portable devices similar to a handheld barcode
scanner and are battery powered. The reader connects to
the middleware over a standard network connection, e.g.
Ethernet or WiFi.

However, the security threats to RFID systems must be
identified and addressed before they can be safely deployed
in the medical environment. Security in RFID systems has
been investigated from a number of angles [11–19]. In the
medical environment the security of the patient’s medical
information is a major concern. The security and use of the
patient’s medical information is regulated by the govern-
ment, e.g. Health Insurance Portability and Accountability
Act of 1996 (HIPAA) in the United States [55]. Another
major concern is the threats to RFID enabled identity badge
systems that limit access to restricted areas of the hospital,
e.g. the pharmacy.

This paper presents an overview of security threats to
RFID systems based on the ISO 18000 family of standards
[33–36] being used in a medical environment. This
overview is divided into a two dimensional matrix that
identifies categorizes attacks based on their attack category
(based on accepted security practices) and the part of the
RFID system where the attack occurs. “RFID system
composition” contains a description of a canonical archi-
tecture and operations in typical RFID systems. “Existing
applications of RFID in hospitals” presents applications of
RFID in the medical setting with a focus on the hospital.
The matrix of security threats to RFID systems and
potential countermeasures (solutions) is presented in “RFID
security and privacy threats”, and conclusions are presented
in “Conclusions”.

RFID system composition

RFID is composed of four main components: the RFID tag
(tag), the RFID reader or interrogator (reader), the middle-
ware software, and the backend software. RFID tags are
attached to an asset or person, use a radio frequency (RF)
signal to communicate wirelessly with the RFID reader, and
are typically small. The RFID reader can be fixed in place,
or be handheld. In most of the ISO (International
Organization for Standardization) defined RFID protocols,
e.g. ISO 18000-2 [33], ISO 18000-3 [34], ISO 18000-6
[35], and ISO 18000-7 [36], the RFID reader initiates all
communication (reader talks first) and the tag only trans-
mits in response to the RFID reader. Such protocols are
termed reader-talks-first. A small number of protocols, e.g.
ISO 18000-6 Type D [35], use a tag talks first protocol.
These protocols are typically used when tags have an on-
board sensor that requires an alert to be transmitted when
some event occurs, e.g. an elevated temperature condition.
Several RFID systems commonly referred to as proximity
cards following ISO 14443 [46–49] and ISO 15693 [50–52]
exist. The MIFARE card produced by NXP uses the ISO
14443 protocol is heavily used for paying public transpor-
tation fares. While the MIFARE incorporates security
features, these cards have been compromised [53, 54]. This
paper investigates RFID systems using a reader-talks-first
protocol, and conforming to the ISO 18000-6 Type C or
ISO 18000-7 protocols. The ISO 18000-6 Type C standard
defines operation for RFID passive ultra-high frequency
(UHF) systems typically used to track retail goods such as
apparel [59]. The ISO 18000-7 standard defines operation
for active (battery powered) RFID systems that are typically
used to secure, monitor, and track cargo containers.

Typically, there are many tags to a single reader. The
middleware provides the interface to connect the backend
software to the RFID reader. The middleware performs a
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similar service to a device driver on the standard PC, but
may also provide additional capabilities. Some advanced
middleware software packages provide filtering capabilities
to reduce the amount of queries (requests) sent to the
backend software. Another use of middleware is to
coordinate multiple RFID readers so they can work together
to read RFID tags. This will improve performance. The
backend software is often a standard enterprise resource
planning (ERP) type software. Figure 1 illustrates the
connections between these four components.

Each tag has a unique item identifier (UII) that is often
used as a key to index a database table containing
information about the asset associated with that tag. RFID
exchanges begin with the reader discovering which tags are
within range. This process is divided into two phases, the
selection phase, and the inventory process. During the
selection phase the reader identifies the set of tags that will
participate in the inventory process. The selection phase
allows the reader to include only those tags of interest in the
inventory process. This reduces the time required to
complete the inventory process. The reader begins the
inventory process by issuing an inventory command that is
broadcast to all tags within range in order to determine
which tags are within range. In response to this inventory
command the tags will reply by sending their UII. Each
protocol implements some form of collision resolution.
This is usually based on a slotted-Aloha collision avoidance
scheme where time is broken up into discrete units or slots
and each tag selects a random slot to reply with its UII. This
collision avoidance scheme often requires a number of
inventory rounds to identify all the selected tags. Multiple
inventory rounds are needed because of collisions (two or
more tags selecting the same time slot to respond). The
process of retrieving a tag’s UII is termed reading. Once the
reader has the tag’s UII it uses that to carry on higher level
communication, e.g. reading and writing data, with the tag.

Communication at this higher-level is supported by a
data-link layer. The data-link layer is responsible for
framing encoded bits and establishing basic communication
rules. Basic communication at this level involves one of
three operations: tag selection, inventory, and access, for

ISO/IEC 18000-6 Type C commands. The selection process
typically occurs first and its goal is to identify the set of
tags that will participate in the inventory round (through
user-defined criteria as well as the use of set-operators
union, intersection, and negation). The selection process
allows the reader to limit the set of tags participating in the
inventory round to only those tags that are of interest.
Figure 2 illustrates the selection, inventory, and access
process for ISO 18000-6 Type C. While selection and
inventory operate over a set of tags (all tags within range of
the reader), access commands target a single tag. Depend-
ing on the particular commands issued by a reader for
selection, inventory, and access, tags will be in a particular
state, e.g., Ready, that determines their behavior and
response.

Existing applications of RFID in hospitals

RFID can be applied to the medical environment to reduce
costs and improve patient care in three areas [1–10, 21, 44].
First, RFID can be used for tracking and managing
inventory. Second, RFID can be used to locate assets,
patients, and staff members. Third, RFID can be used to
improve the quality of patient care.

Inventory management

RFID offers the ability to track and manage inventory [37].
This allows hospitals to reduce overhead inventory and use
all supplies before they expire. RFID enabled cabinets, such
as those offered by Mobile Aspects® [38], are used to store
medical equipment, supplies, and medications. RFID read-

Fig. 2 ISO 18000-6 Type C reader-tag exchangeFig. 1 High-level view of an RFID system
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ers are built into the cabinet and are triggered by the
opening and closing of the cabinet door. For example, a
staff member enters their password and the ID of the patient
they are retrieving supplies for to open the door. After they
have retrieved all the necessary supplies, they close the
door, triggering the readers to read all tags in the cabinet
and generate an inventory. The difference between the
previous inventory and the current inventory is the list of
items removed from the cabinet. This allows hospitals to
monitor their supply levels in real-time to approach a just-
in-time inventory solution. Another benefit is very accurate
billing as patients are billed for all items that they use.

Another use of RFID in inventory control is for
monitoring medications in the hospital pharmacy. RFID
can be used to identify medications for automated picking
equipment (e.g. automated dispensing of medication to
nurses) and for accurate billing and inventory control. Such
a system reduces the chance of a patient accidentally being
given the wrong medication. In this setting, RFID can be
used to reduce shrink (theft) of pharmaceuticals. By placing
RFID readers at the entrance and exit points of the
pharmacy, removal of unauthorized medications can be
discovered in real-time.

Locating patients, staff, and assets

Location information provided by RFID can be used to
better forecast workflow, allocate resources, identify peo-
ple, and track assets efficiently. For full hospital coverage
using a passive system it would be necessary to deploy
numerous RFID readers, approximately one per room. An
active RFID system can provide coverage using fewer
readers because the battery powered tags can communicate
over longer distances. However, it is usually not necessary
to provide coverage in the entire hospital, but just at key
locations: medical supply storage rooms, at risk patients
rooms, and entrances and exits. This will reduce the
number of readers required for a passive system.

RFID provides a means to identify a patient and can be
used by hospital staff to verify that the medication given is
the correct medication for that patient. It is assumed that the
nurse is using a handheld RFID reader with a limited range
of 25–60 cm so that the tag identified by the reader is the
tag on the patient the nurse is delivering the medication to.
The range of a reader can easily be reduced by reducing the
transmitted power level of the reader. RFID offers the
ability to store medical information in the tag itself. Some
tags are equipped with large rewritable memories that can
store information such as a patient’s medical record. By
storing the medical record with the patient it simplifies
transfer of information, especially in the case where the
patient must see two doctors in different healthcare
organizations because the information travels with the

patient. This reduces the chances of a mistake due to
pulling the wrong file for the patient.

Another use of RFID is to track assets such as crash
carts. Hospitals are required to be able to obtain a crash cart
within a specific amount of time after a patient codes. Often
hospitals purchase extra crash carts (at great expense) to
meet this requirement. By tracking the locations of crash
carts, the hospital can direct staff to the exact location to
retrieve the crash cart. Thus, the hospital can reduce the
number of extra crash carts required and save money
without decreasing patient safety.

By monitoring staff and patient locations, it is possible to
better contain diseases and to implement effective quaran-
tine and isolation areas. In the Taipei Medical University
Hospital RFID was used to track the locations of hospital
staff and patients during the SARS epidemic to help contain
the disease [20].

Improving quality of care

Reducing the spread of infectious diseases is another area
where RFID can be applied. Having medical staff wash
their hands between seeing patients can dramatically reduce
the spread of infectious diseases. Several hospitals have
given tags to medical staff and placed readers in the sinks
and the doors in the examination rooms [21]. When the
staff member enters the examination room their tag is read
as they walk through the door. They then have a set amount
of time to wash their hands. If the reader in the sink does
not read their tag within the specified time, the system will
prompt the staff member to wash their hands.

RFID also can be used to assist a patient in following the
prescribed treatment schedule. In many cases, patients have
multiple medications to take and this may lead to
significant confusion on the patient’s end. One system
incorporates RFID into the medicine bottles and a special
drawer to track when medications are removed from the
drawer [22]. This system permits inferences to be made
about the patient taking the proper medication at the proper
time and allows the patient increased independence. This
system has been enhanced to incorporate sensors into the
drawer unit to weigh each bottle of medicine to verify that
the appropriate dose was removed [23].

RFID security and privacy threats

Patient safety encompasses quality of healthcare service
and privacy of personal data. Security risks can expose
patients to potentially life threatening situations and reveal
sensitive personal and health information. Such privacy
breaches can be very costly to both the patient and the
healthcare provider. The potential benefits of RFID
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systems also make them potential targets for a number of
attacks. The ability to track critical assets, and transmit
and store sensitive patient information can give adver-
saries the tools to disrupt hospital service and expose a
patient’s protected health information. Understanding
these threats is essential to maintaining quality of care
and ensuring patient privacy.

Previous work in this area has focused on general threats
to RFID systems [39, 40, 42]. In [39] threats to RFID in
business applications are presented and analyzed from a
business or supply chain viewpoint, not from a medical
space viewpoint. A taxonomy of an attacker’s behavior is
presented in [40] and highlights some of the key activities
of an attacker, including physical attacks on general RFID
systems. A classification of general types of attacks against
RFID systems based on the OSI model is presented in [43].
The medical environment presents a different set of
requirements and needs from a security and privacy
perspective than the supply chain and retail spaces RFID
systems are typically studied in. The taxonomy presented in
this work highlights those security threats specific to the
medical environment and provides guidance on potential
solution paths to address each threat category.

This section presents a two dimensional matrix of
security and privacy threats to RFID systems deployed in
hospitals and clinical environments. The matrix highlights
the type of threat and the point in the RFID system where
the threat occurs. The matrix represents an attempt to
classify threats across the architectural dimensions of RFID
systems in the general attack categories of interception,
interruption, modification, and fabrication. This work
focuses on threats specific to the use of RFID in the
medical environment. Specific attacks in each of these
categories are bound to their respective target elements in a
classical RFID architectural deployment. The system-level
focus of the matrix remains with the RFID reader and tag,
along with the communication link between them. Howev-
er, discussion is given to backend elements comprising
middleware and database/application components.

The four attack categories can be directly associated
with threats to the canonical security properties of
confidentiality (interception), integrity (modification and
fabrication) and availability (interruption). This approach
offers the potential for a comprehensive treatment of
threat analysis along with a methodological basis for the
development of risk mitigation strategies. Any attack
vector over an RFID system will fall into one or more of
these categories. Standard definitions for the attack
categories apply:

& Interception: Unauthorized acquisition and interpreta-
tion of data obtained via wireless sniffing (eavesdropping)
or from inferences about data stored in the tag based on the

overheard exchanges. This category relates to confidenti-
ality in the classical confidentiality-integrity-availability
(CIA) triangle.

& Interruption: Disruption or degradation of system
resources, including the ability to access information by
draining the tag’s battery (for active or BAP tags only),
inferring with reader-tag communication, or maliciously
Killing (disabling) the tag. This category relates to
availability in the classical CIA triangle.

& Modification: Altering the content or attested origin of
data on a system. This category relates to integrity in
the CIA triangle.

& Fabrication: Injection of messages or data into the
system. This category relates to integrity in the CIA
triangle.

Elements in the matrix table identify generic attack vectors
within the RFID domain bound to specific examples within
selected protocols—specifically, ISO 18000-6 Type C for
passive RFID and ISO 18000-7 for active RFID. The reader
initiates all communication (reader talks first) in both protocols.
These two standards represent the dominant passive and active
RFID standards and provide the basis for concrete examples of
security threats presented here. An excellent overview of the
ISO 18000-6 Type C protocol is provided in [24].

The remainder of this section explores potential attack
vectors within each category across the reference RFID
system architecture. Following the matrix given in Table 1,
the discussion centers on RFID tags, readers, and associated
communication links. The RFID Tag column contains
threats based against the tag or against the messages
transmitted from the tag (tag-to-reader messages). The
RFID Reader column is identical to the RFID Tag column
and captures threats against the reader or the messages
transmitted from the reader (reader-to-tag messages). The
Communication Link column contains threats against the
reader/tag physical layer communication link with the
intent to disrupt this link. The Communication Link threats
are all types of denial-of-service attacks. This matrix also
includes some consideration for the potential threats to
middleware, database, application, and backend platform
elements of RFID systems, but these are not shown in
Table 1 for brevity. Empty cells in the table indicate that no
threats have been identified by the authors for that item.

Interception attacks

Interception attacks involve the attacker intercepting the
wireless messages transmitted between the tag and reader.
Two general classes of interception attacks exist: wireless
sniffing and man-in-the-middle. Both threaten privacy and
the man-in-the-middle attack even directly enables identity
theft [56] or a HIPAA violation.
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Eavesdropping or wireless sniffing, as illustrated in
Fig. 3, is when the attacker simply listens to communica-
tions between the RFID tag and reader, enabling the
attacker to retrieve information, e.g. patient information or
encryption keys, from the communication. ISO 18000-6
Type C supports cover coding where the interrogator to tag
messages are obscured using the exclusive or (XOR)
operation, but the tag to reader messages are typically
transmitted in the clear [35]. This attack is primarily a threat
to patient privacy. The RFID signal is wireless and radiates
from the antenna (tag or reader) in all directions: so it is
possible for the transmission to be overheard by parties
other than the intended receiver. Because of the propagation
of the RFID signals the observer could be far away from the
intended receiver. Communications may contain medical or
personal information about the patient (e.g., where the
patient’s medical record is stored on the tag). RFID

protocols support reading and writing data to/from the tag.
The active RFID protocol, ISO 18000-7, supports databases
with read, write, and query capability in the tag. These
exchanges contain protected or private information about
the patient that could be revealed if sniffed.

Unmitigated, privacy threats undermine the benefits of
RFID systems. Near-instant access to patient information
by healthcare professionals also can mean easy access by an
unauthorized, possibly malicious, third party. An eaves-
dropping attack will not disrupt or impact service, and both
the provider and patient may be unaware of the breach.

At the data-link level, eavesdropping the Select com-
mands provides the information necessary to identify the
tags a particular reader is attempting to read. This
information might be of great value to an attacker that
now knows where to concentrate efforts for a multi-stage
attack. While the attacker may not gain information about a
specific tag, it will help narrow the scope of any subsequent
actions because Select commands can search the tag’s data
memory, e.g. discovering all patients receiving cancer
medication.

The inventory process provides another opportunity to
collect information and a full description of this process can
be found in [24]. As part of this process, and in response to
Query commands, the interrogator has to ACK the RN16
sent by the tag. The RN16 is a random number generated
by the tag that is used as a handle or key for the higher
level commands (e.g. read or write commands). The RN16
allows the tag to identify higher level commands that are
addressed to it and to differentiate commands sent by
different readers. The tag typically provided a different
RN16 to each reader that inventories it. In response to the
ACK, the tag sends a message from which it is possible toFig. 3 Illustration of eavesdropping

Table 1 Matrix of RFID attacks

Attacks RFID tag RFID reader Communication link
(Tag/Reader)

Interception Wireless sniffing (ISO 18000-6 Type C: Select,
Query, QueryRep, QueryAdjust, Read, and
Write; ISO 18000-7: Collect with UDB (Uni-
versal Data Block), Read UDB, Write Memory,
Read Memory, Table Get Data, Table Read
Fragment, Table Write Fragment), Relay or
MITM (Man-in-the-middle)

Wireless Sniffing (ISO 18000-6 Type C: Select,
Query, QueryRep, QueryAdjust, and Write; ISO
18000-7: Collect with UDB, Write Memory, and
Table Write Fragment); Relay or MITM

Interruption Energy draining (ISO 18000-7: Repeated sending
of Wakeup Signal or Valid Commands); Kill
Command (ISO 18000-6 Type C: Sending the
Kill Command)

Resetting Tag State (ISO 18000-6 Type C:
Sending the Query or Select command)

Jamming

Modification Altering data stored on tag, MITM MITM

Fabrication Cloning (ISO 18000-6 Type C: Read or Write
commands; ISO 18000-7 Collect with UDB,
Read UDB, Read Memory, and Table Read
Fragment commands)

Inventory response injection Message Flooding
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obtain the UII. Furthermore, by monitoring the first three
responses to the reader from the tag during inventory, it is
also possible to obtain the handle to be used to send access
commands to the tag.

Man-in-the-middle (MITM) or relay attacks are particu-
larly problematic because they can overcome a number of
security measures. In a relay attack, the attacker uses a fake
RFID reader and tag to extend the range of a legitimate
RFID reader and tag [57], as illustrated in Fig. 4. In the case
of interception, the attacker does not modify any of the
messages, but simply repeats them. For example, an
attacker with the fake RFID reader would linger around a
doctor with a legitimate RFID badge. A collaborating
attacker would wait at the door to a restricted area where
the doctor’s badge grants access to with the fake tag. The
fake tag would communicate with the legitimate RFID
reader in the door and relay the legitimate RFID reader’s
message to the fake RFID reader. The communication link
between the two attackers must be fast enough to prevent
either end of the communication from timing out or
expiring. A high speed WiFi or cellular connection would
suffice for this communication link. The fake RFID reader
then communicates with the doctor’s badge to get the
proper credentials. This information is transmitted back to
the other attacker at the door who uses the fake tag to
impersonate the doctor’s badge. Relay attacks are difficult
to counter because they incorporate legitimate tags and
readers and use a repeater to extend the range between the
legitimate tag and reader. Both the legitimate tag and
legitimate reader believe they are communicating with a
legitimate counterpart instead of the fake tag and fake
reader. Relay attacks can function over any exchange
between a reader and tag.

RFID tag

From the point of view of the tag responses to reader
commands (inquiries), sniffing can be used to determine
information that is being read from a tag. This information

could contain personal information such as age or home
address, or could contain medical information such as
blood type or medical test results. Passive (ISO 18000-6
Type C) RFID tags support a memory Read command that
contains the memory data requested by the reader. Active
(ISO 18000-7) RFID tags support databases and database
queries in addition to read memory capability. In addition,
ISO 18000-7 tags have a universal data block (UDB) that
provides quick access to commonly requested data items.
For ISO 18000-7 tags, observing exchanges involving the
Read UDB, Read Memory, Table Get Data, and Table Read
Fragment commands allows the attacker to determine what
data are being retrieved from the tag. This information
could contain confidential or private information.

Another privacy threat is tracking using the UII
associated with each tag. This UII can be obtained during
the inventory process (when the RFID reader identifies
what tags are within range). The UII may be obtained using
a rogue reader actively conducting the inventory process or
by sniffing the tag responses during the inventory process
from a legitimate reader. This UII can then be linked to the
areas where it has been read based on the range of the
reader. ISO 18000-6 Type C systems have an approximate
range of 5–10 m, while ISO 18000-7 has a range of
approximately 100 m. Based on the location information
inferences can be made about a patient’s treatment and
corresponding conditions.

RFID reader

Sniffing messages from the RFID reader to the RFID tag
can provide the attacker with the data that are being written
to the RFID tag. Passive RFID tags (ISO 18000-6 Type C)
support a memory write command that contains the data to
be written to the tag. Similarly, active RFID tags (ISO
18000-7) support a write memory capability, e.g. Write
Memory command, and database write capabilities, e.g.
Table Write Fragment command. Observing the data being
written to the tag allows the attacker to determine or infer
information about the owner of the tag. This information
could be medical information added by a doctor to the
electronic medical record (EMR) stored on the patient’s tag.

Countermeasures

Eavesdropping requires only that the attacker have a
listening device to record the communication. However,
encrypting the sensitive data, using a suitable strength
encryption method and the use of a nonce (a piece of data
or an input that is used only once as part of a data exchange—
typically used for setting up encryption to protect data that will
be exchanged), is sufficient to thwart eavesdropping and
prevent more sophisticated attacks such as a replay attack. AFig. 4 Illustration of a man-in-the-middle attack
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replay attack is where the attacker records a prior communi-
cation (exchange) and then plays parts of that prior commu-
nication back in the future. Typically this type of attack is
employed to reuse passwords that have been previously
intercepted. The eavesdropper can still record the communi-
cation but cannot decrypt the valuable information to obtain
personal data.

MITM attacks are difficult to counter because they
incorporate legitimate actors in the attack. MITM attacks
rely on the fake tag and fake reader being able to
communicate quickly enough to prevent either end from
timing out. Reducing the wait times for the other party to
respond can counter MITM attacks, but RFID devices have
low data rates (are slower) compared to other wireless
technology such as WiFi. Therefore, reducing wait times
may not be an option for the majority of RFID systems.
Distance bounding protocols which estimate the distance
between sender and receiver offer some, but not
complete protection against this type of attack. Distance
bounding protocols can be defeated by an attacker using
a modified transmitter, such as described in [41], due to
the wait times in the protocol. Such wait times are
required to improve bit error rate. RFID protocols have
wait times of sufficient length such that the attacks
described in [41] can easily be applied to these systems.
The current physical layers in RFID system would have to
be redesigned to implement a distance bounding protocol
that is resistant to such attacks. Requirements for these
modifications are presented in [42]. Another option is to
use gesture based authentication [58] to provide a second
factor of identification. The issue is in minimizing the
false positives and false negatives associated with gesture
identification [58].

Interruption

Interruption attacks are focused on diminishing the quality
or disabling the operation of the RFID network. Jamming is
one method that can slow the rate that data can be
exchanged between the tag and reader. In extreme cases,
jamming can disable the network completely by blocking
reader-tag communication. Other attacks are focused on
disabling the RFID tag. Malicious disabling or killing of the
tag and energy draining attacks are two examples of this
type of attack.

A denial of service (DOS) attack is geared to preventing
the RFID reader and tags from communicating. Jamming is
one common type of DOS attack for wireless systems and
RFID systems are susceptible to this attack. Traditional
methods of jamming include generating RF noise to
interfere with any RFID signals in the area or using rogue
RFID devices to interrupt the reader-tag communication.
For example, during an inventory round the rogue reader

can transmit a Query or QueryAdjust command to cause the
tags to select a new random number to determine the slot in
which they will respond. This will increase the time
required to determine the list of tags in range of the reader.
The second option is more problematic because the attack
blends in with normal network traffic.

Most RFID tags support a kill command that renders
them useless. After receiving a valid kill command with the
correct password the RFID tag will not respond to reader
commands. The kill command is useful to deactivate an
RFID tag for privacy reasons, but can be used by an
adversary to disable or destroy an RFID tag. For example,
if an attacker killed a patient’s tag that patient could not be
identified using their RFID tag.

An energy draining attack [25] is another instance of a
denial of service (DOS) attack. An energy draining attack is
designed to deplete the batteries powering a remote device
typically by preventing the device from entering its sleep or
low power mode. An energy draining attack may be
difficult to stop as it can be generated from legitimate
message patterns. Active and BAP RFID systems are
susceptible to this type of attack due to their use of a
battery to power all or part of the tag. Passive RFID
systems are not susceptible to an energy draining attack
because they do not have a battery.

RFID tag

In the ISO 18000-7 standard [36] (active RFID) a low
power mode, termed sleep mode, is defined which the tag
enters after 30 s of not receiving a valid command or
wakeup signal. Sleep mode is used to conserve the tag’s
battery and extend tag lifetime. The wakeup signal is a
special signal that is transmitted by the RFID reader to
wake (activate) all tags receiving (hearing) this signal.

Energy draining attacks typically require a rogue reader
to be placed within range of the tags. A rogue reader placed
within range of ISO 18000-7 tags could transmit the
wakeup signal or a valid command once every 30 s to
prevent the tags from entering sleep mode. BAP tags
typically use the battery to support sensor or high power
computing functions. A rogue reader transmitting numerous
requests to the BAP tag would quickly exhaust the battery.
In both cases, the extra commands/wakeup signals could
easily hide in normal traffic. Thus, energy draining attacks
can be difficult to detect. Only by removing the rogue
reader can this attack be stopped. The lifetime of most
active tags are specified using only two exchanges per day
[26]. Therefore, inserting two extra commands per day will
halve the tag’s lifetime. Two extra commands could easily
be hidden in the normal RFID traffic.

An attacker with the ability to intercept or block (e.g.
jam) a Select command (in ISO 18000-6 Type C) could
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have the ability to prevent tags from responding to any
subsequent commands. This effectively removes a tag from
the inventory set, rendering it invisible to the reader.

Interruption attacks during the inventory phase could be
used to affect state transitions on the tags. For example,
blocking Req_RN commands (in ISO 18000-6 Type C) to a
tag (which would require knowledge of its RN16) could
prevent transitions to the open and the secured state and
may lead to a denial of service attack. Alternatively, issuing
a second Req_RN command to the tag will cause the tag to
generate a new handle. The legitimate reader will use the
old handle for future access commands resulting in the tag
ignoring those commands because the current (new) handle
does not match the old handle.

RFID reader

A rogue RFID reader could be used to launch a DOS
attack. In the ISO 18000-6 Type C protocol, the tag’s UII is
obtained through a series of communication between the
reader and tag. The tag moves through a sequence of states
before it sends its UII to the reader. The rogue reader can
transmit either the Query or Select command (in ISO
18000-6 Type C) during this process to cause all tags to
reset their states to the starting state, e.g. Ready. This would
force the reader to restart the inventory round and delay
identification of the tags within range. The sequence of
commands used during the inventory process affects the
time required to identify all tags [27]. Even intermittent
interruptions in this process can introduce significant
delays. For applications trying to read RFID tags on
moving vehicles (e.g. taking an inventory of a supply cart
in a hospital) such a delay will reduce the maximum speed
of the vehicle passing through the read point. The rogue
reader can continually reset the tags during this process and
prevent any tag from being identified.

Communication link tag/reader

The RFID reader must identify which tags are within range
using the inventory process. In RFID systems, the inventory
process divides time into discrete units or slots where the
tags respond. Tags will select a random slot to reply to the
reader in and this random selection of the reply slot
eventually allows all tags to respond. If two or more tags
respond in the same slot, a collision occurs and the reader
cannot read any of the tags’ responses. One method of an
RFID DOS is to have a compromised tag that responds in
every slot. Such a device termed a Blocker Tag has been
proposed in literature [28, 29] to protect privacy by
preventing tags from being read. This prevents the RFID
reader from receiving any tag response and completing the
inventory process. Without completing the inventory

process, the reader does not know what tags are within
range and cannot use that information to take an inventory
or identify an asset. Alternatively, the compromised tag does
not have to respond in every slot but just in some slots, e.g.
every fifth slot. In this case the inventory round will take
longer. This type of attack can only be thwarted by identifying
and removing (disabling) the compromised tag.

The ability to insert Select commands in the communi-
cation link, i.e., rogue reader, could be used by an attacker
to change the state of a tag and the way it responds to
Query commands. A smart attacker may use it to
selectively change internal tag flags. During the inventory
process, the ability to insert messages can be used not only
to obtain information but also to manipulate state tran-
sitions. For instance, assume a reader that wants to kill a tag
currently in the Acknowledged state. Before transitioning to
the Killed state, the tag has to transition to the Open state
once the correct access password is provided by the reader.
If the intruder can insert a Select command (which does not
require knowledge of a password, tag UII, or tag handle),
the tag can be transitioned back to the Ready state before
the reader issues the Kill command. When the reader issues
the Kill command, the tag will not enter the Killed state and
will remain active.

Countermeasures

Energy draining and DOS type attacks carried out by a
rogue reader are difficult to prevent. Because the rogue
reader must be placed in close physical proximity, within a
few meters, of the target area, physical security offers the
best defense. Strong physical security of the location or
facility will prevent the attacker from being able to deploy
the rogue reader in the target area. If a rogue reader is
deployed only removal will eliminate this threat. Listening
devices can also be used to monitor the RFID communi-
cation to detect abnormal conditions that would be caused
by a rogue reader. This is more difficult because a baseline
representation of the normal RFID network must be
obtained to detect the deviations that would indicate the
presence of a rogue reader.

Deploying a DOS attack using a rogue tag, such as the
Blocker Tag [28, 29] is more difficult to prevent because of
the small physical size of tags compared to readers. It is
relatively easy for an attacker to conceal rogue tags on their
person and then leave them near readers within the facility.

In ISO 18000-6 Type C, the Kill command requires a
password to deactivate the tag. Using a password of
sufficient length (which is 32-bits in ISO 18000-6 Type C)
and storing this password in a secure location in the tag when
the tag is being commissioned (initialized) by the user is
necessary. Also, the repository of kill passwords must be
protected using accepted security practices to prevent attack-
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ers from gaining access and obtaining the kill passwords.
Finally, the distribution of the kill passwords must be
managed using accepted security practices and kill passwords
sent only to authenticated readers. These steps should prevent
the attacker from being able to kill the tag. ISO 18000-7 tags
do not have a kill command, but are susceptible to energy
draining attacks, which achieves the same result (rendering the
tag non-functional).

Modification

Modification attacks focus on maliciously modifying
information in the RFID system to lead the overall system
to false conclusions. The information stored on the RFID
tag could be modified to inject false information into the
system. It is possible to remove an asset or person from the
system by changing certain data items, e.g. the UII, stored
in their associated tag.

Any data item stored in the RFID tag is a potential target
for a malicious data modification attack. The RFID tag
contains a UII that identifies the patient and potentially
additional information, e.g. an EMR, about the patient.
Changing the EMR could have significant side effects for
the patient. Changing the UII will make the patient appear to
be another person or even an asset (e.g. a bottle of aspirin).

An attacker could inject false tag responses during an
inventory round to make assets or people appear to be
somewhere they are not. By appearing to be another person,
the attacker may be able to gain access to a restricted area,
e.g. the pharmacy. In addition, the false data injection attack
could be used to corrupt inventory records or to forge the
location of a patient or staff member.

RFID tag

One potential attack would be to modify the UII to make
patient A appear to be patient B. However, the UII is
typically encoded during tag manufacture and is stored in a
read-only memory (ROM) that cannot be modified after
manufacture. The more plausible attack is to change the
data stored on the tag, e.g. the EMR, which is rewritable.
For example, a tag may contain a list of drug allergies for a
patient that the attacker could modify. Some RFID tags
incorporate sensors and changing the sensor readings is
another target for a modification attack. Such modifications
could lead to the patient receiving an incorrect treatment.
Current ISO 18000-6 Type C and ISO 18000-7 tags
incorporate simple security using a password to access
higher tag functions (e.g. sensor access, read memory, and
write memory) but this password is sent in the clear and can
be sniffed and reused at a later time by the attacker to gain
access to the tag. This reuse of the password to gain access
is termed a replay attack.

False data could be injected into the larger system using
cloned or counterfeit tags. The false data could be used to
place several copies of a patient or staff member into the
system simultaneously. For example, using a counterfeit
tag, an attacker could make a patient appear to be in two or
more places at the same time. This causes problems for
systems using the location information derived from RFID
reads.

Another method of attack is to use counterfeit tags to
corrupt the integrity of inventory systems. For example,
counterfeit tags could be placed in RFID enabled cabinets
to make the hospital believe that they have more supplies
than they actually do. Alternatively, counterfeit tags could
make the hospital appear to have less supplies than they
actually do. For example, one system tracks supply usage
when a nurse presents the RFID tag associated with an
empty supply container (e.g. a basket) to an RFID reader
[45]. The system assumes that the supply container is
empty and inputs that information into the inventory
management system. An attacker using counterfeit tags
could insert reports of empty supply containers to the
inventory management system causing unneeded supplies
to be ordered. Such an attack would increase the cost and
waste as supplies may expire before being used at the
hospital. To recover from such an attack, the counterfeit
RFID tags must be discovered, identified, and then
removed. The case of removal of the counterfeit patient
tag(s) is easier because a duplicate is more likely to be
identified since the records are accessed regularly while
they are a patient. The real patient can be located and then
the RFID system can be used to locate all counterfeit copies
of that patient’s tag. Restoration of the inventory (medical
supplies) is more problematic because it requires frequent
inventory assessments or it only will be discovered missing
from inventory when the item needed by a patient or
procedure. To remedy this, a hand-count of the items would
need to be carried out and the counterfeit tags must be found
and removed. Frequent hand-counts negate the benefits
provided by an RFID inventory management system.

The selection process may not be atomic. In fact, an
interrogator may apply several successive Select commands
to identify the tag population of interest. An attacker with
the ability to modify or fabricate Select commands during
this phase has very granular control over how the selection
flag in the tags are affected and might be able to control
which tags will or will not participate during inventory.

The MITM attack (see “Interception attacks”) can be
extended to modification if the attacker modifies the
contents of any of the messages between the reader and
tag. For example, an attacker may modify a patient’s drug
allergies if they conduct this attack while a staff member is
populating the patient’s EMR. This attack could be
conducted against the tag or the reader.
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Countermeasures

Authentication of the reader to the tag is required to prevent
unauthorized modification of tag data. Allowing only
authorized readers to write or modify data on a tag will
counter the data modification threat. Authenticating a
reader is difficult because the tag must store a list of
authorized readers and this is limited by the size of the tag
memory. This limits the number of readers with which the
tag will function. Thus, limiting the expansion of the RFID
system because new readers will not have the ability to
write or modify tag data. A checksum, hash, or cyclic-
redundancy-check (CRC) of the data on the tag could be
computed and used as a verification of the data stored in the
tag. This would defend against a rogue reader altering a few
write memory commands during a larger write operation.

Another method is to require a password to write or
modify data in the tag. This is an option in both the ISO
18000-6 Type C and ISO 18000-7 protocols. However, the
password exchange must be protected against sniffing to
prevent a replay attack using the sniffed password at a later
time. A public key exchange would provide the necessary
security, but this functionality is difficult to build into an
economical ISO 18000-6 Type C tag. However, an ISO
18000-7 tag can support advanced encryption methods such
as public-key encryption. Other techniques include
challenge-response methods, often based on encrypting a
challenge using a shared secret. Both parties know the
expected outcome and only authentic devices know the
shared secret. To prevent a replay (reusing an old response)
the challenge must be new or fresh, e.g. the current time.

Fabrication

Fabrication is similar to modification but uses a separate
device to inject false information into the system. Cloning,
illustrated in Fig. 5, is one form of a fabrication attack, where
the attacker copies a legitimate tag to a counterfeit tag. The
attacker simply reads all data from the legitimate tag and
then writes that data to the counterfeit tag. Another
fabrication attack is to inject false information into the
system. The goal is to have the false information propagate
to the backend system. Once in the backend system, the false
information can corrupt databases, e.g. corrupt an inventory
database, or inject malicious code into the system.

RFID tag

In hospitals, cloning could be applied to copying a valid
identification badge. This can be used to impersonate the
legitimate RFID tag or the person associated with that
badge. One reason for this attack is for the attacker to gain
access to a restricted area (e.g., the pharmacy to steal

medication). Previous work has recommended that RFID
identification technologies, such as implantable RFID tags,
be used only for identification and not as a means to
enforce access control policies due to the ease of cloning
such devices [44].

RFID reader

Passive RFID tags are simple devices and it is possible to
develop a programmable RFID tag to transmit false tag
responses to a reader. In this scenario, the reader will
propagate these false data into the larger system. This attack
is ideal for corrupting inventory databases or for imperson-
ating people. In an extreme case, malicious code could be
inserted into the backend software via the programmable
RFID tag [32].

Communication link tag/reader

Message flooding is similar to the blocker tag [28, 29]
concept. From the viewpoint of fabrication, the injected
messages may simulate actual or fake assets or people or
even readers and interrogators. This type of attack can
accomplish two goals: false data injection and a DOS attack
by occupying multiple response slots. As a DOS attack,
message flooding is difficult to detect because the responses
appear to be valid items.

An intruder that has the ability to fabricate messages can
further expand his or her ability to either extract informa-
tion, manipulate tag transitions and even the reader (by
fabricating messages sent by tags). For instance, a tag in the
secured state (no password needed) can respond to read and
write commands if the handle the intruder provides is valid.
The response of the tag is to either backscatter the data and
the handle or an error code. A smart intruder might be able
to obtain memory access data by manipulating parameters.
A positive response informs the intruder the parameters are

Fig. 5 Illustration of cloning of an RFID tag
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valid, while a negative response indicates that a new one is
needed. By coordinating messages, a brute-force type of
attack is possible.

Countermeasures

Strong authentication measures are required for both the
reader and tag to prevent fabrication attacks. Challenge-
response protocols are a viable option provided that the
shared secret between the reader and tag cannot be easily
copied to the cloned tag by the attacker. In a challenge-
response authentication the RFID reader issues a question
or challenge to the tag. Then the tag computes the correct
response and transmits that to the reader. The reader knows
the expected response and can authenticate the tag if the
responses match. The challenge is typically some form of
encrypted secret with the reader providing the data to be
encrypted. The reader knows the tag’s secret encryption key
and can compute the expected response. Using the current
date and time as a component of the challenge value
eliminates the possibility of the cloned tag simply replying
with old responses because those responses would be valid
only for times in the past. Another form of challenge-
response uses the process variations present in all chip
manufacturing processes as a fingerprint for the physical
instance of a chip. These fingerprints are generated using
physically unclonable functions (PUFs). PUFs for RFID
tags have been demonstrated in literature [30, 31].
However, as with any shared secret based system the
distribution of those shared secrets (keys) must be imple-
mented using accepted security practices; otherwise adver-
saries will simply compromise the key distribution system
to obtain the shared secrets. Another countermeasure is to
employ two-factor authentication using the RFID tag
(badge) to identify the person and then have them enter
their PIN number to gain access to the restricted area. This
is similar to the method used by ATMs (automatic teller
machines) to authenticate account holders.

Message flooding DOS attacks are difficult to prevent
because the offending tag(s) must be physically removed
from the area. Physical security and monitoring of RFID
network traffic are the best defenses against message
flooding. By monitoring the RFID network traffic a normal
or baseline traffic model can be developed and alerts issued
if the traffic exceeds some limit indicating a potential DOS
attack.

Threats to RFID system backend components

Backend RFID systems comprise middleware and software
solutions (see Fig. 1) that transform raw RFID data into
application logic and business intelligence designed to
reduce errors, streamline operations and improve efficiency.

The middleware and application software encumber risks to
security and privacy, as do the platforms on which they
reside. These attack types are not unique to RFID, but are
inherent to all hospital information systems. The same
attack categories of interception, interruption, modification
and fabrication apply to these system elements, but the
vectors and impacts of specific attacks vary widely due to
their position in the RFID information chain. However, the
addition of the RFID component changes the system
architecture potentially adding new access points that
attackers can exploit. Thus, the security procedures and
requirements for the backend system must be reviewed to
take into account the new system architectures created by
the incorporation of RFID technology into the hospital
information system.

Middleware

RFID middleware links RFID readers to backend applica-
tions transforming data into information. Common middle-
ware services filter data and coordinate reader activity.
Middleware may reside with the RFID reader, in a network
appliance or on a dedicated server. Increasingly, middle-
ware rests on platforms that incorporate full-featured
operating systems and are developed in rich programming
environments. Moreover, many such solutions are open and
extensible, supporting customization. While these charac-
teristics yield a more robust solution, they also dramatically
expand the threat menu available to an adversary.

As an aggregator of RFID data, middleware represents a
key choke point in the canonical RFID system architecture.
Consequently, a single attack to RFID system middleware
could have a much greater impact than a collection of
attacks to readers or tags in a large and distributed
deployment. With respect to interception attacks, eaves-
dropping on communications between multiple readers and
aggregating middleware services would capture volumes of
RFID data streams beyond that possible with similar efforts
focused on communication links between individual readers
and tags. The ability to capture and correlate such a volume
of unfiltered data may open the door to constellation attacks
on patient and individual privacy. Interruption attacks are
also possible at this point in the RFID architecture, where
one attack could single-handedly disrupt communications
for an entire RFID network. Modification and fabrication
attacks would be possible and effective on middleware
services. Compromising the software responsible for
filtering and marshaling RFID into intelligence for backend
applications makes possible exploits that inject spurious
RFID data and for those that modify existing data.

Adequately protecting middleware services for RFID
networks requires a three pronged approach; (1) securing
the communication channel between RFID readers and the
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middleware platform, (2) configuring the underlying plat-
form upon which the middleware resides, and (3) intelli-
gently applying any software-level controls supported by
the middleware implementation. The first element calls for
strategic use of technologies like encryption and monitoring
to preserve the confidentiality and integrity of data in
transit. Efficiency and timeliness is a primary concern as
security controls in this sphere may introduce unacceptable
latencies to the system. Standard techniques for system
hardening apply to architecting a solid defense for the
underlying middleware platform—engaging system-level
security controls such as passwords and monitoring,
diligent application of patches, and eliminating unnecessary
system services underpin these techniques. Finally, where
middleware services may integrate their own security con-
trols, there exists an opportunity to create a layered security
solution that combines, for instance, a middleware-level
access control solution with platform-level authentication
services.

All three of these elements will be profoundly influenced
by the position of middleware in the network. Where
middleware is co-located with a reader, the communication
link between them may not be as vulnerable to an attacker.
On the other hand, the constrained footprint on the reader
may limit security control functions present on the platform
or within the middleware itself. The converse is true in both
respects where middleware is located on a dedicated server
or network appliance.

Backend platforms: Databases and applications

The last mile of the RFID network is embodied by the
backend application—typically a variant of an ERP
solution that leverages RFID within a business intelligence
framework. In hospitals, backend software stores medical
records and billing, inventory and tracking data. In short, it
contains information critical to hospital function. Its
security ensures patient privacy and delivery of healthcare
services.

The risk profile of backend software for RFID networks
closely resembles that for standard computing platforms,
workstations and servers. ERP systems run on conventional
operating systems and are powered by relational databases.
Moreover, the user interface is routinely designed to
support a web-centric deployment. This confluence of
technologies opens up a wide array of exploits to would-
be attackers. SQL injection attacks, for example, may be
possible through a web front-end to reach back into the
underlying ERP database.

As a target, backend RFID software systems are
attractive because they are the ultimate resting place for
the aggregated RFID data. Moreover, RFID data becomes
associated with other information to drive business logic,

intelligent supply chain management and other functions. In
a hospital, this can mean connecting patient identities to
their locations, health status, and billing information.
Attackers can gain access to billing records, health
insurance information and social security numbers, increas-
ing the risk of medical identity theft, and personnel tracking
systems may expose employee data. Compromised inven-
tory management systems could reveal the current supply
levels of pharmaceuticals. Interruption attacks could pre-
vent providers from accessing a patient’s record, hospital
personnel from entering restricted areas or medication from
being properly dispensed. The stakes for privacy and safety
are even higher at this point in the RFID architecture, and
the critical nature of a hospital environment adds a layer of
complexity to the backend systems.

Countermeasures

Ensuring the required security and privacy characteristics of
an RFID network at the backend software follows a similar
pattern as to that for middleware. The problem again can be
segmented into the protection at the network, platform, and
application layers. The distinctions are that the communi-
cations link between middleware and backend software is
more likely to be a standard wireless or Ethernet connec-
tion; that the platform on which backend software resides is
more commonly a traditional operating system; and that the
backend software itself is much larger and more robust.

Protecting communications between middleware and
backend software invites the application of standard
network security encryption solutions (e.g., IPSec) and
monitoring and filtering (e.g., intrusion detection systems
and network firewalls). System administrators of platforms
operating backend software for RFID networks can avail
themselves of the security controls and functions integrated
within modern operating systems to support secure storage
solutions and user authentication. At the application-level,
ERP software incorporates rich implementations of access
control and data encryption. A combination of controls at
multiple levels affords the best protection for backend
software security.

Conclusions

This paper presents an overview of security threats facing
RFID systems in the medical environment. The security
threats fall into four categories: interception, interruption,
modification, and fabrication. Interception threats focus on
exposing or stealing (e.g. identify theft) protected informa-
tion about patients (e.g. medical information or billing
records) or the facility (e.g. inventory of the pharmacy) to
the attacker. Interruption threats are focused on degrading
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system performance, e.g. DOS type attacks. Modification
threats attempt to disrupt operation by altering data stored
on the tags in order to inject false data into the larger
system. Fabrication threats are primarily focused on
falsifying credentials, e.g. by cloning (duplicating) a valid
tag or reader.

Several of these threats can be addressed using existing
security countermeasures, while others require future
research to develop new techniques. RFID systems must
be economical in order to be deployed in the medical
environment and the security countermeasures must fit
within that model. Therefore, while countermeasures for
some issues exist they are too costly to be implemented in
an economical RFID system. Therefore, further research is
required to develop security measures that address the issue
while maintaining the required cost point.

Security measures employed to address the issues
identified in this paper must not add such overhead to the
system that the reader-tag exchange (accessing the tag)
takes too long. Added time versus scanning the barcode
will result in lower patient throughput and longer patient
waiting times. Neither option is acceptable. Therefore, any
solution to the security threats must introduce minimal
delay into the system.

Physical security goes a long way in preventing many
attacks. With proper physical security, e.g. limiting access
to only authorized personnel, the threats facing many RFID
applications face can be defeated. For example, RFID
enhanced inventory management systems can be deployed
to reduce costs. Additionally, coupling RFID with other
identification technologies, e.g. bar-code or medical chart,
can provide a check or alternative form of identity to
prevent giving patient A patient B’s medicine. In this case,
an attacker would need to alter multiple identification
technologies to cause patient A to appear to be patient B.
These examples of RFID have comparable security to other
identification systems (e.g. bar code) but offer significant
benefits over those systems. Hence, their deployment can
improve the quality of patient care and reduce cost while
introducing no additional security concerns.
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