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Abstract. The security of elliptic curve cryptosystems is based on the presumed in-
tractability of the discrete logarithm problem on the curve. Other than algorithms that
work in an arbitrary group and are exponential in the general case, the only general-
purpose algorithm that has ever been proposed for the elliptic curve discrete logarithm
is that of Menezes–Okamoto–Vanstone (MOV). The MOV algorithm, which embeds
an elliptic curve group of prime orderl in the multiplicative group of a fieldFqk , is
subexponential only under special circumstances, however. In this paper we first prove
that, under a mild condition that always holds in practical applications, the condition
that l |(qk − 1), which is obviously necessary for realizing the MOV algorithm, is also
sufficient. We next give an improved upper bound for the frequency of occurrence of
pairs of primesl , p such thatl |(pk − 1) for k small, wherel is in the Hasse interval
[ p+ 1− 2

√
p, p+ 1+ 2

√
p].
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1. Introduction

Let E be an elliptic curve defined over the finite fieldFq. Let N = N1 be the number
of Fq-points onE, and letl be a prime divisor ofN. In cryptographic applications (see
[5], [8], [10], and [11]), E is always chosen so thatN is divisible by a large primel .
(Usually eitherN = l or N is equal to a small factor timesl .) In that case the security of
the cryptosystem depends on the presumed difficulty of solving the discrete log problem
in the cyclic groupG consisting of thel points of orderl in E(Fq).

141



142 R. Balasubramanian and N. Koblitz

The discrete log algorithms that work in an arbitrary group are exponential as a function
of log l , i.e., for these algorithms we do not have a bound on the running time better than
exp(c log l ) = l c. The only other algorithm that has ever been developed for the elliptic
curve discrete logarithm is that of Menezes–Okamoto–Vanstone (MOV) [9]. (Here we
are not counting the recently announced Smart–Satoh–Araki algorithm, which applies
only to the very special case whenN = l = q.) The MOV algorithm constructs an
embedding ofG into the multiplicative groupF×qk of a suitable extension field ofFq.
Suppose that one makes the optimistic assumption that, using the number field sieve,
discrete logarithms inF×qk can be found in time exp(O((logqk)1/3(log logqk)2/3)) (see

[3], [4], and [1]). Then in order for MOV to be subexponential one needsk < (logq)2.
This leads one to ask what the probability is that the MOV algorithm can be carried out
with such a smallk.

Clearly a necessary condition is

Condition (1). l |(qk − 1).

In order for MOV to be carried out in the fieldFqk , one needs one more condition as
well:

Condition (2). There arel 2 points of orderl among theFqk -points ofE.

By a well-known property of elliptic curves, condition (2) implies (1). In Section 2 we
show that, conversely, condition (1) implies (2), provided thatl 6 |(q − 1). In practical
applications one would avoid curves for whichl |(q−1); hence, in practice the condition
l |(qk−1) is both necessary and sufficient for the MOV algorithm. This result is somewhat
surprising, since until now it has been widely assumed (see, for example, p. 868 of [2]
and p. 81 of [8]) thatl |(qk − 1) is usually not nearly enough for MOV.

In Section 3 we examine the probability thatl |(qk − 1) for smallk in the special case
whenq = p is a prime and the elliptic curve is chosen so thatN = l is another prime. We
find that the probability thatl |pk − 1 for somek < (log p)2 is less than(log p)9+ε p−1.

2. Sufficiency ofl|(qk − 1)

Theorem 1. Let E be an elliptic curve defined overFq, and suppose that l is a prime
that divides N= #E(Fq) but does not divide q− 1. Then E(Fqk) contains l2 points of
order l if and only if l|(qk − 1).

Proof. Necessity is well known, and it does not require the hypothesesl |N, l 6 |(q−1).
We prove sufficiency. By assumption,E(Fq) contains a nontrivial pointP of orderl . If
l |(qk− 1), thenl 6 |q, and soE(Fqr ) containsl 2 points of orderl for somer . Let Q be an
Fqr -point such thatP, Q form a basis for theFl -vector space of points of orderl . Let8
denote theq-Frobenius map on points ofE(Fqr ); it is defined by8(x, y) = (xq, yq).
Since8 acts as anFl -linear map on the points of orderl , and since it fixesP, it follows

that in the basisP, Q it is given by a matrix of the form

(
1 a
0 q

)
(we are using the

fact that its determinant isq; of course,q here is regarded as an integer modulol ). By
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assumption,q 6≡ 1 (modl ). So thisFl -matrix has two distinct eigenvalues, and hence is
semisimple. Then the matrix of8k, which has 1’s along the diagonal, is also semisimple,
and hence it is the identity. That is,Q is defined overFqk . To put this more explicitly, if we
replace the basisP, Q by the basisP, Q′, whereQ′ = Q+bPwith b ≡ (q−1)−1a (mod

l ), then the matrix of8 in the basisP, Q′ is diagonal:

(
1 0
0 q

)
, and so8k obviously

fixes Q′, as well asP. So all the points of orderl are defined overFqk .

Remarks. 1. Theorem 1 is false without the condition thatl 6 |(q−1), even if we assume
that l 2|N. Here is an example whenl = 3. The group ofF19-points of the curveY2 =
X3+ X + 6 is cyclic of order 18. One has to go toF193 to get all nine points of order 3.

2. More generally, suppose thatl |(q− 1) and one looks at the set of all isomorphism
classes of elliptic curvesE over Fq for which l 2|#E(Fq). Using the formulas in [12]
and standard estimates for the Kronecker class number, one can show that only a small
proportion of these isomorphism classes (approximately 1 out ofl ) havel 2 Fq-points of
orderl . (To look at it another way, there is about a 1 out ofl probability that the matrix

of 8 in the proof of Theorem 1, which now has the form

(
1 b
0 1

)
, is semisimple, i.e.,

thatb = 0.) Most of the elliptic curve groups have cyclicl -part, in which case one has
to go toFql to get alll 2 points of orderl . This is in notable contrast with what happens
whenl |N and the smallestk for which l |(qk − 1) is greater than 1; Theorem 1 tells us
that in that case thel -part of the group ofFqk -points can never be cyclic.

3. The Probability That l|(pk − 1)

In what follows log denotes loge. The following bound is a big improvement over the
bound in Lemma 2 of [6].

Lemma 1. Let M and K be constants, and let A denote the set of ordered pairs(x, y)
of odd prime numbers such that|x−y| ≤ 2

√
M and the multiplicative order of x modulo

y is≤ K . Then#A ≤ 1
2 K 2
√

M log(4M).

Proof. For every nonzero even integerh with |h| ≤ 2
√

M let Bh denote the set of
primes y such thaty divides hk − 1 for somek ≤ K . Sincehk − 1 has fewer than
log(|h|k) distinct prime divisors, it follows that #Bh <

∑K
k=1 k log|h| < 1

4 K 2 log(4M);
and so

∑
0<|h|≤2

√
M, h even#Bh <

1
2 K 2
√

M log(4M).

Now for each nonzero even integerh with |h| ≤ 2
√

M consider the subset ofA
consisting of pairs for whichx − y = h. For somek ≤ K we havey|xk − 1, and
hencey|hk − 1, i.e., y ∈ Bh. Hence, the number of such pairs is≤ #Bh. Thus, #A ≤∑

0<|h|≤2
√

M, h even#Bh, and the desired inequality follows.

Lemma 2. Let SM denote the set of pairs of primes(x, y) such that M/2≤ x ≤ M and
|x− y| ≤ √x. Let S̃M,K denote the set of pairs of primes(x, y) such that M/2≤ x ≤ M ,
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|x + 1− y| ≤ 2
√

x, and y|xk − 1 for some k≤ K . Then

#S̃M,K

#SM
< c1

K 2(log M)3

M

for an effectively computable positive constant c1.

Proof. By Lemma 1 of [6],

#SM > c2
M3/2

(log M)2

for an effectively computable positive constantc2. Combined with Lemma 1 above, this
gives the desired result.

Remarks. 1. As observed in [6], a lower bound on #SM can be proved only because
one is simultaneously varying bothx andy. If x were a fixed prime, then we could prove
nothing, because nothing is known about primes in intervals of the form(x, x + c

√
x)

(c a constant) for large fixedx.
2. The above upper bound on the probability that a pair of primes(x, y) with x ≈ M

and|x− y| ≤ 2
√

x satisfiesy|xk−1 for somek ≤ K , is not much greater (forK small)
than the heuristic expectation, which is≈ K/M . Thus, this upper bound is probably
close to best possible. On the other side, however, nothing is known. For example, we
cannot even prove that there exists a constantc such that there are infinitely many pairs
of primes(x, y) with |x − y| ≤ c

√
x andy|xk − 1 for somek ≤ √x.

Theorem 2. Let(p, E) be a randomly chosen pair consisting of a prime in the interval
M/2≤ p ≤ M and an elliptic curve defined overFp having a prime number l of points.
The probability that l|pk − 1 for some k≤ (log p)2 is less than

c3
(log M)9(log logM)2

M

for an effectively computable positive constant c3.

Proof. The theorem follows from Lemma 2 withK = (log p)2 and the following result
of Hendrik Lenstra:

Proposition (Proposition 1.9 of [7]). There exist effectively computable positive con-
stants c4 and c5 such that for every prime number p> 3 and for every subset of integers
S̃⊂ [ p+1−2

√
p, p+1+2

√
p] the number of isomorphism classes of elliptic curves

E overFp with #E ∈ S̃ is

≤ c4 · #S̃ · (log p)(log log p)2
√

p,

while for every subset of integers S⊂ [ p−√p, p+√p] with #S≥ 3 the number of
isomorphism classes with#E ∈ S is

≥ c5 · #S ·
√

p

log p
.
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Remark. In practice, instead of choosing an isomorphism class of elliptic curves, one
chooses a triple of elementsa, x, y ∈ Fp, setsb = y2 − x3 − ax, and thereby obtains
an elliptic curveE: Y2 = X3+ aX+ b along with a pointPx,y ∈ E. However, Lenstra
shows (Proposition 1.16 of [7]) that the probability that #E is in a given set is not
significantly affected. That is, if we replace “isomorphism classes of elliptic curves”
by “triples (a, x, y),” then the above proposition still holds with

√
p replaced in both

estimates byp5/2 (and different effectively computable constants).
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