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Abstract. We present SATMC 3.0, a SAT-based boundedmodel checker
for security-critical systems that stems from a successful combination of
encoding techniques originally developed for planning with techniques de-
veloped for the analysis of reactive systems. SATMC has been successfully
applied in a variety of application domains (security protocols, security-
sensitive business processes, and cryptographic APIs) and for different
purposes (design-time security analysis and security testing). SATMC
strikes a balance between general purpose model checkers and security
protocol analyzers as witnessed by a number of important success sto-
ries including the discovery of a serious man-in-the-middle attack on the
SAML-based Single Sign-On (SSO) for Google Apps, an authentication
flaw in the SAML 2.0 Web Browser SSO Profile, and a number of attacks
on PKCS#11 Security Tokens. SATMC is integrated and used as back-end
in a number of research prototypes (e.g., the AVISPA Tool, Tookan, the
SPaCIoS Tool) and industrial-strength tools (e.g., the Security Validator
plugin for SAP NetWeaver BPM).

1 Introduction

With the convergence of the social, cloud, and mobile paradigms, information
and communication technologies are affecting our everyday personal and working
live to unprecedented depth and scale. We routinely use online services that stem
from the fruitful combination of mobile applications, web applications, cloud
services, and/or social networks. Sensitive data handled by these services often
flows across organizational boundaries and both the privacy of the users and the
assets of organizations are often at risk.

Solutions (e.g., security protocols and services) that aim to securely combine
the ever-growing ecosystem of online services are already available. But they
are notoriously difficult to get right. Many security-critical protocols and ser-
vices have been designed and developed only to be found flawed years after their
deployment. These flaws are usually due to the complex and unexpected inter-
actions of the protocols and services as well as to the possible interference of
malicious agents. Since these weaknesses are very difficult to spot by traditional
verification techniques (e.g., manual inspection and testing), security-critical sys-
tems are a natural target for formal method techniques.
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SATMC is a SAT-based bounded model checker for security-critical systems
that combines encoding techniques developed for planning [26] with techniques
developed for the analysis of reactive systems [15]. The approach reduces the
problem of determining whether the system violates a security goal in k > 0
steps to the problem of checking the satisfiability of a propositional formula
(the SAT problem). Modern SAT solvers can tackle SAT problems of practical
relevance in milliseconds. Since its first release in 2004 [8], SATMC has been
enhanced to support Horn clauses and first-order LTL formulae. This makes
SATMC 3.0 able to support the security analysis of distributed systems that
exchange messages over a wide range of secure channels, are subject to sophis-
ticated security policies, and/or aim at achieving a variety of security goals.

Since (both honest and malicious) agents can build and exchange messages of
finite, but arbitrary complexity (through concatenation and a variety of cryp-
tographic primitives), most security-critical, distributed systems are inherently
infinite state. For this reason general purpose model checkers (e.g., SPIN [24],
NuSMV [19])—which assume the input system to be finite state—are not suited
for the analysis of a large and important set of security-critical systems (e.g.,
cryptographic protocols and APIs). Special purpose tools (most notably, secu-
rity protocol analyzers, e.g., CL-AtSe [27], OFMC [13], Proverif [16]) are capable
of very good performance and support reasoning about the algebraic properties
of cryptographic operators. SATMC complements security protocol analyzers
by supporting a powerful specification language for communication channels,
intruder capabilities, and security goals based on first-order LTL.

SATMC strikes a balance between general purpose model checkers and se-
curity protocol analyzers. SATMC has been successfully applied in variety of
application domains (namely, security protocols, security-sensitive business pro-
cesses, and cryptographic APIs) and for different purposes (e.g., design-time
security analysis and security testing). SATMC is integrated and used as a back-
end in a number of research prototypes (the AVISPA Tool [2], Tookan [18], the
AVANTSSAR Platform [1], and the SPaCIoS Tool [28]) and industrial-strength
tools (the Security Validator plugin for SAP NetWeaver BPM1). The effective-
ness of SATMC is witnessed by the key role it played in the discovery of:

– a flaw in a “patched” version of the protocol for online contract signing
proposed by Asokan, Shoup, and Waidner (ASW) [3],

– a serious man-in-the-middle attack on the SAML-based SSO for Google
Apps [6] and, more recently, an authentication flaw in the SAML 2.0 Web
Browser SSO Profile and related vulnerabilities on actual products [5],

– a number of attacks on the PKCS#11 Security Tokens [18], and
– a flaw in a two-factor and two-channel authentication protocol [7].

As shown in Figure 1, the applicability of SATMC in different domains is en-
abled by domain-specific connectors that translate the system and the property
specifications into ASLan [12], a specification language based on set-rewriting,
Horn clauses, and first-order LTL which is amenable to formal analysis. As shown

1 http://scn.sap.com/docs/DOC-32838

http://scn.sap.com/docs/DOC-32838
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Fig. 1. High-level Overview

in the same figure, SATMC leverages NuSMV to generate the SAT encoding for
the LTL formulae and MiniSAT [22] to solve the SAT problems.

Structure of the Paper. In the next section we present some success stories
related to the application domains wherein SATMC has been so far employed.
In Section 3 we provide the formal framework and in Section 4 we illustrate
how the ASLan specification language can be used to specify security-critical
systems, the abilities of the attackers, and the security goals. In Section 5 we
present the bounded model checking procedure implemented in SATMC and the
architecture of the tool, and we conclude in Section 6 with some final remarks.

2 Success Stories

SATMC has been successfully used to support the security analysis and testing
in a variety of industry relevant application domains: security protocols, business
processes, and security APIs.

Security Protocols. Security protocols are communication protocols aiming
to achieve security assurances of various kinds through the usage of crypto-
graphic primitives. They are key to securing distributed information infrastruc-
tures, including—and most notably—the Web. The SAML 2.0 Single Sign-On
protocol [21] (SAML SSO, for short) is the established standard for cross-domain
browser-based SSO for enterprises. Figure 2 shows the prototypical use case for
the SAML SSO that enables a Service Provider (SP) to authenticate a Client (C)
via an Identity Provider (IdP): C asks SP to provide the resource at URI (step
1). SP then redirects C to IdP with the authentication request AReq(ID, SP),
where ID uniquely identifies the request (steps 2 and 3). IdP then challenges C
to provide valid credentials (gray dashed arrow). If the authentication succeeds,
IdP builds and sends C a digitally signed authentication assertion ({AA}K−1

IdP
)

embedded into an HTTP form (step 4). This form also includes some script
that automatically posts the message to SP (step 5). SP checks the assertion
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C IdP SP

1. GET URI

2. HTTP302 IdP?SAMLRequest=AReq(ID,SP)

3. GET IdP?SAMLRequest=AReq(ID,SP)

IdP builds an authentication assertion
AA = AAssert(ID,C, IdP,SP)

4. HTTP200 Form(. . .)

5. POST SP?SAMLResponse=AResp(ID,SP, IdP, {AA}
K−1

IdP
)

6. HTTP200 Resource(URI)

Fig. 2. SAML SSO Protocol

and then deliver the requested resource to C (step 6). Upon successful execu-
tion of the protocol, C and SP are mutually authenticated and the resource
has been confidentially delivered to C. To achieve this, SAML SSO—as most
of the application-level protocols—assumes that the communication between C
and SP as well as that between C and IdP is carried over unilateral SSL/TLS
communication channels. It must be noted that even with secure communication
channels in place, designing and developing application-level security protocols
such as the SAML SSO remains a challenge. These protocols are highly con-
figurable, are described in bulky natural language specifications, and deviations
from the standard may be dictated by application-specific requirements of the
organization.

The SAML-based SSO for Google Apps in operation until June 2008 deviated
from the standard in a few, seemingly minor ways. By using SATMC, we discov-
ered an authentication flaw in the service that allowed a malicious SP to mount
a severe man-in-the-middle attack [6]. We readily informed Google and the US-
CERT of the problem. In response to our findings Google developed a patch and
asked their customers to update their applications accordingly. A vulnerability
report was then released by the US-CERT.2 The severity of the vulnerability has
been rated High by NIST.3 By using the SATMC we also discovered an authen-
tication flaw in the prototypical SAML SSO use case [5]. This flaw paves the way
to launching Cross-Site Scripting (XSS) and Cross-Site Request Forgery (XSRF)
attacks, as witnessed by a new XSS attack that we identified in the SAML-based
SSO for Google Apps. We reported the problem to OASIS which subsequently
released an errata addressing the issue.4

We also used SATMC at SAP as a back-end for security protocol analysis
and testing (AVANTSSAR [1] and SPaCIoS [28]) to assist development teams
in the design and development of the SAP NetWeaver SAML Single Sign-On
(SAP NGSSO) and SAP OAuth 2.0 solutions. Overall, more than one hundred
different protocol configurations and corresponding formal models have been
analyzed, showing that both SAP NGSSO and SAP OAuth2 services are indeed
well designed.

2 http://www.kb.cert.org/vuls/id/612636
3 http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2008-3891
4 http://tools.oasis-open.org/issues/browse/SECURITY-12

http://www.kb.cert.org/vuls/id/612636
http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2008-3891
http://tools.oasis-open.org/issues/browse/SECURITY-12
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Fig. 3. A simple travel approval process with annotated security requirements

All in all, SATMC has been key to the analysis of various security protocols
of industrial complexity, leading to the discovery of a number of serious flaws,
including a vulnerability in a “patched” version of the optimistic fair-exchange
contract signing protocol developed by Asokan, Shoup, and Weidner [3] and a
protocol for strong authentication based on the GSM infrastructure [7].

Business Processes. A Business Process (BP) is a workflow of activities
whose execution aims to accomplish a specific business goal. BPs must be care-
fully designed and executed so to comply with security and regulatory com-
pliance requirements. Figure 3 illustrates a simple example of a BP for travel
request approval: a staff member may issue a travel request. Both the reason
and the budget of the travel must be approved by managers. Afterwards, the
requesting user is notified whether the request is granted or not. The BP shall
ensure a number of authorization requirements: only managers shall be able to
approve the reason and budget of travel requests. Moreover, a manager should
not be allowed to approve her own travel request (Separation of Duty). Finally,
the manager that approves the travel reason should not get access to the details
of the travel budget (and vice versa) to perform her job (Need-to-Know Princi-
ple). Checking whether a given BP of real-world complexity complies with these
kind of requirements is difficult.

SATMC has been used to model check BPs against high-level authorization
requirements [10]. Moreover, SATMC lies at the core of a Security Validation
prototype for BPs developed by the Product Security Research unit at SAP.
This prototype can integrate off-the-shelf Business Process Management (BPM)
systems (e.g., SAP Netweaver BPM and Activity) to support BP analysts in the
evaluation of BP compliance. It enables a BP analyst to easily specify the security
goals and triggers SATMC via a translation of the BP workflow, data, security
policy and goal into ASLan. As soon as a flaw is discovered, it is graphically
rendered to the analyst [20,11].

SecurityAPIs. ASecurityAPI is anApplication ProgramInterface that allows
untrusted code to access sensitive resources in a secure way. Figure 4 shows a few
methods of the Java interface5 for the security API defined by the PKCS#11 stan-
dard [25]. The Java interface and its implementation allow to access the PKCS#11
modules of smart cards or other hardware security modules (HSM) where

5 http://javadoc.iaik.tugraz.at/pkcs11 wrapper/1.2.15/iaik/pkcs/
pkcs11/wrapper/PKCS11.html

http://javadoc.iaik.tugraz.at/pkcs11_wrapper/1.2.15/iaik/pkcs/pkcs11/wrapper/PKCS11.html
http://javadoc.iaik.tugraz.at/pkcs11_wrapper/1.2.15/iaik/pkcs/pkcs11/wrapper/PKCS11.html
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// modifies the value of one or more object attributes
void C_SetAttributeValue(long hSes, long hObj, CK_ATTRIBUTE[] pAtt)
// initializes a decryption operation
void C_DecryptInit(long hSes, CK_MECHANISM pMechanism, long hKey)
// decrypt encrypted data
byte[] C_Decrypt(long hSes, byte[] pEncryptedData)
// wraps (i.e., encrypts) a key
byte[] C_WrapKey(long hSes, CK_MECHANISM pMechanism, long hWrappingKey, long hKey)

Fig. 4. PKCS#11: Java interface

sensitive resources (e.g., cryptographic keys, pin numbers) can be stored. These
resources can be associated with attributes (cf. C SetAttributeValue) stat-
ing, e.g., whether they can be extracted from the device or not, whether a certain
key can be used to wrap (encrypt) another key, etc. For instance, if an object is
set to be non-extractable, then it cannot be reset and become extractable again.
More in general, changes to the attribute values and access to sensitive resources
must comply the policy that the security API is designed to enforce and this must
hold for any possible sequence of invocation of the methods offered by the API
(C Decrypt, C WrapKey, etc.).

SATMC lies at the core of Tookan [18], a tool capable to automatically detect
and reproduce policy violations in commercially available cryptographic security
tokens, exploiting vulnerabilities in their RSA PKCS#11 based APIs. Tookan
can automatically reverse-engineer real PKCS#11 tokens, deduce their function-
alities, construct formal models of the API for the SATMC model checker, and
then execute the attack traces found by SATMC directly against the actual to-
ken. Tookan has been able to detect a variety of severe attacks on a number of
commercial tokens (e.g., SecurID800 by RSA, CardOS V4.3 B by Siemens) [23].
Cryptosense6 is a spin-off recently established on top of the success of Tookan.

3 Formal Framework

A fact is an atomic formula of a first-order language. We consider a language L
defined as the smallest set of formulae containing facts and equalities between
(first-order) terms as atomic propositions as well as the formulae built with the
usual propositional connectives (¬, ∨, . . .), first-order quantifiers (∀ and ∃), and
temporal operators (F for “some time in the future”, G for “globally”, O for
“some time in the past”, . . . ). A formula is closed if and only if all variables in
it are bound by some quantifier.

Let V be the set of variables in L; let F and T be the (possibly infinite) sets
of ground (i.e., variable-free) facts and terms of L respectively. A model is 4-uple
M = 〈I,R,H, C〉, where

– I ⊆ F is the initial state,

– R is a set of rewrite rules, i.e., expressions of the form (L
r(v1,...,vn)−−−−−−−→ R),

where L and R are finite sets of facts, r is a rule name (i.e., an n-ary function

6 http://cryptosense.com/

http://cryptosense.com/
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symbol uniquely associated with the rule) for n ≥ 0, and v1, . . . , vn are the
variables in L; it is required that the variables occurring in R also occur in
L.

– H is a set of Horn clauses, i.e., expressions of the form (h
c(v1,...,vn)←−−−−−−− B),

where h is a fact, B is a finite set of facts, c is a Horn clause name (i.e., an
n-ary function symbol uniquely associated with the clause) for n ≥ 0, and
v1, . . . , vn are the variables occurring in the clause.

– C ⊆ L is a set of closed formulae called constraints.

An assignment is a total function from V into T , i.e., σ : V → T . Assignments
are extended to the facts and terms of L in the obvious way. Let S ⊆ F , the
closure of S ⊆ F under H, in symbols �S�H, is the smallest set of facts containing

S and such that for all (h
c(...)←−−− B) ∈ H and σ : V → T if Bσ ⊆ �S�H then

hσ ∈ �S�H. A set of facts S is closed under H iff �S�H = S. We interpret the
facts in �S�H as the propositions holding in the state represented by S, all other

facts being false (closed-world assumption). Let (L
ρ−→ R) ∈ R and σ : V → T .

We say that rule (instance) ρσ is applicable in state S if and only if Lσ ⊆ �S�H
and when this is the case S′ = appρσ(S) = (S \ Lσ) ∪Rσ is the state resulting
from the execution of ρσ in S. A path π is an alternating sequence of states
and rules instances S0ρ1S1ρ2 . . . such that Si = appρi

(Si−1), for i = 1, 2, . . .. If,
additionally, S0 ⊆ I, then we say that the path is initialized . Let π = S0ρ1S1 . . .
be a path; we define π(i) = Si and πi = Siρi+1Si+1 . . .; π(i) and πi are the
i-th state of the path and the suffix of the path starting with the i-th state,
respectively. We assume that paths have infinite length. (This can be always
obtained by adding stuttering transitions to the system.) Let π be an initialized
path of M . An LTL formula φ is valid on π under σ, in symbols π |=σ φ, if and
only if π0 |=σ φ, where πi |=σ φ is inductively defined as follows.

πi |=σ f iff fσ ∈ �π(i)�H (f is a fact)
πi |=σ t1 = t2 iff t1σ and t2σ are the same term
πi |=σ ¬φ iff πi �|=σ φ
πi |=σ φ ∨ ψ iff πi |=σ φ or πi |=σ ψ
πi |=σ F(φ) iff there exists j ≥ i such that πj |=σ φ
πi |=σ Gφ iff for all j ≥ i πj |=σ φ
πi |=σ Oφ iff there exists 0 ≤ j ≤ i such that πj |=σ φ
πi |=σ ∃x.φ iff there exists t ∈ T such that πi |=σ[t/x] φ

where σ[t/x] is the assignment that associates x with t and all other vari-
ables y with σ(y). The semantics of the remaining connectives and temporal
operators, as well as of the universal quantifier, is defined analogously. Let
M1 = 〈I1,R1,H1, C1〉 and M2 = 〈I2,R2,H2, C2〉. The parallel composition of
M1 and M2 is the model M1‖M2 = 〈I1 ∪ I2,R1 ∪ R2,H1 ∪ H2, C1 ∪ C2〉. Let
M = 〈I,R,H, C〉 be a model and φ ∈ L. We say that φ is valid in M , in symbols
M |= φ, if and only if π |=σ φ for all initialized paths π of M and all assignments
σ such that π |=σ ψ for all ψ ∈ C.
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Table 1. Facts and their informal meaning

Fact Meaning

Domain sent(s, b, a,m, c) s sent m on c to a pretending to be b
Independent rcvd(a, b,m, c) m (supposedly sent by b) has been received on c by a

contains(d, ds) d is member of ds
ik(m) the intruder knows m

Protocols stater(j, a, ts) a plays r, has internal state ts, and can execute step j

Business pa(r, t) r has the permission to perform t
Processes ua(a, r) a is assigned to r

executed(a, t) a executed t
granted(a, t) a is granted to execute t

APIs attrs(as) security token has attributes as

Legenda: s, a, b: agents; m: message; c: channel; r: role; j: protocol step; ts: list of
terms; t: task d: data; ds: set of data; o: resource object; as: set of attributes

4 Modeling Security-Critical Systems

We are interested in model checking problems of the form:

MS‖MI |= G (1)

where MS = 〈IS ,RS ,HS , CS〉 and MI = 〈II ,RI ,HI , CI〉 are the model of the
security-sensitive system and of the intruder respectively and G is an LTL for-
mula expressing the security properties that the combined model must enjoy.

Table 1 presents an excerpt of the facts (2nd column) used in the different
application domains (1st column). Their informal meaning is explained in the
rightmost column. Some facts have a fixed meaning: ik models the intruder
knowledge, sent and rcvd are used to model communication, and contains ex-
presses set membership. Other facts are domain specific: stater(j, a, ts) models
the state of honest agents in security protocols; pa(r, t), ua(a, r), executed(a, t)
and granted(a, t) are used to represent the security policy and task execution
in business processes; finally attrs(as) is used to model attribute-value assign-
ments to resource objects in security APIs. Here and in the sequel we use type-
writer font to write facts and rules with the additional convention that variables
are capitalized (e.g., C, AReq), whereas constants and function symbols begin
with a lower-case letter (e.g., hReq).

Formal Modeling of Security-Critical Systems. In the case of security
protocols, the initial state IS contains a state-fact stater(1, a, ts) for each agent
a. In case of business processes, the initial state specifies which tasks are ready
for execution as well as the access control policy (e.g., the user-role and the
role-permission assignment relations). In case of security APIs, the initial state
specifies some attribute-value assignments.

Let us now consider an example of rewriting rules in RS . The reception of
message 2 by the client and the forwarding of message 3 in Figure 2 are modeled
by the following rewriting rule:
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rcvd (C, SP, hRsp(c30x, IdP, AReq), CSP2C) �

statec(2, C, [SP, . . . , CC2IdP])
send2(C,...,CC2IdP)−−−−−−−−−−→ statec(3, C, [Areq, SP, . . . , CC2IdP]) �

sent (C, C, IdP, hReq(get, IdP, AReq), CC2IdP)

The clauses in HS support the specification, e.g., of access control policies. For
instance, in case of business processes, the Role-based Access Control (RBAC)
model can be naturally and succinctly specified as follows:

granted(A, T)
grant(A,R,T)←−−−−−−−−− ua(A, R), pa(R, T)

Moreover, security-critical systems often rely on assumptions on the behavior
of the principals involved (e.g., progress, availability). These assumptions can
be specified by adding suitably defined LTL formulae to CS . Some examples are
provided in the last two rows of Table 2.

Formal Modeling of the Intruder. A model that corresponds to the Dolev-
Yao intruder is given by MDY = 〈∅,RDY ,HDY , ∅〉, where the rewrite rules
in RDY model the ability to overhear, divert, and intercept messages and the
clauses in HDY model the inferential capabilities, e.g., the ability to decrypt
messages when the key used for encryption is known to the intruder as well as
that to forge new messages. The model of the Dolev-Yao intruder MDY can
be complemented by a model MI′ = 〈II′ ,RI′ ,HI′ , CI′〉, where II′ contains the
facts representing the initial knowledge in the scenario considered, RI′ and HI′

model additional, domain specific behaviors of the intruder, and CI′ may instead
constrain the otherwise allowed behaviors. Thus the model of the intruder stems
from the parallel combination of MDY and MI′ , i.e., MI = (MDY ‖MI′).

For instance, the behavior of the intruder for security APIs can be extended
using the following rule that models the Java method C Decrypt of Figure 4:

ik (crypt(K, R)) � ik (hand(N, inv(K))) �
attrs(KeyAttrs) �contains(attr(decrypt, true, N), KeyAttrs)

decrypt key asym(KeyAttrs,K,R,N)−−−−−−−−−−−−−−−−−−−−→ ik(R) �LHS

where LHS abbreviates the left hand side of the rule. This rule states that if
(i) the intruder knows a cipher-text encrypted with key K and the handler N

of the key inv(K), and (ii) N has the attribute decryption set to true (i.e., the
key associated with that handler can be used for decryption), then the decrypt
method can be applied and the intruder can retrieve the plain-text R. (Notice
that knowing the handler does not mean to know the key associated to the
handler.)

As a further instance, a transport layer protocol such as SSL/TLS can be
abstractly characterized by including suitable formulae in CI′ . To illustrate con-
sider the first four rows of Table 2, where, here and in the sequel, ∀(ψ) stands for
the universal closure of the formula ψ. The formula in the 3rd row formalizes the
property of a weakly confidential channel, i.e., a channel whose output is exclu-
sively accessible to a single, yet unknown, receiver. In our model this amounts
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Table 2. LTL constraints

Property LTL Formula

confidential to(c, p) G∀(rcvd(A,B,M, c)⇒A = p)
authentic on(c, p) G∀(sent(RS,A,B,M, c) ⇒(A = p ∧RS = p))

weakly confidential (c) G∀((rcvd(A,B,M, c) ∧ F rcvd(A′, B′,M ′, c))⇒A = A′)
resilient(c) G∀(sent(RS,A,B,M, c)⇒F rcvd(B,A,M, c))

progress(a, r, j) G∀(stater(j, a, ES)⇒F¬stater(j, a,ES))
availability(a, c) G∀(rcvd(a,P,M, c)⇒F¬ rcvd(a, P,M, c))

to requiring that, for every state S, if a fact rcvd(a, b,m, c) ∈ S, then in all
the successor states the rcvd facts with channel c must have a as recipient (see
corresponding LTL formula in the 3rd row). More details can be found in [6,4].

Security Goals. For security protocols, besides the usual secrecy and authen-
tication goals, our property specification language L allows for the specification
of sophisticated properties involving temporal operators and first-order quanti-
fiers. For instance, a fair exchange goal for the ASW protocol discussed in [4]
is:

G ∀nO.∀nR.(hasvc(r, txt, nO, nR)⇒F ∃nR.hasvc(o, txt, nO, nR))

stating that if an agent r has a valid contract, then we ask o to possess a valid
contract relative to the same contractual text txt and secret commitment nO.

Finally, the separation of duty property SoD3 exemplified in Figure 3 can be
expressed as the following LTL formula:

G∀(executed(A, approve travel)⇒G¬executed(A, approve budget))

This goal states that if an agent A has executed the task approve travel then
he should not execute the task approve budget.

5 SAT-Based Model Checking of Security-Critical
Systems

A high-level overview of the architecture of SATMC 3.0 is depicted in Fig-
ure 5. SATMC takes as input the specification of the system MS, (optionally)
a specification of the custom intruder behavior MI′ , a security goal G ∈ L,
and checks whether MS‖MI |= G via a reduction to a SAT problem. Since
MI = (MDY ‖MI′), this boils down to checking whether MS‖MDY ‖MI′ |= G.
The DY Attacker module computes and carries out a number of optimizing
transformations on MS‖MDY . These transformations specialize the (otherwise
very prolific) rules and clauses of MDY and produce a model MS-DY which
is easier to analyze than (yet equivalent to) MS‖MDY [9]. The module finally
computes and yields the model MS-DY ‖MI′ which is equivalent to MS‖MI with
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MI = (MDY ‖MI′). Thus the problem of checking whether MS‖MDY ‖MI′ |= G
is reduced to checking whether MS-DY ‖MI′ |= G.

Let M = (MS-DY ‖MI′) = 〈I,R,H, C〉. SATMC now builds a propositional
formula Φk such that every truth-value assignment satisfying Φk corresponds to a
counterexample of M |= G of length k and vice versa, with k ≤ kmax (where the
upper bound kmax is an additional input to SATMC). The formula Φk is given by
the conjunction of the propositional formulae (i) [[M ′]]k encoding the unfolding
(up to k-times) of the transition relation associated with M ′ = 〈I,R,H, ∅〉, and
(ii) [[C⇒G]]k, where C is a conjunction of the formulae in C, encoding the set
of attack traces of length k satisfying the constraints C. The module Model
Encoding takes as input M ′ and generates [[M ′]]k, while [[C⇒G]]k is generated
by the cascade of the Goal Grounding and PLTL2SAT modules.

The PLTL2SAT module leverages existing Bounded Model Checking (BMC)
techniques [14]. However, the techniques available in the literature assume that
(i) a propositional encoding of the transition relation of M is available and that
(ii) the goal formula belongs of propositional LTL. Both assumptions are violated
by the model checking problem we consider, since (i) the models we consider are
defined over a set of states which is not bounded a priori and (ii) first-order LTL
formulae are allowed. In [9] we showed that the first problem can be tackled by
computing a planning graph of the problem of depth k. A planning graph [17]
(module Planning Graph Generator) is a succinct representation of an over-
approximation of the states reachable in k steps. The planning graph is also
key to reducing the first-order LTL formula (C⇒G) to an equivalent (in a sense
that will be defined later) propositional LTL formula (via the Goal Grounding
module) which is then reduced to SAT using techniques developed for bounded
model checking of reactive systems [14] (via the PLTL2SAT module).

A SAT solver is finally used to check the satisfiability of the formula Φk

(module SAT Solving). Although not shown in Figure 5, SATMC carries out an
iterative deepening strategy on k. Initially k is set to 0, and then it is incremented
till an attack is found (if any) or kmax is reached. If this is the case no attack
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traces of length up to kmax exist. Notice that it is possible to set kmax to ∞, but
then the procedure may not terminate (i.e., it is a semi-decision procedure). It
is worth noticing that even though the planning graph may represent spurious
execution paths, the encoding in SAT is precise and thus false positives are not
returned by SATMC.

The Planning Graph. A planning graph is a sequence of layers Γi for i =
0, . . . , k, where each layer Γi is a set of facts concisely representing the set of
states ‖Γi‖ = {S : S ⊆ Γi}. The construction of a planning graph for M ′ goes
beyond the scope of this paper and the interested reader is referred to [9] for
more details. For the purpose of this paper it suffices to know that (i) Γ0 is set
to the initial state of M ′, (ii) if S is reachable from the initial state of M ′ in i
steps, then S ∈ ‖Γi‖ (or equivalently S ⊆ Γi) for i = 0, . . . , k, and (iii) Γi ⊆ Γi+1

for i = 0, . . . , k − 1, i.e., the layers in the planning graph grow monotonically.

Encoding the Model. The first step is to add a time-index to the rules and
facts to indicate the state at which the rules apply or the facts hold. Facts and
rules are thus indexed by 0 through k. If p is a fact, a rule, or a Horn clause and
i is an index, then pi is the corresponding time-indexed propositional variable.
If p = p1, . . . , pn is a tuple of facts, rules, or Horn clauses and i is an index,
then pi = pi1, . . . , p

i
n is the corresponding time-indexed tuple of propositional

variables. The propositional formula [[M ′]]0 is I(f0,hc0), while [[M ′]]k, for k > 0,
is of the form:

I(f0,hc0) ∧
k−1∧

i=0

Ti(f
i,ρi,hci,f i+1,hci+1) (2)

where f , ρ, and hc are tuples of facts, rules, and Horn clauses, respectively. The
formula I(f0,hc0) encodes the initial state whereas the formula Ti(f

i,ρi,hci,
f i+1,hci+1) encodes all the possible evolutions of the system from step i to step
i+1. The encoding of the system follows the approach proposed in [9], adapted
from an encoding technique originally introduced for AI planning, extended to
support Horn clauses.

Grounding First-order LTL Formulae. Planning graphs are also key to
turn any first-order LTL formula ψ into a propositional LTL formula ψ0 such
that if π is an execution path of M ′ with k or less states that violates ψ0, then
π violates also ψ, and vice versa. This allows us to reduce the BMC problem
for any first-order LTL formula ψ to the BMC for a propositional LTL formula
ψ0 (module Goal Grounding) which can in turn be reduced to SAT by us-
ing the techniques available in the literature. The functionalities of the module
PLTL2SAT are currently given by the NuSMV model checker, used as a plugin
by SATMC. From the key properties of the planning graph described in Sec-
tion 5 it is easy to see that if a fact does not occur in Γk, then it is false in all
states reachable from the initial state in k steps and this leads to the following
fact.
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Fact 1 Let ψ ∈ L, Γi for i = 0, . . . , k be a planning graph for M ′, and p a fact
such that p �∈ Γk. Then, if π is an execution path of M ′ with k or less states
that violates ψ then π violates also ψ[⊥/p] (and vice versa), where ψ[⊥/p] is the
formula obtained from ψ by replacing all occurrences of p with ⊥.

To illustrate consider the problem of generating a propositional version of:

∃A.F(¬O s(A, b) ∧ r(b, A)) (3)

when Γk = {s(a1, b), r(b, a1), r(b, a2)}. If the variable A ranges over the (finite)
set of constants DA = {a1, . . . , an}, then we can replace the existential quantifier
with a disjunction of instances of the formula in the scope of the quantifier, where
each instance is obtained by replacing the quantified variable, namely A, with
the constants in DA: F(¬O s(a1, b) ∧ r(b, a1)) ∨ . . . ∨ F(¬O s(an, b) ∧ r(b, an))
By repeatedly using Fact 1, this formula can be rewritten into: F(¬O s(a1, b)∧
r(b, a1)) ∨ . . . ∨F(¬O⊥ ∧⊥) and finally be simplified to

F(¬O s(a1, b) ∧ r(b, a1)) ∨ F(r(b, a2)) (4)

Even if the resulting formula is compact thanks to the simplification induced by
the planning graph, the instantiation step, namely the replacement of the exis-
tential quantifier with a disjunction of instances, can be very expensive or even
unfeasible (if the domain of the existentially quantified variable is not bounded).

A better approach is to let the instantiation activity be driven by the informa-
tion available in the planning graph. This can be done by generating instances
of the formula by recursively traversing the formula itself in a top down fashion.
As soon as an atomic formula is met, it is matched against the facts in Γk and
if a matching fact is found then the formula is replaced with the ground coun-
terpart found in Γk and the corresponding matching substitution is carried over
as a constraint. The approach is iterated on backtracking in order to generate
all possible instances and when no (other) matching fact in Γk for the atomic
formula at hand is found, then we replace it with ⊥.

To illustrate this, let us apply the approach to (3). By traversing the formula
we find the atomic formula s(A, b) which matches with s(a1, b) in Γk with match-
ing substitution {A = a1}. The atomic formula s(A, b) is instantiated to s(a1, b)
and the constraint A = a1 is carried over. We are then left with the problem of
finding a matching fact in Γk for the formula r(b, A) with A = a1, i.e., for r(b, a1).
The matching fact is easily found in Γk and we are therefore left with the formula
(i1) F(¬O s(a1, b)∧r(b, a1)) as our first instance. On backtracking we find that
there is no other matching fact for r(b, a1) which is then replaced by ⊥, thereby
leading to the instance (i2) F(¬O s(a1, b)∧⊥). By further backtracking we find
that there is no other matching fact for s(A, b) in Γk and therefore we gener-
ate another instance by replacing s(A, b) with ⊥ and carry over the constraint
A �= a1. The only fact in Γk matching r(b, A) while satisfying the constraint
A �= a1 is r(b, a2). We are then left with the formula (i3) F(¬O⊥∧ r(b, a2)) as
our third instance. No further matching fact for r(b, a2) exists. The procedure
therefore turns the first-order LTL formula (3) into the disjunction of (i1), (i2),
and (i3), which can be readily simplified to (4).
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6 Conclusions

We presented SATMC 3.0, a SAT-based Model Checker for security-critical sys-
tems. SATMC successfully combines techniques from AI planning and for the
analysis of reactive systems to reduce the problem of determining the existence
of an attack of bounded length violating a given security goal to SAT. SATMC
supports the specification of security policies as Horn clauses and of security as-
sumptions and goals as first-order LTL formulae. Its flexibility and effectiveness
is demonstrated by its successful usage within three industrial relevant appli-
cation domains (security protocols, business processes, and security APIs) and
its integration within a number of research prototypes and industrial-strength
tools. SATMC 3.0 can be downloaded at http://www.ai-lab.it/satmc.
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