
    
    
    
        
            
            
                
            

            
        
    


    
        Skip to main content
        
        

        
            
                Advertisement

                

            

        

        
    
        
            
                
                    
                        [image: SpringerLink]
                    
                
            
        


        
            
                
    
        Log in
    


            
        
    


    
        
            
                
                    
                        
                            
                        Menu
                    
                


                
                    
                        
                            Find a journal
                        
                    
                        
                            Publish with us
                        
                    
                        
                            Track your research
                        
                    
                


                
                    
                        
                            
                                
                                    
                                Search
                            
                        

                    
                    
                        
 
  
   
  Cart
 


                    
                

            

        
    




        

    

        
    
        
            
                
                    
    
        
            	
                        Home






	
                        Security Protocols XXI

	
                        Conference paper

Back Channels Can Be Useful! – Layering Authentication Channels to Provide Covert Communication


                    	Conference paper



                    	
                             pp 189–195
                        
	
                            Cite this conference paper
                        


                    
                    

                    
                        
                            
                        

                    
                

                
                    
                        
                                
                                    
                                    [image: Book cover]
                                
                                
                                Security Protocols XXI
                        
                        (Security Protocols 2013) 
                    
                

            
        
    

    

    
        
            

            
                
                    
                        
                            	Mohammed H. Almeshekah19, 
	Mikhail J. Atallah19 & 
	Eugene H. Spafford19 


                            
    
        
            
                
                    
                

                
                    
                        Part of the book series:
                        Lecture Notes in Computer Science ((LNSC,volume 8263))
                    

                

            

        

    

                            
                                
                                    
                                        
                                    

                                    
                                        Included in the following conference series:

                                        	Cambridge International Workshop on Security Protocols


                                    

                                

                            
                            
                                
    
        	
                    
                        
                    646 Accesses

                
	
                        
                            
                        1 
                            Citations
                        

                    


    



                            

                        

                        
                    
                


                
                     Abstract
This paper argues the need for providing a covert back-channel communication mechanism in authentication protocols, discusses various practical uses for such a channel, and desirable features for its design and deployment. Such a mechanism would leverage the current authentication channel to carry out the covert communication rather than introducing a separate one. The communication would need to be oblivious to an adversary observing it, possibly as a man-in-the-middle. We discuss the properties that such channels would need to have for the various scenarios in which they would be used. Also, we show their potential for mitigating the effects of a number of security breaches currently occurring in these scenarios.
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