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Abstract. This paper presents new versions of the McEliece PKC that
use time-varying convolutional codes. In opposite to the choice of Goppa
codes, the proposed construction uses large parts of randomly generated
parity-checks, presumably making structured attacks more difficult. The
drawback is that we have a small but nonzero probability of not being
successful in decoding, in which case we need to ask for a retransmission.

1 Introduction

The original McEliece construction proposed by McEliece [14] in 1978 is an
asymmetric encryption scheme using a family of error correcting codes. McEliece
proposed a construction based on Goppa codes, and this original construction
remains unbroken today. A few years later, Niederreiter [15] proposed a different
scheme and proposed to use generalized Reed-Solomon codes. It can be shown
that if one uses Goppa codes then Neiderreiter PKC is equivalent to McEliece
PKC. It was also shown by Sidelnikov and Shestakov [16] that the choice of
generalized Reed-Solomon codes is insecure (in both cases). There has been
many proposals of modified schemes, mostly by replacing the Goppa codes by
another family of codes, e.g. LDPC codes [2] or codes for the rank metric [6].
Interestingly, most of these proposals have turned out to be insecure and the
choice of Goppa codes is still the standard solution.

A motivating factor for studying McEliece PKC is that the cryptosystem is
a candidate for post-quantum cryptography, as it is not known to be susceptible
to attacks using quantum computers. There have also been modifications of
McEliece PKC with proved formal security (CCA2-secure), some of which are
presented in [7]. Attempts on improving the rate of the system by using a subset
of the message bits as error vectors have been done. Some approaches appear
in [17]. We should also note that there have been many attempts to build other
public key primitives based on coding theory. There exist an signature scheme
by Courtois, Finiasz and Sendrier [5] from 2001 and an interesting hash function
FSB by Augot, Finiasz and Sendrier [1].

Several versions of McEliece, for example, using quasi-cyclic or quasi-dyadic
codes have been attacked in structural attacks [8]. Faugère et. al. [8] give the
basic setting of structural attacks using algebraic attacks. In this approach, the
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problem of reconstructing the secret matrix is formulated as the problem of solv-
ing a specific overdefined algebraic system, and it applies to any alternant code
(among them Goppa codes). Even though the attack is currently not successful
against Goppa codes, as the system is too difficult to solve, we do not know what
improvements will come in the future.

This paper presents a new version of the McEliece PKC that uses convolu-
tional codes. The first construction is based on tail-biting time-varying convolu-
tional codes. The second construction uses a block code to set the starting state
for the convolutional code. A large part of the code is constructed by randomly
generating parity-checks for a systematic convolutional code. The new proposal
allows for flexible parameters and efficient decoding. The drawback is that we
have a nonzero probability of not being successful in decoding, in which case
we need to ask for a retransmission. In opposite to the choice of Goppa codes,
the first proposed construction uses large parts of randomly generated parity-
checks, and presumably, this makes structured attacks more difficult. This is the
main contribution of the construction. All parity-checks are randomly generated
and of low weight, but not too low. Algebraic attacks applied to our system are
unlikely to be successful, as well as attacks using Sendrier’s support splitting
algorithm.

The paper is organized as follows. In Section 2, we introduce the original
McEliece construction. In Section 3, we then give a basic introduction to convo-
lutional codes. The suggested constructions based on time-varying convolutional
codes are given in Section 4. In Section 5 we investigate the security. Section 6
presents two examples.

2 The Original McEliece Construction

Let us start by giving a short overview of the original McEliece construction of
a public key encryption scheme.

Let G be a k×n generator matrix for a code C capable of correcting e errors, P
a n×n random permutation matrix and S a k×k non-singular matrix. We require
an efficient decoding algorithm associated with C. The sizes of these matrices are
public parameters, but G, P and S are randomly generated secret parameters.
Furthermore, G is selected from a large set of possible generator matrices, say
G ∈ G, where the generator matrices in G all allow a very computationally
efficient decoding procedure. Also, P is selected among all permutations and S
is selected among all non-singular matrices. Then, preprocessing, encryption and
decryption can be described in the following three steps.

A key issue is the selection of a set of easily decodable codes, from which we
select G. The original suggestion was to use all binary Goppa codes for some
fixed code parameters. This is a large enough set of possible codes and they can
all be decoded assuming a fixed number of errors.

In the paper by McEliece [14], parameters (n, k, e) = (1024, 524, 50) were
proposed. These parameters, however, do not attain the promised security level
in [14] due to advances in attacks, see e.g. [11], [13] and [3]. Bernstein, Lange
and Peters proposed (n, k, e) = (1632, 1269, 34) in [4].
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McEliece PKC

1. Alice randomly chooses a triple (S,G, P ) as her secret key. She constructs
the product SGP = Ĝ, which is the public key. Now Alice publishes Ĝ.

2. Bob encrypts a message m by computing the vector c′ = mĜ, using
Alice’s public key Ĝ. He then adds a randomly generated error vector e
of weight e to form the ciphertext, c = c′ + e.

3. Alice decrypts the ciphertext by computing ĉ = cP−1 and uses the ef-
ficient decoding algorithm to decode ĉ to m̂. Finally, the plaintext m is
given by m = m̂S−1.

3 Convolutional Codes and Its Decoding

The underlying idea of this paper is that we can use convolutional codes to con-
struct a McEliece PKC. A convolutional code C is a subclass of error-correcting
codes where b-bit information symbols are transformed into c-bit symbols. The
ratio R = b/c is called the rate of the code. An information sequence u is trans-
formed into a codeword sequence v via uG = v.

For a time-invariant or fixed convolutional code C, G is a matrix such that

G =

⎡
⎢⎢⎢⎣

G1 G2 · · · Gm

G1 G2 · · · Gm

G1 G2 · · · Gm

. . . . . . . . .

⎤
⎥⎥⎥⎦ ,

and where Gi is a b× c matrix and with zeroes in the empty spaces. The current
output is a linear combination of the current information symbol and the m− 1
previous ones, where m is the memory of the code. The submatrices of each row
are the same as the previous row, but shifted one step. If this property is not
satisfied, it is called a time-variant code, where G is

G =

⎡
⎢⎢⎢⎣

G1,1 G1,2 · · · G1,m

G2,1 G2,2 · · · G2,m

G3,1 G3,2 · · · G3,m

. . . . . . . . .

⎤
⎥⎥⎥⎦ ,

and all the Gij matrices may be different.
A convolutional code sequence may be infinite, but in our application it is

terminated. For this, we use a tail-biting construction, i.e. starting the encoder
in the same state as it will stop after encoding all information blocks. The code
will have a generator matrix of the form
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G =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎢⎢⎣

G1,1 · · · · · · G1,m

. . . . . . . . . . . .
. . . . . . . . . Gi,m

Gi+1,m
. . . . . .

...
...

. . . . . .
...

GL,2 · · · GL,m GL,1

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎥⎥⎦

. (1)

This is now an (n, k) linear block code. Optimal decoding of convolutional codes
can be done by the Viterbi algorithm, having complexity O (

2mbk
)
. An alterna-

tive is to use sequential decoding, e.g. the stack algorithm. We refer to [10] and
[12] for a detailed description.

4 A New Construction Based on Convolutional Codes

Our basic idea is that we would like to replace the Goppa code used in McEliece
by a convolutional code that can be efficiently decoded. However, this basic
approach suffers from two problems that we need to deal with.

The first problem is that a usual convolutional code as used for error correcting
purposes has a somewhat limited memory. This is necessary if we would like to
have optimal (ML) decoding through, e.g., the Viterbi algorithm. As an example,
a rate R = 1/2 convolutional code with a memory of 20 would mean that we
will have parity checks of low weight. This would be a security problem, as one
can try to recover the low weight parity checks and through this also recover the
structure of the secret code. The solution we propose here is to use convolutional
codes with large memory, but to use a sequential decoding procedure instead
of Viterbi decoding. Using, e.g., the stack algorithm we can use codes with
much larger memory. This will remove the very low weight parities in the code.
Still leaving low weight parity checks, but if the weight is not very small, the
complexity of finding them will be too large.

The second problem is that a convolutional code usually start in the all zero
state. This means that the first code symbols that are produced will again allow
very low weight parity checks, giving security problems. As we cannot allow the
identification of low weight parity checks, we need to modify this. A similar
problem may occur when we terminate the code.

The solution that we propose is to use so-called tail-biting to terminate the
code, giving tail-biting trellises in decoding. This would work quite straightfor-
ward if we had a small trellis size and were using Viterbi decoding. But for a
large memory size and sequential decoding it is not immediate how tail-biting
could be used, as one has to go through all possible states at some starting point
in the circular trellis. Another approach to solve this problem is to use a block
code to set the starting state. We have examined this approach also.
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4.1 The McEliece PKC Based on a Tail-Biting Convolutional Code

The scheme works as usual McEliece, with a different way of generating the secret
matrix G as well as a different decoding procedure for the decryption process.
The secret generator matrix will have the characteristics of the one appearing in
(1), i.e., it has a cyclic diagonal structure with m matrices Gi,j in each column
and row. We also set the code G to be systematic, see Algorithm 1 for a detailed
description.

Algorithm 1. (Precomputation)

1. Choose parameters: code length n, rate R = b/c, memory m giving 2bm

possible states, and a minimum weight l for all parity checks, where l
should be around bm/2. Also, a value l′, corresponding to the minimum
number of ones in a row in G could be specified.

2. Write up a generator matrix as (1) in systematic form, i.e., choose Gi,1 =
(IJi1) and Gi,j = (0Ji,j), for 2 ≤ j ≤ m, where Ji,1 is chosen to give the
code spanned by Gi,1 maximal minimum distance and Ji,j , for 2 ≤ j ≤ m,
is chosen randomly.

3. Run a test to verify that all parity check positions, or sums of them, have
weight at least l. Also check that every information symbol appears in at
least l parity checks. If this is not the case, go to Step 2.

4. We have now created the secret matrix G. Create the public key matrix
as usual, i.e., randomly choose (S, P ), P permutation and S non-singular,
and compute SGP = Ĝ, and publish Ĝ.

Assuming that we receive a word c with e errors, how do we correct them,
knowing G? A problem when decoding this structure is that we have to guess a
starting state at some time instance and then perform the sequential decoding.
With many possible starting states this increases the complexity of decoding.
We assume that we use the stack algorithm as decoding algorithm and put a
number of possible starting states on the stack in the beginning. An advantage
is that this part of the decoding can be easily parallelized by starting decoding
at different time instances.

We now describe a basic approach for decoding. Compute ĉ = cP−1. Start the
decoding at any time t. On the stack we then put a set S of possible states, which
would be formed from the mb received information symbols in ĉ just before time
t. Since these symbols may be perturbated by the error vector, we put all states
reachable by e′ errors on the stack, where e′ is fixed by the decoding algorithm.
The expected number of errors in an interval of mb symbols is emb/n.

If decoding is unsuccessful we can try a different starting point t. If the correct
state has been established, and decoding is successful, we will get the correct
weight of the error vector. As the weight is assumed to be known, this is a way
of knowing that decoding was successful.

A description of a basic decoding procedure is given in Algorithm 2.
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Algorithm 2. (Decoding in tail-biting construction)

Input: Codeword sequence ĉ

1. Write ĉ = (c1, c2, . . . cn/c), where ci = (ui,pi) is a c bit vector and ui is
the systematic part.

2. Choose a random starting point t and put (ut−m,ut−m+1, . . . ,ut−1) (in-
dex modulo n/c), together with all other vectors with at most distance
e′ from it as starting states in S . Run the stack algorithm until time t is
reached again. If decoding was successful, return the decoded sequence.
Otherwise, do this item again.

3. If many starting points t have been tried without success, ask for retrans-
mission.

4.2 Finding a List of Good Starting States

Finding the correct starting state is the major complexity cost in decoding. To
be able to decode correctly, we need the correct starting state in S, but we also
do not want S to be too large as this gives a high decoding complexity. As
mentioned, we can use different starting points t, and hope that one of them will
have a set S including the correct starting state. We can even put sets S from
many different starting points on the same stack.

In order to decrease the size of S, we propose to use not only mb bits to
form the set S, but to use mb+m′c consecutive bits from c, where we now have
(m+m′)b information bits but can also use m′(c−b) parity checks. Deciding that
we include all such length mb +m′c with at most e′ errors as possible starting
states, this corresponds exactly to finding all codewords in a (mb+m′c, (m+m′)b)
linear code with weight at most e′.

4.3 A Modified Construction

Our construction based on tail-biting convolutional codes has a simple descrip-
tion and it has a good portion of randomness in its construction, making it a
desirable construction. One problem however, is the first part of the decoding,
i.e., finding the correct starting state before starting the efficient stack algo-
rithm. For constructions with security level around 280, this can be done with
reasonable complexity. But the complexity of this process grows exponentially
with the security level measured in bits.

In order to solve this problem we propose a modified construction, using only
polynomial complexity to get the starting state. Our second construction uses
a small block code for setting a starting state and then a larger convolutional
code for the remaining part of the code. The original code is generated by the
generator matrix of the form
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G =

⎡
⎢⎢⎢⎢⎢⎢⎢⎢⎣

GB

GC

⎤
⎥⎥⎥⎥⎥⎥⎥⎥⎦
, (2)

where GB is a block code (we propose a Goppa code to be used), GC is a random
time-varying systematic convolutional code as in the first tail-biting construction
with memory m = k and white areas represent all zeroes.

The block code GB is an (nB, kB) linear code with efficient decoding of up to
tB errors. We suggest it to be a classical Goppa code. Since the number of errors
in the first nB positions can be higher than the block code can correct, we note
that a decoding error might occur here. It is given by

Pr [more than tB errors in block code] =
e∑

x>tB

(
nB

x

)(
nC

e−x

)
(
n
e

) . (3)

With suitable parameters this probability can be made very low. An important
issue is that we need to have a dimension kB of the code larger than the number
of bits in memory mb. This again comes from the fact that we cannot allow low
weight codewords in the dual code. As the block code generally will have more
parity-check symbols per information symbol that leads to an expected existence
of codewords with weight lower than in the convolutional code. So we require,
no codewords of weight less than l in the dual code of GB .

We then use as before a rate b/c convolutional code GC . Since the leftmost
kB information bits are assumed to be already known (if the block decoding
is successful), we do not need to decode these using the sequential decoding
procedure.

5 Analysis of the Security of the Proposed Scheme

First, let us give the complexity formulas for Stern’s algorithm [9]. The complex-
ity of finding a codeword of weight w using Stern’s algorithm, with algorithm
parameter p, is given by W/P , where W and P is defined below. The probability
P of an iteration being successful is

P =

(
w
2p

)(
n−w
k−2p

)(
2p
p

)
(
n
k

)(
n−k−w+2p

l

)
4p
(
n−k
l

) (4)

and each such iteration performs

W = (n− k)3/2 + k(n− k)2 + 2lp

(
k/2

p

)
+ 2p(n− k)

(
k/2

p

)2

/2l (5)

bit operations.
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There are two standard approaches to attack McEliece PKC. One is to try to
recover the plaintext from a received ciphertext, whereas the second approach is
a structural attack where we try to recover the structure of the secret generator
matrix.

Plaintext Recovery. Recovery of the plaintext from a ciphertext is best done
by so-called information set decoding algorithms. The simplest form of informa-
tion set decoding appeared in McEliece’s original paper from 1978 [14]. The idea
is to select k out of n columns and hope that no errors occur in these positions
in the received ciphertext. Numerous papers on information set decoding have
been published. The algorithms currently attaining the lowest attack complexity
are described in [11], [13] and [3].

Structural Attacks. In a structural attack we try to recover the structure of
the code. In our case the only deviation from a random code is the convolutional
code structure in terms of low weight parity checks. In fact, in precomputation
we specified the weight of parity checks to be no less than l.

We expect that a structural attack would need to recover parity checks of
weight l, and sketch the difficulty of this problem. It is well known that all
parity checks form codewords of the dual code.

One should also observe that we have a large number of low weight parity
checks (codewords in the dual code). This decreases the complexity of finding one
of them when running Stern’s algorithm, as the probability of being successful
in one iteration increases with the number of existing low weight vectors. In our
case, parity checks are created from mb bits in memory and c additional bits.
For example, there are then at least 2c−b−1 parity checks of weight (mb+c)/2 or
less. But in the precomputation creating the generator matrix, we can keep track
of how many low weight vectors we have and make sure that the complexity of
finding any of them is high enough.

6 Example

For security level around 280, we propose the following set of parameters. Use
parameters (n, k, e,m) = (1800, 1200, 45, 12) with rate R = 20/30. We will have
a security of 281 against decoding attacks, measured by Stern’s algorithm, see
(4) and (5). We get a security level of 278.4 with the best known algorithms [11].
In the construction phase, we set l = 125, i.e., every parity check should have a
weight no less than 125. This is achievable as every parity check has 240 + 30
positions where it can be nonzero. The complexity of finding a weight 125 vector
in the dual code using Stern’s algorithm is roughly 287. As this complexity is
decreased by the number of low weight vectors, we need to keep track of the
number of low weight vectors in the code to guarantee a complexity of about 280
for finding such a low weight parity check.

For the decoding, we keep mb = 240 bits as our starting state. Fixing a
starting time t, the expected number of errors in these 240 information symbols
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is 6. We include another 40 information symbols from just before time t − m
and the corresponding 20 parity checks that is computed from these 240 + 40
information symbols. We also split the 240 symbols in two halves.

Our assumption is now that we have at most 1 error in the added 60 symbols
and at most 3 errors in each of the halves of the state.

We then generate two tables of all parity check syndromes that up to 3 errors
can generate, in total less than 219 entries in each table. One table is expanded
with adding to every entry the 61 syndromes that the additional 60 information
symbols created, giving 225 entries. Merging the two tables, knowing that the
syndrome must be zero, gives 224 surviving states. Now, taking the next 30
information symbols and starting sequential decoding, quickly takes the correct
state to the top of the stack. If we are unsuccessful, pick a new t.

The probability that our assumption about errors is correct is about 0.25, so
the expected total decoding complexity is about 225/0.25 = 227. By assuming
fewer errors, the expected decoding complexity can be further decreased.

6.1 Continuing the Example with the Modified Construction

Considering the same example but with a block code to fix the initial state as
described in Subsection 4.3.

Pick as GB a Goppa code of length nB = 1020, dimension kB = 660 and
with capabability of correcting 36 errors. Let the convolutional code have rate
R = 20/30 and run 25 information blocks. End the code with 30 additional
parity checks. This gives rise to a full code of length 1020 + 25 · 30 + 30 = 1800
and dimension k = 660 + 25 · 20 = 1160.

The decoding step first decodes the Goppa code. For a nB = 1020 code we
expect that algorithms with complexity O (

n2
)

are still the best choice. There
are algorithms with better asymptotic performance, but they are useful only
for excessively large nB. So we expect say 220 steps for this part. Decoding the
convolutional code is then done in much less time than 220 steps. Overall, this
gives a faster decoding than standard McEliece, requiring close to 222 steps.

With 45 inserted errors, the probability that we get a decoding error can be
found to be around 2−12, see (3).
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In: Lee, D.H., Wang, X. (eds.) ASIACRYPT 2011. LNCS, vol. 7073, pp. 107–124.
Springer, Heidelberg (2011)

14. McEliece, R.J.: A public-key cryptosystem based on algebraic coding theory. DSN
Progress Report 42–44, 114–116 (1978)

15. Niederreiter, H.: Knapsack-type crytosystems and algebraic coding theory. Prob-
lems of Control and Information Theory 15(2), 157–166 (1986)

16. Sidelnikov, V.M., Shestakov, S.O.: On the insecurity of cryptosystems based on gen-
eralized Reed-Solomon codes. Discrete Mathematics and Applications 2(4), 439–
444 (1992)

17. Sun, H.M.: Improving the Security of the McEliece Public-Key Cryptosystem. In:
Ohta, K., Pei, D. (eds.) ASIACRYPT 1998. LNCS, vol. 1514, pp. 200–213. Springer,
Heidelberg (1998)

http://lup.lub.lu.se/record/2204753

	A New Version of McEliece PKC Based on Convolutional Codes
	Introduction
	The Original McEliece Construction
	Convolutional Codes and Its Decoding
	A New Construction Based on Convolutional Codes
	The McEliece PKC Based on a Tail-Biting Convolutional Code
	Finding a List of Good Starting States
	A Modified Construction

	Analysis of the Security of the Proposed Scheme
	Example
	Continuing the Example with the Modified Construction

	References




