
    
    
    
        
            
            
                
            

            
        
    


    
        Skip to main content

        
        

        
            
                Advertisement

                

            

        

        

    
    
        
            
                
                    
                        [image: SpringerLink]
                    
                
            
        


        
            
                
    
        Log in
    


            
        
    


    
        
            
                
                    
                        
                            
                        Menu
                    
                


                
                    
                        
                            Find a journal
                        
                    
                        
                            Publish with us
                        
                    
                        
                            Track your research
                        
                    
                


                
                    
                        
                            
                                
                                    
                                Search
                            
                        

                    
                    
                        
 
  
   
  Cart
 


                    
                

            

        
    






        
            
                
                    
                        
                    

                
                
                    
[image: Book cover]


OTM Confederated International Conferences "On the Move to Meaningful Internet Systems"
OTM 2007: On the Move to Meaningful Internet Systems 2007: CoopIS, DOA, ODBASE, GADA, and IS
                                        pp
                                         1601–1615Cite as






                

                
    
        
            	
                        Home



	
                        On the Move to Meaningful Internet Systems 2007: CoopIS, DOA, ODBASE, GADA, and IS

	
                        Conference paper


                                On RSN-Oriented Wireless Intrusion Detection

                                	Alexandros Tsakountakis1, 
	Georgios Kambourakis1 & 
	Stefanos Gritzalis1 


                                	Conference paper



                                
                                    
    
        
            	
                        553 Accesses

                    


        

    



                                


                                
    
        
            
                
                    
                

                
                    
                        Part of the book series:
                        Lecture Notes in Computer Science ((LNISA,volume 4804))
                    

                

            

        

    

                                
                            

                        
                        

                            
                                
                                    Abstract
Robust Security Network (RSN) epitomised by IEEE 802.11i substandard is promising what it stands for; robust and effective protection for mission critical Wireless Local Area Networks (WLAN). However, despite the fact that 802.11i overhauls the IEEE’s 802.11 security standard several weaknesses still remain. In this context, the complementary assistance of Wireless Intrusion Detection Systems (WIDS) to deal with existing and new threats is greatly appreciated. In this paper we focus on 802.11i intrusion detection, discuss what is missing, what the possibilities are, and experimentally explore ways to make them intertwine and co-work. Our experiments employing well known open source attack tools and custom made software reveal that most 802.11i specific attacks can be effectively recognised, either directly or indirectly. We also consider and discuss Distributed Wireless Intrusion Detection (DIDS), which seems to fit best in RSN networks.
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