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                                     Abstract
A redactable signature scheme (\({\mathsf {RSS}}\)) allows removing parts of a signed message by any party without invalidating the respective signature. State-of-the-art constructions thereby focus on messages represented by one specific data-structure, e.g., lists, sets or trees, and adjust the security model accordingly. To overcome the necessity for this myriad of models, we present a general framework covering arbitrary data-structures and even more sophisticated possibilities. For example, we cover fixed elements which must not be redactable and dependencies between elements. Moreover, we introduce the notion of designated redactors, i.e., the signer can give some extra information to selected entities which become redactors. In practice, this often allows to obtain more efficient schemes. We then present two \(\mathsf {RSS}\)s; one for sets and one for lists, both constructed from any EUF-CMA secure signature scheme and indistinguishable cryptographic accumulators in a black-box way and show how the concept of designated redactors can be used to increase the efficiency of these schemes. Finally, we present a black-box construction of a designated redactor \(\mathsf {RSS}\) by combining an \(\mathsf {RSS}\) for sets with non-interactive zero-knowledge proof systems. All the three constructions presented in this paper provide transparency, which is an important property, but quite hard to achieve, as we also conceal the length of the original message and the positions of the redactions.
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                             Notes
	1.However, we stress that our model can be extended in a straightforward way.


	2.Our model could also be extended to cover accountability in a straightforward way.


	3.We assume that \(\mathsf {ADM}\) can always be correctly and unambiguously derived from any valid message-signature pair. Also note that \(\mathsf {ADM}\) may change after a redaction.


	4.Note that this algorithm may either explicitly or implicitly alter \(\mathsf {ADM}\) in an unambiguous way.


	5.This also distinguishes designated redactors from accountable redactable signatures [30]. Namely, the additional information \(\mathsf{red}\) can be given to any redactor, while the redactor is a fixed entity in accountable \(\mathsf {RSS}\)s. Hence, in our notion, the redactors can even form a chain, and can be pinpointed in an ad-hoc manner.


	6.We usually omit to mention the message space \(\mathcal M\) and assume that it is implicit in the public key.


	7.Such a trapdoor \(\mathsf {sk}_\mathsf{acc}\), when used, does not influence the output distributions of the algorithms, but improves efficiency of some algorithms.


	8.Actually, [11] also propose a combination of this approach with a (multi)-base decomposition, which we do not consider here for brevity.
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