
PROTOCOL FEATURE INTERACTIONS 
Thomas F. LaPorta, David Lee, Yow-Jian Lin 

and Mihalis Yannakakis 

Bell Laboratories, Lucent Technologies 

Abstract: Feature interaction is one of the most intriguing problems in re
search and development of telecommunications systems. Features may interact 
and result in undesirable system behavior. Today the analysis of interactions is 
conducted in an ad hoc manner by subject matter experts. This leads to time
consuming feature design and testing without any interaction-free guarantee. 

We present a formal approach for the detection of feature interactions dur
ing feature design, specification, implementation, and integration. We use au
tomata to model switch behaviors and services rendered to users. Given a 
protocol system specification, we propose detection algorithms and prove their 
correctness and optimality; they require minimal checking to conclude whether 
a given system is interaction-free. To aid with the introduction of new features 
to an existing protocol system, we describe efficient algorithms for the incremen
tal validation of interaction-free conditions. Moreover, given a set of design and 
integration requirements, we obtain necessary and sufficient conditions to prove 
that an interaction-free system can be built based on the given requirements. 
We illustrate various concepts and techniques using telephony examples. 

1 INTRODUCTION 

Feature interaction is a major roadblock to the development and evolution of 
telecommunications systems. Typical telecommunication switches in a system 
support hundreds of features [1], combinations of which are marketed as ser
vices. Though some feature interactions are desirable by design, others could 
arise unexpectedly, resulting in user annoyance or adverse system operation. 
Given a complex switching system implementation, it is formidable to check 
for feature interactions. Hence, much effort is devoted during feature design and 
integration phases to ensure that unintented feature interactions do not exist. 
Currently subject matter experts conduct such analysis in an ad hoc manner. 
The task has been difficult due to large number of features on a system and 
complicated interaction scenarios among them. This leads to time-consuming 
feature design and testing, yet lack of interaction-free guarantee. 
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The analysis of feature interactions is a matter of determining if users' expec
tation of feature behaviors is consistent with that exhibited by a system. Since 
various combinations of features can be simultaneously in use, an interaction
free system means that the behavior of a feature or feature set must be inde
pendent of the presence or absence of any other features. Two questions follow 
in investigating feature interactions: (i) Given a design specification of a system 
that offers many features, is the system design interaction-free? (ii) Given a 
set of feature requirements based on users' expectations, is it possible to design 
an interaction-free system that meets those requirements? 

To validate in an effective manner that a system is interaction-free, a major 
challenge is to minimize the number of feature sets to be analyzed. Similarly, in 
adding a new feature sets to an existing interaction-free system, the challenge is 
to avoid analyzing those subsets of features of which the interaction-free status 
has not changed. 

Approaches to solving the feature-interaction problem has proliferated over 
the past several years [2, 3, 4]. Many of these efforts apply formal techniques, 
which range from languages for describing composition and alternation of fea
tures [15], to state transitions or process algebra based modeling in conjunction 
with detection techniques such as reachability analysis or model checking (e.g., 
see [5, 6, 12, 14]). Nevertheless, they mainly focus on detection mechanisms; 
the complexity of the above mentioned challenges remains an open issue. 

This paper addresses the challenges in the context of the two raised ques
tions. We present a formal approach to specify features from both user and 
network perspectives, and define conditions that guarantee a system to be free 
from undesirable feature interactions. Regarding the first question, we study 
efficient algorithms for feature interaction detection. We derive a necessary and 
sufficient set of combinations that need to be tested, and show that there is no 
need to check every possible combination of features. Furthermore, we prove 
that our algorithm is optimal in a sense that the number of tests conducted 
is minimal. Depending on how feature sets are grouped, this can significantly 
reduce the number of tests performed. Concerning the second question, we 
derive necessary and sufficient conditions for the design of an interaction-free 
system that satisfies feature requirements. We present an efficient algorithm 
and show that it is optimal. In an evolving telecommunications system, the 
system is augmented with new features, and the new features may interact with 
each other or with existing features. We thus study conditions for interactions 
due to introducing new features and discuss algorithms for their testing. 

The remainder of the paper is organized as follows. In the next section we 
introduce the framework and present the basic definitions of protocol systems, 
features and their interaction. In Section 3 we address the issues in validating an 
interaction-free system. In Section 4 we illustrate our methods on a telephony 
example. In Section 5 we discuss the design and integration of interaction-free 
systems. Section 6 deals with evolving systems, followed by our concluding 
remarks in Section 7. Due to the space limit, we omit all the proofs and 
intermediate results and refer the readers to [10]. 
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: User Switch 

Figure 1 A reference model of a protocol system 

2 PROTOCOL SYSTEMS 

A communication system provides a set F of services, or features to its users. 
The feature set F includes the basic feature Fo and a set of value-added features 
Fi, i = 1, 2, "', N. Communication between the system and the users 
takes place via two sets of matching service primitives: SF = {II, 12, ... } 
and SF = {ll, 12, ... }. The sets SF and SF represent service primitives from 
the user's point of view and the system's (e.g., switch's or network's) point 
of view, respectively. Each feature Fi has two associated subsets of matching 
service primitives S Fi SF and S Fi SF with the property that a primitive 
f is in S Fi if and only if its matching primitive 1 is in S Fi' We assume that 
SF = UiSFi and SF = UiSFi' The switch may have additional non-service 
primitives which are used to communicate with other network entities. 

We assume that for each element f in SF there is one and only one match
ing element in SF and vice versa. The matching relation between the service 
primitives is for the corresponding send and receive events, denoted by !x and 
?x respectively, for a message x between a user and the switch in synchronous 
communication [7]. The matching relation can be extended from the service 
primitives to strings and languages over them. Two strings fpI f p2 ••• fPk E SF 
and lqllq2 ••• lqk E SF match if !Pi and !qi match for i = 1, ... ,k. For a string 
x over SF or SF, we denote by match(x) the string that matches x. For a 
language L over the alphabet SF or SF, let match(L) = {match(x) : x E L}. 
Note that since the matching relation among the service primitives is one-to
one and onto, if x' = match(x) then also x = match(x' ), and, consequently, if 
L' = match(L), then also L = match(L'). 

Based on the network design and user demands, each user is able to use a 
subset of features in F, including at least the basic feature Fo. Let:F = {F : 
Fo E F F} be a class of all the possible feature sets offered by the system 
(this need not be the complete powerset) for a group of communicating parties; 
all sets include the basic feature Fo. Figure 1 depicts the relationship between 
network and users. In our general framework, the term "user" means a group of 
communicating parties (shown as a dash box in Figure 1); the features set of a 
user therefore refers to the combinations of features used by all communicating 
parties. We also discuss a special setting in which a feature set is the set of 
features available to each communicating party. 

We model the behavior of each feature set F by a user automaton AF with 
input symbols SF. We model the switch behavior by a switch automaton A 
whose input symbols consists of the service primitives of all the features SF 
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and possibly other non-service primitives. The automata have an initial "idle" 
state. All the states of the user and switch automata are considered accepting. 
We use L(A) to denote the language accepted by an automaton A; in the case 
of the switch automaton, the transitions on non-service primitives are treated 
as T moves, i.e., L(.A) is a language over the alphabet SF. 

Definition 1 A protocol system P on feature sets class F contains a switch 
automaton .A and a set of user automata {Ap : F E F} (one for each feature 
set F in F) which communicate with .A by matching service primitives.1 0 

In order to identify each transition in the switch automaton on a per feature 
basis, we also tag each transition with the corresponding feature(s) of which 
the execution traverses the transition. Multiple features may share a transition, 
i.e., the execution of these features may traverse the same transition labeled 
with either a shared primitive or a non-service primitive. In this case the 
transition is tagged by all the features that share the transition. A transition 
in the switch automaton is Fi-related if it is tagged with Fi. A transition in 
the switch automaton is F-related if it is Fi-related for some Fi E F. Note that 
the feature tags are not part of the alphabet for the switch automaton. 

Consider the switch behavior with respect to a feature set F in:F. If no other 
features are present, then the switch will traverse only F-related transitions; 
that is, the other transitions are as if they are missing. This gives rise to the 
following definition of a restriction operator. 

Definition 2 Let .A be an automaton whose transitions are tagged by the 
features. The restriction of .A on a set of features F, denoted pp(.A), is the 
automaton obtained from .A by deleting all transitions that are not F-related. 
The remaining transitions retain in their tags only the features from F. 0 

To the parties that jointly use feature set F, the user automaton Ap should be 
consistent with the view pp(.A) supported by the switch. Formally, 

Definition 3 A protocol system P = (.A, {Ap}.r) on feature set class F is 
consistent if L(Ap) = match(L(pp(.A))) for all F E :F. 0 

Note that both the switch and user automata can be nondeterministic. There 
are various notions of equivalence for nondeterministic automata, including 
language (trace) equivalence, observational equivalence etc. [13]. In this paper 
we will use language equivalence, mainly for reasons of simplicity; a similar 
development can be carried out using other equivalences. 

Since the matching of service primitives of the user and switch automata is 
unique, given the switch automaton of a consistent protocol system, the user 
automata are well defined and unique in terms of language acceptance. 

Example 1 Figure 2 shows a switch automaton and a user automaton as part 
of a protocol system from telephony. We label transitions in a format [!,?]X_Y, 

1 For clarity we omit specification P of the underlining protocol system if there are no 
ambiguities. 
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(a) 

TI 

(b) 

Figure 2 An example of (a) a switch automaton and (b) a user automaton 

where X corresponds to a feature tag, and Y is a primitive. The labels pre
ceded with either "!" or "?" are service primitives, and the ones without are 
non-service primitives. The switch is for calls involving two parties, the caller 
and the callee. Correspondingly, the basic feature set has two components: the 
originating POTS (Plain Old Telephone System), denoted 0 in the figure, and 
the terminating POTS, denoted T. The switch provides three valued-added fea
tures: Originating Call Screening (OCS), Automatic CallBack (ACB), and Call 
Forwarding (CF). The user automaton represents expected caller behaviors. 0 

Assume a set of operative features that includes a feature set F and possibly 
an additional set E. Consider the switch behavior as perceived by an observer 
who tracks only the communications involving F. We can classify transitions 
of the switch automaton into three categories: F-related transitions; E-related 
but not F-related transitions; and the rest (neither F- nor E-related) transi
tions. The switch now traverses transitions in the first and second categories 
but not the ones in the third category, as if features in F - (FUE) are not avail
able. Consequently, we can delete the transitions in the third category from 
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the switch automaton without affecting the apparent behavior of the switch. 
Furthermore, the associated semantics of transitions in the second category are 
irrelevant to F; hence from F's point of view we can change these transitions 
to T moves. This gives rise to the following projection operator. 

Definition 4 Let A be an automaton whose transitions are tagged by the 
features. The projection of A on a set of features F, denoted 1TF(A), is the 
automaton obtained from A by changing to T moves all transitions that are not 
F-related (the T transitions retain their tags). 

For a pair of feature sets F and E, the projection of the automaton A on 
F w.r.t. (or, in the context of) E, denoted by 1TFIE(A), is the automaton 
1TF(PFUE(A)), i.e., it is the automaton obtained from A by changing the tran
sitions as follows: (i) All F-related transitions remain unchanged; (ii) All tran
sitions that are E- but not F-related become T moves; and (iii) All the other 
transitions (those are not (F U E)-related) are deleted. 0 

The restriction operator PF corresponds to the situation where only feature set 
F is available. The projection operator 1TF corresponds to the situation where 
one is observing the system behavior only from F's viewpoint, though other 
features may be available and active. The operator 1TFIE combines the two 
cases. 

The restriction operator PF is similar to that of protocol pruning [11] where 
the transitions labeled with service primitives not in the feature set F are 
deleted. Furthermore, only the strongly connected component with the initial 
state is maintained for the protocol operations. The projection operator is 
different from protocol projection [9], which is intended for protocols with several 
distinguishable services. The goal there is to construct image protocols for each 
service that preserve safety and progress properties. In [11] the projection is 
done by aggregating states into blocks (and message values into blocks). 

We also define our restriction and projection operators in languages. 

Definition 5 Given a string x E SF (x E SF) and a subset of features F E 
F, the projection of x (x) onto F, denoted by 1TF(X) (1TF(X)), is obtained by 
deleting all the symbols in x (x) that are not in SF (SF). The definition can 
be extended to languages in a straightforward way: 1TF(L) = {1TF(X) : x E L}. 
The restriction of L on F, denoted P F (L ), is the set of all strings of L that 
contain only symbols in SF (or in SF for a language on the user side). The 
projection of Lon F w.r.t. E is 1TFIE(L) = 1TF(PFUE(L)). 0 

Example 2 Figure 3 depicts the projection 1T{O}I{T} (A) of the switch automa
ton in Figure 2(a). It is the basic POTS as seen from the caller. For simplicity 
we have removed T transitions and redundant states. 0 

We now define interactions between feature sets. The definitions of independent 
feature sets and interaction-free protocol systems follow. 

Definition 6 A feature set F E F is independent of (or free of interactions 
from) another feature set E, denoted as ind(F, E), if L(1TFIE(A)) = L(PF(A)). 
Otherwise, we say that F has interactions from E. 0 
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S5 !O_connect(X-{sn)) 

Figure 3 The projection 7r{O}I{T} (A) of the switch automaton in Figure 2(a) 

Note that this relation is not symmetric; ind(F, E) does not imply that ind(E, F). 
Moreover, interactions between E and F need not concern us unless (F U E) 
belongs to some feature set offered by the protocol system. 

Definition 7 A feature set F E F is independent (or interaction-free) in F 
if ind(F, E) holds \IE such that (F U E) H for some H E F A protocol 
system P with feature set class F is interaction-free if every set F E F is 
interaction-free in F D 

For a protocol system P, the design and engineering of the system is on the 
switch automaton A. On the other hand, the services provided from the user's 
point of view are specified by the user automata. Hence, analyzing feature 
interactions means validating that P is consistent and interaction-free. In the 
next section we investigate the detection of feature interactions. 

3 FEATURE INTERACTION DETECTION 

Consider a protocol system P = (A, {AF h·) on a class F of feature sets. 
Checking for the consistency of P is straightforward from the definition: we 
need to check for each feature set F E F that L(AF) = match(L(PF(A))). The 
interesting part is checking for interactions. 

The straightforward way to check for interaction-free is to check ind(F, E) 
for every pair of feature sets, F, E with (F U E) E F. We seek ways to avoid 
checking all possible pairs. As for the basic operation of checking interactions 
of some pairs of feature sets, from Definition 6, the computation is reduced to 
checking equivalence of two automata, which has been well studied in automata 
theory [8). In general, it is an expensive operation and we want to minimize 
the number of such operations in feature interaction detection process. For 
convenience, we assume that each such operation has a unit cost, and we want 
to design feature interaction detection algorithms that minimize the total cost. 

Intuitively, if there are no interactions from a feature set then there are no 
interactions from its subsets as well. 

Lemma 1 Suppose that F, E, E' are sets of features with E' E. If ind( F, E) 
then also ind(F, E'). The independence relation ind is transitive on compara-
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ble sets: for feature sets F eKe L, if ind(F, K) and ind(K, L) then also 
ind(F,L). 0 

We proceed now to study how to check whether a given protocol is interaction
free. We first consider a protocol with two parties, the originating and the 
terminating party. The same development can be extended along the same lines 
to the case of multiple parties. Assume we are given a switch automaton ..4, 
and that the features are partitioned into originating and terminating features, 
there is a class Fo of originating feature sets and a class FT of terminating 
feature sets. A feature set in Fo can pair with a feature set in FT, and vice 
versa. There is a basic originating feature set Fo included in all the sets of 
Fo, and a basic terminating feature set Eo included in all the terminating 
feature sets. We wish to determine whether there are any feature interaction 
between the two parties, i.e. whether the observed behavior by one party for 
some feature set depends on the feature set of the other party. 

Formally, a feature set F E Fo is independent of a feature set E EFT, 
denoted ind(F, E), if lI'FIE(..4) = lI'FIEo (..4), i.e., the originating side cannot 
tell the difference between the terminating side using E or its basic feature 
set Eo (note that it has to use at least Eo). Similarly, E is independent of 
F if lI'EIF(..4) = lI'EIFo(..4). An originating or terminating feature set is called 
externally independent if it is independent of every feature set of the other 
party. (Note that it may still have interactions from features of the same side). 
The protocol system is externally independent if all the feature sets are. 

The definition of external independence asks to check two language equalities 
for each pair of feature sets F, E with F E Fo and E E FT. We will use the 
properties from the last subsection to reduce this number. 

Definition 8 The maximal subclass of a class of feature sets F, denoted by 
F*, is a subset of F such that (i) No feature set in F* is a proper subset of 
any other one in F; and (ii) For each feature set G E F there is a feature set 
F E F* such that G F. 0 

For a given class of feature sets F, there is a unique maximal subclass F*j it 
consists of the set-theoretically maximal sets of F. It can be easily obtained by 
eliminating all the elements in F that is a proper subset of another element. 
Therefore, for the two disjoint feature set classes for the two parties, Fo and 
FT, we have the two maximal subclasses, F 0 * and FT *. The feature interac
tion procedure is summarized in Algorithm 1. Line 2 and 5 call a subroutine 
ind(·, .), which checks for independence of two feature sets, as in Definition 6. 
It constructs two automata from the two given feature sets and checks whether 
they are equivalent or accept the same language with a unit cost. 

The following two theorems show the correctness of Algorithm 1, i.e., check
ing for interaction-free with respect to the maximal feature sets is sufficient. 

Theorem 1 A feature set F E Fo is externally independent if and only if 
"IE E FT*, ind(F, E), i.e., F is independent of every maximal feature set E of 
FT. Similarly, A feature set HEFT is externally independent if and only if 
VG E Fo*,ind(H, G). 0 



Algorithm 1 (Feature Interaction Detection - Two Parties) 

Input: 

1 
2 
3 
4 
5 
6 
7 

Feature sets Fo, Fr, Fo *, Fr*· 

for (each pair (F E Fo, E E FT*)) do 
if (ind(F, E) = FALSE) 

return "feature interaction detected"; 
for (each pair (H EFT, G E Fo*)) do 

if (ind(H, G) = FALSE) 
return "feature interaction detected"; 

return "feature interaction free"; 
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Thus, for each F E Fo (H EFT) the cardinality of FT* (Fo*) determines 
the number of feature sets that we must validate against in order to claim 
that F (H) is independent in:F. In the worst case, it is the total number of 
value-added features in Fo (FT); in other words, every feature set in Fo (FT) 
consists of exactly one value-added feature and the basic feature. In the best 
case, the cardinality of Fo (FT) is one, that is, there is a feature set in Fo 
(FT) that contains every originating (terminating) value-added features. 

From Algorithm 1, the pairs of feature sets to be checked for independence is 
IFol x IFT*I+IFTI x IFo*1 whereas a brute-force checking requires 21Fol x IFTI: 
Corollary 1 Given a class of feature set:F. Let n and m be the cardinality 
of F 0 * and FT *, and Nand M be the cardinality of F 0 and FT, respectively. 
To check that every feature set is externally independent, Algorithm 1 reduces 
the number of tests from 2N M to nM + N m. 0 

Can we further reduce the number of tests for external independence? The 
following theorem shows that Algorithm 1 is optimal in a sense that it conducts 
all the necessary checking and, therefore, there is no guarantee of external 
independence if less tests are performed. 

Theorem 2 Let S be a set of pairs (F, E) with F E Fo, E E FT. If S does 
not contain (Fox FT *) U (F 0 * X FT), then there is a protocol system P such 
that 'r/(F,E) E S, ind(F,E) holds, but P is not externally independent. 0 

An important special case is that there is a feature set that includes all the 
features: E = FT and G = Fa. In this case, m = n = 1, and we only need to 
perform a linear number of tests: 

Corollary 2 Suppose that there exists a feature set E E FT and G E Fo that 
include all the features, i.e., E = FT and G = Fa. Then all the feature sets 
are externally independent if ind(F, E) for all F E Fa and ind(H, G) for all 
HEFT. The number of tests is thus reduced to M + N where and Nand M 
be the cardinality of Fo and FT, respectively. 0 

We come back now to the general framework. We have a communication pro
tocol P, given by the switch automaton A, with a class F of feature sets. We 
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Algorithm 2 (Feature Interaction Detection - General Case) 

Input: Feature sets :F 

1 for (each F E :F) do 
2 construct interaction graph D F; 
3 for (each weakly connected component of D F) do 
4 find a sink node G; 
5 if (ind(F, G) = FALSE) 
6 return "feature interaction detected"; 
7 return "feature interaction free"; 

wish to check if P is interaction-free, without checking all the pairs of feature 
sets of :F. 

First note that Lemma 1 implies that we need only perform independence 
tests ind(F, E), where E is a maximal set of:F. For, if E is a proper subset 
of another set G of :F, then we can test instead ind(F, G); if it holds, then 
also ind(F, E). Recall also that independence of a feature set F requires that 
ind(F, E) for all sets E such that F U E is contained in some feature set G 
of:F. Thus, we only need to test pairs (F, G) of feature sets of :F such that 
Fe G and G is a maximal set of:F. Do we need to test all these pairs? Not 
necessarily. We investigate below the pairs that need to be checked. Although 
the choice of these pairs is not necessarily unique in this case as we shall see, 
the number of pairs is uniquely determined. 

Consider the partial order induced by set containment on the class :F of 
feature sets. That is, we form a directed graph D with the feature sets as 
nodes and with an arc F G if F c G. By 'connectivity' below we mean 
weak connectivity, i.e., the directions of the arcs are ignored and the graph is 
treated as undirected. 

For a node (feature set) F, let DF be the interaction graph, a subgraph 
induced by all the proper descendants of F, i.e. all nodes corresponding to sets 
that properly contain F. Let CF be the number of connected components of 
DF. We shall show that LFEF CF tests are necessary and sufficient to verify 
that the protocol is interaction-free. 

For each feature set F E :F and each connected component of D F, we select a 
sink of the component G (i.e., G is in the component and is a maximal set of :F) 
to form a pair (F, G). Let S be a set of all such pairs. Note that a component 
may have several sinks so there is a choice for which one we pick for G to test 
against F. That is, S is not uniquely determined, although its cardinality is 
determined, namely LF CF. The procedure is summarized in Algorithm 2 and 
following theorem proves its correctness: 

Theorem 3 If ind(F, E) for all pairs in S, then P is interaction-free. 0 

We can show again that Algorithm 2 is optimal if we access the switch 
automaton through independence tests; if we omit any of the tests in Algorithm 
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2 then there is no guarantee of interaction-fee. We can assume without loss of 
generality that we test pairs (F, E) with FeE feature sets of :F. 

Theorem 4 Let R be a set of pairs of sets of features. Suppose that there is a 
feature set F E :F and a connected component C of D F such that R does not 
contain any pair (F, E) with E in the connected component C. Then there is a 
protocol system P that passes all the independence tests in R but the protocol 
is not interaction-free. 0 

An important special case is that there is a feature set that includes all the 
features: E = F, and it is the sink node of all connected components of the 
interaction graphs of all feature sets. We only need to check each feature set F 
against E: K 

Corollary 3 Suppose that there exists a feature set E E :F that include all the 
features, i.e., E = F. Then all the feature sets are independent if ind(F, E) for 
all F E :F. The number of tests is thus reduced to N where N is the cardinality 

0 

4 EXAMPLE 

Consider the switch automaton A. given in Figure 2 and assume that a caller can 
use any combination of the two originating features, OCS and ACB, whereas 
a callee has the choice of using the terminating feature CF. The feature set 
class :F in the setting of Section 3 is :F = {{ 0, OCS, ACB}, {O, OCS}, {O, 
A CB}, {T, CF}}. The following illustrates how a pair of feature sets can fail 
the independence checking. 

Assume that a user a has the feature set {a, OC S, AC B} and another user 
b has the feature set {T, CF}. Assume further that a has c on the screening 
list for OCS, and b has c as the forwarding number for CF. Figure 4(a) and 
(b) depict the projections 7r{O,OCS,ACB}I{T,CF}(A.) and 7r{O,OCS,ACB}I{T}(A.) 
respectively of the switch automaton in Figure 2(a). The two automata accept 
the same set of language except that the automaton in (a) also accepts a string 
... O_connect(c) ... through states S9 and SlO but the automaton in (b) does 
not. The string corresponds to the case that user a attempts to call b, who in 
turn forwards the call to c; hence a is connected to c even though c is on a's 
screening list. 

Based on our results in Section 3, Table l(a) summarizes the independence 
checks we need to perform before claiming that the feature set is externally 
interaction-free. In addition, we need to check that OCS and ACB are inde
pendent of each o!her. That is, we need to check for = 
L(7r{o,OCS}I{T} (A)) as well as L(7r{o,ACB}I{OCS,T}(A)) = L(7r{o,ACB}I{T}(A)). 
According to the general framework in Section 3.3, on the other hand, the con
text for each independence check will be different. Note that in this setting 
the feature set class :F ={{ OCS, 0, T}, {ACB, 0, T}, {OCS, ACB, 0, T}, 
{O, CF, T}, {OCS, 0, CF, T}, {ACB, 0, CF, T}, {OCS, ACB, 0, CF, T}}. 
Table 1 (b) lists the six checks we derived from the interaction graph depicted 
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I030nnect(fn(X-{sn})) 

(a) 

(b) 

Figure 4 Projections (a) 1l"{O,OCS,ACB}I{T,CF}(A) and (b) 1l"{O,OCS,ACB}I{T}(A) 
of the switch automaton in Figure 2(a) 

(a) (b) 

I 1 I ind({O,OCS,ACB}, {T,CF}) I I 1 I ind({OCS,ACB,O,T}, {OCS,ACB,O,CF,T}) I 
I 2 I ind({O,OCS}, {T,CF}) 

I 3 I ind( {O,ACB}, {T,CF}) 

I 
I 

I 2 I ind({OCS,O,T}, {OCS,ACB,O,CF,T}) 

I 3 I ind({ACB,O,T}, {OCS,ACB,O,CF,T}) 

I 4 I ind({T,CF}, {O,OCS,ACB}) I I 4 I ind({O,CF,T}, {OCS,ACB,O,CF,T}) 

I 
I 
I 

I 5 I ind({OCS,O,CF,T}, {OCS,ACB,O,CF,T}) I 
I 6 I ind({ACB,O,CF,T}, {OCS,ACB,O,CF,T}) I 

Table 1 A summary of independence checks 

in Figure 5. There is a one-to-one in the semantics of these two 
sets of checks. 



(OCS, 0, T) (ACB, 0, T) (0, CF, T) 

(OCS,ACB,O,CF, T) 

Figure 5 The interaction graph for our example 
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In the previous development we have assumed that given a switch automaton 
and the user automata for the various subsets of features what the users will 
actually see in their interactions with the switch: this is basically what the 
consistency condition says - the language of a user automaton can be derived 
from that of the switch automaton. On the other hand, when new features are 
created, specifications for the features are first created before the features get 
incorporated in the switch. It is desirable to analyze feature interactions at this 
stage of design, and indeed typically during the generation of requirements for 
new features, system engineers analyze and list interactions with other features. 
In this point of view, we consider user automata (or languages) for various 
subsets of features to be specifications of what the users are supposed to see for 
different feature sets - i.e. what is desired. We wish to analyze the interactions 
of the features on the basis of these specifications. 

A similar situation arises if we have different systems that need to be inte
grated. In this case the automata for different features represent the user views 
for different protocols that were constructed separately and we need to deter
mine whether it is possible to combine them in a consistent manner without 
interactions. 

We first describe a specification system that is typically constructed from 
design requirements. We want to check whether it is possible to build a pro
tocol system, an implementation from the specification, that meets the design 
requirements and is interaction-free. 

Definition 9 A specification system C for a set of features F = {Fi : i = 
O,···,r} is a finite set of user automata {AF : Fo E F F}, where each 
automaton AF has input alphabet SF. The family Fe of feature sets for which 
an automaton is specified mayor may not be the complete power set of F = 
{Fi : i = 0, ... , r} of all subsets that include the basic feature Fo. 2 0 

Definition 10 Let C = {AF : F E Fe} be a specification system over a 
set of features F = {Fi : i = 0,···, r}. The system C is interaction-free if 
there is a consistent, interaction-free protocol P = (A, {AF : F E Fe}) whose 
user automata are as specified by the system Cj we say that the protocol P 
implements C = {AF : F E Fe}. 0 

2This corresponds to the case that features can be obtained only in certain combinations. 
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Although we did our analysis before based on the switch automaton, we can 
carry out a similar analysis equally well based on the user automata. That is, 
we can extend our methodology and algorithms to apply in the setting as well. 

Theorem 5 A specification system C = {AF : F E Fe} is interaction-free if 
and only if L(AF) = 7TF(L(AE)) L(AE) for all feature sets FeE of Fe. 0 

We can show along the same lines as Theorem 3 that it is sufficient to 
verify the equality L(AF) = 7TF(L(AE)) only for the pairs (F, E) of the set S of 
Theorem 3; the equality then is implied for all other pairs FeE. Furthermore, 
clearly the containment L(AF) L(AE) needs to be checked only for the pairs 
(F, E) in the Hasse diagram (transitive reduction) of the partial order that is 
induced by the feature sets in F, i.e., for the pairs FeE in F such that there 
is no G E F with F c GeE. 

6 INCREMENTAL VALIDATION 

Suppose that we have a consistent, interaction-free protocol system P with 
switch automaton A and user automata AF, F E :F. There are two possible 
ways of extending P: adding new features, i.e., modifying the switch automaton 
A; or adding new feature sets to F only. In the following we discuss a general 
scenario of adding both a new feature and new feature sets. 

Consider the introduction of a new feature FN+1 to protocol system P. It 
results in a new :protocol system Q, where Q consists of: (i) A new switch 
automaton H; (ii) A new class of feature sets g = F U {G i : FN+1 E Gd; 3 

(iii) A user automaton AG; for each new feature set Gi; and (iv) The old user 
automaton AF for every old feature set F E F. We would like the new protocol 
to provide the same service for each one of the old features, hence the condition 
that the user automata for the old features remain the same in Q. To verify 
that Q is consistent, we need to check again for every old and new feature F 
that L(AF) = match(L(PF(H)). Note that we have to verify again consistency 
for the old features since the switch automaton has changed to an arbitrary 
new automaton B. 

For feature interaction detection, we do not need to check from scratch; we 
can use the fact that the old protocol was interaction-free to avoid checking the 
old features. The procedure is summarized in Algorithm 3. 

Theorem 6 Suppose that a consistent and interaction-free protocol system P 
of feature set F is incremented with new feature sets F C g, resulting in a new 
consistent protocol system Q. Algorithm 3 determines correctly whether the 
incremented protocol system Q is interaction-free. 0 

3We assume that all feature sets in :F remain in Q. Adding the new feature FN+l results in 
adding a new set of feature sets, each of which contains FN+l' 



Algorithm 3 (Feature Interaction Detection - Incremental Validation) 

Input: Two feature sets classes F (old) and 9 (incremented); 
9 - F is the set of new feature sets. 

1 for (each F E F) do 
2 construct interaction graph D F; 
3 for (each weakly connected component of D F) do 
4 if (it does not contain any old feature set node) 
5 find a sink node G; 
6 if (ind(F,G) = FALSE) 
7 return "feature interaction detected"; 
8 for (each new feature set F in 9 - F) do 
9 construct interaction graph DF; 

10 for (each weakly connected component of D F) do 
11 find a sink node G; 
12 if (ind(F, G) = FALSE) 
13 return "feature interaction detected"; 
14 return "feature interaction free"; 

7 CONCLUDING REMARKS 
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We have proposed a formal framework for a study of feature interaction prob
lem. We investigated conditions and algorithms for testing features for freedom 
from interactions, with an eye towards minimizing the number of tests that need 
to be performed. 

Certain features behave differently by design when other features are present. 
For example, the Caller ID feature will not display the ID of any caller who 
subscribes to the Caller ID Blocking feature. As a result, a feature set con
taining these features will not be independent based on our current definition. 
One way to address this issue is to modify our definition of independence: a 
feature set F is independent in F if the behavior of F is independent of the 
presence of any feature that F has no desired interactions with. Formally, let D 
be the set of features such that F and D have desirable interactions. ind(F, E) 
if L(7rFIE(A)) = L(7rFI(EnD)(A)). 

In the algorithms we invoked a subroutine call ind(·,·) to check for interac
tions. Also we need consistency checking. Formally, they require manipulations 
on the switch automaton, which is complex and often not available. Instead 
of explicitly constructing the switch automaton and performing projection and 
restriction operations for checking, we can apply conformance testing to the 
switch automaton, which is a "black-box" as follows. From the user automata 
with features of interest, we expect the structure and hence the languages ac
cepted by the switch automaton for the interaction and consistency checking. 
Therefore, we can apply a conformance test to the switch automaton to confirm 
its structure to the expectation and conclude the consistency and the presence 
or absence of feature interactions. 
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This work is an attempt to use formal methods to model and analyze proto
col feature interactions. We use automata to model both the switch and user 
behavior. They model the control portions of protocols well, but they are not 
powerful enough to succinctly model the data portions where variable values 
determine the system behavior and parameters are passed among system en
tities in messages. Extended, communicating, and parameterized finite state 
machines can be use to model more properly the real protocol systems. On the 
other hand, timers play an important role in determining protocol behaviors, 
and their presence further complicates the analysis of feature interactions. A 
lot of issues remain open in the research of feature interaction and much effort 
is needed before formal techniques can have a real impact on practical systems. 
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