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Abstract. We provide new constructions for Luby-Racko� block ciphers

which are e�cient in terms of computations and key material used. Next,

we show that we can make some security guarantees for Luby-Racko�

block ciphers under much weaker and more practical assumptions about

the underlying function; namely, that the underlying function is a se-

cure Message Authentication Code. Finally, we provide a SHA-1 based

example block cipher called Sha-zam.

1 Introduction

The design of block ciphers whose security provably relies on a hard underly-
ing primitive has been a popular area of contemporary cryptographic research.
The path breaking paper of Luby and Racko� [7] described the construction
of pseudorandom permutation generators from pseudorandom function genera-
tors, which enabled the formalism of the notion of a block cipher. This theoretical
breakthrough has stimulated a lot of research and ciphers based on this principle
are often termed Luby-Racko� Ciphers. Recall that block ciphers are private-key
cryptosystems with the property that the length of the plaintext and ciphertext
blocks are the same. Pseudorandom permutations can then be interpreted as
block ciphers that are secure against adaptive chosen plaintext and ciphertext
attacks. These permutations are closely related to the concept of pseudoran-
dom functions which was de�ned by Goldreich, Goldwasser and Micali (GGM)
[5]. These are functions which are \indistinguishable" from random functions in
polynomial time. The GGM construction relied on the notion of pseudorandom
bit generators, i.e., bit generators whose output cannot be distinguished from a
sequence of random bits by any e�cient method.
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The core of a Luby-Racko� cipher is a Feistel network. The use of Feistel
networks for cipher design is not new, in fact it is one of the central design prin-
ciples of DES. The original construction of Luby and Racko� consists of four
Feistel permutations, each of which requires the evaluation of a pseudorandom
function. The proofs of security that were provided were subsequently simpli�ed
by Maurer [9] where he provided a rather generalized treatment based on infor-
mation theoretic (as opposed to complexity theoretic) ideas. In what follows we
review some of the more popular results in this �eld.

We start with the problem of producing a 2n bit pseudorandom permutation
from n bit pseudorandom functions. Luby and Racko� used the method of Feistel
Networks. Clearly, from an information theoretic point of view, one would need at
least two rounds of n bit pseudorandom functions (whose entropy is n bits) since
the entropy of the permutations required is 2n bits. Now we check if two rounds
are enough. Here Luby and Racko� showed that if only two rounds were used
and if an attacker chose two di�erent inputs with the same \right half of n bits"
then he can easily distinguish the outputs from a truly random permutation.
Hence they suggested the use of at least three rounds, which is secure against
chosen plaintext attacks. As it turned out, three rounds was not resistant to
adaptive chosen ciphertext attacks, and in fact they showed that four rounds
was su�cient to guarantee resistance to adaptive chosen plaintext and ciphertext
attacks. The proof involved choosing four di�erent pseudorandom functions in
the four rounds.

Following this work, and the paper of Maurer [9], Lucks further generalized
the proofs to include unbalanced Feistel networks. The main contribution of his
work is the notion of a di�erence concentrator which is a non-cryptographic
primitive that replaces the pseudorandom function in the �rst round but yet
o�ers the same security. Parallel to this, a lot of research has concentrated on
obtaining variants of Luby-Racko� constructions where the number of di�erent
pseudorandom functions used in the four rounds is minimized. For example,
see [12], [16]. This minimization is motivated by the fact that pseudorandom
functions are computationally intensive to create and hence any reduction in the
number of di�erent functions used directly leads to a more e�cient construction.
Following these works, Naor and Reingold [10], established a very e�cient gen-
eralization, where they formalized Lucks' treatment by using strongly universal
hash functions. In [10], they achieve an improvement in the computational com-
plexity by using only two applications of pseudorandom functions on n bits to
compute the value of a 2n bit pseudorandom permutation. The central idea is to
sandwich the two rounds of Feistel networks involving the pseudorandom func-
tions between two pairwise independent 2n bit permutations. In other words,
let f be a pseudorandom function on n bits and let h1; h2 be two pairwise inde-
pendent 2n bit permutations (for example hi(x) = aix + bi mod p, where ai; bi
are uniformly distributed). Then Naor and Reingold proved that h1 followed by
two Feistel rounds using f followed by h2 is a 2n bit pseudorandom permuta-
tion. They generalized this construction by relaxing the pairwise independence
condition on the exterior permutation rounds but changed the interior rounds
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to include two di�erent pseudorandom functions. This piece of work represents
the state of the art in e�ciency related to Luby-Racko� ciphers.

Another line of research has focused on how to enhance the security of Luby-
Racko� ciphers. Patarin [12] has shown that a Luby-Racko� permutation can be
distinguished from a random permutation usingO(2

n

2 ) queries. In a related work,
[1] showed how to obtain pseudorandom functions on 2n bits from pseudorandom
functions on n bits using Benes networks. More recently, Patarin [13] has shown
that six rounds of the Luby-Racko� construction (instead of four) results in
a pseudorandom permutation which cannot be distinguished from a random

permutation with advantage better than O(m
3

22n
), where m is the number of

queries.
In this paper we show some new constructions of more practical Luby-Racko�

block ciphers from the standpoint of e�ciency of computations. In addition, we
provide security guarantees for Luby-Racko� ciphers under weaker and more
practical assumptions about the underlying primitive. We start with the Naor-
Reingold construction but in a more general context of Abelian groups (as op-
posed to n bit vectors) and introduce new improvements in e�ciency. With the
same pseudorandom function in rounds 2 and 3, our universal hash functions in
the 1st and 4th rounds operate only on half the data as opposed to the entire
data thereby improving on the Naor-Reingold construction. Note that the round
functions involve the group operation for encryption, and the di�erence opera-
tion for decryption as opposed to the usual XOR operation for both encryption
and decryption.

We employ a novel construct called a Bi-symmetric � � �-Universal Hash

Function. We also give an example of such a Bi-symmetric ���-universal hash
function that can be implemented much more e�ciently than standard universal
hash function constructions. Another interesting variation in the proof of security
is that we show that even if the underlying function is only a secure Message
Authentication Code (as opposed to the much stronger pseudorandom function)
no adversary can easily invert Luby-Racko� block ciphers. Finally, we provide a
SHA-1 based example block cipher.

This paper is organized as follows: Section 2 includes the preliminaries,
followed by the main results in section 3. Here we de�ne the notion of a Bi-

symmetric ��� universal hash function, and provide an example. This concept
is central to our proof of the main theorem. The security of Luby-Racko� ciphers
using a secure MAC is discussed in section 4. A SHA-1 based example cipher is
included in section 5. In section 6 we discuss issues related to the optimality of
Luby-Racko� ciphers.

2 Preliminaries

Let H be a family of functions going from a domain D to a range G, where G
is an Abelian Group with '+' and '-' as the addition and subtraction operators
respectively. Let � be a constant such that 1=jGj � � � 1. The probabilities
denoted below are all taken over the choice of h 2 H .
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De�nition 1. H is a ��universal�family of hash functions if for all x; y 2 D
with x 6= y, and all a 2 G, Pr[h(x) � h(y) = a] � 1=jGj. H is called � �
almost � � � universal if Pr[h(x) � h(y) = a] � �. An example is the linear
hash h(x) = ax mod p with a 6= 0.

De�nition 2. H is a strongly universal family of hash functions if for all x; y 2
D with x 6= y and all a; b 2 G, Pr[h(x) = a; h(y) = b] � 1=jGj2. H is ��almost�
strongly�universal family of hash functions if Pr[h(x) = a; h(y) = b] � �=jGj:
An example is the linear congruential hash h(x) = ax+ b mod p with a 6= 0.

De�nition 3 (Basic Feistel Permutation). Let f be a mapping from G to G.
We denote by f the permutation on G�G de�ned as f(x) = (xR; (xL + f(xR))
where x = (xL; xR), and xL; xR 2 G.

De�nition 4 (Feistel Network). Let f1; : : : ; fs be mappings from G to G,
then we denote by 	(f1; : : : ; fs) the permutation on G�G de�ned as

	(f1; : : : ; fs) = fs � : : : � f1 (1)

Theorem 1 (Luby-Racko�). The permutation on G�G de�ned by

	(f1; f2; f3; f4) (2)

where the fi are keyed pseudorandom functions is a secure block cipher in the
sense that it cannot be distinguished from a random permutation by a polyno-
mially bounded adversary who mounts an adaptive chosen plaintext/ciphertext
attack.

3 Improving Luby-Racko� Ciphers

In this section we provide a construction and proof of a more optimized version
of a Luby-Racko� cipher. Our construction is more practical than the one given
by Naor and Reingold in [10] { which is currently the state of the art in Luby-
Racko� style block ciphers. Here is the main theorem proven in [10]:

Theorem 2 (Naor-Reingold). Let f1; f2 be keyed pseudorandom functions.
Let h1; h2 be strongly universal hash functions which as permutations on G�G.
Then, the permutation on G�G de�ned by

h2 � 	(f1; f2) � h1 (3)

is a secure block cipher in the sense that it cannot be distinguished from a ran-
dom permutation by a polynomially bounded adversary who mounts an adaptive
chosen plaintext/ciphertext attack.

The Naor-Reingold construction was a major breakthrough in the design of
Luby-Racko� ciphers since they were able to completely remove two calls of the
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expensive pseudorandom functions, and in some sense replace them with much
more e�cient non-cryptographic strongly universal hash functions.

Naor and Reingold mentioned two possible optimizations to their original
construction and proved them to be secure block ciphers. The �rst is to use the
same PRF in rounds two and three, thus saving key material: h2 � 	(f; f) � h1.
The other possible optimization is to use the construction 	(h1; f1; f2; h2) where
the hi are ���-universal hash functions which now operate on only half the data,
as opposed to the entire 2n bit data. This construction saves running time and
key material. Unfortunately, trying to realize both optimizations simultaneously
(	(h1; f; f; h2)), leads to an attack. 1 In particular, suppose that the � � �-
universal hash function we use is the linear hash (ha(x) = ax) over the �eld
GF (2n). First we encrypt (0; 0) which results in the left half of the ciphertext
being V = f(f(h1(0)))+h1(0). Then we decrypt (0; 0) also resulting in the right
half of the plaintext being R = f(f(h2(0))) + h2(0). When ha(x) = ax, then
h1(0) = 0 = h2(0). Thus V=R clearly allowing us to distinguish the cipher from
a random permutation. Groups where addition and subtraction are di�erent may
not be susceptible to this attack.

This raises the question of whether or not one can use the same PRF's in
rounds two and three and have an e�cient non-cryptographic function operating
on only half the bits in rounds 1 and 4. In this paper, we give a construction
which answers this question in the a�rmative.

We employ a novel construct called a Bi-symmetric � � �-Universal Hash

Function instead of the standard universal hash functions given in [10]. We also
give an example of such a Bi-symmetric-�-universal hash function that can be
implemented much more e�ciently on many platforms than standard universal
hash function constructions. Using these Bi-symmetric � � �-Universal Hash

Functions in rounds one and four, and the same PRF in rounds 2 and 3, we can
get a secure and e�cient Luby-Racko� style cipher.

These hash functions, as de�ned below, possess two properties: the �rst one is
the usual ���-universal property. The second property is di�erent, and enables
us to prevent the aforementioned attack.

De�nition 5. Let G be an Abelian Group and let 0�0 and 0+0 denote the sub-

traction and addition operations with respect to this group. Then H is a fam-

ily of Bi-symmetric � � �-universal Hash Functions if for all x; y with x 6=
y, and all �, Prh2H [h(x) � h(y) = �] � � and for all x0; y0 and for all �
Prh1;h22H [h1(x

0) + h2(y
0) = �] � �.

Typically we want � to be extremely small { around O(1=2n) for inputs and
outputs of size n bits.

Theorem 3. Let h1; h2 be Bi-symmetric � � �-universal hash functions, and

let f be a random function. The block cipher de�ned by a four round Feistel

network 	(h1; f; f; h2) cannot be distinguished from a random permutation with

probability better than O(m2 � �) where m is the number of queries made by the

1 Daniel Bleichenbacher, personal communication
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adversary (who may have unlimited power), and all the operations are performed
in an Abelian group G.

Maurer [9] presented a very simple proof of security of the original Luby-
Racko� construction. Naor-Reingold [10] gave a more formal structure for prov-
ing adaptive security of Luby-Racko� ciphers. Fortunately, the conditions that
need to be satis�ed for the security of the block cipher as presented by a Maurer
type treatment are the same as the conditions resulting from the more formal
treatment of Naor-Reingold. Hence the proof we present follows the simpler
presentation of [9], but only proves security in the non-adaptive case. We can,
however, easily prove adaptive security by following the treatment in [10].

Proof. Suppose we make m plaintext/ciphertext queries to a black box which
can encrypt/decrypt. Moreover, we make these queries in a non-adaptive fashion;
e.g. we make them all at once. Based on the responses of the black box, we must
determine whether the black box contains a truly random permutation or a
permutation of the form 	(h1; f; f; h2).

Now, suppose we have a 2n bit plaintext message Mi where we denote the
leftmost n bits as Li and the rightmost n bits as Ri. The following equations
describe the process by which this plaintext is encrypted by the Feistel network
we consider:

Si = Li + h1(Ri) (4)

Ti = Ri + f(Si) (5)

Vi = Si + f(Ti) (6)

Wi = Ti + h2(Vi) (7)

where + is the addition operation in the group G. Here (V;W ) is the encrypted
output of the plaintext (L;R). Similarly we can describe the decryption pro-
cess where the \inputs" are (V;W ) and the \outputs" are (L;R). Suppose that
following transcript describes the responses of the encryption/decryption black
box:

h(L1; R1); (V1;W1)i; : : : ; h(Lm; Rm); (Vm;Wm)i (8)

We can assume without loss of generality that these queries are all distinct
because making the same query twice doesn't help you. That is for all 1 � i <

j � m (Li; Ri) 6= (Lj ; Rj) and (Vi;Wi) 6= (Vj ;Wj). Now, let ES denote the event
that the elements in the set S = fS1; : : : ; Smg are all di�erent, and let ET denote
the event that the elements in the set T = fT1; : : : ; Tmg are all di�erent (where Si
and Ti are de�ned as above). Finally, let EST denote the event that the sets S and
T are disjoint. Now, we consider what each event entails. First let's examine the
case that the query made was an encryption query; i.e. the input was (Li; Ri) and
the output was (Vi;Wi) . If ET occurs, then all the Vi's will be random because
Vi = Si + f(Ti) and since the Ti's are distinct and f is a random function, it
follows that Si + f(Ti) is random. Similarly, if both ES and EST occur, then Wi

will be random. This happens because Wi = Ti + h2(Vi) = Ri + f(Si) + h2(Vi)
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and f(Si) is random because f is a random function, and the Si's are distinct
and di�erent from all the Tj 's.

Now we look at the case for decryption queries. The inputs in this case are
(Vi;Wi) and the outputs are (Li; Ri). Following the same lines of reasoning as
above, we want the \outputs" (Li; Ri) to be random. This happens if the inputs
to the random functions in rounds 2 and 3 are distinct. Therefore, the conditions
we need are speci�ed by the events ES, ET and EST .

Now, if ET , ES , and EST all occur, then the adversary cannot distinguish our
Feistel permutation from a random permutation, except with negligible probabil-
ity less thanm2=22n [10]. All that remains is to derive a bound on the probability
that at least one of these events does not occur. Let ECS , E

C
T , E

C
ST denote the

complements of these events. We proceed to derive our bounds:

Pr[ECS or ECT ] � �1�i<j�m Pr[Ti = Tj ] +�1�i<j�m Pr[Si = Sj ] (9)

� �1�i<j�m Pr[Wi � h2(Vi) =Wj � h2(Vj)] (10)

+ �1�i<j�m Pr[Li + h1(Ri) = Lj + h1(Rj)] (11)

� �1�i<j�m Pr[h2(Vi)� h2(Vj) =Wi �Wj ] (12)

+ �1�i<j�m Pr[h1(Ri)� h1(Rj) = Lj � Li] (13)

� m(m� 1)=2 � (�+ �) (14)

where the last inequality follows from the previous one by the following argu-
ment: if Vi = Vj (similarly Ri = Rj) then it follows that Wi 6= Wj (similarly
Lj 6= Li) by distinctness of queries; hence the event occurs with probability
0 in this case. If Vi 6= Vj (similarly Ri 6= Rj), then the bound follows by the
Bi-symmetric ���-universality property of the hi.

Moreover, the above analysis holds regardless of whether the Si or Ti were
generated by the process of an encryption query or a decryption query. All that
remains is to bound the probability that EST does not occur:

Pr[ECST ] � �1�i�j�m Pr[Si = Tj ] (15)

� �1�i�j�m Pr[Li + h1(Ri) =Wj � h2(Vj)] (16)

� �1�i�j�m Pr[h1(Ri) + h2(Vj) =Wj � Li] (17)

� m2 � � (18)

where the last inequality follows from the previous one by the Bi-symmetric
���-universality property of H . Finally, we can apply a union bound to get:

Pr[ECS or ECT or ECST ] � 2m2 � � (19)

This concludes the proof. ut

3.1 An Example Bi-symmetric ���-universal hash function

De�nition 6. Let p be a prime. De�ne the square hash family of functions from

Zp to Zp as:

hx(m) � (m+ x)2 mod p (20)
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Theorem 4. The square hash family of functions is �� universal.

Proof: For all m 6= n 2 Zp; and � 2 Zp: Prx[hx(m)� hx(n) = �] = Prx[(m+
x)2 � (n + x)2 = �] = Prx[m

2 � n2 + 2(m � n)x = �] = 1=p; where the last
inequality follows since for any given m 6= n 2 Zp and � 2 Zp there is a unique
x which satis�es the equation m2 � n2 + 2(m� n)x = �. ut

Theorem 5. The square hash is a Bi-symmetric ���-universal family of hash
functions.

Proof: We have already proved the �rst property and need to prove the
property that for all m;n and for all � Prx;y2H [hx(m) + hy(n) = �] � �.

Prx;y[(m+ x)
2
+ (n + y)2 = � mod p] = Prx;y[x

2 + 2xm + m2 + n2 + y2 +
2ny � � = 0 mod p] There are at most 2 solutions for x for a given key y, so
altogether there are at most 2n+1 solutions out of 22n possible keys x; y: So
Prx2H [hx(m) +hx(n) = �] = 2

2n
= 1

2n�1
. If we count the number of solutions by

further reducing this modulo 2n, then � increases by a small factor. ut

We remark that the function hx(m) � (m + x)2 mod p mod 2n is also a Bi-
symmetric ���-universal family of hash functions for a slightly larger value of
�. This function is more useful for implementation purposes since we often work
over addition modulo 2n (e.g. bit strings of length n). The Square Hash family
requires much less computation time on many platforms than the traditional
linear hash. The speedup occurs because squaring an n-bit number requires
roughly half the number of basic word multiplications than actually multiplying
two n-bit numbers. Thus square hash requires fewer operations and instructions
to implement. More details can be found in [14].

4 Proving Security Under MAC Assumption

We give an alternate proof of security of our construction. This proof utilizes
a weaker, but perhaps more practical, assumption, and makes a weaker claim
on security of our block cipher. In particular, we show that if the underlying
function f in our Feistel Network works as a secure Message Authentication
Code (MAC), then it is infeasible for an adversary to come up with a random
plaintext/ciphertext pair after mounting an adaptive chosen plaintext/ciphertext
attack. Some earlier work on the relationship between unpredictability (MACs)
and indistinguishability was studied in [11]. We now de�ne the relevant notions
and then prove our claim.

The goal of message authentication codes is for one party to e�ciently trans-
mit a message to another party in a way that enables the receiving party to
determine whether or not the message he receives has been tampered with. The
setting involves two parties, Alice and Bob, who have agreed on a pre-speci�ed
secret key x. There are two algorithms used: a signing algorithm Sx and a veri-
�cation algorithm Vx. If Alice wants to send a message M to Bob then she �rst
computes a message authentication code, or MAC, � = Sx(M). She sends (M;�)
to Bob, and upon receiving the pair, Bob computes Vx(M;�) which returns 1 if
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the MAC is valid, or returns 0 otherwise. Without knowledge of the secret key
x, it should be next to impossible for an adversary to construct a message and
corresponding MAC that the veri�cation algorithm will be accept as valid.

The formal security requirement for a Message Authentication Code was
de�ned by Bellare, Canetti and Krawczyk [3]. In particular, we say that an
adversary forges a MAC if, when given oracle access to (Sx; Vx), where x is
kept secret, the adversary can come up with a valid pair (M�; ��) such that
Vx(M

�; ��) = 1 but the message M� was never made an input to the oracle for
Sx. Here is a formal de�nition of an alternate, but equivalent formulation:

De�nition 7. We say that a function fk is an (�; q)-secure Message Authenti-
cation Code (MAC), if the probability that an adversary can successfully perform
the following experiment is bounded by �:

1. (Adversary is given black box access to fk) The adversary makes q possibly
adaptively chosen queries to a black box for fk { that is the adversary comes
up with a message m1 gets to see fk(m1), and from this information comes
up with a query m2, gets to see fk(m2), and so on until making a query mq,
and getting to see f(mq).

2. The adversary comes up with a pair (m; fk(m)) where m is di�erent from
any message queried in the �rst part. That is, m 6= mi for 1 � i � q.

Message Authentication has been a well studied problem, and there are a
number of schemes which are widely believed to be secure. We show that we can
use any of these schemes as the underlying function f in our block cipher and
still get a fairly secure encryption scheme.

We now explain what it means for a cryptosystem to be randomly-secure
against adaptive chosen message/ciphertext attacks. The de�nition has a similar
avor to the above de�nition for MACs.

De�nition 8. We say that a secret key encryption algorithm Ek is (�; q)-randomly-
secure against adaptive chosen plaintext/ciphertext attacks if no adversary can
successfully perform the following experiment with probability better than �:

1. (The adversary is given black box access to Ek) The adversary makes q

possibly adaptively chosen plaintext/ciphertext queries to a black box for Ek;
for example, the adversary comes up with a message m1 gets to see Ek(m1),
and from this information comes up with a query m2, gets to see Ek(m2),
and so on until making a query mq and getting to see Ek(mq).

2. For a given randomly chosen message (or ciphertext) the adversary comes up
with the corresponding ciphertext (or plaintext). This message (ciphertext)
is di�erent from any message (ciphertext) queried in the �rst part.

We remark that there are alternate, and more stringent, de�nitions of security
for symmetric key encryption schemes.

Theorem 6. Let f be a (�1; 2q)-secure MAC, and let h1; h2 be �2-�-universal
hash functions. Then, 	(h1; f; f; h2) is (�1+q

2�2
2
; q)-randomly-secure under adap-

tive chosen plaintext/ciphertext attacks.
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Proof. The overall idea is to show that given any adversary A0 who can break
the encryption scheme (given black box access to the encryption and decryption
mechanisms), we can construct an adversary A who can break the underlying
MAC f (given black box access to the MAC function f). A will work as follows.
First, A picks two hash functions h1 and h2 at random from a family of �2-
�-universal hash functions. Then A proceeds simulating A0. At some point A0

is going to make a query which could be in either of two forms: \Please give
me the encryption of a message m" or \Please give me the decryption of a
ciphertext c." In either case, A must answer this query for A0 in a legitimate
fashion. A can do this easily by making two calls to the black box for f and
simulating the encryption or decryption algorithms. For example, if the ith query
is an encryption query on a message Mi = (Li; Ri), then A computes values
Si; Ti; Vi;Wi according to equations 4, 5, 6, and 7.

We see that A calls the black box for f whenever it computes Ti and Vi.
Decryption queries are handled in a similar fashion. Now, afterA0 �nishes making
q queries, (which results in A having made 2q queries) it will output a ciphertext
(V;W ) and the corresponding plaintext (L;R) { if the plaintext is di�erent from
plaintexts given during all the encryption queries made by A0, and the ciphertext
di�ers from the ones given during the decryption queries made by A0, then A0

has successfully broken the encryption scheme. Now, we translate this break of
the encryption into something that breaks the underlying MAC f with high
probability. So, we now may have derived two potential (Message, Tag) pairs. A
computes:

S = L+ h1(R) (21)

T =W � h2(V ) (22)

Tag(S) = T �R (23)

Tag(T ) = V � S (24)

If you work out the equations, it's easy to see that Tag(S) = f(S) and
Tag(T ) = f(T ). Therefore, (S; Tag(S) and (T; Tag(T )) are valid Message/Tag
pairs. It appears as if we are done, but there is still one technicality remaining.
Recall that when we de�ned the notion of a secure MAC, we require that the
message output by the adversary must di�er from the messages that the adver-
sary gave to the black box during the query phase. We must now bound the
probability that S = Si for some i (1 � i � q).

Pr[9i 1 � i � q such that S = Si] (25)

= Pr[9i such that L+ h1(R) = Li + h1(Ri)] (26)

� �
q

i=1Pr[L+ h1(R) = Li + h1(Ri)] (27)

� q�2 (28)
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The last equation follows from the previous because h1 is an �2-�-universal
hash function. Similarly, one can show that

Pr[9i 1 � i � q such that T = Ti] � q�2 (29)

Since the hash functions h1 and h2 were chosen independently at random, it
follows that likelihood that both S = Si and T = Ti is at most (q�2)

2.
What remains is to �nd a lower bound for the success probability of A0. We

can do this by �rst deriving a lower bound for the success probability of A. A is
successful whenever both of two conditions happen:

Condition 1 A0 outputs a message and a valid ciphertext for that message.
(i.e. A0 is successful.)

Condition 2 At least one of the S, T that are generated do not coincide with
something that was queried before; i.e. you can use the message and cipher-
text to generate a valid message/tag pair where the message was not part of
a previous query.

An easier way to proceed is to derive an upper bound for the probability
that A fails, and subtract that number from 1. Suppose that the probability
of condition 1 being met is at least �3 { then Pr[Condition 1 doesn't happen]
� (1 � �3). Now, we know that condition 2 fails to occur with probability at
most (q�2)

2. Therefore, by a union bound, Pr[A is unsuccessful] � 1��3+(q�2)
2.

Therefore, Pr[A is successful] � �3 � (q�2)
2. Now, by assumption we have that

Pr[A is successful] � �1. Therefore, it follows that �3 � �1 + q2�2
2
{ which is a

bound on success probability of A0. We have thus shown that we break the cipher
with probability at most �1 + q2�2

2
after making q queries. And this concludes

the proof. ut

5 An Example Block Cipher: Sha-zam

In this section we discuss the design of Sha-zam, a block cipher based on con-
structions and theorems proved earlier. We use SHA-1 as the underlying prim-
itive instead of a family of pseudorandom functions. Replacing pseudorandom
functions by cryptographic functions (with desired properties) is not new. Bi-
ham and Anderson [2], propose the use of SHA-1 in conjunction with stream
ciphers to design block ciphers. Also, Lucks used MD5 with an unbalanced Feis-
tel network and Guttman's construction uses SHA-1 but di�erent from the Luby
Racko� construction. In our design we do not use any stream ciphers. Instead
we rely entirely on the improved versions of the Luby Racko� construction and
use SHA-1 as our underlying primitive. Recall that in section 4 we showed that
Luby-Racko� ciphers are secure if the underlying primitive is a secure MAC. Here
security is with respect to some form of invertibility. From a practical standpoint
the use of SHA-1 is justi�ed. For example, the internet RFC HMAC-SHA-1 [4]
assumes that forging a tag using SHA-1 as the underlying MAC is hard.

In addition to SHA-1 we use the Square Hash function (SQH) which we have
introduced earlier. This cipher is driven by a key scheduling generator whose
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security is also related to SHA-1. Hence we get e�cient re-use of code. Based on
our results in earlier sections, under the assumption SHA-1 is pseudorandom we
have that Sha-zam is a block cipher secure against adaptive chosen plaintexts
and ciphertext attacks. Under the weaker assumption that SHA-1 is a secure
MAC we show that no adversary can invert Sha-zam.

If C is an n-bit string, we denote by prefixk(C) the n � k bit pre�x of C
(i.e. the �rst n � k bits of C). We denote by SHA(IV; x) the 160 bit output
produced by SHA-1 on a 512 bit user speci�ed input x and the standard IV .
Our block cipher, which we call Sha-zam, takes as input a 320 bit block M and
outputs a 320 bit ciphertext C. We denote M = (L;R) where L is the left 160
bits of M and R is the right 160 bits of M . Also, we prefer to keep IV secret. In
our construction we use three keys k1; k2; k3.

Encryption with Sha-zam

Input: Plaintext Stored in L, R { each of which is 160 bits
Private Key: k = (k1; k2; k3) where:
k1; k3 are 160 bits each, and k2 is 352 bits.
If IV not secret: then use the standard 160 bit IV.

Output: Ciphertext stored in V,W { each of which is 160 bits

Procedure: S = L+ SQHk1(R) mod 2
160

T = R+ SHA(IV; S; k2) mod 2
160

V = S + SHA(IV; T; k2) mod 2
160

W = T + SQHk3(V ) mod 2
160

Decryption with Sha-zam

Input: Ciphertext Stored in V,W { each of which is 160 bits
Private Key: k = (k1; k2; k3) where:
k1; k3 are 160 bits each, and k2 is 352 bits.
If IV note secret: then use the standard 160 bit IV.

Output: Plaintext stored in L,R

Procedure: T =W � SQHk3(V ) mod 2
160

S = V � SHA(IV; T; k2) mod 2
160

R = T � SHA(IV; S; k2) mod 2
160

L = S � SQHk1(R) mod 2
160

Our block cipher can be implemented e�ciently. Speci�cally, it can encrypt
messages in roughly the same time as it would take DES to accomplish this same
task.
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We describe a practical and secure pseudo-random generator, which we use
for key scheduling. The security is based on SHA-1. If we run our generator
using a randomly selected key as an input seed, we can securely generate the
necessary bits needed for the secret key of our block cipher. We make use of a
512 bit prespeci�ed global constant C. We almost never use the entire constant
C but often take some speci�ed pre�x of it depending on the length of the key
we're working with. We now describe our generator. Given a seed s we generate
pseudorandom bits as follows:

Description of Generator

Input: seed s

1. Let s0 = s

2. For i = 1 to m do
Let si = SHA(IV; prefix(C); si�1)

3. Output: hh(s1); : : : ; h(sm)i

In step 3 above, h refers to a hash function chosen from a universal class.
For example, the linear congruential hash function is any �nite �eld is a very
good candidate. The proof of security of this key scheduling generator will be
presented elsewhere, [15].

6 A Discussion on Optimality

Since the invention of Luby-Racko� ciphers, considerable progress has been made
with respect to making the construction more e�cient. Speci�cally, as noted in
the introduction, most of the focus has been in \reducing" the number of invo-
cations of a random function and the amount of key material used. Following
the work of Lucks [8], Naor-Reingold have produced extremely e�cient construc-
tions with the help of hash functions and just two calls to a random function. In
the present work, we have described a further generalization by using a di�erent
class of hash functions operating on only half the size of the input, in addition to
a reduction in the key material. Is the end of progress in sight? We now discuss
what it might mean for a Luby-Racko� cipher to be optimal. We present various
parameters of interest, and discuss how our proposal �ts within this discussion.

1. Minimal number of rounds: Luby-Racko� in their original paper showed that
two rounds are not enough and 3 rounds are needed for plaintext security.
Furthermore in order to resist adaptive attacks four rounds are needed. Our
construction also consists of 4 rounds.

2. Maximal Security: Patarin [12] showed that the 4 round Luby-Racko� con-
struction can be distinguished from a random permutation with probability

O(m
2

2n
) with m queries. We meet this bound as stated in Theorem 1. We can

reduce the distinguishing probability by increasing the number of rounds,
but this would violate the previous critirea.
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3. Minimal Rounds of PRFs: Since the output of the block cipher is 2n bits long,
it would seem that two n bit PRFs are necessary to insure cryptographic
security. We also use only two PRFs in rounds two and three. For rounds
one and four we use non-cryptographic called Bi-symmetric ���-universal
functions, which add to the e�ciency signi�cantly.

4. Reusing the same PRF: It has been the goal of many papers to reduce the
number of di�erent PRFs that are used, ultimately hoping to use just one
PRF. We achieve this goal by just using one PRF in rounds two and three.

5. Minimal Data Size Operated on by Non-cryptographic function: Our Bi-
symmetric � � �-universal hash function in rounds one and four operate
on n bits of the data. If we operated on any smaller part of the data then
we would open ourselves to collisions that can be detected with lower num-
ber of queries, thus increasing the distinguishing probability and decreasing
security.

6. Reusing Hash Functions: It might be tempting to use the same universal hash
function in rounds 1 and 4 to save key material. However, using the same
hash h in both rounds, in groups where g = �g for all g 2 G, unfortunately
leads to an attack which we now describe.

Consider the group of n bit vectors with respect to the usual XOR op-
eration. When we encrypt (0,0), the left half of the resulting ciphertext
is V = f(f(h(0))) + h(0). Then we decrypt (0,0) also, thus resulting in
R = f(f(h(0)))+h(0). Since V and R are equal, we immediately distinguish
the block cipher from a random permutation.

In our construction we may be able to use the same h. This seems plausible
due to the fact our network operates with Abelian groups whose operations
are not symmetric (i.e. + and - are di�erent), where we may be able to exploit
the use of specialized hash functions with the property Prh2H [h(x)+h(y) =
�] � � for all x; y; and �. When working in the cyclic group of integers modulo
2n, we note that the Square hash function satis�es this specialized property.
In particular, even if the above property does not su�ce, other properties of
square hash might aid in proving our claim. We leave this for further study.

7 Conclusion

In this paper we have described some novel improvements to Luby-Racko� ci-
phers. We introduce the concept of a Bi-symmetric ��� universal hash function
and provide an example of such a class. This concept when applied to the Naor
Reingold construction of a Luby-Racko� cipher improves the e�ciency. In ad-
dition we show that under the weaker and more practical assumption of secure
MAC we show that Luby Racko� ciphers are hard to invert. We discuss the
design of a new cipher based on these improvements - Sha-zam, whose security
is related to SHA-1.
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