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Abstract 

The nice concept of undeniable signatures was presented by Chaum 
and van Antwerpen [lo]. In [7] Chaum mentioned that “with undeniable 
signatures only paying customers are able to  verify the signature.” Using 
methods based on “divertible zero-knowledge proofs“ and “distributed 
secure mental games played among cooperating users”, we show that  in 
certain contexts non-paying verifiers can check the signature as well, thus 
demonstrating that the applicability of undeniable signatures is somewhat 
restricted and must rely on the physical (or other) isolation of the veri- 
fying customer. In addition, we show that the first undeniable signature 
schemes suffer from certain security problems due to  their multiplicative 
nature (similar t o  problems the RSA signature scheme has). 

1 Introduction 
Undeniable signatures were introduced in [lo], further workon the subject is given 
in [7, 21, 21. Unlike digital sibnatures, undeniable signatures cannot be verified 
without cooperation o f  the signer. This means t h a t  in an initial “commitment 
phase” the signer sends a message together with a commitment information. 
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Later (e.g. ,  one year later), in the ”verification phase”, the signer will prove 
t h a t  this commitment corresponds to  a signature; such verification proofs can 
be zero-knowledge as presented a t  Eurocrypt ’90 [7]. Chaum [7] (and later also 
in [2]) mentioned tha t  “undeniable signatures are preferable to  digital signatures 
for many upcoming applications.“ The following (and other) applications which 
exemplify the potential o f  the notion of “undeniable signature” were given: 

0 “Consider . . .the signature a software supplier issues on its software, which 
allows customers t o  check that the software is genuine and unmodified. 
With undeniable signatures, only paying customers are able to verifv the 
signature, and they are still ensured that the supplier is accountable for 
the software. 

0 “All manner of  inter-organizational messages . . .are a natural candidate 
for signatures t h a t  provide for dispute resolution. But self-authentication 
would greatly increase the illicit salability of such information.” 

In this paper we demonstrate that, in fact, the signer in the verification phase 
cannot restrict the recipients o f  his proof of signature validity in scenarios where 
the set of  users can communicate with each other (such as in public networks). 
In other words, while the prover thinks tha t  he is proving the validity of his 
signature to  a specific person, he could without his knowledge be proving it to 
a large group of people, convincing all of them simultaneously. Thus, in the 
case o f  signing software releases, a dishonest customer could buy the software 
and sell it to a group of  users a t  ha l f  t he  price. Then, when these customers 
want to  check the validity of the signature the customer will help the others in 
checking the validity of  their copies, as we will discuss in Section 3. Observe 
tha t  when the group of users is afraid tha t  the above customer is a crook (a 
computer hacker), they can still be convinced of the validity (invalidity) of the 
software re1ease.l In addition, we show how to use divertible zero-knowledge to  
attack the original undeniable signature scheme, in which one of  the verifiers can 
be fooled to  believe he is running a legal protocol, while actually he is talking 
with an intermediate cheating party. 

l D u e  t o  initial remarks of [5] following the initial presentation of these paper’s ideas, and 
in order to clarify any possible confusion, we will discuss this last aspect in sufficient details in 
Section 3.2. 
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In the final version of this paper we will present certain settings in which 
under additional assumptions about the context, the problems presented can be 
reduced . 

The first undeniable signatures schemes suffer from similar problems as the 
RSA signature scheme does. While it was proven secure with respect to key-only 
attacks2 [7], an eavesdropper/ active eavesdropper can, during the commitment 
phase, modify commitments for signatures into ones for other messages. In 
particular, the scheme is insecure with respect t o  an “existential chosen plaintext 
attack’: agreeing to  sign and verify a randomly looking message chosen by the 
verifier, may imply t h a t  the signer is actually committed to  another “meaningful 
message he has no information about”. In Section 4 we explain how this and 
more can be achieved. 

We first overview Chaum‘s zero-knowledge undeniable signature scheme. 

2 The undeniable signature scheme 
We review the undeniable signature scheme in which a l l  users know G and g ,  
where G is a group which order is p ,  a prime, and g is a generator. Each user 
announces 9” as public key and keeps his own x secret. To commit to a signature 
for the message m, the sender sends: (m, m”) in the commitment phase. Let us 
denote z = m”. 

When asked to  validate the signature (during the verification phase) the 
following Confirmation protocoP is executed as in Figure 1. 
When the receiver’s checking returns correctly, he accepts the confirmation of  
the message as being valid. Observe that if the signer has committed to more 
than one message the verifier must provide rn. 

Chaum also discusses a disavowal protocol. If the receiver has received for 
the message m # 1 a commitment z = mz’, (note tha t  each element of  the 
group, can be written in such a form because the order o f  the group is a prime, so 
each element but the identity is a generator) where x‘ # x, then the sender can 
prove tha t  P is not o f  the proper form. Since this protocol is almost irrelevant in 
our context we do not discuss it in detail. 

2when the attacker tries to forge, solely based on the availability of the public keys. 
3Choosing a in the set A with uniform probability distribution and independently of other 

events is denote as a ER A. 



Signer Verifier 

r = magb - 
Q ER z p  

s1 := r - gq, 

s2 := gqzrz s1, s2 

a.b  

Q Checks r = magb - 
Checks 

s1 = r - gq,  
b + q .  Z a  

s2 = (9 ) 

Figure 1: Chaum's zero-knowledge confirmation scheme. 

The scheme works since for a forger, using the public-key directory (the 
sender's public-key), the probability of corning up with a pair which is a message 
and a commitment to its signature and cannot be successfully disavowed is neg- 
ligible for large enough values of  p (assuming discrete logarithm mod p is hard). 
So, the scheme is secure with respect t o  key-only attack. 

3 Verification by multiple unknown verifiers 
is possible 

In this section we show tha t  in any undeniable signature scheme the signer has 
no control on how many verifiers he confirms the validity of the signature to. To 
this end, the verifiers collaborate using the concept of secure function evaluations 
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knows also as “Mental Games” [20, 19, 91. Mental games allow n players to  
play any partial-information game over the telephone (using a conference call) 
following the specified rules of the game such that no one can cheat, assuming 
t h a t  half of the players are honest. (The last result even guarantees tha t  one 
player in the game is unconditionally secure). (The game can be played over 
secure physical lines assuming two thirds are honest as, for example, in [ 8 ] ) .  It 
enables secure distributed computing of a function where the players compute 
together the result of a function correctly, based on their private inputs while 
maintaining the secrecy o f  their inputs. 

In the honest case the sender validates the signature to a verifier. Now, 
we replace this one verifier by a group of verifiers. The rules of the game are 
tha t  all the verifiers get convinced of the validity o f  the commitment once the 
protocol is finished. We now distinguish two cases: the group of users trust tha t  
one individual, called the trusted party, will not impersonate the signer or will 
attempt t o  give fraudulent zero-knowledge proofs. In the second case we do not 
make this assumption. 

3.1 
This simpler scenario was raised in [5] and is similar t o  a possible scenario men- 
tioned in [7] (see remark 1 a t  the end of this section). It is actually a method- 
ological way t o  approach the general setting of the next subsection. In this case 
we do not have to use the full power of the mental games and the protocol is 
very simple. The protocol runs in the background by the collaborating parties 
and relies on zero-knowledge and bit-commitment protocols. 

The technical details, in general, are as following. The collaborating verifiers 
generate a random string of  bits to  be used in the validation protocol (for ex- 
ample, they generate the required bits for each step) executed with the sender. 
To do this, the verifier’s work together in a sub-protocol hidden from the sender. 
The verifiers a l l  commit t o  random bits (using the simple bi t  commitment pro- 
tocol due t o  Blum [l], they can initially commit t o  many bits and then open 
them as needed and fast). When they open these commitments these private 
bits are exclusive-ored together. This gives the result of  the sub-protocol which 
is a common string of random bits to  be used as the randomness in the interac- 
tive step with the sender in the validation stage. This randomness is trusted by 

All verifiers trust one of them 
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al l  verifiers, even when they do not trust each other. Thus, this random string 
is fed into a trusted box which executes the protocol as an actual verifier with 
the sender and al l  verifiers having access to  the transcript of the validation are 
simultaneously convinced. The on-line opening of commitments and ex-oring is a 
very simple computation, thus this scenario is important and enables one trusted 
simple device to  serve many verifiers a t  the same time (while paying only once) 
even when the random number generator in that simple device and many of the 
verifiers are possibly unreliable or predictable. 

Even when the sender requires that the verifier (to whom, for example, he 
sold his software release) uses some adaptation such as (for example) forcing 
the verifier t o  use a public key to  encrypt a message, all the other verifiers can 
be convinced even without learning the key used (since instead of  opening the  
key, the actual verifier can convince the rest of the players in a zero-knowledge 
fashion that the key was used to  encrypt data based on their common random 
data,  this validation proof can even be executed in an off-line fashion after the  
completion o f  the protocol). 

As a conclusion, one can see that in an environment where the verifier is  not 
physically isolated, it is always possible for him (using the sender) t o  convince 
others of the validity of a signature, without assuming tha t  the others “fully 
trust” the actual verifier (this opens a possibility of “validation piracy”). 

3.2 
We now discuss the case that no verifier is trusted and that verifiers are afraid 
that the one who is communicating with the prover (signer) will reveal something 
to  him t o  allow him to  give a fraudulent proof. More they are afraid t h a t  one 
verifier himself will attempt to  give a false proof to  a l l  other verifiers. We can 
view this case as a fault-tolerant extension of the previous case, and in this case 
the verifiers use the full power of mental games. 

Mental games allow many individuals to  securely compute the output of a 
multiple input algorithm such that none of the other individuals will know the 
inputs used by the others. It has been proven that any such algorithm can 
be securely executed (guaranteeing privacy of inputs) provided tha t  half of  the 
participants are honest (20, 19, 91. So the following holds: 

No verifier is trusted by the others 

Theorem 1 No undeniable signature scheme is secure against a multi-verifier 
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attack provided that half of the verifiers are honest. 

Proof. The proof relies on [20]. Suppose tha t  a confirmation protocol o f  
an undeniable signature scheme, in which there is one prover and one verifier, i s  
given. We call this scheme “the game”. We now modify the game into what 
we call the “modified game”. Assume that the verifier has to compute ( a t  some 
stage) some A ( z , y , s )  (where x is public, y is an information which is secret, 
but E ( y ) ,  is a public encryption of y (for example a signature or an encryption 
key) which is encrypted in public so t h a t  validation based on y can be executed, 
and s is secret but known to the verifier), and send the result t o  the prover. 
Then we modify this into a computation of  A’(s, y ,  sl, s2, .  . . , s,), where rn is 
the number o f  multi-verifiers and s; is secret but known to  verifier i. Now this 
A’ is  computed using the concept o f  mental game and the output is sent to  the 
prover. All the verifiers are convinced during the game that indeed the right y 
key corresponding to  E ( y )  is  used as an additional input of the actual verifier. 
For example, in the case t h a t  s corresponds to a (uniformly) randomly chosen 
string, A’(z, y ,  s1, s2,. . . , sm) = A ( s ,  y,s1 G3 s2 @ * - @ sm). (A more formal 

0 proof will be given in the final paper.) 

It is clear from the proof tha t  the  approach in this case is almost identical to 
the one given in Section 3.1, but tha t  the calculation of what has t o  be sent to 
the prover is done using mental games. Recently Ohta-Okamoto-Fujioka have 
given as open problem the question of the existence of  “an equivalent condition 
that plural verifiers can not be convinced of  the validity of  a signature.” The 
above answers in the negative this question, (and thus, physical assumptions 
such as isolation or other contextual constraints are necessary). 

3.3 Using divertible zero-knowledge 
Now, we discuss a worse scenario which applies to undeniable signatures o f  the 
type of  [7]. Let us illustrate the scenario. Alice wants to  buy a nice software 
release, but she is a software pirate (with a scul of a businesswoman). She 
convinces Bob tha t  she is a representative of the software company, so Bob pays 
her to  buy the software. Alice does this, and then continues to  sell it to  colleague 
pirates, without paying the company. When Bob wants his software validated he 
plays the confirmation protocol with Alice. Alice then plays simultaneously the 
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protocol with the software company. She may also, a t  the same time, convince 
al l  her colleagues of  the validity of  her software, for reduced fees. 

Figure 2 explains the technical details, which are based on “divertible zero- 
knowledge proofs” [16, 231 where the verifier in the middle diverts the exchanged 
m essa ges. 

Observe that a t  the end both verifiers are completely convinced o f  the validity 
of the commitment. 

The verifier in the above protocol can be replaced by a chain o f  verifiers 
in which Alice, in the above example, is communicating with the sender, the 
other cooperating pirates are in the middle between Alice and Bob, and Bob 
(the victimized customer) is a t  the end of the chain. The cooperating (but 
not trusting) colleagues in the middle are a l l  (but the honest Bob) aware of 
the diversion and are taking part in it (multi-step diversion, each diverting the 
previously given information). Once the protocol is successfully terminated, they 
are all simultaneously convinced. 

Remark 1 David Chaum has communicated t o  us the following three points 
[6] which we present (based on our understanding). The first point is t h a t  the 
exact use of mental games, mentioned in the pre-proceedings version of  this 
work, was not clear; we hope the above clarifies it. Second, he pointed out 
t h a t  there are other means of isolation of the verifier (rather then only physical) 
which help in prevention of collaborations, he suggests exploiting the fact that, 
currently, mental games require a certain amount of computational time, and 
thus, imposing temporal restriction on the verifier’s responses may effectively 
isolate the verifier. This was discussed in [5]’and for the technique and details 
see Chaum‘s paper based on his presentation. Finally, Chaum’s third point is that  
he was aware of  possible covert cooperation of many verifiers (perhaps similar to  
the case of subsection 3.1) and had mentioned in the recent works section of  his 
Eurocrypt-90 paper [7] (on page 463) a solution to such attacks by applying a 
ve&fier commit protocoZ(which may possibly be the protocol relying on temporal 
cmstraints which was suggested in the discussion of the previous point). 

We would like to  say tha t  it is only natural (in a cryptologic setting) tha t  we 
try t o  point out a broad range of weaknesses while David tries t o  point out as 
broader as possible scenario in which the weaknesses do not apply. We view the 
remarks and the discussion as a healthy exchange and thank him for his remarks. 
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Sender Verifier 

a', b' E R  z p  

Checks 
r" = ,agg 

s"1 := Sl/(ma'gb') 
g.2 := sz/(z"'(g")b') il, 

ti := a + a' 
?, := b + b' ti, i 

t--- 

Victimized 
Verifier 

a,b  E R  2, 
r := magb 

Figure 2: Attack based on divertible zero-knowledge 
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(We note that, naturally, we are solely responsible for the writing of  the above 
remark). 

4 Vulnerability to on-line multiplicative at- 
tacks 

In this section we assume that an active eavesdropper, Eve, is able to  interfere 
during the commitment and possibly during the  verification phase as well. As 
usual the active eavesdropper i s  located between the sender and the receiver. 
Such on-line security problems have been studied in completely different contexts 
in [18]. The attacks apply to  the protocols in [ lo ,  71. 
We next present three attacks: 

0 A “known-plaintext attack” which can result in a Commitment of thesender 
t o  a random message. 

0 A “chosen-plaintext attack” which can cause a commitment to  a message 
which a t  the time of commitment, the sender has no knowledge about. 

0 An active relay “meddler attack” which causes the receiver to  get a com- 
mitment and verification of one message, and the sender to  commit and 
verify a totally different message. 

Let ml, . . . , mc be the messages to  which the signer has already committed 
himself and le t  the corresponding commitments be zlr  . . . , z,, which where 
eavesdropped by Eve. When, during the commitment phase, the signer sends m 
and z = m”, Eve will modify the message into: 

C 

~ = ,f . ge0 . r]: mpi 
i=l 

and the commitment into: 
C 

5 = .f . (g=)=o . n $1 

i= 1 

by choosing (arbitrary) f, ei, and sending f i , Z  to the receiver. Observe tha t  if 
al l  the z; and z were proper commitments for mi and respectively m, then 2 is a 
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valid commitment for 6. When the verification phase starts and the receiver (of 
the commitment) sends .iiz and 2 for validation, Eve will forward those. A t  this 
stage the sender of the commitment is in a position tha t  he could determine that 
he never committed to  this message, i.e., by having stored a l l  the messages t o  
which he ever committed. However, the disavowal protocol does not allow him to 
deny having committed to  this signature, which is due to  the above observation. 
(Recall that when m and z are given, such that z = m“, the sender cannot 
execute a disavowal protocol for the fact of not sending m.) So no choice is left 
for him but to  participate in the confirmation protocol and there is no need for 
Eve to  interact in this protocol. This is a known plaintext attack where Eve is 
able t o  generate a set of random signatures. 

Now we allow the mi to  be chosen by Eve, instead of by the sender. This is 
the  chosen plaintext attack. This attack is very similar to  the chosen plaintext 
attacks proposed against RSA. Similar techniques as discussed in [ll, 14, 15, 12, 
17, 13, 221 can also be used here for this purpose. The chosen plaintext attacks 
allow Eve to  generate commitments for any message o f  her choice, by adapting 
her attack to  this message and the signer has no information about the message 
he is committing himself t o  (since the message signed directly is random). It 
was noticed by Chaurn that “blinding” is possible in the setting of  the unde- 
nia ble signature protocol, which implies tha t  random messages will be signed. 
In fact, the attack above exploits exactly the possibility of  “blinding” which is 
very dangerous (a double-ended sword) in this setting, once it is combined with 
chosen - pla in text. 

We now present a variant o f  our attack which we call the “meddler attack”. 
It applies to  the protocol in 171. In this new attack Eve will actively (with the 
help o f  the sender) convince the receiver t h a t  61 is  a valid message in such a way 
tha t  the sender does not know +! During the commitment phase Eve acts as a 
meddler and replaces m and z respectively by + = mf - ge and i = zf - (gz)e. 
When the verification phase starts and the receiver sends rit and i t o  the sender, 
Eve will replace them by rn and z.  So the sender “believes” that  he is confirming 
the validity o f  z as an undeniable signature for m, but he will (due to  Eve) in 
fact convince the receiver that  i is a valid undeniable signature for 7$2. The 
sender serves as an oracle for Eve to  compute a commitment for one (say, what 
he believes to  be a randomly looking) message, while in the process the sender 
commits to  a totally different (possibly meaningful and harmful) message. Eve‘s 
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interaction is explained in Figure 3. 

Sender Eve 

s1 =: r . gq, 

s2 := gqxrz 
s1,92 - 

a. b 

Receiver 

2 := f . a  (mod p )  

b := e .  a + b 
A 

Figure 3: The  meddler's, Eve's, interaction 
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5 Conclusions 
We have presented certain scenarios in which carefulness is required when ap- 
plying undeniable signatures. As  with any other cryptographic primitive it is 
important to  clarify and better understand the exact setting in which undeniable 
signature applies. 

First we have observed that a verifier who behaves as an active relay-station 
provides an anonymous way of verifying the validity of the commitment to  a mul- 
titude of  verifiers. This demonstrates that the concept of anonymity, studied by 
Chaum [3, 41 is indeed very powerful and can also be used for cryptanalytic pur- 
poses. In particular, in protocols like “undeniable signature” where the protocol 
goals includes restriction to  a “specified receiver” anonymous channels violate 
the goals and should be detected. Even when the channel is not anonymous, but 
relies on information which the verifier is committed to  (for possible verification 
by a judge), exclusive use of  the channel cannot be assured. Mental games play 
an important role in this context. 

Secondly, we have demonstrated t h a t  multiplicative undeniable signature 
schemes sufFer from weaknesses similar in nature to the RSA signature scheme. 
The proven secure non-multiplicative versions [21, 23 of the notion do not suffer 
from this disadvantage. 

In the final version we will explain how the problem of multitude of unknown 
verifiers can be reduced by providing personalized commitments to  signatures. 
This applies to  such applications such as software validation, in settings where 
there exists an active authority t h a t  probes the software users. 
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