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Abstract. We present a protocol for the exchange of individually au-
thenticated data streams among N parties. Our authentication procedure
is fast, because it only requires the computation of hash functions – we
do not need digital signatures, that are substantially less efficient. The
authentication information is also short: two hash values for every block
of data. Since there are no shared secrets, this information does not grow
with N, the number of parties.

1 Introduction

Multicast applications are receiving increasing commercial interest. In particu-
lar, multicast conferencing tools are available that support real-time multiway
communications over a packet network.

The security of multicast and videoconferencing has also become an impor-
tant and specific issue [8,3,21], and it includes two forms of authentication ser-
vices:

– Group authentication. The conference participants share one key, and au-
thentication allows to check that data has not been modified or inserted by
attackers outside the group [21,24,3].

– Individual authentication. Received data streams must be authenticated with
respect to their individual origin, i.e. one individual group member [8].

This paper addresses individual authentication. An authentication protocol
will be obtained, that is secure even when attackers may adaptively choose au-
thenticated data streams. For an interactive scenario, that is typical of multicast
conferencing, the proposed solution is substantially more efficient than in previ-
ous approaches.
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2 Previous Work

2.1 Individual Authentication in Multicast Groups

Individual authentication may be essential in multicast applications. Yet, it is
difficult to achieve. If one uses digital signatures, the required computational cost
may be too high. In fact, end-user hardware may be limited and loaded by the
multimedia processing that is part of the conferencing application. If one uses
symmetric Message Authentication Codes (MACs), every stream block will need
to carry a distinguished code for every recipient. Previous work on individual
authentication for multicast is all based on one of the above schemes (signature
or multiple MACs), with modifications directed to improve efficiency.

On the side of symmetric authentication, it is possible to use a fixed number
K of MAC keys, that does not depend on the size N of the multicast group [8,10].
The sender knows K keys, and each receiver knows K/2 keys, chosen at random.
Each stream block is authenticated with K MACs, corresponding to the K keys,
and receivers check the MACs for which they have a key. Obviously, receiver
collusions can lead to forged individual authentication codes.

More work is available on the side of efficient digital signatures. Online/offline
signatures [11] may be used to split the computation in a more expensive off-
line phase, followed by an efficient online phase that is needed when the data
becomes available. On the other hand, part of the signature can be performed
by a “signature server”, that may be located elsewhere, without compromising
authentication or even non-repudiation [2]. One-time signatures [18,7] are an
efficient alternative, and are adequate for stream authentication. Gennaro and
Rohatgi [12] have proposed an efficient stream signing method that is based on
a chain of one-time signatures. The disadvantage of this approach lies in the
length of one-time signatures.

2.2 Hash Chains

Our work does not fall within the two above categories. In particular, it is not
based on asymmetric cryptography, and there are no shared secrets. We use
single individual MACs, and a hash chain of individual, secret keys. Hash chains
have been used for a long time and for a number of different purposes.

Hash chains were first proposed by Lamport [17] and then used in the S/Key
[15] user identification system. They have been applied to the authentication of
public key certificate revocation/validity messages [20], to digital payment sys-
tems [23], and to Web server hit acknowledgements. All of the above applications
basically use hash chains to send periodic “yes, I’m alive” messages in a secure
way. In other words, they are contentless, meaning that content is bound to the
chain at the start, but is not added or modified when the individual hash values
are released.

This is not the case with more recent approaches, where hash chains have
been proposed for the authentication of messages, as described in [2,1]. The basic
idea of [1] is to MAC each block of data with a new key, and send the key as part
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of the next message. The main problem with that technique is that when a key
is sent too early (i.e. before the previous message was obtained by all intended
recipients), falsifying the rest of the stream becomes possible.

A time protocol based on hash chains was developed independently by [9]
and by [5]. This protocol was also published in [22] and [6].

In this paper we present an interactive protocol that does not depend on
time, and provide proofs of its security.

3 Chained Stream Authentication

Following the formalization of [13], and [12], we define a security parameter, n,
and say that a function ε(n) is “negligible”, if, for all constants c, there is n0
such that, for n > n0, ε(n) < 1/nc.

Following [13], we define a signature scheme as a triple (G,Sig,V) of proba-
bilistic polynomial time algorithms, where (1) G is used to generate a key pair
(SK,PK), (2) Sig is used to sign any message M, using the secret key SK, and (3)
V is the signature verification algorithm, such that V(PK,M,Sig(SK,M))=1, for
any message M. We will use a signature scheme that is secure against adaptively
chosen message attacks [13]: the probability of forging a signature is negligible,
even when a signature oracle is available.

Similarly, we define a stream authentication scheme as a triple of probabilistic
polynomial-time algorithms (GA,AA,VA), where

– On input 1n, GA outputs a pair of keys (SK,PK)∈ {0, 1}2n.
– AA is the authentication algorithm, and receives in input a secret key SK,
and a stream S = S1, S2, ..., Si, consisting of a finite number i of blocks.
AA outputs an authenticated stream S′ = S′

1, ..., S
′
i, where S

′
j = (Sj , authj),

being authj some kind of authentication data.
– The verification algorithm VA is such that VA(PK,AA(SK,S))=1. When
VA(PK,S′)=1, we will say that S′ is valid.

We may now define our proposed scheme, called a chained stream authenti-
cation scheme:

– As a generator GA, we use the generator of a signature scheme (G,Sig,V),
secure against chosen message attacks.

– The authentication algorithm AA will be called a “Chained Stream Au-
thentication” algorithm (CSA). This algorithm first generates a secret α,
computes hk(α) for some k > i, and then produces the following output:

S′
1 = S1, MAChk−1(α)(S1), h

k(α), SN, Sig(SK, hk(α), SN)

S′
2 = S2, MAChk−2(α)(S2), h

k−1(α)
......... .........

S′
i = Si, MAChk−i(α)(Si), hk−i+1(α)

By MAC, we denote a secure Message Authentication Code, i.e. such that
the probability of forging a valid code is negligible, even when a MAC or-
acle is available. For h, we will use a collision resistant hash function. The
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authentication includes a session number SN that is incremented for every
new stream.

– The verification algorithm VA will ouput 1 if the initial asymmetric signature
is valid, if all the MACs are correct, and if the hash chain of the MAC keys
is consistent, i.e. the hash of a key produces the previous key in the chain.

4 Security against Continuations

What are the security properties of the proposed scheme? Clearly, given a stream
authentication oracle, it is possible to forge new valid authenticated streams, be-
cause the MAC keys become known. Therefore, CSA is not “secure” according to
the definition of [12], that can be rephrased as follows: “a stream authentication
scheme (GA,AA,VA) is secure if any probabilistic polynomial-time algorithm F,
given as input the public key PK and adaptively chosen authenticated streams
S′(j), outputs a new valid authenticated stream S′ �⊆ S′(j), for all j, only with
negligible probability”. Clearly, this definition of security does not apply to the
CSA scheme: the forger F may ask for just one authenticated stream, change any
block but the last, and recompute the corresponding MAC using the available
key.

However, our scheme satisfies a weaker security notion, which we will call
“security against continuations”. We define continuations as follows:
Definition. A stream S2 is a continuation of a stream S1, denoted by S1 ⊂ S2,
if S1 is a proper prefix of S2.

The same definition applies to authenticated streams under (GA,AA,VA). A
valid authenticated continuation S′

2 of an authenticated stream S′
1 must then be

such that S′
1 ⊂ S′

2 and V A(PK,S′
2) = 1. Security against continuations means,

informally, that it is unfeasible to produce valid continuations of observed valid
streams. This weaker notion will nevertheless be sufficient for building secure
authentication protocols, after some means of sender/receiver syncronization
is achieved, as described in Sections 5 and 6. More precisely, security against
continuations corresponds to the following:
Intuition. A forger may produce a new valid stream S only if it is associated to
a stream T , that was used previously. Moreover, if |S| = |T |, and the last blocks
of S and T are different, then it will be impossible to produce a valid continuation
of S.

Next, we formalize the above intuition and prove that it applies to CSA (in
Lemma 1, with proof given in Appendix A).
Definition. A stream authentication scheme is secure against continua-
tions if there is no polynomial time algorithm F that, given adaptively cho-
sen authenticated streams S′(1), ..., S′(k), is able to generate a valid authenticated
stream S′ = S′

1, ..., S
′
j with non-negligible probability, unless ∃i ∈ [1, k] such that

S
′(i)
1 = S

(i)
1 , MACi

1, H, SN , sig(H,SN), where S′
1 = S1, MAC1, H, SN ,

sig(H,SN), and one of the following holds:

1. j < |S′(i)|, or
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2. j = |S′(i)|, and S′
j = S

′(i)
j , or

3. j = |S′(i)|, and S′
j �= S

′(i)
j , and there is no polynomial time algorithm F’ that

can generate with non-negligible probability a valid continuation T ′ ⊃ S′,
given S′(1), ..., S′(k), possibly other adaptively chosen authenticated streams,
and any valid authenticated continuation of S′(i).

Security against continuations is a complicated notion, but it will lead us to
a simple concept of stream authentication in Theorem 1. First, though, we need
the following:
Lemma 1. Suppose that, in the CSA authentication scheme,
(1) (G,S,V) is a secure signature scheme,
(2) g is a pseudorandom function,
(3) h(x) = gx(0) and MACk(x) = gk(1, x)
(4) g is such that h is a collision resistant hash function.
Then, the scheme (GA,CSA,VA) is secure against continuations.

MAC and h are of the CSA algorithm, and are defined through a pseudoran-
dom function [14,4] as defined in (3) above, because not only should the MAC
be secure, but each key k must look random even though h(k) is known. With
the definition of (3), knowing h(k) = gk(0) gives no additional information, as
one could in any case query the oracle for gk and obtain gk(0). In practice, one
could use g=HMAC [16] so as to satisfy both (2) and (4).

5 The Chained Stream Authentication Protocol
with One Sender and One Receiver

We will now use the CSA scheme to authenticate information over an inse-
cure network. In fact, CSA’s security against continuations can be used with a
synchronization mechanism to obtain a very efficient individual authentication
method. For now, we consider one party, named A, who will send authenticated
data, and one party, named B, who will receive the data. The protocol is de-
fined below, where SigA(x) = Sig(SKA, x) is A’s signature under (G,S,V), and
similarly SigB(x) = Sig(SKB , x) for B:

1. B → A: hk(β), SN, SigB(hk(β), SN)
A → B: A1,MAChk−1(α)(A1), hk(α), SN, SigA(hk(α), SN)

2. B → A: hk−1(β)
A → B: A2,MAChk−2(α)(A2), hk−1(α)

...
i. B → A: hk−i+1(β)
A → B: Ai,MAChk−i(α)(Ai), hk−i+1(α)

...

Messages are sequential: A will not send message i if it has not received a
correct i-th message from B, and B will not send message i + 1 if it has not
received from A a correct i-th message. A and B initially generate individual
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random secrets α and β, and compute hk(α) and hk(β), respectively. These
values, and the session number SN, are signed, and exchanged as part of the
first messages in step 1. Then, A sends data as defined in the CSA scheme, and
B sends back authenticated acknowledgments. B’s authenticated ack for A’s j-th
message is simply hk−j(β). The receiver side is then similar to what happens in
S/Key and similar applications [15,17]. The security properties of the protocol,
to be discussed next, are made relative to the following:
Active Attack Model. CSA sender A, CSA receiver B, and attacker E:

– E runs in polynomial time and may ask A to send B the authenticated streams
S(1), ..., S(k) in sessions 1, ..., k;

– A chooses stream S(k+1) and sends it to B in session k + 1;
– At any time, E can read messages, stop messages and insert messages;
– During session k + 1, E tries to have B receive S′ �= S(k+1) and believe it

authentic.

We call the above an active stream authentication attack. We shall prove
in Theorem 1 that such attacks are not feasible with the above CSA protocol,
except for the possible falsification of the last block of S(k+1). We first note that
session numberings by sender and receiver are consistent:
Observation 1. Suppose A has sent its first message of session SN . Then B
must have already sent its first message of session SN .
Observation 2. Suppose B has sent its second message of session SN . Then A
must have already sent its first message of session SN .

The observations allow us to speak of a “current session” in the CSA protocol
with one sender and one receiver. We can now prove that this protocol represents
a valid authentication mechanism:
Theorem 1 (Security of CSA with one sender and one receiver). Suppose
sender A and receiver B run SN sessions under the CSA protocol, where:

– the conditions of Lemma 1 hold;
– a polynomial active attacker E chooses streams A(1), ..., A(SN−1), that A

sends to B in sessions 1, ..., SN − 1;
– B has received the valid authenticated stream S′ = S′

1, ..., S
′
j during session

SN.

Then, E can cause S′
1, ..., S

′
j−1 to be non-authentic only with negligible probabil-

ity.
The proof is by induction on |S′|, based on Lemma 1 (see Appendix A).

The last block of S′ may be modified by E. Thus, authentication is obtained
with a one block delay: the receiver can ascertain the origin and the integrity of
a block in the stream only after receiving the next block. This is acceptable in
most multicast applications. This is achieved without shared secrets and without
signatures after the first message. The important consequences of this fact are
discussed in the next session, where the protocol is used with more than just
two parties.
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6 The N-Party CSA Protocol

We will now extend the protocol so that it can be used effectively in a multicast
conferencing scenario. As a first step, we will consider two parties, A and B,
that must exchange authenticated data in both directions. Obviously, this can
be done by simply applying the CSA protocol with sender A and receiver B, and
simultaneously with sender B and receiver A. However, we can make this more
efficient by merging the hash values sent as acknowledgments and the ones sent
as hashes of secrets. This results in the following two-party protocol:

1. B → A: B1,MAChk−1(β)(B1), hk(β), SN, SigB(hk(β), SN)
A → B: A1,MAChk−1(α)(A1), hk(α), SN, SigA(hk(α), SN)

2. B → A: B2,MAChk−2(β)(B2), hk−1(β)
A → B: A2,MAChk−2(α)(A2), hk−1(α)

...
i. B → A: Bi,MAChk−i(β)(Bi), hk−i+1(β)
A → B: Ai,MAChk−i(α)(Ai), hk−i+1(α)

...

The above protocol may cause practical transmission difficulties. In particular,
each party may send a block of data only after receiving a corresponding block
from the other party. This causes a kind of stop-and-wait behaviour that implies
poor network utilization and may result in unacceptable delays for real-time
traffic. Fortunately, such strict sequentialization of messages is not necessary. In
particular, data blocks and MACs can be sent at any time - only the delivery
of keys need be delayed until acknowledgements are obtained and verified. We
may therefore rewrite the above two party protocol by splitting the behaviour
of each party into a data sender process and a key sender process, that run
independently. For party A, the processes are defined as follows (party B is
defined symmetrically):
A’s data sender process:

1. send to B: MAChk−1(α)(A1), A1
2. send to B: MAChk−2(α)(A2), A2
...

A’s key sender process:

1. wait for MAChk−1(β)(B1)
send to B: hk(α), SN, sigA(hk(α), SN)

2. wait for MAChk−2(β)(B2)
wait for hk(β), SN, sigB(hk(β), SN)
send to B: hk−1(α)

3. wait for MAChk−3(β)(B3)
wait for hk−1(β)
send to B: hk−2(α)

...
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Delaying just secrets, not information, is essential in multicast conferencing: the
receiver will continue viewing the stream of data even though the keys necessary
to authenticate it are not yet available. When secrets are late, viewing is ahead
of authentication, and we call this an authentication delay. The delay would be
small and roughly equivalent to three times the network latency. The reason is
that a MAC must be sent, then the authenticated acknowledgement is returned,
and finally the MAC key is sent. Only then can the corresponding block be
authenticated by the receiver.

We may now generalize the above construction and obtain the N-party
protocol. During session SN , party i first generates a random secret αi and
computes hk(αi). Party i consists of two processes, a data sender and a key
sender, that run concurrently as described below, where Ai,j is the jth block
sent by party i:
Data sender i:

1. multicast MAChk−1(αi)(Ai,1) and Ai,1;
2. multicast MAChk−2(αi)(Ai,2) and Ai,2;
...

Key sender i:

1. wait for MAChk−1(αj)(Aj,1), for all j ∈ [1, N ];
multicast hk(αi), SN, i, sigi(hk(αi), SN, i);

2. wait for MAChk−2(αj)(Aj,2), for all j ∈ [1, N ];
wait for hk(αj), SN, j, sigj(hk(αj), SN, j), for all j ∈ [1, N ];
multicast hk−1(αi);

3. wait for MAChk−3(αj)(Aj,3), for all j ∈ [1, N ];
wait for hk−1(αj), for all j ∈ [1, N ];
multicast hk−2(αi);

...

It is important to note that, for every block, the only authentication information
that is multicast is one MAC (sent by the data sender) and one hash value (sent
by the key sender). This does not grow with N.

Conclusions

We have defined a Chained Stream Authentication scheme and proved it to be
secure against non-authentic stream continuations. This property was the basis
for an interactive stream authentication protocol that was proven to be secure
against active attacks, even when the attacker may ask for the authentication
of a number of adaptively chosen streams. The protocol was then optimized for
the case of a bidirectional flow of data.

However, the importance of the protocol arises when there are more than
just two communicating parties. Since there are no shared secrets, the size of
the authentication data does not grow linearly with the number of parties. In
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the optimized protocol for N parties, we need just one MAC and one hash value
for every block of data. By contrast, symmetric individual authentication would
require N distinguished MACs for every block. Therefore, the CSA protocol
represents a major improvement. If compared with techniques based on the dig-
ital signature of each block, CSA is to be preferred because of its much higher
efficiency.

With respect to the work in [12], our scheme has the advantage that if a
packet is lost, using a timeout when waiting for all the MACs and keys, the
authentication may proceed for the following blocks due to the use of a chain of
keys, while in [12] a packet may be verified only if all the preceding packets have
been received. Moreover, the online solution in [12] uses one-time signatures,
that introduce a communication overhead of the order of 1000 bytes per packet.
The CSA solution is an order of magnitude more efficient than [12] with respect
to the authentication information transmitted by the sender. Another difference
with our work is that [12] allows non-repudiation, while our scheme does not.

Appendix A (Proof of Lemma 1 and Theorem 1)

Proof of Lemma 1. Suppose that a forger F exists that can produce a valid
authenticated stream S′ with a non-negligible probability ε, contraddicting the
thesis. Then, one of the two following cases must hold, and at least one must
hold with probability at least ε/2:
Case 1 S′

1 = S1,MAC1, H, SN, sig(H,SN) and there is no S′(i) such that
S

′(i)
1 = S

′(i)
1 ,MAC

(i)
1 , H, SN, sig(H,SN). Then, we can use the forger F to con-

struct algorithm F1 that breaks the asymmetric signature scheme (G,S,V). The
constructed algorithm F1 has access to an oracle for S, and starts by calling F
as a subroutine. When F requires an authenticated stream S′(i), F1 generates a
random secret α(i), computes hk(α(i)), and asks the oracle for sig(hk(α(i)), SN).
Then, knowing α(i), F1 authenticates the rest of the stream as required by CSA,
and outputs the authenticated stream S′(i) for F. The process continues until,
with probability at least ε/2, F outputs the new valid authenticated stream S′.
In this case (Case 1), S′ must be such that S′

1 = S1,MAC1, H, SN, sig(H,SN)
and there is no S′(i) generated by F1 such that
S

′(i)
1 = S

′(i)
1 ,MAC

(i)
1 , H, SN, sig(H,SN). This means that a signature sig(H,

SN) was never queried by F1 to the oracle. Hence F1 breaks (S,G,V) by out-
putting the new valid signature H,SN, sig(H,SN).
Case 2 S′

1 = S1,MAC1, H, SN, sig(H,SN) and there is S′(i) such that
S

′(i)
1 = S

′(i)
1 ,MAC

(i)
1 , H, SN, sig(H,SN). Then there are three cases, and one

must hold with probability at least ε/6:
Case 2.1 |S′| < |S′(i)|. This case does not contraddict the Lemma.
Case 2.2 |S′| > |S′(i)|. In this case we can construct F2 that can invert h, using
the forger F, and hence break g. The inverter F2 is given a value α and must
compute h−1(α) with non-negligible probability. F2 calls GA to generate a key
pair (SK,PK), and then runs F as a subroutine. Let SNmax be the maximum
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number of authenticated streams that F will ask for. Clearly SNmax must be
polynomially large. F2 will then pick a random number R between 1 and SNmax.
When asked to authenticate stream S(R), F2 lets α(R) = α and then follows
the CSA authentication algorithm, but choses k = |S(R)|. When F stops, it
will output S′ such that |S′| > |S′(i)|, with probability greater than ε/6, and
i = R with probability 1/SNmax. Hence, with probability greater than ε/(6 ∗
SNmax), S′

|S′(i)|+1 = (S,MAC, hk−(|S′(i)|+1)(α)) = (S,MAC, hk−(k+1)(α)) =
(S,MAC, h−1(α)). Since h(x) = gx(0), inverting h means breaking gkey after
observing gkey(0).
Case 2.3 |S′| = |S′(i)| = j. There are two cases, and one must hold with
probability at least ε/12:

Case 2.3.1 Sj = S
(i)
j . This case does not contraddict the Lemma.

Case 2.3.2 Sj �= S
(i)
j . Let S′

j = Sj ,MACkey(Sj), hk−j+1(α). There are two
cases, and at least one must occur with probability at least ε/24:

Case 2.3.2.1 MACkey(Sj), generated by F, and MAC(S(i)
j ), given in stream

S′(i), are valid under the same key. In this case we can use F to break guk, for
some unknown key uk, in a polynomial algorithm F3, that has access to an oracle
for guk. Define again SNmax as the maximum number of authenticated streams
that F will ask for. F3 will then pick a random number R between 1 and SNmax.
F3 will run F as a subroutine, will use GA to generate a key pair (SK,PK), and
will authenticate all streams requested by F normally using CSA, except for
stream S(R). For this stream, define l = |S(R)|, and let α(R) = uk, and k = l.
Then, hk−l+1(α(R))= h(uk). F3 then computes hl−1(uk), ..., h(uk), after query-
ing the oracle for h(uk) = guk(0), and uses these values, in this order, to com-
pute the MACs for S(R)

1 , ..., S
(R)
l−1, as required in CSA. As the last authenticated

block, F3 outputs S′(R)
l = (S(R)

l ,MACuk(S
(R)
l ), h(uk)), where MACuk(S

(R)
l ) =

guk(1, S
(R)
l ), is queried to the oracle. With probability 1/SNmax, the authenti-

cated stream S′ output by F is associated to stream S(R), i.e., i = R. In this case,
MACuk(S

(R)
j ) andMACkey(Sj), are valid under the same key, i.e., key = uk. F3

then ouputs MACuk(Sj) = guk(1, Sj), and since Sj �= S
(i)
j , this is a new forged

MAC, and a correct value of guk for the new input (1, Sj), that is generated with
non-negligible probability greater than ε/(24 ∗ SNmax).

Case 2.3.2.2 MACkey(Sj), generated by F, and MAC(S(i)
j ), given in stream

S′(i), are not valid under the same key. We show that, in this case, there is no
polynomial time algorithm F’ that can generate with non-negligible probability
a valid authenticated continuation T ′ ⊃ S′, given S′(1), ..., S′(k), possibly other
adaptively chosen authenticated streams T ′(1), ..., T ′(p), and any valid continu-
ation of S′(i). Suppose such a forger F’ exists, and does the above with non-
negligible probability ε′. Let T ′

j+1 = (Tj+1,MAC, key). Since T ′ is valid and is a
continuation of S′, we also know that T ′

j = S′
j = (Sj , MACkey(Sj), hk−j+1(α)).

We construct F4 that can generate collisions for h with non-negligible probabil-
ity, using F and F’. F4 starts by generating a key pair (SK,PK). Then, it runs
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F as a subroutine and authenticates the requested streams normally using CSA.
F will then output S′ satisfying the conditions of this case. We also know that a
continuation forger F’ exists and therefore S′ has a possible valid continuation.
Consequently MACkey(Sj) is a valid MAC for some value of key, and for the
conditions in this case, key �= hk−j(α). This all happens with probability greater
than ε/24. In order to obtain key, and thus obtain a collision for h, F4 must
then run F’ as a subroutine. F4 will authenticate additional streams asked by F’
normally, using CSA, and will then produce a continuation of S′(i), as requested
by F’, also using CSA. When F’ outputs a valid continuation T ′ of S′, this must
include the value of key, and F4 outputs (key, hk−j(α)) as a collision for h. This
must occur with non-negligible probability (greater than ε ∗ ε′/24). QED

Proof of Observation 1: We construct an algorithm F that simulates A and
B over an insecure network, where E can perform active attacks. F controls
the simulations of A and B out of band, i.e. over a secure, separate channel.
Suppose that, with non-negligible probability, E has taken action so that B has
not yet sent the first message of session SN , when A has already sent its first
message of session SN . Then we construct F so that it can forge signatures
under the asymmetric scheme (G,S,V). F simulates A normally, by first calling
GA to generate a key pair (SKA, PKA). For simulating B, F does not generate
a key pair, but relies on the oracle for the signature required in the first message
of every session. At some point, F’s simulation of A must have computed the
first message of session SN , and it must therefore have received sigB(H,SN).
However, we have supposed F’s simulation of B has not yet computed the first
message of session SN . As a consequence, sigB(H,SN) was never queried to the
oracle, and can be output as a forged signature. QED.

Proof of Observation 2: Under the same setting of Observation 1, F simu-
lates B normally, by first calling GA to generate a key pair (SKB , PKB). For
simulating A, F does not generate a key pair, but relies on the oracle for the
signature required in the first message of every session. At some point F’s sim-
ulation of B must have sent the second message of session SN , and therefore
it must have received sigA(H,SN). However, since F’s simulation of A has not
yet begun running session SN , it has not yet computed the first authenticated
block. As a consequence, sigA(H,SN) was never queried to the oracle, and can
be output as a forged signature. QED.

We shall now prove Theorem 1 by induction on |S′|, based on Lemma 1.
However, we first need the following, that characterizes the information available
to an active attacker at any given moment:
Lemma 2. Suppose A and B run session SN, where:
(1) (G,S,V) is a secure signature scheme, and
(2) h is a one-way hash function
Suppose also that B has received, during session SN, the valid authenticated
stream S′ = S′

1, ..., S
′
j−1, and no more. Then, there is no active attacker E that

can, with non-negligible probability, cause A to release more than j authenticated
blocks during session SN.



Chained Stream Authentication 155

Proof. Let parties A and B run session SN of the CSA protocol with one sender
and one receiver. Suppose the Lemma is false. Then there is an active attacker
E that can, with non-negligible probability, cause a situation where A has re-
leased the stream A′ = A′

1, ..., A
′
j+1, while B has only received j − 1 blocks

S′
1, ..., S

′
j−1. Since A has released j + 1 blocks, it must have received authenti-

cated acknowledgements hk(β), ..., hk−j(β). There are two cases, and one must
hold with probability at least ε/2:
Case 1: β �= β(SN), the secret value chosen by B for session SN. Then, we show
that we can construct an algorithm F1 that can simulate A and B, and use a
signature oracle to forge signatures under (G,S,V). F1 simulates A by running
the sender side of the CSA protocol. F1 simulates B by running the receiver side
of the CSA, but uses the signature oracle to produce the signatures needed in
the first authenticated block of each session. When E has caused the situation
covered by this case, F1’s simulation of A must have received sig(β, SN), and
since β �= β(SN), this can be output as a new forged signature.
Case 2: β = β(SN). Then, we can construct F2 that can compute h−1(x), for
any x, with non-negligible probability. F2 will simulate A and B, running the
CSA protocol over a network where E can perform active attacks. F2 simulates
A by running the sender side of the CSA protocol. F2 simulates B by running
the receiver side of the CSA, but first sets the following values:

– pick SN at random between 1 and SNmax, where SNmax is the maximum
number of sessions that the attacker is able to cover;

– pick j at random between 1 and jmax, where jmax is the maximum number
of blocks per session in E’s active attacks;

– let k = j − 1 and β(SN) = hj(x);

B is then able to send to A all acknowledgments required for receiving the
first j − 1 blocks, i.e., hk(β(SN)) = h2j−1(x), ..., hk−(j−1)(β(SN)) = x. When E,
has caused the situation covered by this case, F2’s simulation of A must have
received hk−j(β(SN)) = h−1(x). This happens with non-negligible probability
ε/2jmaxSNmax. QED.

Proof of Theorem 1: We prove a stronger claim by induction on |S′| = j,
namely: under the conditions of the Theorem, the thesis holds and, if S′

j is non-
authentic, then E can cause B to receive a valid continuation of S′ only with
negligible probability.
Base: We show that the claim is true for j = 1. Before B has received from A
the first message of session SN, by Lemma 2, A has released no more than the
first block of session SN. Therefore, the information available to E consists of:

– the previous authenticated streams A′(1), ..., A′(SN−1) sent by A, and
– the first block A

′(SN)
1 of session SN.

Let S′
1 = S1,MAC1, H, SN, sig(H,SN). Since S’ is valid, by Lemma 1, there is

q ∈ [1, SN ] such that S′(q)
1 = S

(q)
1 ,MAC

(q)
1 , H, SN, sig(H,SN). Since sequence
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number SN is only used in A′(SN), clearly the only value for q is SN . Also by
Lemma 1, if S′

1 �= A
′(SN)
1 , then there is no polynomial algorithm that can gen-

erate a valid authenticated continuation of S′, given adaptively chosen streams,
and any valid continuation of A′. So neither can E, even after obtaining A

′(SN)
2 .

Inductive step: Suppose that the inductive claim is true for j − 1. We prove
that it is also true for j. In order to do so, suppose B has received the valid stream
S′ = (S′

1, ..., S
′
j). This means that it was possible to produce a valid continuation

of (S′
1, ..., S

′
j−1), and, by the inductive hypothesis, S1, ..., Sj−1 must be authentic

with probability 1 − η, where η is negligible. We now have to prove that, if Sj

is non-authentic, then E can cause B to receive a valid continuation of S′ only
with negligible probability. By Lemma 2, before B’s receipt of S′

j , A has released
at most j blocks during session SN. Therefore, the information available to E
before B’s receipt of S′

j consists of:

– the previous authenticated streams A′(1), ..., A′(SN−1) sent by A, and
– the stream A′(SN) = A

′(SN)
1 , ..., A

′(SN)
j sent by A during session SN.

Let S′
1 = S1,MAC1, H, SN, sig(H,SN). Since S′ is valid, by Lemma 1, there is

q ∈ [1, SN ] such that S′(q)
1 = S

(q)
1 ,MAC

(q)
1 , H, SN, sig(H,SN). Since sequence

number SN is only used in A′(SN), clearly the only value for q is SN . Also by
Lemma 1, if S′

j �= A
′(SN)
j , then there is no polynomial algorithm that can gen-

erate a valid authenticated continuation of S′, given adaptively chosen streams,
and any valid continuation of A′(SN). So neither can E, even after obtaining
A

′(SN)
j+1 . QED.
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