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Abstract. We improve the Bellare-Miner (Crypto ’99) construction of
signature schemes with forward security in the random oracle model. Our
scheme has significantly shorter keys and is, therefore, more practical.
By using a direct proof technique not used for forward-secure schemes
before, we are able to provide better security bounds for the original
construction as well as for our scheme.
Bellare and Miner also presented a method for constructing such schemes
without the use of the random oracle. We conclude by proposing an im-
provement to their method and an additional, new method for accom-
plishing this.
Keywords: forward security, digital signatures, proven security, concrete
security.

1 Introduction

1.1 The Problem

Many cryptographic techniques today, whether only available in the literature or
actually used in practice, are believed to be quite secure. Several, in fact, can be
proven secure (with appropriate definitions) under very reasonable assumptions.
In a vast majority of solutions, however, security guarantees last only as long as
secrets remain unrevealed. If a secret is revealed (either accidentally or via an
attack), security is often compromised not only for subsequent uses of the secret,
but also for prior ones. For example, if a secret signing key becomes known to
an adversary, one cannot trust any signature produced with that key, regardless
of when; if a secret decryption key becomes known to an adversary, then any
encrypted message, even if sent long before, is not guaranteed to remain private.

To address this problem, several different approaches have been suggested.
Many attempt to lower the chance of exposure of secrets by distributing them
across several systems, usually via secret sharing. As pointed out in [3], this
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method is usually quite costly, and may, in fact, be too expensive to be imple-
mented by a typical individual user. Moreover, since each of the systems may be
susceptible to the same attack, the actual risk may not decrease.

A complementary approach is to reduce the potential damage in case secrets
are exposed. In what is often called forward security, the main idea is to ensure
that secrets are used only for short time periods, and that compromise of a secret
does not affect anything based on secrets from prior time periods. One of the
challenges in designing such a system is to be able to change secret information
without the inconvenience of changing public information, such as the public
key.

This approach has been known in the context of key agreement as forward
secrecy [14,8]. In the context of digital signatures, it was first proposed, together
with a few simple solutions, by Anderson in [2]. Bellare and Miner formalized
Anderson’s approach and provided more solutions in [3]

The specific problem addressed in this paper is that of designing a forward-
secure signature scheme.

1.2 Forward-Secure Signature Schemes

Informally, a key-evolving signature scheme is one whose operation is divided into
time periods, with a different secret key for each time period. Each secret key
is used to sign messages only during a particular time-period, and to compute a
new secret key at the end of that time period. It is then erased. As in ordinary
signature schemes, however, there is only one public key, which remains the same
through all the time periods. The verification algorithm checks not only that a
signature is valid, but also that it was generated during a specific time period.

Such a scheme is forward-secure if it is infeasible for an adaptive chosen-
message adversary to forge signatures for past time periods, even if it discovers
the secret key for the current time period. Note that, in particular, this implies
that past secret keys cannot be recovered from the current one. In a forward-
secure signature scheme, even if the current secret key is compromised, signatures
from past time periods can still be trusted.

Anderson [2] proposed a construction of forward-secure signature schemes in
which the size of secret key (but not the public key) grows linearly with the
number of time periods. The first forward-secure signature schemes in which key
sizes do not grow linearly were proposed by Bellare and Miner in [3]. Their most
efficient scheme, forward-secure in the random oracle model of [4] (assuming
factoring is hard), uses ideas from the Fiat-Shamir [10] and Ong-Schnorr [16]
identification and signature schemes.

As mentioned in [3], although still practical, their scheme requires very large
keys, mainly because the original Fiat-Shamir scheme required very large keys
(in fact, the forward-secure scheme of [3] does not add much to the already large
key).
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1.3 Our Contributions

Main result. We propose a new forward-secure digital signature scheme, with
much shorter keys than those in the scheme of [3]. In fact, our keys are compa-
rable in size to those used in similar ordinary signature schemes.

Similarly to the scheme of [3], our scheme is based on signature schemes that
are derived from three-round identification protocols. Specifically, the scheme is
based on a generalized version of Micali’s signature scheme [17], which is in many
ways similar to the schemes of Ong-Schnorr [16], Guillou-Quisquater [13] and
Ohta-Okamoto [19]. It is quite simple and efficient, although the computational
efficiency of some components is less than that of the scheme of [3]. Our scheme
can also be proven forward secure in the random oracle model, assuming factoring
is hard.

Other contributions. While [3] use reduction to identification schemes to
prove security, we use a direct proof technique. This enables us to provide a
tighter exact security analysis for our scheme than the indirect technique of [3].
In fact, our technique can also be applied to the scheme of [3] to obtain a tighter
security analysis for that scheme (which we present in Section 3.5).

We also present methods of achieving forward security in signature schemes
without relying on random oracles. In general, they are less efficient than our
main construction, and are not practical. However, they are still of interest, and
can be viewed as an improvement on the tree-based construction of [3].

2 Definitions

All definitions provided here are based on those given in [3], which in turn are
based on those given in [12] and [5]. Due to space constraints, we provide little
discussion of our formal definitions; more discussion can be found in [3] and in
the full version of our paper [1].

2.1 Forward-Secure Digital Signature Schemes

A forward-secure digital signature scheme is, first of all, a key-evolving digital
signature scheme. A key-evolving signature scheme is very similar to a standard
one, except that its operation is divided into time periods, each of which uses
a different secret key to sign a message. The keys are updated by an algorithm
that computes the secret key for the new time period based on the current secret
key. Note that the public key stays the same.

Definition 1. A key-evolving digital signature scheme is a quadruple of algo-
rithms, FSIG = (FSIG.key,FSIG.update,FSIG.sign,FSIG.vf), where:

– FSIG.key, the key generation algorithm, takes as input a security parameter
k ∈ N (given in unary as 1k) and the total number of periods T and returns
a pair (SK 0,PK ), the initial secret key and the public key;
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– FSIG.sign, the signing algorithm, takes as input the secret key SK j for the
current time period j and the message M to be signed and returns a pair
〈j, sign〉, the signature of M for time period j;

– FSIG.update, the secret key update algorithm, takes as input the secret key
for the current period SK j and returns the new secret key SK j+1 for the
next period.

– FSIG.vf, the verification algorithm, takes as input the public key PK, a mes-
sage M , and a candidate signature 〈j, sign〉, and returns 1 if 〈j, sign〉 is a
valid signature of M or 0, otherwise.

It is required that FSIG.vfPK (M,FSIG.signSK j
(M)) = 1 for every messageM and

time period j. We also assume that the secret key SK j for time period j ≤ T
always contains both the value j itself and the value T of the total number of
periods. Finally, we adopt the convention that SKT+1 is the empty string and
that FSIG.updateSKT

returns SK T+1.

When we work in the random oracle model, all the above-mentioned algo-
rithms would additionally have oracle access to a public hash function H , which
is assumed to be random in the security analysis.

Security. Forward-security for key-evolving signature schemes is defined simi-
larly to the way security is defined for classical signature schemes in [12], except
that the adversary is allowed, in addition to the usual adaptive chosen-message
attack, to “break-in” and learn the secret key for a given time period. Its task
is then to forge a signature on a new message for a time-period prior to the one
whose secret key it learned. Formally, this adversary is modeled via the following
experiment (in the random-oracle model). In this experiment, the adversary is
denoted by F , and works in either the chosen-message attack stage (cma) or
the forgery stage (forge). It indicates its desire to switch from cma to forge by
outputing the string breakin. Its state is preserved between invocations.

Experiment F-Forge-RO(FSIG, F )
Select H : {0, 1}∗ → {0, 1}l at random
(PK ,SK 0)

R← FSIG.keyH(k, . . . , T )
j ← 0
Repeat

j ← j + 1

SK j ← FSIG.updateH(SK j−1) ; d← F
H,FSIG.signH

SKj
(·)(cma,PK )

Until (d = breakin) or (j = T )
If d 	= breakin and j = T then j ← T + 1
(M, 〈b, sign〉)← FH(forge,SK j)
If FSIG.vfH

PK (M, 〈b, sign〉) = 1 and 1 ≤ b < j

and M was not queried of FSIG.signH
SK b

(·) in period b
then return 1 else return 0
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Definition 2. Let FSIG be a key-evolving signature scheme, and F an adver-
sary. We let Succfwsig(FSIG[k, . . . , T ], F ) denote the probability that the exper-
iment F-Forge-RO(FSIG[k, . . . , T ], F ) returns 1. Then the insecurity of FSIG is
the function

InSecfwsig(FSIG[k, . . . , T ]; t, qsig, qhash) = max
F
{Succfwsig(FSIG[k, . . . , T ], F )} ,

where the maximum here is taken over all adversaries F making a total of at
most qsig queries to the signing oracles across all the stages and for which the
running time of the above experiment (including the time needed to answer the
adversary’s queries) is at most t and at most qhash queries are made to the
random oracle H.

The insecurity function above follows the concrete security paradigm and
gives us a measure of how secure or insecure the scheme really is. Therefore, we
want its value to be as small as possible.

2.2 Factoring

Let A be an adversary for the problem of factoring Blum integers. That is, A
gets as input an integer N that is the product of two primes, each congruent to
3 modulo 4, and tries to compute these prime factors. We define the following
experiment using notation from [3].

Experiment Factor(k,A)
Randomly choose two primes p and q, such that:

p ≡ q ≡ 3 (mod 4), 2k−1 ≤ (p− 1)(q − 1), and pq < 2k

N ← pq
(p′, q′)← A(N)
If p′q′ = N and p′ 	= 1 and q′ 	= 1 then return 1 else return 0

Definition 3. [Factoring] Let A be an adversary for the problem of factor-
ing Blum integers and let Succfac(A, k) denote the probability that experiment
Factor(k,A) returns 1. The insecurity of factoring Blum integers is the function

InSecfac(k, t) = max
A
{ Succfac(A, k) } ,

where the maximum here is taken over all adversaries A for which the above
experiment runs in time at most t.

3 Our Scheme

We start by explaining some number theory that provides intuition for our con-
struction. We then present a slight variation of a signature scheme due to Mi-
cali [17]. The scheme has similarities to the schemes of Ong-Schnorr [16], Guillou-
Quisquater [13] and Ohta-Okamoto [19] and, like they, is based on the idea of Fiat
and Shamir [10] for converting identification schemes into signature schemes.
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We then modify the signature scheme to make it forward-secure, and prove
its security.

The schemes in this section are in the random oracle model. We will call the
oracle H : {0, 1}∗ → {0, 1}l.

3.1 Number Theory

Let k and l be two security parameters. Let p1 ≡ p2 ≡ 3 (mod 4) be two primes
of approximately equal size and N = p1p2 be a k-bit integer (such N is called
a Blum integer).To simplify further computations, we will assume not only that
N > 2k−1, but also that |Z∗

N | = N − p1− p2 +1 ≥ 2k−1. Let Q denote the set of
non-zero quadratic residues modulo N . Note that |Q| ≥ 2k−3. Note also that for
x ∈ Q, exactly one of its four square roots is also in Q (this follows from the fact
that −1 is a non-square modulo p1 and p2 and the Chinese remainder theorem).
Thus, squaring is a permutation over Q. From now on, when we speak of “the
square root of x,” we mean the single square root in Q; by x2−k

we will denote
the single y ∈ Q such that x = y2k

.
Let U ∈ Q. Following [12], define F0(Z) = Z2 mod N , F1(Z) = UZ2 mod N ,

and, for an l-bit binary string σ = b1 . . . bl, define Fσ : Q → Q as Fσ(Z) =
Fbl

(. . . (Fb2(Fb1 (Z))) . . .) = Z2l

Uσ mod N (note that Uσ is a slight abuse of
notation, because σ is a binary string, rather than an integer; what is really
meant here is U raised to the power of the integer represented in binary by σ).
Because squaring is a permutation over Q and U ∈ Q, Fσ is a permutation over
Q.

Note that Fσ(Z) can be efficiently computed by anybody who knows N and
U . Also, if one knows p1 and p2, one can efficiently compute Z = F−1

σ (Y ) for
a given Y (as shown by Goldreich in [11]) by computing S = 1/U2−l

mod N

and then letting Z = Y 2−l

Sσ mod N (these calculations can be done modulo
p1 and p2 separately, and the results combined using the Chinese remainder
theorem). However, if one does not know the square root of U , then F−1

σ is hard
to compute, as shown in the Lemma below (due to [12]).

Lemma 1. Given Y ∈ Q, two different strings σ and τ of equal length, Z1 =
F−1

σ (Y ) and Z2 = F−1
τ (Y ), one can compute V ∈ Q such that V 2 ≡ U mod N .

Proof. The proof is by induction on the length of the strings σ and τ .
If |σ| = |τ | = 1, then assume, without loss of generality, that σ = 0 and

τ = 1. Then F0(Z1) = F1(Z2) = Y , i.e., Z2
1 ≡ UZ2

2 (mod N), so we can set
V = Z1/Z2 mod N .

For the inductive case, let σ and τ be two strings of length m + 1. Let σ′

and τ ′ be their m-bit prefixes, respectively. If Fσ′ (Z1) = Fτ ′(Z2), we are done
by the inductive hypothesis. Otherwise, the last bit of σ must be different from
the last bit of τ , so, without loss of generality, assume the last bit of σ is 0 and
the last bit of τ is 1. Then F0(Fσ′ (Z1)) = F1(Fτ ′(Z2)), and the same proof as
for the base case works here.
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We will now provide a geometric interpretation of the discussion above. Con-
sider a complete binary tree of depth l where each node stores a value in Q.
The root (at the top of the tree) stores Y . The values at the children of a node
that stores A are F−1

0 (A) at the left child and F−1
1 (A) at the right child. Then

computing F−1
σ (Y ) means finding the value at the leaf for which the path from

the root is given by σ (where right-to-left in σ corresponds to top-to-bottom in
the tree).

It is clearly easy to compute the values “up” the tree from a given node.
What the lemma says is that it is hard to compute the values “down” the tree
without the ability to take square roots: in fact, if one knows two paths from
the bottom of the tree, then one can get the square root of U by looking at the
children of the point where the two paths join together.

Finally, note that the value R stored at the bottom-left leaf of the tree is
F−1

00...0(Y ) = Y 2−l

, so if one knows S = 1/U2−l

and R, then one can compute
the value at any leaf (given by σ) by computing RSσ mod n.

3.2 The 2l-th Root Signature Scheme

The discussion above suggests the following signature scheme, which is similar
to the schemes of [16] and [17] (an interactive three-round identification scheme
can be designed similarly).

The signer generates a modulus N , picks a random S ∈ Q to keep as its
secret key, computes U = 1/S2l

and outputs (N,U) as its public key.
To sign a message M , it first generates a random R ∈ Q and computes

Y = R2l

. Note that this gives it the ability to find any leaf of the binary tree
described above, rooted at Y . It therefore computes σ = H(Y,M) and Z =
F−1

σ (Y ) = RSσ mod N which it outputs as the signature.
The verifier checks that Z 	≡ 0 (mod N) and computes Y ′ = Fσ(Z) =

Z2l

Uσ (mod N). It then verifies that σ = H(Y ′,M).
We will not prove the security of this scheme here. The intuition, however,

is the following: the verifier believes the signature because the signer was able
to go down a random (given by H) path in the tree rooted at Y . Because the
ability to go down two different paths implies the knowledge of the square root
of U , the ability to go down a random path out of 2l probably also implies that
knowledge.

One point worth mentioning is that the verifier does not know if U,Z ∈ Q.
All it knows is that U,Z 	≡ 0 (mod N), so either U,Z ∈ Z∗

N or else one of the
gcd’s (U,N), (Z,N) gives a factorization of N . We therefore need the following
reformulation of Lemma 1.

Lemma 2. Given Z1, Z2, U ∈ Z∗
N and two different strings σ and τ of equal

length such that Z2l

1 Uσ ≡ Z2l

2 U τ (mod N), one can compute V ∈ Z∗
N such

that V 2 ≡ U (mod N).

Proof. The proof is the same as for Lemma 1.
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In fact, now that we have this lemma, S and R picked by the signer need not
be in Q: they can come from Z∗

N .

3.3 The Forward-Secure Signature Scheme

Note that the security of the above scheme hinges on the value S and the number
l of squaring operations that separates it from U . It is S that allows the signer
to go from the leftmost leaf of the tree to any leaf and it is l that determines
the maximum depth of the tree.

Thus, a reasonable way of making the scheme forward-secure is to start out
with a deep tree, and to use smaller and smaller depths for subsequent time
periods. Then new values of S can be obtained from old values of S simply by
squaring. Old values of S cannot be recovered from new ones.

While making the tree deeper, however, there is no need to make it any wider.
The width of the tree is only used to ensure that σ is sufficiently random, so the
adversary cannot guess what σ will be and thus forge a signature. Therefore, the
tree will remain complete to a certain sufficient depth, and from that point, each
node will only have the left child (given by F−1

0 ). The length of σ will remain
the same (l). This will make the scheme more efficient.

Now there is a question of how much up the tree we should go with each
time period (that is, by how many squarings the current value of S should be
separated from the previous value S′). Note that, in order to compute a signature
with respect to S′, one only needs S′σ, not S′ itself. Thus, if S ≡ S′2x

(mod N)
and the last x bits of σ are 0, then S will allow one to compute the signature.
Therefore, we should separate S from S′ by |σ| squarings, so that a forgery is
possible for exactly one value of σ, as before. A smaller separation makes no
sense without the corresponding reduction in the length of σ and, therefore, the
width of tree.

Having given the intuition, we refer the reader to Figure 1 for the complete
description of our forward-secure scheme.

3.4 Security Analysis

We state the following theorem that will allow us to upper-bound the insecurity
function for this signature scheme. Its proof combines ideas from [20], [3] and
[18]. The proof technique used here can also be used to improve the bound on
the insecurity function of the forward-secure scheme of [3] (see Section 3.5 for
more details).

Theorem 1. If there exists a forger F for FSIG[k, l, T ] that runs in time at
most t, asking at most qhash hash queries and qsig signing queries, such that
Succfwsig(FSIG[k, l, T ], F ) ≥ ε, then there exists an algorithm A that factors
Blum integers generated by FSIG.key(l, T ) in expected time at most t′ with prob-
ability at least ε′, where
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algorithm FSIG.key(k, T )
begin

Generate random primes p1, p2 such that:
p1 ≡ p2 ≡ 3 (mod 4)

2k−1 ≤ (p1 − 1)(p2 − 1)
p1p2 < 2k

N ← p1p2

S0
R← Z∗

N

U ← 1/S2l(T +1)

0 mod N
SK ← (N, T, 0, S0)
PK ← (N, U, T )
return (S, U)

end

algorithm FSIG.update(SK )
begin

parse SK as (N, T, j, Sj)
if j = T then

SK ← ε
else

SK ← (N, T, j + 1, S2l

j mod N)
return SK

end

algorithm FSIG.signH(M,SK )
begin

parse SK as (N, T, j, Sj)

R
R← Z∗

N

Y ← R2l(T +1−j)
mod N

σ ← H(j, Y, M)
Z ← RSσ

j mod N
return (j, (Z, σ))

end

algorithm FSIG.vfH(M,PK , sign)
begin

parse PK as (N, U, T )
parse sign as (j, (Z, σ))
if Z ≡ 0 (mod N)
return 0

else

Y ′ ← Z2l(T +1−j)
Uσ mod N

if σ = H(j, Y ′, M) then
return 1

else

return 0
end

Fig. 1. Our forward-secure digital signature scheme

t′ = 2t + O(k2lT + k3)

ε′ =

(
ε− 23−kqsig(qhash + 1)

)2

2T 2(qhash + 1)
− ε− 23−kqsig(qhash + 1)

2l+1T
.

Proof Idea. To factor its input N , A will select a random x ∈ Z∗
N , compute

v = x2 mod N , and attempt to use the adversary to find a square root y of
v. Because v has four square roots and x is random, with probability 1/2 we
have that x 	≡ ±y (mod N) and, hence A will be able to find a factor of N by
computing the gcd of x− y and N .

So, the task of A is to find a square root of v without using x. Note that
A gets to provide the public key for F and to answer its signing and hashing
queries. The idea, then, is to base to the public key U on v and run F once to get
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a signature (b, (Z, σ)). Note that F had to ask a hash query on (b, Y,M) where
Y = Z2k(T+1−b)

Uσ—otherwise, the probability of its correctly guessing σ is at
most 2−l. Then, run F the second time with the same random tape, giving the
same answers to all the oracle queries before the query (b, Y,M). For (b, Y,M)
give a new answer τ . Then, if F again forges a signature (b, (Z ′, τ)) using Y and
M , we will have a condition similar to that of Lemma 2, and will be able to
compute a square root of v. Please refer to the full version of this paper [1] for
the actual proof.

Theorem 2. Let FSIG[k, l, T ] represent our key evolving signature scheme with
modulus size k, challenge length l, and number of time periods T . Then for any
t, qsig, and qhash,

InSecfwsig(FSIG[k, l, T ]; t, qsig, qhash) ≤
T

√
2(qhash + 1)InSecfac(k, t′) + 2−lT (qhash + 1) + 23−kqsig(qhash + 1) ,

where t′ = 2t + O(k3 + k2lT ).

Proof. The value for the insecurity function can be computed simply by solving
for (ε−23−kqsig(qhash+1))/T the quadratic equation in Theorem 1 that expresses
ε′ in terms of ε to get

(ε− 23−kqsig(qhash + 1))/T

= 2−l−1(qhash + 1) +
√

2−2l−2(qhash + 1)2 + 2ε′(qhash + 1)

≤ 2−l−1(qhash + 1) +
√

2−2l−2(qhash + 1)2 +
√

2ε′(qhash + 1)

= 2−l(qhash + 1) +
√

2ε′(qhash + 1),

and then solving the resulting inequality for ε.

3.5 Discussion

Note that, for any reasonable choices of qsig and qhash, the minimally secure
value for the modulus size k (which should be greater than 512) makes the term
23−kqsig(qhash+1) negligible. The term 2−lT (qhash+1) allows one to find a value
for l (the size of the hash values) that depends, mainly, on qhash (which is the
number of hash values an adversary is believed to be capable of computing).

Finally, the term T
√

2(qhash + 1)InSecfac(k, t′) allows one to find the value for
k that depends, mainly, on the assumed insecurity of factoring and on qhash

(because T , which is related to the efficiency of the scheme, is probably much
less than qhash).

Using our direct proof technique, the bound on the insecurity of the scheme
of [3] can be improved by a factor of almost

√
Tqhash ([3] lose this factor by using
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an indirect proof, which first reduces the security of the signature scheme to the
security of the corresponding identification scheme). The resulting bound is

T

√
2l(qhash + 1)InSecfac(k, t′) + 2−lT (qhash + 1) + 23−kqsig(qhash + 1) ,

which is worse than that of our scheme by a factor of at most
√
l. Thus, the two

schemes have almost the same security for the same parameters l, k, qsig, qhash.
The size of both the public and the private keys in the scheme of [3] is about

k(l + 1) bits, while the size of the keys is in our scheme is about 2k bits. So the
keys in our scheme are about (l + 1)/2 times shorter.

The efficiency of key generation and update algorithms is about the same for
both schemes.

Signing for both scheme can be decomposed into two components: off-line
(before the message is known) and on-line (once the message is available). The
off-line component for time period j for the scheme of [3] takes time T − j + 1
modular squarings, while for our scheme it takes l times more. The on-line com-
ponent takes about l/2 multiplications for [3] and 3l/2 for our scheme. However,
because the on-line signing component in our scheme involves exponentiation of
a fixed based, precomputation techniques are available. Specifically, if the signer,
using a variation of the technique of Lim and Lee [15], precomputes 3 additional
powers of Sj at the cost of increasing the secret key size by a factor of 2.5,
the on-line component will take about l/2 multiplications—as long as in the [3]
scheme. Precomputation of more values will reduce the on-line component of
signing even further, at the expense of the secret key length and the efficiency
of the update algorithm.

Finally, verification for time period j for the scheme of [3] takes about T +
1−j+ l/2 modular multiplications, while in our scheme about l(T +1−j)+3l/2
modular multiplications are needed. Again, precomputing powers of the public
key may be used to reduce the 3l/2 term, but this term is not very significant
unless j is close to T .

Thus, our scheme has slightly better security, much shorter keys, and compa-
rable efficiency for the on-line component of signing. The efficiency of the off-line
component of signing and that of verifying is worse, however. Because each secret
key needs to be separated by l squarings from the previous one (Section 3.3), we
believe that the efficiency of off-line signing and verifying cannot be improved
without a significant change in the design idea.

4 Schemes in the Standard Model

Both our scheme above and the Bellare-Miner’s scheme were proven secure based
on the hardness of factoring and on the assumption that the hash function H
behaves like a random function. The main reason for this is that, when convert-
ing an identification scheme to a signature scheme (á la Fiat-Shamir [10]), the
challenge produced by the hash function should be as random as that produced
by an honest verifier, so as to maintain the security of this transformation.
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One way of avoiding random oracles in the design of forward-secure signature
schemes is to use the binary certification tree method suggested by Bellare and
Miner [3]. It works as follows. Each node of the tree represents a pair of keys, a
secret key and the related public key, used for an (ordinary) signature scheme.
At the leaf level, each key is associated to a certain time period. Thus, the
total number of leaves equals the total number of time periods. Each key at an
internal node is used to certify the keys of its two children. The public key for
the forward-secure scheme is the public key at the root of the tree. To sign a
message in a certain time period, we use the secret key of the corresponding
leaf and attach to the signature a certification chain based on the path from the
root to that leaf so that the verifier can check the validity of the key itself. To
maintain forward security, nodes are created dynamically. The secret key of an
internal node is deleted as soon as it certifies the keys of its children. At any
time, we only keep those keys on the path from the root to the leaf associated
to the current time period, plus the right sibling of those nodes which are the
left child of their parents. Consequently, as Bellare and Miner already pointed
out, the lengths of both the secret key and signature are logarithmic in the total
number of time slots.

Clearly, the scheme obtained via the binary tree certification method is less
efficient than our scheme above and the random-oracle scheme of [3]. However,
by properly instantiating the scheme, one can reduce its key length while main-
taining its efficiency. The key observation for doing so is that we do not need the
full power of ordinary signature schemes at the internal nodes, since they only
need to certify two other nodes. Hence, we can use more “light-weight” schemes
at these nodes, such as one-time signature schemes [9]. These are schemes which
can only withstand single-message attacks, i.e. the signing key can be used only
once. They are usually very efficient and have the potential for using smaller
keys due to the restriction they impose on the attack. By using such schemes,
we were actually able to achieve some improvements (see the full version of our
paper [1]), but, unfortunately, given what is currently known, this still does not
seem to give us a practical implementation without random oracles.

Another way of avoiding the use random oracles in the design of forward-
secure signature schemes is by using ideas of Cramer and Damg̊ard [6]. They
show how to convert a secure identification scheme of the type commit-challenge-
respond (which they refer to as signature protocols) into a secure signature
scheme without relying on random oracles. The transformation is based on the
idea of authentication trees. In this model, each message has a leaf associated
to it. Signing a message is simply a matter of computing the path, which they
call authentication path, from the leaf associated with that message to the root.
To avoid having to precompute and store the whole tree, nodes are created dy-
namically in a way very similar to that of the GMR scheme. And like the GMR
scheme, the resulting scheme is not memoryless and needs to remember the sig-
nature of the previous message to be able to compute the next signature. The
length of each signature also grows logarithmically with the number of signed
messages. This can, however, be improved to give a memoryless scheme, using
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the same modifications that Goldreich [11] suggested for the GMR scheme. The
length of each signature will now be the same, although still logarithmic in the
total number of messages ever to be signed.

In the case of forward security, we would have to start with a forward-secure
identification scheme (such as the one given in [3]), and then apply to it the same
type of transformation described above with one main difference: we also have
to account for the index of the current time period. But we can easily do so by
simply replacing a message in the original case by a pair message-index in our
case. Although we do not prove this result, our claim is that forward security
will be preserved. The main advantage of such an approach is that we can obtain
a signature scheme which is forward secure based solely on the security of the
corresponding identification scheme (and thus, if we use the scheme of [3], solely
on the hardness of factoring). Moreover, the lengths of both the secret and public
keys are independent of the total number of time periods. Its main disadvantages
are that the resulting signature scheme would be far less efficient than the one
we suggest in Section 3, and would have signatures whose length is a function of
the total number of signed messages (and, therefore, related to the total number
of time periods).
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