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Abstract. This paper points out: (i) a possibility for malicious selec-
tion of the LFSRs feedback polynomials in order to install a trap-door
for the cryptanalysis; and (ii) a weakness of the construction of the re-
silient functions over GF(q) proposed at CRYPTO’96. Two correspond-
ing methods for cryptanalysis are proposed. It is shown that although
certain keystream generators over GF(q) are resistant against correlation
and linear complexity based attacks, they are vulnerable by some novel
attacks. The efficiency of these attacks depends on characteristics of the
employed LFSRs and resilient functions. The developed attacks imply
that LFSRs with certain characteristic polynomials and certain resilient
functions are inappropriate as the building components for nonlinear
combination generators and related schemes. They imply certain design
criteria for employment of LFSRs and resilient functions over GF(q) in
the nonlinear combination keystream generators and related schemes.

Keywords: linear feedback shift registers over GF(q), keystream genera-
tors, nonlinear combination generator, resilient functions, cryptanalysis.

1 Introduction

A number of the published keystream generators are based on linear feedback
shift registers (LFSRs) assuming that parts of the secret key are used to load
the LFSRs initial states (see [12], for example). Particularly, LFSRs over GF(q)
appear as the interesting building blocks for certain keystream generators.

The unpredictability request, which is one of the main cryptographic require-
ments, implies that the linearity inherent in LFSRs should not be ”visible” in
the generator output. One general technique for destroying the linearity is to use
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several LFSRs which run in parallel, and to generate the keystream as a nonlin-
ear function of the outputs of the component LFSRs. Such keystream generators
are called nonlinear combination generators. In this paper we consider nonlinear
combination generators where the only unknown elements to a cryptanalyst are
the initial states of the LFSRs.

It has been shown that nonlinearity which prevent the linear complexity
based attacks (see [11], for example) can not provide resistance against the cor-
relation attack initially proposed in [19], improved by developing fast correlation
attack method in [13], and further improved in a number of papers including the
following most recent ones [5], [6], [14], [9], [16], [17] and [7]. A very important
issue related to the combination function is that a trade-off exists between the
correlation-immunity order and the nonlinearity order (see [20], for example).

In a general case the combination generators can be constructed over GF(q),
q > 2. This assumes employment of LFSRs over GF(q), as well as combining
functions over GF(q). Certain results related to this topic are reported in [8],
[2], [3], [10], and [4], for example.

A particular class of the functions relevant for the combination generator
are the resilient functions. f is t-resilient function over GF(q) if f is t-th order
correlation-immune over GF(q) and balanced. A (n, m, t)-resilient function is an
n-input m-output function f with the property that it runs through every pos-
sible output m-tuple an equal number of times when t arbitrary inputs are fixed
and the remaining n−t inputs runs through all qn−t input tuples. Resilient func-
tions are particularly appropriate for combining the outputs of linear feedback
shift registers since such combination leads to pseudo-random generator which
resists certain correlation attack. Knowing that a high correlation-immunity or-
der is not sufficient for ensuring the security of the resulting generator the second
important parameter, the nonlinearity order of the resilient function should be
taken into account, as well, to ensure that linear-complexity attack can not be
employed.

Motivation for the work.
Main intention of this paper is to point out certain issues which should be
taken into account related to design of the nonlinear combination or filter like
keystream generators over GF(q): Otherwise these schemes, although resistant
on the all reported attacks could be vulnerable by the developed specialized at-
tacks. Recall that the previously reported results on the considered topic were
focused on the correlation and linear complexity issues. Accordingly, it appears
interesting to consider if certain schemes, which are resistant on the correlation
attacks and the linear-complexity attacks, are at the same time vulnerable by
some other attacks. A goal of this paper is to point out the novel approaches for
cryptanalysis of certain nonlinear combination keystream generators over GF(q),
and to employ it in a context of the design criteria.

Our results.
This paper points out: (i) a possibility for malicious selection of the LFSRs
feedback polynomials in order to install a trap-door for the cryptanalysis; (ii) a
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weakness of the construction of the resilient functions over GF(q) proposed at
CRYPTO’96.

Particularly, this paper presents two methods for cryptanalysis of certain
nonlinear combination generators over GF(q). It is shown that the property of
”resilience” is not sufficient for security, and a few concrete examples are given.
Although, the previous is not entirely unexpected, the paper gives a precise
support to the heuristic, and a particular importance of the results is that they
show a way in which some previously proposed constructions can fail.

Certain characteristics of LFSRs over GF(q) based on the matrix charac-
terization are discussed related to the behaviour of the different powers of the
LFSR state transition matrix and it is pointed out the possibility of choosing
the feedback polynomial, among all primitive polynomials of a given degree over
GF (q), which has a behaviour very far from the expected one, yielding the way
for construction of a keystream generator with the trapped LFSRs which have
the feedback polynomial with a hidden trap-door for a cryptanalysis. These char-
acteristic are used for developing the algorithm (Algorithm A) for cryptanalysis
of certain nonlinear combination keystream generators. These generators show
all characteristics of a secure one but are however trapped and breakable. (As
a trapped cryptographic component we assume the component which shows the
characteristics of a secure one but however hides a previously unconsidered prop-
erty that allows a cryptanalysis.) The derived characteristics and the developed
algorithm for cryptanalysis imply a design criterion for employment of LFSRs
over GF(q) in certain nonlinear combination keystream generators. The criterion
requires check of the patterns distribution in a sequence of successive powers of
the LFSR state transition matrix. Violation of the criterion can result in employ-
ment of an LFSR which is the trapped one so that the keystream is breakable
when its very short output segment is available.

The second proposed methods for cryptanalysis (Algorithm B) points out
weaknesses in the construction of the resilient functions over GF(q) with op-
timal nonlinearity order reported in [2]-[3]. It is shown that this method for
construction opens a door for attacking the nonlinear combination generator
which employs such resilient function based on the method for cryptanalysis
proposed in this paper. The developed attack shows how a particular failure of
the avalanche property of a function over GF(q) can be employed for the crypt-
analysis, and accordingly the attack implies a particular condition necessary for
the good avalanche characteristic of the combining function over GF(q).

The developed algorithms for cryptanalysis directly imply the design alerts
and restrictions on LFSRs characteristic polynomials and resilient functions
which are appropriate for nonlinear combination generators over GF(q) and the
related schemes.

Organization of the paper.
Section 2 considers matrix characterization and certain characteristics of LFSRs
over GF(q). The related security implications and a design criterion are pointed
out in Section 3. The first algorithm for cryptanalysis, as well as an illustrative
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example of cryptanalysis based on the proposed algorithm are given in Section 4.
The second developed algorithm for cryptanalysis and its consequences, as well
as an illustrative example, are discussed in Section 5. Finally, the conclusions
are given in Section 6.

2 Matrix Characterization and Certain Characteristics of
LFSRs over GF(q)

An LFSR can be considered as a linear finite state machine. Let us recall how a
linear finite state machine is a realization or an implementation of certain linear
operators. The characteristic polynomial or feedback polynomial of the LFSR is

b(u) = 1 + b1u + . . . + bLuL (1)

and the recursion implemented by the LFSR is then

XL+t = −b1XL+t−1 − . . . − bLXt = b1XL+t−1 + . . . + bLXt, (2)

since q here is a power of 2. The reader is referred to [18], for example, for more
details.
When the LFSR feedback polynomial being given by (1), then the state tran-
sition q-ary matrix A can be written as:

A =




b1 b2 b3 ... bL

1 0 0 ... 0
0 1 0 ... .
· · · ... ·
0 ... 1 0




=




A1

A2

A3

·
AL




, (3)

where each Ai, i = 1, 2, ..., L, represents a 1 × L matrix (a row-vector). Hav-
ing denoted by X0 the vector [XL−1, ..., X0] representing the initial contents or
initial state and by Xt = [XL+t−1, ..., Xt] the L-dimensional vector over GF(q)
representing the LFSR state after t clocks, then in the matrix form (2) writes

Xt = AXT
t−1 = AtXT

0 , t = 1, 2, . . . , (4)

where At is the t-th power over GF(q) of the L×L state transition binary matrix
A and XT denotes the transpose of the L-dimensional vector X. Accordingly,
a state of a length-L LFSR after t clocks is given by the matrix-vector product
over GF(q) in relations (4).

Relations (4) show that powers of the matrix A determine algebraic replica
of the LFSR initial state.

The next two parts of this section show two important characteristics relevant
for specification of a design criterion for a nonlinear combination keystream
generator over GF(q). At the first we show the behaviour of different powers
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of the matrix A assuming a random primitive characteristic polynomial. In the
next, we point out the possibility of choosing the characteristic polynomial,
among all primitive polynomials of a given degree over GF (q), which has a
behaviour very far from the expected one, yielding a way for construction of the
trapped keystream generator. These issues are the origins for specification of a
design criterion for employment of LFSRs over GF(q) as the building blocks for
keystream generators.

2.1 The Expected Behaviour

Proposition 2.1 In a sequence of N different powers of the matrix A, corre-
sponding to an L-length LFSR with primitive characteristic polynomial, we can
expect that Nq−L+B of the vectors A(·)

1 , take a specific pattern of values (say
all zero pattern) in certain L − B coordinates, assuming arbitrary values in the
remained B coordinates, B < L.

Sketch of the Proof. Recall that an LFSR with a primitive characteristic polyno-
mial of order L generates the sequences {Xi} of period equal to qL − 1, and
note that since XL+i = A(i)

1 X0 , where X0 is a vector constant, the se-
quences {Xi} and {A(i)

1 } have the same period. Accordingly, the sequence A(i)
1 ,

i = 1, 2, ..., qL − 1, consists of all possible qL − 1 different L-dimensional vectors
over GF(q), except the all-zero vector. As a result, in a statistical model, any
vector A(i)

1 could be considered as a realization of a random L-dimensional vec-
tor source of L-dimensional patterns over GF(q), and accordingly, we have the
proposition statement.

Proposition 2.1 directly implies the following corollary.

Corollary 2.1. In a sequence of N elements generated by an L-length LFSR
over GF(q), we can expect that Nq−L+B symbols depend only on certain B < L
symbols of the LFSR initial state assuming that the LFSR characteristic polyno-
mial is a primitive one.

As an illustration we consider the following particular example over GF(23).
Let the coefficients of the primitive characteristic polynomial be b1 = 1, b2 =
1, b3 = α, b4 = 0, b5 = 1 + α2, where α is a root of x3 + x+ 1 over GF (2). Here
L = 5 and according to Corollary 2.1, for B = 2 and N = 4000 we can expect
4000/512 = 7.81 occurrences of the i-th power Ai of the transition q-ary matrix
A such that the first row of Ai has a 0 entry in any fixed three positions. When
the first row of A is [1, 1, α, 0, 1 + α2], the first row of Ai for i = 25, 161, 197,
1007, 1510, 2565 and 3910, respectively, has the following forms:
[0, 0, 0, 1 + α2, α], [0, 0, 0, α2, α], [0, 0, 0, 1, α], [0, 0, 0, α, α + α2], [0, 0, 0, 1 + α +
α2, 1 + α], [0, 0, 0, α2, α2], and [0, 0, 0, 1 + α, 1].
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Accordingly, the LFSR output sequence symbols on the positions i = 25,
161, 197, 1007, 1510, 2565 and 3910, depend only on two symbols of the LFSR
initial state.

2.2 The Probability of a High Deviation from the Expected
Behaviour

Proposition 2.2 In a set of R different LFSRs over GF(q) of length L and
primitive characteristic polynomial, the probability P that an LFSR exits such
that at least M from its first N output symbols depends only on certain B < L
elements of the LFSR initial state is given by the following:

P = 1 − [
M−1∑
m=0

P (m)]R , (5)

where

P (m) =
(

qB

m

)(
qL − 1 − qB

N − m

)
/

(
qL − 1

N

)
. (6)

Sketch of the Proof. We consider the set of all primitive polynomial of degree L
over GF (q) and the corresponding roots over GF (qL). Any power αi of such a
root α can be expressed as αi =

∑L−1
j=0 ajα

j . It can be directly shown that the
probability that exactly m patterns, such that aj = 0 for any j out of certain set
of B indices, appear in the first N powers of α is given by (6). On the other hand,
Pr =

∑M−1
i=0 P (i) is the probability that at most M − 1 powers of α with the

specified pattern appear in the first N powers of α. Accordingly, the probability
for the desired root is 1 − PrR where R is the number of primitive polynomials
of degree L over GF (q) that we consider.

The statement of Proposition 2.2 is illustrated by the following example.
We consider the set of all primitive polynomial of degree L = 6 over GF (q = 27)
and the corresponding roots over GF (qL). Any power αi of such a root α can be
expressed as αi =

∑5
j=0 ajα

j . We are interested of the probability to have in the
first N powers of the primitive root a subset I of elements such that a5 = a4 = 0
in the expression of α�, � ∈ I. The length of the generator output sequence is
assumed to be N , which will here range from 10 to 50, maybe somewhat larger
but not more than 100. Then P =

∑2
i=0 P (i) is the probability that at most two

powers of α with the specified pattern appear in the first N powers of α. The
probability for the desired root is 1−PRN where RN is the number of primitive
polynomials of degree 6 over GF (q) that we need to go through for 1 − PRN to
be at least 99%. Here the total number R of primitive polynomials is the number
of integers prime to 1286 − 1 divided by 6. Then R = 404620054272 � 4 · 1011.
Since P � .999999995952, then for N = 50 we need RN to be 1.2 109 and the
probability for the desired root is 1 − PRN � .992. For N = 10 we need RN to
be 1.9 · 1011 and the probability for the desired root is 1 − PRN � .99.
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3 Security Implications and Design Criterion

Proposition 2.1 and Corollary 2.1 open a door for a part-by-part recovery of a
LFSR initial state employed in certain keystream generators. The critical obser-
vation is that if you can identify some output locations that depend on only a
subset of the key, then you can speed-up exhaustive keysearch by guessing only
that subset of the key.

Proposition 2.2 opens a door for a malicious selection of the characteristic
polynomial so that the LFSR initial state recovery, in certain keystream gen-
erators, can be performed assuming availability of very short keystream output
sequence. This malicious selection of the LFSRs feedback polynomials yields
a possibility to install a trap-door for the cryptanalysis in certain keystream
generators.

Accordingly, this section proposes the following design criterion for employ-
ment of LFSRs over GF(q) in order to prevent the cryptanalysis using only a
very short segment of the output keystream sequence.

– Check the patterns distribution of the first N powers of the LFSR state tran-
sition matrix, and do not employ the considered candidate if the distribution
significantly deviates from the expected one given by Proposition 2.1.

Violation of the proposed rule for selection of the LFSR characteristic polyno-
mial can result in a scheme vulnerable based on very short segments from the
keystream generator.

4 An Algorithm for Cryptanalysis and Its Characteristics

As an illustration of the statements given in the previous section, this section
proposes a particular approach for the cryptanalysis.

We assume a nonlinear combination keystream generator over GF(q) which
consists of two LFSRs and a 1-resilient nonlinear function f(·) which inverse
is f−1(·). The lengths of the LFSRs, L1 and L2, are co-prime, L1 < L2, and
the secret key determines only the LFSRs initial states. Accordingly the con-
sidered keystream generator is resistant on the correlation attack and the linear
complexity attack.

4.1 Underlying Ideas

The developed technique for cryptanalysis is based on the divide and conquer
approach. This approach is widely used in cryptanalysis, and particularly it has
been employed for initial state reconstruction of an LFSR as it is reported in [1],
[6] and [9], for example, but these techniques are inappropriate in the cases under
our consideration due to the following. The technique reported in [1] requires
that the LFSR feedback taps are highly concentrated, and so it is inefficient
or can not work in the general cases under our consideration. The techniques
reported in [6], [9], [14], [17] and [7], are based on certain sums of the LFSR
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output symbols so that the relevant inversions can not be performed. In this
paper we propose a novel divide and conquer approach which is suitable for the
problem under our consideration.

Two main underlying ideas for the cryptanalytic method are the following:
- recovering of complete secret key by independent recovering of its certain parts;
- employment of a technique based on the linear finite state machine model of an
LFSR over GF(q) for autonomous reconstruction of the secret key parts using
appropriate subsequence of an LFSR output sequence which depend on a part
of the LFSR initial state only.

Characterization of an LFSR over GF(q) by the state transition matrix,
and the characteristics of a sequence of powers of the state transition matrix,
derived in Section 2, are the main origins for construction of the algorithm for
the cryptanalysis.

4.2 Algorithm A

– INPUT.
Output sequence from the keystream generator, {Zi}N

i=1, and parameter �.
– PREPROCESSING.

Denote by Aj the state transition matrix of LFSRj, j = 1, 2, and by Aji1 the
first row of the i-th power Aji of Aj. Let P(�) be a subset of {1, 2, ..., L1},
and let N be large enough for having a set S(�) of indices with the size L2−�
such that:
• the first row of A1i, i ∈ S(�), has nonzero components only for the indices

which belong to P(�);
• the vectors A2i

1, i ∈ S(�) are linearly independent.
– PROCESSING.

1. Suppose previously unconsidered hypothesis about the initial state part
X1(0,�) which components belong to the set P(�), and generate L2 − �
output elements of LFSR1, X1i, i ∈ S� according to the following:

X1i = A1i
1(X1(0,�))T , i ∈ S(�) .

2. For each (X1i, Zi), i ∈ {P(�), S(�)}, calculate

X2i = f−1(X1i, Zi) , i ∈ {P(�), S(�)} ,

and solve the system

A2i
1(X20)T = X2i , i ∈ S(�) ,

for X20 where it is a candidate for the initial state of LFSR2.
3. Based on the current candidate for X20 and {Zi}, recover complete

candidate for X10.
4. For the established LFSRs states calculate the generator output sequence

Z̃i, i = 1, 2, ..., L1 + L2.
If Z̃i = Zi, i = 1, 2, ..., L1 + L2, accept current hypothesis of the LFSR1
and LFSR2, as the true one; otherwise go to the step 1.

– OUTPUT.
Secret key recovered from the reconstructed initial states.
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4.3 Complexity and Required Input

The structure of Algorithm A directly implies the following statement.

Corollary 4.1. The time complexity of Algorithm A is proportional to q�, � <
L1, and it is smaller for a factor equal to 2L1−� than a brute force attack,
L2 > L1 > �.

The required sample for the cryptanalysis strongly depends on the characteristic
polynomial of employed LFSRs.
The algorithm preprocessing phase requires enough long output sequence from
the generator to make possible collection of the suitable powers of the state
transition matrix. Also note that, according to Proposition 2.2, the required
length can be extremely small if an LFSR with certain characteristic polynomial
is employed.
Table 1 gives a numerical illustration of the algorithm time complexity, according
to Corollary 4.1, and assuming operations over GF(23).

Table 1. Time complexity and required imput sample of the algorithm for crypt-
analysis as the functions of the algorithm parameters L1, L2 and method of
the characteristic polynomial selection assuming the combination generator over
GF(23) with two LFSRs and 1-resilient function.

order of required sample
secret key LFSR lengths order of dependent on selection of

length L2, L1 time the characteristic polynomial
(in bits) and the parameter � complexity ————————————–

(over GF(8)) random malicious

63 11, 10, 5 85 85 100

96 17, 15, 8 88 88 100

156 27, 25, 15 815 815 1000

183 31, 30, 15 815 815 1000

4.4 Illustrative Example

Key Ideas

Our aim is to conceive a nonlinear combination keystream generator over GF(q)
with two LFSRs which shows all characteristics of a secure one but is however
trapped and breakable. The key statements are as follows.

1. The nonlinear combining function is 1-resilient with maximal non-linearity
order, and it combines LFSR1 and LFSR2 over GF(27) of lengths 6 and 7,
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respectively. We have chosen GF (27) in order to produce ASCII symbols
which are bytes as generator output symbols.

2. We first choose the feedback polynomial from the

φ(242 − 1)/6 = 404620054272 � 4 · 1011

ones with the following property: Among the first 50 powers of the corre-
sponding primitive root α a set I of at least 3 have the same pattern with
4 nonzero components and 2 zero components in its expression with 6 com-
ponents over the ground field. It is established that the probability is larger
than 99.2% so that a primitive polynomial for LFSR1 exists among 1.2 ·109

of them with the desired property. What we have in mind is to complete
the crytanalysis with the knowledge of only 50 bytes of the generator output
sequence. It is still feasible to find a primitive polynomial with the desired
property such that among the first 10 powers of the corresponding primitive
root α a set I of at least 3 have the same pattern with 4 nonzero components
and 2 zero components in its expression with 6 components over the ground
field. Here the probability of finding such a polynomial still is close to 99%
but at the condition however to be able to go through 1.9 · 1011 primitive
polynomials, and this would allow to complete the cryptanalysis with only
10 bytes of the generator output sequence, corresponds to an attack with a
known plaintext of only 10 characters.

3. Let I be the set of three powers of the transition matrix A1 of LFSR1 for
which the first row of A1�, � ∈ I has 0 in the first two positions. For LFSR2
we need to choose independently a feedback polynomial such that the first
rows of A2�, � ∈ I together with the first four unit vectors of length 6 forms
of a set of linearly independent vectors. This reduces to considering the prob-
ability that a 3 × 3 matrix over GF (128) be invertible. That probability is
� .99126. Thus, such a feedback polynomial can be easily found.

Example of a Vulnerable 1-Resilient Function

We give an explicit form of the inversion of f when it is given as in [2, Proof of
Proposition 14] by

f(x, y) = (xq−2 + y
q−2
2 + 1)q−5, (7)

where q > 4 is a power of 2. This is an example of a 1-resilient function with
optimal nonlinearity order over a finite field GF(q), q a power of 2.

It can be shown that the following statement holds.

Proposition 1. Over the finite field GF (q), q > 2, q a power of 2, if z =
f(x, y) = (xq−2 + y

q−2
2 + 1)q−5, then y = (zq−2 + x4(q−2) + 1)

q−2
2 .



206 Paul Camion, Miodrag J. Mihaljević, and Hideki Imai

Details of the Attack

The LFSRi state transition q-ary matrix is denoted by Ai, i = 1, 2. The un-
known initial state of LFSR1 is [x5, x4, x3, x2, x1, x0] and that of LFSR2 is
[y6, y5, y4, y3, y2, y1, y0]. We recall that we have the feedback polynomial of LFSR1
such that there is a set I of size 3 of integers and that the first row of A1�, � ∈ I
has 0 for its first two entries. Our aim is to reduce the number of candidates to be
checked for the whole initial state: [x5, x4, x3, x2, x1, x0], [y6, y5, y4, y3, y2, y1, y0]
to at most q4. By considering the 1284 = 228 possible partial initial states
[x3, x2, x1, x0] of LFSR1, we are able to recover the complete initial states of
LFSR1 and LFSR2 as follows. We first have the set of equations

y� = g(x�, z�), � = 3, 2, 1, 0. (8)

By those equations every choice of [x3, x2, x1, x0] forces the partial initialization
[y3, y2, y1, y0]. By our assumption on the matrices A1�, � ∈ I, we have that

x� = A1�[0, 0, x3, x2, x1, x0]T , � ∈ I (9)

We are then able to solve for y� the equations

y� = g(x�, z�), � ∈ I (10)

Let us denote by [e1], [e2], [e3], [e4] the row vectors
(1, 0, . . . , 0), (0, 1, 0, . . . , 0), (0, 0, 1, 0, . . . , 0), (0, 0, 0, 1, 0, . . . , 0), respectively. We
then denote by [A2�], � ∈ I the first row of the matrix A2�, � ∈ I.

We finally have the set of equations

[e�+1][y6, y5, y4, y3, y2, y1, y0]T = y�, � = 0, 1, 2, 3. (11)

and
A2�[y6, y5, y4, y3, y2, y1, y0]T = y�, � ∈ I (12)

We have chosen the feedback polynomial of LFSR2 in order that the vectors
[e�], � = 1, 2, 3, 4, and A2�, � ∈ I are linearly independent. We thus can solve
(11) and (12) for y6, y5, y4, y3, y2, y1, y0. The complete initial state of LFSR2 is
then entirely recovered though only the assumed partial initial state [x3, x2, x1,
x0] of LFSR1. Now we can solve

x� = h(y�), � = 4, 5.

What we have just seen is that exploiting the property of the function f(x�, y�) =
z� and the fact that we can choose the feedback polynomial, first for LFSR1 and
then independently for LFSR2, so that every partial initialization x3, x2, x1, x0

of LFSR1 completely determines the whole initialization of both LFSR. We are
then able to produce the keystream sequence corresponding to that initialization
which eventually will match the keystream sequence used. Cryptanalysis will be
achieved in an average of q4

2 = 227 steps with negligible memory space, whereas
a straightforward brute force attack requires q7

2 = 248 steps.
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5 A Weak Resilient Function over GF(q)

This section points out vulnerability of certain resilient functions over GF(q).
The developed method for cryptanalysis applies when some input variables x of
the combining function over GF(q) only appear as xq−1 in the algebraic normal
form. A particular class of the functions which have certain optimal character-
istics but fulfill this condition, as well, is proposed at CRYPTO’96, [2].

5.1 Keystream Generator Under Consideration

We assume that the nonlinear combination generator consists of the following:
• n LFSRs over GF(q): LFSR1, LFSR2, ..., LFSRn, with lengths L1, L2, ..., Ln,
respectively, and known characteristic polynomials;
• 1-resilient function of n variables with the optimal nonlinearity order con-
structed as it is proposed in [2] employing the following Proposition 2 and (7);
• and that the secret key determine the LFSRs initial states only.

Proposition 2. (Proposition 15, [2]) Let q �= 2 or t �= n − 1. Let f1, f2 :
GF (q)n → GF (q) be two t-resilient functions with optimal nonlinearity, such
that degree(f1 − f2) = degree(f1). Then g : GF (q)n+1 → GF (q) defined by

g(x1, . . . , xn+1) = xq−1
n+1f1(x1, . . . , xn) + (1 − xq−1

n+1)f2(x1, . . . , xn) (13)

is a t-resilient function with optimal nonlinearity.

Finally, note the following. By Proposition 14 of [2] there exists a t-resilient
function f : GF (q)t+1 → GF (q) with optimal nonlinearity order. Applying
Proposition 2 with f1 = f and f2 = αf , where α ∈ GF (q) \ {0, 1} leads to
a t-resilient function with t + 2 variables and optimal nonlinearity order. If we
iterate this construction n + t − 2 times, we obtain a t-resilient function with n
variables and optimal nonlinearity order. Siegenthaler [20] proved this result in
Boolean case.

5.2 Underlying Ideas for Cryptanalysis

The algebraic normal form of the considered t-resilient function with optimal
nonlinearity order has a monomial (with highest possible degree) that should
have t variables with degree q− 2 and all other variables with degree q− 1. This
is naturally brought to the attention of the cryptanalyst since a variable x raised
to the power q − 1 takes the value 1 for every nonzero x.
The following statement points out an underlying result relevant for the crypt-
analysis.
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Proposition 3. The probability P (n, t) of at least t consecutive ones in a length
n string of zeros and ones with independent probabilities p for zero and 1−p = q
for one is given by

P (n, t) = 0 for n < t, qt for n = t and

P (n, t) = qt +
n−t+1∑

i=2

pqt(1 − P (i − 2, t)) for n > t.

Sketch of the Proof. The probability of at least t consecutive ones starting in the
first position is qt. Next the probability of at least t consecutive ones appearing
for the first time with the first one in the i-th position, i > 1 is pqt−P (i−2, t)pqt.
Such a string has a zero in the (i − 1)-th position and there is no t consecutive
ones in the first i − 2 positions.

5.3 Algorithm for Cryptanalysis

Algorithm B

– INPUT.
Characteristic polynomials of the employed n LFSRs of lengths L1, L2, ..., Ln,
assuming (without loosing generality) that L1 < L2 < ... < Ln, the combin-
ing function, assuming that the outputs from LFSR3-LFSRn appear only as
xq−1 in the algebraic normal form of the combining function, and an output
sequence from the keystream generator, {Zi}I

i=1,
– PROCESSING.

Joint recovering of the LFSR1-LFSR2 initial states, and than sequential
recovering of the LFSR3-LFSRn initial states.
1. Recovering of the LFSR1-LFSR2 initial states.

For each output sequence index i = 1, 2, ..., I1, where I1 < I−(L1+L2),
do the following:
(a) Assume that L1 + L2 successive output bits from each of LFSR3 to

LFSRn are nonzero, implying that the keystream generator output
depends only on the output sequences from LFSR1 and LFSR2;

(b) Employ the following procedure for recovering of the initial states of
LFSR1 and LFSR2.
i. Suppose a previously unconsidered initial state X1, X2, ..., XL1,

of L1-length LFSR1 which generates the sequence XL1+1, XL1+2,
..., XK , K < I.

ii. Using the sequences XL1+1, XL1+2, ..., XL1+L2 and {Zi} calcu-
late Yk = f−1(Xk, Zk), k = L1 + 1, L1 + 2, ..., L1 + L2, where
f−1 denotes inversion of f , and generate YL2+1, YL2+2, ..., YK .

iii. Calculate Z̃k = f(Xk, Yk), k = L2+1, L2+2, ..., K, where K ≤ I
provides an unique solution in the next step test.
If Z̃k = Zk, k = L2 + 1, L2 + 2, ..., K, go to Step iv; otherwise go
to Step i.
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iv. Memorize the recovered initial states of LFSR1 and LFSR2. (i.e.
the corresponding secret key parts), and go to the next step.

2. Recovering of the LFSR3-LFSRn initial states based on the recovered
initial states of LFSR1-LFSR2.
For j = 3, 4, ..., n, based on the recovered initial states LFSR1-LFSR(j−
1), reconstruct LFSRj employing the following:
(a) assume previously unconsidered initial state of LFSRj
(b) generate the output sequence {Z̃i} based on the recovered initial

states of LFSR1-LFSRj, assuming that the outputs of LFSR(j + 1)-
LFSRn are always nonzero

(c) Calculate d =
∑I

i=1 δ(Z̃i, Zi) where δ(Z̃i, Zi) = 0 for Z̃i = Zi and
δ(Z̃i, Zi) = 1 for Z̃i �= Zi, assuming that the algorithm parameter I
provides the relevant separability.

(d) if d is smaller than a certain threshold accept the current hypothesis
as the true one; otherwise go to Step 2.(a).

– OUTPUT.
Secret key recovered from the reconstructed initial states.

5.4 Required Sample and Complexity of Algorithm B

According to Algorithm B structure, it can be directly shown that the following
is valid.

When available keystream output sequence is O(2562(256
255 )n−3), assuming

n ≥ 3, the complexity of attack is O(qL1 +
∑n

j=3 qLj).
Recall that a direct exhaustive search over all possible secret keys has com-

plexity O(q
∑

n

j=1
Lj).

5.5 Illustrative Example: A Nonlinear Combination Generator with
Five LFSRs

We assume that the generator under cryptanalysis consists of:
- 5 LFSRs, LFSR1, LFSR2, LFSR3, LFSR4, LFSR5, of respective lengths L1 =
7, L2 = 11, L3 = 5, L4 = 9, L5 = 8, over GF(256) with primitive characteristic
polynomials;
- A known 1-resilient function of 5 variables (x1, x2, x3, x4, x5), corresponding
to the LFSR1, LFSR2, LFSR3, LFSR4, LFSR5. It has been constructed ac-
cording to the following: a 1−resilient function f2(x1, x2) defined by (7) is first
obtained. Then three more variables x3, x4, x5 are introduced in three steps with
the recurrence (13).
Also, for the first step, we assume that 174 bytes of keystream are at our dis-
posal. Under this condition, the attack succeeds with probability 0.97. If enough
long sequence is available, the reconstruction can be completed.

The attack consists of the following two distinct parts:
• Recovering the initial states of LFSR1 and LFSR2 with probability 0.97, based
on a search over no more than 87 hypothesis;
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• Assuming that a long sequence of the generator output (or very long sequence
of the ciphertext) is available, recovering the initial states of LFSR3, LFSR4 and
LFSR5 based on three successive independent search which employ testing of 85,
89 and 88 hypothesis, respectively.

Starting steps of the algorithm for complete cryptanalysis are the following:
- Assume that the values of x3, x4, x5 all are nonzero for 18 successive bytes of
the keystream by taking those bytes starting from the first, the second, . . . , and
the 156-th (156=174-18) byte.
- For each of the previous assumptions that the values of x3, x4, x5 are nonzero
for 18 successive bytes perform the cryptanalysis on what is now essentially
function f(x1, x2) defined by (7).

Considering relation (13), we see that the probability of a successful attack
is that of having simultaneously 18 ones in three strings of length 174 of zeros
and ones, where each zero appears with independent probability p = 1

256 and
one with probability q = 255

256 .
When the initial states of LFSR1 and LFSR2 are recovered, long segments of the
keystream sequence can be generated, since, for any t, the probability that the
output byte of the generator at time t is equal to f2(x1, x2) is (255

256 )3 = 0.9883.
If a sufficiently long generator output (or even ciphertext only) is at disposal it
is possible to recover the initial state of LFSR3, LFSR4 and LFSR5 using the
following approach.
- Suppose previously unconsidered initial state of LFSR3. If the assumption is
correct, than, for any t, the probability that the generator output byte at time t
is defined by f2(x1, x2) is equal to (255

256 )2 = 0.9922. Since 9922 is 0.39% greater
than 9883, the generated sequence will be more similar to the given one, so that
a discrimination between incorrect and correct hypothesis is possible.
- The analog techniques can be employed for the initial states recovering of
LFSR4 and LFSR5.

6 Conclusions

This paper yields two alerts relevant for nonlinear combination keystream gen-
erators over GF(q) and the related schemes, and it points out: (i) a possibility
for malicious selection of the LFSRs feedback polynomials in order to install a
trap-door for the cryptanalysis; (ii) a weakness of the construction of the resilient
functions over GF(q) proposed in [2]-[3]. On the other hand the results are novel
general elements for design of keystream generators over GF(q). More precisely,
the results of this paper can be summarized as follows.

Certain characteristics of LFSRs over GF(q) based on the matrix characteri-
zation are discussed related to the behaviour of the different powers of the LFSR
state transition matrix and it is pointed out the possibility of choosing the feed-
back polynomial, among all primitive polynomials of a given degree over GF (q),
which has a behaviour very far from the expected one, yielding the way for con-
struction of the trapped keystream generator. These characteristic are used for
developing the algorithm, Algorithm A, for cryptanalysis of certain nonlinear
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combination keystream generators. These generators show all characteristics of
a secure one but are however trapped and breakable. The derived characteris-
tics and the developed algorithm for cryptanalysis imply a design criterion for
employment of LFSRs over GF(q) in certain nonlinear combination keystream
generators. The criterion requires checking of the patterns distribution in a se-
quence of successive powers of the LFSR state transition matrix. Violation of
the criterion can result in employment of an LFSR which is the trapped one so
that the keystream is breakable when a very short output segment is available.

The developed Algorithm A is an illustration of significance of the proposed
criterion, and an efficient algorithm for cryptanalysis of the nonlinear combina-
tion generator with two LFSRs and 1-resilient function. The critical observation
is that if you can identify some output locations that depend on only a subset
of the key, then you can speed-up exhaustive keysearch by guessing only that
subset of the key. The developed algorithm has divide-and-conquer nature, and
recovering of complete secret key is obtained by independent reconstruction of its
parts employing a technique based on the linear finite state machine model of an
LFSR over GF(q), and identification of certain subsequence of an LFSR output
sequence. Complexity of the cryptanalysis and required length of the keystream
sequence are discussed. When two LFSRs have co-prime lengths L1 < L2 and the
primitive characteristic polynomials, the complexity of attack is O(q�), � < L1.
Particularly, it is pointed out that for certain LFSRs characteristic polynomials,
the attack can be performed on very short generator output segments, and such
LFSRs are called trapped LFSRs.

The second proposed methods for cryptanalysis, Algorithm B, points out
weaknesses in the construction of the resilient functions over GF(q) with op-
timal nonlinearity order reported in [2]-[3]. It is shown that this method for
construction opens a door for attacking the nonlinear combination generator
which employs such resilient function based on the method for cryptanalysis
proposed in this paper. The developed attack shows how a particular failure of
the avalanche property of a function over GF(q) can be employed for the crypt-
analysis, and accordingly the attack implies a particular condition necessary for
the good avalanche characteristic of the combining function over GF(q).

Algorithm B, the second algorithm for cryptanalysis proposed in this paper,
applies when some input variables x of the combining function appear only as
xq−1 in the algebraic normal form. In that case the function is very close to
a function of less input variables (since xq−1 takes the value 1 for all non-zero
values of x). In [2] a family of resilient functions achieving Siegenthaler’s bound
was constructed, and these functions have this particular algebraic property: any
such n-variable t-resilient function over GF(q) is at low distance from a t-variable
function. The second developed algorithm points out that the family of resilient
functions proposed in [2] (CRYPTO’96) is not suitable for cryptographic appli-
cations even if these functions have the highest possible degree. Most notably,
the second algorithm implies a new criterion on the algebraic normal form of the
combining function which is specific to q-ary case. In other words, the proposed
attack shows how a particular failure of the avalanche property of a function
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over GF(q) can be employed for the cryptanalysis, and accordingly the attack
implies a particular condition necessary for the good avalanche characteristic of
the combining function over GF(q).

When n LFSRs over GF(q) have lengths L1 < L2 < ... < Ln, and the outputs
from LFSR3-LFSRn appear as xq−1 in the algebraic normal form, the follow-
ing is shown: When available keystream output sequence is O(2562(256

255 )n−3),
assuming n ≥ 3, the complexity of attack is O(qL1 +

∑n
j=3 qLj ), while a di-

rect exhaustive search over all possible secret keys has complexity O(q
∑n

j=1
Lj ).

In certain cases, and particularly if the LFSRs are the trapped ones, the first
algorithm for cryptanalysis can be combined with the second one.

The developed algorithms for cryptanalysis directly imply the design alerts
and restrictions on LFSRs characteristic polynomials and resilient functions
which are appropriate for nonlinear combination generators over GF(q) and the
related schemes. Accordingly, the results of this paper are focused toward some
particular problems and, at the same time, they are general guidelines for con-
struction of certain stream ciphers.

Finally note that archiving hidden and nontrivial weaknesses of certain build-
ing blocks for keystream generators is an important issue relevant for construc-
tion of the secure schemes, as well as for the security evaluation of the proposed
ones.
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