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Abstract Personal mobile devices, as mobile phones, smartphones, and commu
nicators can be easily lost or stolen. Due to the functional abilities of 
these devices, their use by an unintended person may result in a severe 
security incident concerning private or corporate data and services. Or
ganizations develop their security policy and mobilize preventive tech
niques against unauthorized use. Current solutions, however, are still 
breakable and there still exists strong need for means to detect user 
substitution when it happens. A crucial issue in designing such means 
is to define what measures to monitor. 

In this paper, an attempt is made to identify suitable characteristics 
and measures for mobile-user substitution detection. Our approach is 
based on the idea that aspects of user behavior and environment reflect 
user's personality in a recognizable way. The paper provides a tenta
tive list of individual behavioral and environmental aspects, along with 
characteristics and measures to represent them. 

Keywords: Mobile Terminal Security, User Profiling, Masquerader Detection 

1. Introduction 
Today, mobile devices have become a convenient and often essential 

component assisting us in our everyday life. These devices are becoming 
increasingly powerful, and the number of features and services available 
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to their users is growing steadily. Some of the abilities of modern mobile 
devices are essential also from the security perspective. Among them 
are i) the ability to store (private and corporate) data, ii) the ability 
to perform mobile e-transactions, and iii) the ability to access a cor
porate intranet. These abilities pose security concerns, since only the 
legitimate user of the device should be permitted to access the private 
data and the corporate intranet, or to carry out mobile e-transactions 
allowed to the device. While these concerns are common for laptops 
and networked workstations, the problem is still more severe with mo
bile devices because they can be more easily lost or stolen - according 
to [16], 24% of PDA users experienced a loss or theft of at least one 
of their PDAs. Currently, in order to ensure the legitimacy of a user, 
an authentication procedure is performed, usually consisting in enter
ing PIN/password by a claimant (a device user whose legitimacy is not 
verified yet). The authentication process is usually launched when the 
device is being turned on, or after idle time. However, many users find 
such protection mechanism inconvenient and do not use it [6]. Besides, 
sometimes a possibility exists to bypass the authentication procedure, or 
the authentication password can be compromised thus enabling illegal 
use of the device. Therefore, there is a strong need for further security 
means to resist the use of a mobile device by a non-legitimate person. 

This paper is aimed at addressing the issue of detective security ser
vices in the context of mobile devices. We focus on the problem of 
mobile-masquerader detection^ where masquerading can be defined as 
the use of the device's protected resources by an individual other than 
the legitimate user. In the context of a mobile device, the protected 
resources are the device itself along with the information stored on it, 
and allowed services. 

The detective security means are based on the assumption that both 
normal and malicious activities are manifested in system audit traces, 
and that malicious activity can be detected through the analysis of these 
traces. A crucial issue in designing such means is to define what measures 
to monitor, and what models to assign to these measures [22, 10, 19]. 
However, the available frameworks, models, methods and approaches 
for detecting security breaches are often based on various heuristics and 
intuition of experts (as in [2, 9, 11, 20]), or are largely data-driven (as 
in [18, 8, 12]). As pointed out by McHugh, many works in intrusion 
detection have been based on "a combination of intuition and brute-
force techniques" [15, p. 14]. Furthermore, these works are targeted at 
networked workstations and servers, and hence do not take into account 
the peculiarities of personal mobile devices. 
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In this paper, we consider the mobile-masquerader detection prob
lem from user identity verification (UIV) point of view. The fact that 
cognitive processes of each human are individual is utilized in the pa
per. This part of psychological personality is a natural choice to ver
ify one's identity. The difficulty is that the psychological personality 
cannot be directly observed and measured. To solve this problem, we 
relate the psychological personality to one's behavior and environment, 
by using Bandura's social cognitive theory [3] outlined in Section 3.2. 
Furthermore, the decomposition of human personality into multiple fac
tors according to the multifactor theory of personality [17] as described 
in Section 3.1 is projected in individual aspects of behavior (considered 
in Section 4) and individual aspects of environment (considered in Sec
tion 5). Thereafter, some characteristics to describe these individual 
aspects are hypothesized, and the measures to represent these charac
teristics are proposed in Section 6. While the measures to be assigned to 
various characteristics are hypothesized in the paper, neither statistical 
nor other models to be assigned to these measures are considered. 

2. Masquerader detection 
Intrusion detection is aimed at revealing any deliberate unauthorized 

attempt to access information,- manipulate information, or render a sys
tem unreliable or unusable [22]. Among the attacks, which intrusion 
detection techniques are supposed to detect is the masquerade attack, 
i.e. an attack performed by an impostor who masquerades as a user with 
legitimate access to sensitive data. 

Intrusion detection approaches may be divided into those based on 
anomaly detection and those based on misuse detection. Approaches 
based on anomaly detection track user behavior and try to determine (on 
the basis of users' personal profiles) whether their current activities are 
consistent with an established norm. Contrary, misuse detection utilizes 
the knowledge about unacceptable behavior and directly searches for it. 

In the context of masquerader detection, the above two approaches 
can be described as follows: 

• Masquerader detection via user identity verification. The first ap
proach involves continuous verification of user identity. In other 
words, it verifies whether the user is present and alarms if ver
ification fails. This is therefore following the anomaly detection 
approach in the sense that deviations from an established norm 
are searched for. 

• Masquerader detection via impostor recognition. The second ap
proach is complementary to the first one and involves detecting 
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predefined patterns associated with impostor activity or identity. 
Thus, it is aimed at detecting the presence of an impostor, and is 
following the misuse detection approach. 

Most (if not all) of the masquerader detection techniques following 
anomaly detection approach, explicitly or implicitly assume the individ
uality of user behavior. For example, in the paper presenting neural 
network intrusion detection, the authors stated that they "believe that 
a user leaves a 'print' when using the system; a neural network can be 
used to learn this print and identify each user much like detectives use 
thumbprints to place people at crime scenes" [18, p. 943], and, later, 
"the set of commands used and their frequency, therefore, constitute a 
'print' of the user, reflecting the task of the user and the choice of ap
plication programs, and it should be possible to identify the user based 
on this information" [18, p. 945]. 

Analysis of user behavior characteristics has proven fruitful in many 
approaches to anomaly intrusion detection, whose functioning involve 
detecting anomalies in user behavior. Probably the most often cited is 
the statistical approach used in NIDES [1]. More recently, many other 
approaches have been investigated as reported in [23], [19], [13], [11], [18], 
[24], and [20], to mention a few. In these approaches, different measures 
are monitored to model user behavior: frequencies and sequences of Unix 
shell commands or system calls, temporal parameters of user actions 
and temporal intervals between them, etc. The reported results indicate 
the feasibility of the use of these measures for masquerader detection. 
User behavior has not explicitly been considered. Rather, the choice 
of characteristics has been data and technology driven, i.e. governed by 
available data and processing techniques. The choice itself is based either 
on the intuition of researchers or other experts (as in [18]), or on the 
supporting knowledge discovery tools juxtaposing the data describing 
the behavior of different users (as in [12]). 

Contemporary masquerader detection techniques may be enhanced. 
Namely, the set of measures currently employed in masquerader detec
tion is limited and may be extended by taking into consideration indi
vidual behavioral and environmental aspects. Additional characteristics 
and measures may provide further information describing the user, and 
consequently, the detection accuracy may be improved. Besides, the 
reported techniques dealt with static hosts; i.e. masquerader detection 
techniques are rarely tailored to mobile computers or other mobile de
vices. The work of [25] and [21] taking into account mobility patterns 
of users for intrusion detection purposes are rather exceptional. 
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3, Employing personality factors for 
masquerader detection 

Personality can be defined as "a dynamic organization, inside the 
person, of psychophysical systems that create a person's characteristic 
patterns of behavior, thoughts, and feelings" [5, p. 5]. From trait per
spective, personality traits are considered as dimensions of individual 
differences that influence patterns of thoughts, feelings and actions [14]. 
According to [14], these traits represent individual diff'erence variables. 
In this paper, an attempt is made to employ these individual differences 
for distinguishing between the user and a substitute, and personality is 
seen as a complex of relatively enduring aspects which make a person 
distinct from other individuals. 

3.1 Multifactor-systems theory of individuality 
Royce and Powell [17] present the theory of individuality and per

sonality, which is "a comprehensive theory about how individuals differ 
from each other psychologically and how such differences give rise to 
differences in integrative personality, including world view, life style and 
self-image" [17, p. 5]. The theory hypothesizes that personality is com
posed of mutually interacting sensory, motor, cognition, affect, style, and 
value systems. The total psychological system is defined to be "a hier
archical organization of systems, subsystems, and traits that transduce, 
transform, and integrate psychological information" [17, p. 10]. 

According to the theory, personality is hierarchically organized. The 
six systems comprising personality can be divided into high-, middle-
and low-level systems (Figure 1). The higher level systems in comparison 
with lower level systems "are concerned with longer units of time"; "have 
a higher priority of action", "are more closely related to the deeper (in 
the sense of significant) levels or aspects of personality" [17, p. 12]. Each 
system itself is further considered to include several subsystems. More
over, each system is decomposed into a hierarchy of factors at several 
levels, from the lowest-level factors (first-order factors) to highest-level 
factors indicating the systems and subsystems of personality. 

Factor values determine processes within various personality systems, 
e.g. values of the factors of the value system describe goal-seeking 
processes. At the same time, the goals established are not processes any 
more but rather "records in memory", i.e. storages. Such storages in
clude goals established, the knowledge (operators, invariants) obtained, 
and the motor programs constructed. Due to individual differences and 
due to differences in learning environments, the content of the storages 
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Level of integrative personality 
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Figure 1. Integrative personality model [17, p. 12] 

may also be individual. Thus, in addition to the variety of factors, the 
content of these storages comprise the personality of a human. 

Taken together, the values of the personality factors along with the 
storage content can be thought of as an array of values describing, or 
encoding, one's identity. It is reasonable to assume that such identity 
description is peculiar for each human being. A superposition of the 
factor values is assumed to "identify a processor" [17, p. 47]. There
fore, an evident approach to the user identity verification would be to 
match a claimant's factor values against the previously acquired factor 
values of the legitimate user. The problem with such an approach is that 
it is highly difficult to obtain factor values automatically not to speak 
about user-friendliness. As referred by [7, p. 9], the traits "are not di
rectly observable; they are inferred (as any kind of determining tendency 
is inferred)". The process of factor inference may involve for example 
answering specific questions or interview. In the context of UIV, such 
method would not be appropriate. Therefore, instead of inferring fac
tor values, an alternative approach based on Social Cognitive Theory is 
adopted in this paper. 

3.2 Social Cognitive Theory 
Social Cognitive Theory considers psychological and biological per

sonality of a human, his/her behavior, and environment as mutually 
interfered. According to the theory, a complex network of reciprocal 
influences between personality, behavior, and environment frames the 
being of human. The theory considers behavior of an individual being 
uniquely determined by personality, behavioral, and environmental fac
tors, and largely regulated through cognitive processes. This suggests 
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that the mind has an active role when an individual constructs his/her 
own reality [4]. 

In treating mobile-masquerader detection as user's identity verifica
tion, the fact that inherent constituents of human personality - cognitive 
structures and processes - are individual for each user can be employed. 
Due to the reciprocal determinism described in the Social Cognitive 
Theory, this individuality affects one's behavior and environment. Con
sequently, it is possible to assume that some aspects of behavior and 
environment are individual as well. The superposition of these individ
ual behavioral and environmental aspects constitutes the reflection of 
one's personality, and thus it may be used to differentiate individuals. 
In two subsequent sections, some of these individual aspects of behavior 
and environment are hypothesized. 

4. Individual behavioral aspects 
While psychological personality is latent, it influences the individual's 

behavior and individual's environment, which can be observed more eas
ily. The personality can be considered as reflected in some aspects of 
one's behavior and environment. In turn, the characteristics describ
ing these behavioral and environmental aspects can be thought of as 
functions of multiple variables; some of these variables are personality 
factors. Since the superposition of factor values is individual, it is pos
sible to hypothesize that the superposition of values of characteristics 
describing one's behavior and environment is also individual. Therefore, 
the behavioral and environmental characteristics reflecting personality 
can be used to verify the identity of a person. 

To consider individual aspects of user behavior, we have categorized 
various behavioral aspects into three hierarchical levels: high, middle, 
and low levels corresponding to the division of personality systems into 
three levels (Section 3.1). The high-level aspects are hypothesized to 
reflect/manifest the peculiarities of high-level personality systems, i.e. 
the style and the value systems. Accordingly, these aspects are supposed 
to describe behavior that occurs over long time periods, involves selection 
of particular mode of action, requires high-level coordination, etc. In 
turn, middle- and low-level aspects of behavior manifest the peculiarities 
of respectively middle- and low-level personality systems. 

For each of the three hierarchical levels, we consider the personality 
factors as well as the content of storages (goals, operators, invariants, 
and motor programs). As a result, a set of individual aspects of observed 
behavior have been recognized; these aspects are discussed below. 
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• High-level behavioral aspects reveal the peculiarities of values and 
styles of a user. The values determine what goals are selected, 
while styles determine how the stated goals are to be achieved. 
The following high-level aspects are recognized: 

— Way of obtaining information (e.g. through communication 
with people, web-browsing, services). This aspect is assumed 
to reflect the individuality of operators and goals, which in 
turn are influenced by factors of the value system, the affective 
system, etc. 

— Way of communication with others (calls, email, SMS, etc.). 
It is hypothesized that diff'erence in operators is reflected in 
this aspect. 

— Way of performing tasks. It is assumed that sequences of 
actions employed, frequency of different sequences of actions, 
and other characteristics describing how the user carries out 
his/her tasks reflect the individuality of user operators and 
goals, 

— Movements (routes, speed of movements, etc.). As above, this 
aspect is assumed to manifest individuality of user operators 
and goals. 

— Time/efforts devoted to work/businesses. Need for endurance 
(a factor of the value system) is supposed to partly determine 
this aspect of behavior. 

— Time/efforts devoted to entertainment. Need for play (a fac
tor of the value system) is supposed to be reflected in this 
aspect. 

— Changes in behavior. Need for change (a factor of the value 
system) is supposed to be reflected in this aspect. Behavioral 
changes implied here concern the behavior that is intention
ally coordinated and regulated by a human, i.e. they concern 
high-level aspects of behavior. 

• Middle-level behavior reflects the transformational processes within 
the cognitive system where the external information is processed 
in order to identify environmental invariants, and within the affec
tive system where the cognitive information is processed in order 
to achieve the optimal internal arousal states. The peculiarity of 
these systems is manifested in the following behavioral aspects: 

— Concepts used are assumed to reflect individual differences in 
invariants. 



Characteristics and Measures for Mobile-Masquerader Detection 311 

— (Speed of) comprehension is assumed individual as it is deter
mined by multiple factors of the cognitive system (perceptual 
speed, verbal comprehension, memory span, associative mem
ory, etc.). 

— Decision making (e.g. time to respond). Individuality of this 
aspect may be attributed to multiple factors of the cogni
tive system (perceptual speed, verbal comprehension, mem
ory span, associative memory, memory for design, induction, 
deduction, spontaneous flexibility, etc.), but also to factors of 
the style system (e.g. reflection/impulsivity). 

— Accuracy. Personality factors of the cognitive system (deduc
tive reasoning and spontaneous flexibility) and the affective 
system (surgency, autonomic balance, etc.) are hypothesized 
to influence this behavioral aspect. 

— Disposition towards communication. This aspect is assumed 
to be partly regulated by factors of the aff'ective system (e.g. 
self-sufficiency, self-sentiment), but also by factors of the value 
system (e.g. need for exhibition). 

• Low-level behavior is mainly regulated by the sensory and the mo
tor personality systems responsible for transforming the environ
mental information into psychological information and back re
spectively. The individual behavioral aspects at this level are: 

— Way of writing. Individuality of this aspect may be explained 
by individuality of motor system factors (e.g. the dexterity 
and speed of small movements), motor programs (a dictionary 
of letters, rules to produce words, etc.), but also by the in
dividuality of control-decision processes within the cognitive 
and the affective systems. 

— Way of typing. As above. 

— Voice. This aspect may be attributed to factors of the mo
tor system (articulation, phonation, respiration), but also to 
factors of the cognitive and the affective system. 

The above list of individual behavioral aspects does not pretend to 
be complete. These behavioral aspects were identified deductively by 
analyzing the factors suggested by [17]. While they recognize around 200 
factors, for many of them we have not managed to reveal a linkage with 
observable behavioral aspects. Some aspects corresponding to other or 
the same factors may have been overlooked, and further analysis might 
reveal other aspects to be added to the list. 
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5. Individual environmental aspects 
Above, it was hypothesized that due to the influence of personaUty on 

behavior, some aspects of human behavior are individual; furthermore, 
due to the influence of user personality through user behavior on his or 
her environment, some environmental aspects may also be individual (a 
person selects environment that fits his/her own personality). Individual 
aspects of behavior were considered in the previous section. In turn, this 
section is devoted to individual environmental aspects. 

In the process of inferring individual environmental aspects, they are 
classified into high-, middle-, and low-level aspects. Similarly to the divi
sion of behavioral aspects, the division of environmental aspects is aimed 
at making the process of inference more structural. High-, middle-, 
and low-level environmental aspects are supposed to reflect respectively 
high-, middle-, and low-level personality systems. For each level, it is 
analyzed what aspects of environment could reflect the individuality of 
factors and storages of this level. As a result of this analysis, the follow
ing individual aspects of environment are hypothesized.^ 

• High-level environmental aspects are regulated by the factors and 
storages of the value and style systems determining the goals of a 
user and the ways to attain them. The individual environmental 
aspects of high level are: 

— Choice of people to contact with. This aspect is hypothesized 
to reflect the individuality of user goals and to a certain degree 
operators, but also the individuality of factors of the value 
system (e.g. need for affiliation, and need for nurturance). 

- Choice of places to visit. Individuality of places a user visits 
can be attributed to the individuality of goals, but also to the 
individuality of factors. Goals and operators partly determine 
the places a user has to visit, while needs and interests partly 
determine the places a user wants to visit. 

- Choice of (software) tools. Individual tools are supposed to 
be chosen according to individual goals, but also according 
to individual factors of the cognitive system (memory span, 
associative memory, etc.) and individual cognitive styles. 

— Changes in the choice of environment. Similarly to the above-
mentioned aspect of changes in behavior, changes in the choice 

We limit the environmental aspects to those that may interact or otherwise contact with 
the device. 
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of environment are supposed to reflect the need for change (a 
factor of the value system). These changes correspond to 
changes in high-level environmental aspects, e.g. changes in 
places visited. 

• Middle-level aspects of environment reveal the peculiarity of user's 
cognitive and afl'ective systems involved in the processes of identi
fying invariants and attaining emotional activation needed. So far, 
only one aspect is recognized: 

— Tendency of '^being on-line^^ is assumed to reveal the individ
uality of factors of the cognitive system (perceptual speed, 
verbal comprehension, extraversion, etc.), but also the need 
for exhibition (a factor of the value system). 

• Low-level environmental aspects are determined by the factors 
from the low-level personality systems (sensory and motor) im
plementing the transformation between psychological information 
and physical energy. Among these aspects are: 

— Choice of screen resolution. It is hypothesized that the choice 
of screen resolution is partly determined by the visual acuity 
(a factor of the sensory system). 

— Choice of volume level The choice of volume level is partly 
determined by the auditory acuity factor of the sensory sys
tem. 

As well as the list of behavioral aspects proposed in previous section, 
the list of environmental aspects is unlikely to be complete. Further 
analysis may reveal other aspects reflecting personality factors and stor
ages. The list therefore should be treated as initial and it should serve 
as a basis for further refinement. 

6, Characteristics and measures 
The personality factors and storages are latent and hence cannot be 

directly observed and measured. However, according to the Social Cog
nitive Theory (Section 3.2), they are reflected in different aspects of 
behavior and environment] some of these aspects are hypothesized in 
previous sections. Each of these behavioral and environmental aspects, 
in turn, may be described by one or several characteristics. For exam
ple, the accuracy in typing can be taken as a characteristic describing 
"accuracy" (middle level aspect of behavior). Tentative characteristics 
to describe various individual behavioral and environmental aspects hy
pothesized in previous sections are presented in Figure 2. 
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Figure 2. List of distinctive characteristics 

For the purposes of automatically distinguishing the user and impos
tors, the behavior and environment, as reflecting the personality of a 
user, should be described by quantitative measurements. The model 
describing the regularities of these measurements should be created and 
stored for further reference during the verification process. Finally, the 
verification process is based on the comparison of current measurements 
against the information in the reference model. If the comparison re
veals significant dissimilarity, it may indicate that a user substitution 
has taken place. 
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Table 1. Tentative measures to be employed in mobile-user masquerader detection 

Characteris t ic Measures (observable variables) 

Device's facilities usage 

Device's facilities usage 
Sequences of actions followed 
Temporal lengths of actions 
Temporal intervals between 
actions in a sequence 
Use of shor tcuts vs. use of menu 
People contacted with, 
conditioned on type of 
communication, t ime, etc. 
Routes taken 

Speed of move conditioned on 
route and t ime 

Places visited, conditioned on 
t ime of day, day of week, etc. 
Length of work day 

Changes in behaviour and 
environment 

Time of reading a unit of textual 
information 

Time between an incoming event 
and response 

Words or phrases used more often 

Accuracy in typing, in menu item 
selection, etc. 

Time devoted to communication 

Time, when the user is online 

Statist ical characteristics of voice 

Temporal characteristics of 
keystrokes 

Pressure, direction, acceleration, 
and length of stylus strokes 

Set of installed software, current 
screen resolution, volume level 

Temporal interval between two consecutive evocations of a 
program or service of a same type 

Type of program or service evoked 

Sequences of n actions 

Temporal lengths of actions 

Temporal intervals between subsequent actions 

For each menu command with shortcut , the chosen option 
Phone number, e-mail address, or other address 
information of the contacted people 

Sequence of cells traversed between two consecutive 
prolonged stops 

Speed of move conditioned on route and t ime 

Locations where prolonged stops were made 

Time t h a t the terminal is in the place affiliated with the 

user 's workplace(s) 

Changes in behavioural and environmental characteristics 

Time during which a document is open for reading 

Temporal interval between an incoming message (e.g. 

e-mail or SMS) is read and the response is wri t ten 
Frequency of different words used in a piece of 
handwri t ing (with stylus) or typing 
The rat io of errors (mistyped keystrokes, errors in menu 
item selection, etc.) to the overall number of actions 
Time during a day spent for communication (using 
terminal) including different types of communication 
(calls, e-mails, etc.) 
Time, during which the communication facilities of the 
terminal are not deliberately restricted 

Cepst rum coefficients of the signal power 

Key durat ion t ime, inter-key latency t ime 

Pressure, direction, acceleration, and length of strokes 

Changes of device configuration 

In order to be able to measure quantitatively the characteristics of user 
behavior and environment, one or more appropriate observable variables^ 
or measures should be assigned to each of them. These variables can be 
directly measured, and the results of the measurements can be stored as 
numerical or categorical values. Possible measures to be assigned to the 
distinctive characteristics are proposed in Table 1. For example, the ra-
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tio of mistyped keystrokes to the overall number of typed keystrokes may 
be employed as a measure to represent the characteristic of "accuracy in 
typing". Three characteristics - set of installed software, current screen 
resolution, and volume level - can be represented by a same measure 
indicating whether a change of configuration has been made. There
fore, these three characteristics were united in the table into a single 
characteristic. 

7. Conclusions 

Traditionally, the problem of deterring the use of lost or stolen mo
bile devices is addressed by the means of authentication at the preven
tive stage, and by the means of masquerader detection at the detective 
stage. The masquerader detection is usually approached through the 
detection of anomalous changes in user behavior and environment, or 
through the recognition of behavior and environment, which is common 
for impostors. The proposed solutions to the detection problem includ
ing frameworks, models, techniques, etc. are often based on heuristics, 
the experience or intuition of experts, or are data-driven. Such adhoc-
ness is likely to be one of the reasons making the development of new 
and improved solutions with high detection accuracy difficult. 

Theories from the domain of psychology offer an opportunity to ex
tend the viewpoint of a research dealing with masquerader detection. 
Using these theories, it is possible to explain the differences in human 
behavior and environment by differences of cognitive processes and psy
chological/biological factors. Applied in the security context, such the
ories shift the focus of research from the heavily technological aspects of 
the problem to the social and individual aspects concerning the human 
being interacting with the device. Such shift in focus may be useful for 
deepening the theoretical background of the masquerader detection, for 
determining the limitations of the contemporary research and thereafter 
for the development of improved solutions to the problem. 

In this paper the mobile-masquerader detection problem is seen as a 
problem of verifying user identity. The behavior and environment are 
considered as reflecting the personality traits of a user. Accordingly, by 
analyzing certain aspects of behavior and environment, the user identity 
claim can be accepted or denied. A set of characteristics and measures 
potentially useful for mobile-masquerader detection has been proposed 
in the paper; however, further empirical research is needed in order to 
evaluate their suitability. 
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